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Outage Constrained Robust Secrecy Energy Efficiency
Maximization for EH Cognitive Radio Networks

Lei Ni, Xinyu Da, Hang Hu, Miao Zhang, and Kanapathippillai Cumanan

Abstract—In this letter, we investigate the outage-constrained
robust secure design in a multiple-input single-output (MISO)
energy harvesting (EH) cognitive radio network (CRN), where
the malicious energy receivers (ERs) may wiretap the desired
information and hence can be treated as potential eavesdroppers
(Eves). In particular, considering a non-linear energy harvesting
(EH) model, our objective is to design the transmit covariance
matrix to maximize the secrecy energy efficiency (SEE) under the
given outage probability and transmit power constraints, while
satisfying the EH and quality-of-service (QoS) requirements.
To tackle the original non-convex problem, we resort to semi-
definite relaxation (SDR) and Bernstein-type inequality (BTI)-
based approximations to reformulate it into a tractable form.
Then, the original problem becomes decomposable and can be
efficiently solved by handling a two-stage optimization problem.
At last, numerical results are provided to demonstrate the
effectiveness and superior performance of the proposed design
in comparisons with the existing schemes.

Index Terms—Cognitive radio network (CRN), energy harvest-
ing, secrecy energy efficiency (SEE), outage probability.

I. INTRODUCTION

Nowadays, the exponential growth of data traffic and mobile
computing have brought the increasing demands for wireless
communication, such as scarce spectrum resources and en-
ergy supply [1]. As a promising approach to simultaneously
improving both spectrum efficiency (SE) and energy efficiency
(EE) in fifth generation (5G) and beyond wireless networks,
the energy harvesting (EH) cognitive radio network (CRN)
has recently attracted great research attention [2]. In contrast
to other natural-resource EH techniques (such as solar, wind
and thermal), the radio frequency (RF)-based EH technology is
more suitable for stable energy provision [3]. Furthermore, RF
signals have the capability to transfer information and energy
through the same electromagnetic waves, which facilitates
the implementation of simultaneous wireless information and
power transfer (SWIPT) [4].

Due to the broadcast nature of wireless medium, com-
munications in a EH-CRN is vulnerable to be intercepted
by external eavesdroppers (Eves). Hence, it is crucial to
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design green communication systems that could achieve both
secure transmission and efficient EH. To handle this challenge,
physical layer security (PLS) has attracted paramount interest
in recent years [5]. By exploiting the physical characteristics of
wireless channels, e.g., fading, noise and interference, PLS has
considerable potential capabilities to achieve “perfect secrecy”
without using any encryption keys, and is widely pursued in
different communication scenarios, such as relay networks [6],
SWIPT networks [7], CRNs [8]-[10], multiple-input single-
output (MISO) [11]-[13] and multiple-input multiple-output
(MIMO) [14] systems.

It is worth noting that, the existing works on PLS in the
literature [5]-[10] are under the assumption of perfect channel
state information (CSI) or imperfect CSI with norm-bounded
uncertainty model. However, due to the channel estimation
and quantization errors, they may rarely occur in practice
and can be seen as absolute safe designs. Thus, probability-
based robust design becomes a better approach for handling
the CSI errors. Furthermore, for secure EH-CRNs, most ex-
isting research efforts concentrate only on improving either
secrecy rate or EE. To achieve a better trade-off between the
secrecy rate and EE, secrecy energy efficiency (SEE) has been
proposed as a novel design criterion in secure communication
systems. Moreover, the resource allocation designs in wireless
powered communication systems mainly rely on the ideal
linear EH model. In fact, non-linear EH model can capture
a better practical circuit feature [15] and yield a significant
improvement on the system performance. To the authors’
best knowledge, the outage-constrained SEE optimization for
CRNs with practical EH model has not been investigated yet.

Motivated by the aforementioned aspects, in this letter, we
study the outage-constrained SEE maximization (OC-SEEM)
for MISO EH-CRNs with external energy receivers (ERs). In
particular, the non-linear EH model is employed. By assuming
that only statistical CSI of the illegitimate ERs is available at
the transmitter, the formulated OC-SEEM problem is shown to
be non-convex and cannot be solved directly. With the aid of
semi-definite relaxation (SDR) and Bernstein-type inequality
(BTI), we transform the original non-convex problem into an
equivalent two-stage problem, where the associated transmit
design is bounded to fulfill the outage constraints.

II. SYSTEM MODEL AND PROBLEM STATEMENT
A. System Model

We consider the downlink transmission of an underlay
MISO-CRN system, which consists of one secondary trans-
mitter (ST), one primary receiver (PR), one secondary receiver
(SR), N legitimate ERs and K illegitimate ERs. Since the
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ERs are usually located closer to the ST than the SR, the
illegitimate ERs may abandon the opportunity of EH, and
attempt to decode the received signal that sent by the ST. For
ease of exposition, we name the malicious ER as “Eve” in this
letter. It is assumed that the ST is equipped with N, antennas,
whereas all the other users consist of a single antenna. The
slow frequency-flat fading channels from the ST to the PR,
the SR, the j-th legitimate ER as well as the k-th Eve are
denoted by h, € CM*1 h, € CN*! h,; € CM*! and

gex € CNeX1 respectively. Then, the corresponding received
signals at the SR and k-th Eve are given by

ys:hSHWS+nsa (1)

Yo = BLWs + ek, Vh € K, ©)

where K = {1,2,3,..., K}, w € C"¢ defines the transmit
beamforming vector, and s with E{|s|*} = 1 is the confiden-
tial information-bearing signal intended to SR. Furthermore,
ns and n. j are independent identically distributed complex
Gaussian noise with zero mean and unit variance. Accordingly,
the achievable secrecy rate of the SR is therefore expressed as

where fr(W) = log (1 + hfth) —log (1 + gngge,k),
and W = ww!l with Rank (W) = 1.

Similarly to the power consumption model available in the
literature [16], the total power consumption at ST is denoted by
P, = %Tr(W) + P,, in which £ € (0, 1] is the power amplifier
efficiency, and P, represents fixed circuit power consumption.
Without loss of generality, ¢ is assumed to be one in this letter.

Based on the above settings, the SEE in terms of bits per
Joule per Hertz, which is defined as the ratio between the
achievable secrecy rate and the total power consumption, can
be computed by
_ W) @

(W) + P,

In addition, to characterize the practical energy conversion
property, we consider employing the newly proposed non-
linear EH model, which is similar to [15]. Therefore, the
output direct current (DC) power at the j-th ER, denoted by
E;-”, can be expressed as

ns(W)

U, — MQ M
nl __ TgJ — SR R .
Ej - 1-q 7 1+e*a(ijb)’vj€‘7’ (5)
where J £ {1,2,3,..,N} and Q = ﬁ M represents

the maximum harvested energy when the circuit becomes
saturated. P; is the received RF power at the j-th ER, while a
together with b are the parameters that describe the joint effects
of various non-linear phenomenons caused by hardware limit,
circuit sensitivity and leakage currents, etc.

B. Outage-Constrained SEE Maximization

Notably, we assume a practical scenario that the ST has
perfect knowledge of all the legitimate channels but only im-
perfect CSI about the potential Eves. Specifically, the complex
circular Gaussian CSI error model is applied, i.e.,

ge,k - gevk + Age’k7 Vk S ,C, (6)

where g, j, is the estimation of the true CSI, Ag, ; denotes the
associated CSI errors, which satisfies Ag. , ~ CN(0,Ry),
and R, > 0. Moreover, Ag., and Ag. ; are independent
for any k£ # j. Note that this partial channel uncertainty
assumption has been widely considered in the current literature
about PLS [9]-[10].

In this paper, we aim to maximize the SEE of CRN with
energy harvesting, subject to the constraints of the outage
secrecy rate, the outage SEE, the total transmit power, the
EH and the quality-of-service (QoS) at the PR. Hence, the
OC-SEEM problem can be formulated as follows:

max 7 (7a)
s.t. Prg, , {ns(W)>n}>1-9,Vk € K, (7b)
Prge,k{Rs(W) >R} >1-0,Vk e K, (Tc)
E?ZZ“Y,VJ'EJ, (7d)
h/Wh, <T, (Te)
Tr(W) < P, (71)

W > 0, Rank(W) =1, (7g)

where ¢ is the given parameter defining the required SEE
outage probability, e.g., the chance of the achievable SEE
falling below the target threshold 1 due to random CSI
uncertainty. R and ¢ are the predetermined target rate and the
maximal secrecy rate outage probability, respectively. Further-
more, v is the minimum harvested energy constraint for the
legitimate ERs. In addition, I' denotes tolerable interference
power caused to the PR, and P represents the maximum
transmit power at the ST.

III. PROPOSED ROBUST OC-SEEM PROBLEM DESIGN

A. A Tractable Approach to the OC-SEEM Problem

The original OC-SEEM problem defined in (7) is highly
non-convex in nature and difficult to solve. Moreover, the
non-convex rank-one constraint in (7g) makes the optimization
problem even more challenging. To circumvent these issues,
our strategy is to pursue convex restriction approaches, also
known as safe tractable approximations, to deal with the non-
convex constraints. First, by noting the independence between
the Eves’ channels, the probabilistic constraint in (7b) can be
decoupled into the following constraint:

K
(7b) & ] Pre, , {e(W) > n(TH(W) + P} > 1 — ¢
k=1
< Prg, {fu(W) 2 5 (TH(W) + P)} > 1 - ¢,

®)
where = 1 — (1 — )"/%. In fact, (8) can be physically
regarded as a per-Eve SEE outage probability. Notice that
(8) is still not convenient to process, since the constraint
has no closed-form expression. To make the robustlproblem
more tractable, by invoking the identity Ag. , = RZey such
that e, ~ CN(0,I), the channel error defined in (6) can be
rewritten as

8k = ek + Rley, Vk € K. 9)
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By substituting (9) into (8) and performing some mathemat-
ical manipulations, we have

Pre, {ef/ Wiey + 2R {eflrr} + 51, >0} > 1 -5, (10)

where Wy, 2 “RZWR?. 1, 2 ~RIWg. . s 2 —1 —
g, Wg. . + (1 + hfWhy)\, and \ = 27 7(Tr(W)+Pe),

It is obvious that the chance constraint in (10) can be
characterized by the quadratic inequality with respect to (w.r.t)
ei. Therefore, the efficient computable upper bounds on the
rate outage probabilities are derived by using Bernstein-type
inequality (BTI) in the following lemma:

Lemma 1 (BTI) [16]: Suppose the chance constraint

Pr{x"Ax + 2R{x"u} +60 >0} >1-0a, (1D

where (A, u,0) € RY x CV x R is an arbitrary 3-tuple of
(deterministic) variables, x ~ CN(0,I), and « € (0, 1]. With
any slack variables 1 and w, the following relationship will

always hold:
Tr(A) — /—2In(a)y + In(a
vec(A) <
\/§u = 1/}a
wI+A >0, w>0.

By applying Lemma 1 to (10), we rewrite the probabilistic
constraint as a set of inequalities as follows:

Tr(Wi) =/ —2In(@)r+In(@)wi+sk > 0, Vk € K, (13a)

Jw—+0 >0,
(12)

vec( Wk
<Yp, Vk e K, 13b
wl =Wy =0, wp >0,Vk €, (13¢)

where v, and wy, are slack variables.
Similarly, with BTI, the outage secrecy rate constraint in
(7¢) can be transformed into the following deterministic form:

Tr(Wi) —v/—2In(p)zi +1n(p)yk +pr > 0, Vk € K, (14a)
vec(Wy)

[0 ]| <anmer,

Yyl =Wy =0,y > 0, Vk € K, (14c)

where pp £ —1 — g, Wg. ;. +277(1 + h’Wh,), p =
1—(1—p)"/%, z; and y; are slack variables.

At last, we remove the the rank one constraint by employing
SDR technique. Then, the problem (7) is equivalent to the
following problem:

log At
R T (152)
{Vk,wk Tk, Yk F ek

s.t. h;Wh, ; > T, Vj € J, (15b)

h/'Wh, <T, (15¢)

Tr(W) < P, (15d)

W -0, (15¢)

(13a) — (13c), (14a) — (14c), (15f)

where T £ b— 11n (IQ)A% ) In (15), due to the

definition of )\, the optimization objective 7 can be discarded
as a slack variable. In the next subsection, we propose a two-
stage optimization method to handle the problem in (15).

B. A Two-stage Optimization for the Problem (15)

The problem defined in (15) still remains non-convex due
to the fractional objective function. We note that the resulting
problem in (15) becomes primal decomposable, which could
be further recast as a two-stage optimization problem. i.e., the
outer problem (16), shown as follows

(16a)
(16b)

max w(\) log A1
S.t. Tmin S A S Tmax»

where Tnin and Tyax are the value boundary of A such that
(16) is feasible. As can be seen, the outer problem (16) is a
single-variable optimization problem, whose optimal solution
can be obtained through performing an one dimensional search
such as golden section search.

For (16), it is readily known that A < 1, and less obvious
is the lower bound on A. Moreover, we find that if problem
(7) is feasible, (1 + hf Why)X > 1 will always be satisfied.
Otherwise, e, Wyiell +2R {exr; } + 51 < 0 holds for arbitrary
ey, which contradicts (11). As a result, we can derive

-1
(1+PIP)  <a<y, an

in which the left hand side (LHS) of (17) is due to the relation
hZWh, < Tr (W) ||h,||? for any Tr(W) < P and W = 0.

In the sequel, we will describe our approach for solving the
inner problem (18), which is expressed as

A\) = Tr (W) + P, 18
B = miny (W) (183)
{zr,yr trex
t. (15b) — (15f), (18b)

where 371(\) = w(\). The inner problem defined in prob-
lem (18) is a convex optimization problem which includes
positive semidefinite (PSD) and second order cone (SOC)
constraints, and can be efficiently solved by applying the
convex programming tool, such as CVX [17]. Next, we
present the computational complexity analysis of the proposed
method. Defining 7' as the number of searches involved in
seeking the optimal A\* in (16), we can conclude that the
complexity for an e-optimal solution to (15) is on the order of
Tn(1/€)\/B¢, where B = (2N +8) K + N, + N + 2, ¢ =
n (NP2K +1) + N +4K +2) + 2nK (N2 + N, +1)% +
n? (NZ(2K + 1) + 4K 4+ 2) 4+ n®, and n = O(N}).

Provided that the problem (18) is feasible, the optimal
solution W* will be always rank-one, i.e., Rank(W*) = 1. In
other words, the SDR is tight and the global optimal solution
to the primal problem (7) can be guaranteed. The rank-profile
can be proved via a similar way in [16] and [18], this part is
omitted due to the limited space in this letter.

IV. NUMERICAL RESULTS

In this section, we provide numerical results to validate the
performance of our proposed design. Unless specified, similar
o [19]-[25], the simulation setting is assumed as follows:
Ny =4, K = N =2, P, = 3dBW, R = 0.5bps/Hz,
p=0=01~v =—-40dBW, I' = 0dBW. Each entry of
h,, h,, and h, ; are randomly generated by CN (O, 10_2),
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and the associated channel uncertainty of g, ; is Ry = 021,
Vk € K. Regarding the non-linear EH model parameters, we
adopt M = 24mW, a = 160 and b = 0.014. Moreover,
to show the efficacy of the proposed method, we compare our
design with the conventional OC-SRM optimal strategies [18].

Fig. 1 shows the achieved outage SEE versus maximum
available transmit power at the ST. Specially, the case of
perfect CSI can be seen as a benchmark of our robust design.
As observed, in the low-power range, the proposed OC-
SEEM scheme achieves a similar performance to that of the
OC-SRM scheme with the CSI uncertainty o = 0.1, since
both schemes use all the available transmit power to obtain
the maximum SEE, and the SEE performance of null space
beamforming (BF) is the worst due to the limited degree of
freedom. Then, as P continues to increase, one can notice a
remarkable performance gap between these different designs.
This can be explained as follows, the performance gain of
our proposed scheme remains the same due to the fact that it
ceases consuming more transmit power to avoid sacrificing the
SEE; furthermore, exceedingly large transmit power can cause
saturation in EH circuits. In contrast, the conventional OC-
SRM optimal strategies will continue to allocate more transmit
power to achieve a higher secrecy rate, which will result in
reduction on the SEE.

I
9

o
7S

I
=

W

—#— SEEM in perfect CSI

02 —6— SEEM scheme under imperfect CSI
. —&A— SRM scheme in [18]

—6— SRM scheme with null space BF

Average SEE (bps/Joule/Hz)

-10 -5 0 5 10
Total transmit power (ABW)

Fig. 1. The average outage SEE versus the transmit power.

Fig. 2 depicts the effect of the Eves’ CSI uncertainty level
o on the achieved SEE with P = 10 dBW. The general trend
is that, the average SEE decreases with the increasement of
the CSI uncertainties. In addition, our design significantly out-
performs the OC-SRM optimal strategies, and the simulation
result suggests that in PLS design, acquiring perfect CSI of
the Eves is helpful to improve security performance.

0.7 + * + +

—#— SEEM in perfect CSI
—6— SEEM scheme under imperfect CSI
—A— SRM scheme in [18]

—¢— SRM scheme with null space BF

Average SEE (bps/Joule/Hz)
<

0.1 0.2 0.3 0.4 0.5 0.6
The CSI uncertainty level o

Fig. 2. The average outage SEE versus the CSI uncertainty level.

V. CONCLUSION

In this letter, we designed the robust secure beamforming
strategy for MISO CRNs with practical non-linear EH. In
particular, we formulated this original design as an outage
probability constrained SEE optimization problem. Assuming
that the malicious ERs’ CSI is only partially available at the
ST, we proposed a novel two-stage algorithm based on SDR
and BTI to determine a safe approximated solution. Simulation
results were provided to demonstrate that our proposed design
achieves better performance than that of the existing OC-SRM
optimization schemes in the literature.
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