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ABSTRACT
Cloud computing has become an increasingly prevalent topic in recent years. However, migrating
hitherto internal IT data and applications to the cloud is associated with a wide range of risks and
challenges. The study reported in this paper aims to explore potential risks that organisations may
encounter during cloud computing adoption, as well as to assess and prioritise these risks, from the
perspective of IT practitioners and consultants. A questionnaire was designed and distributed to a
group of 295 highly experienced IT professionals involved in developing and implementing cloud
based solutions, of which 39 (13.2%) responses were collected and analysed. The findings identified
a set of 39 cloud computing risks, which concentrated around diverse operational, organisational,
technical, and legal areas. The most critical top 10 risks perceived by IT experts were found to be
caused by current legal and technical complexity and deficiencies associated with cloud computing,
as well as by a lack of preparation and planning of user companies.
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1. INTRODUCTION
In the contemporary digital age, Information Technologies (IT) have become an integral part
of the organisational infrastructure of most knowledge-intensive organisations in any sectors
(e.g. manufacturing firms, banks, universities, hospitals, and even governments) and
countries. Traditionally, IT resources (including data, software, CPUs, memory cards, and
servers) are internally hosted and maintained by user organisations. However, accompanied
with continuous business and technology evolution, modern organisations are supported by
an increasing number of IT applications and an ever sophisticated IT infrastructure. This
increasing amount of internal IT facilities and resources has now become very costly and
time-consuming for companies to maintain. Consequently, and also owing to the global
economic crisis started in 2008, organisations nowadays are often facing the dilemma to
remain high usage of advanced IT applications to sustain competitiveness on the one hand,
and to substantially reduce their IT operation and maintenance costs on the other hand. With
the development of new IT and web technologies, cloud computing emerges in recent years
as a solution to this IT dilemma.

Cloud computing is an advanced IT model to host and share both software and hardware
resources over the Internet. It allows organisations to use a pool of IT resources and
applications as services virtually through the web, without physically holding these
computing resources internally [1]. This innovative cloud model also enables the on-demand
provision of computing resources on a pay-as-you-go basis. This makes the use of IT
resources similar to the consumption of other daily utilities, such as water and gas [1, 2]. The
emergence of cloud computing also facilitates the progression of IT standardization and
commoditization, which refers to the phenomenon that IT resources (especially infrastructure
resources, e.g. servers, storage, and networks) can be used by user companies as standardized
commodities without the need for being uniquely designed, installed and maintained [3, 4].
However, and despite these attractive features and benefits, migrating the hitherto internal
IT resources and sensitive business data to a third-party cloud vendor is never an easy
decision to be made by CEOs, CIOs and IT managers. In fact, the adoption of cloud
computing is associated with a wide range of potential risks and challenges, which have not
been sufficiently explored and studied by previous researchers. Therefore, the study reported
in this paper aimed to contribute to this research gap by exploring a comprehensive list of
potential risks associated with cloud computing. A systematic literature review was carried
out at the early stage of the research. As a result of this extensive review, the researchers
established a theoretical risk ontology that contains 39 potential risks that organisations may
encounter during cloud computing adoption and usage. A questionnaire was constructed
based on this theoretical risk ontology and it was used to seek IT professionals’ perceptions
of the established cloud risks. This paper is organized in the following manner. The next
section of the paper presents a further introduction and overview of cloud computing.
Subsequently, the research methodology, including the theoretical risk ontology and the
research questionnaire design, is discussed. Section 4 presents the analysis and results
derived from the questionnaire survey and discussed the overall risk findings including top 10
cloud computing risks. Finally, the theoretical and practical implications of the study are
discussed, with conclusions drawn.

2. AN OVERVIEW OF CLOUD COMPUTING
From a historical perspective, computer and IT architecture has evolved rapidly and
significantly over the last half-century, from the originally centric ones to the increasingly
distributed ones. Specifically, terminals and mainframes were used prevalently in the market
during the 1970s and 1980s. In that period of time, people used terminals (i.e. equipments
that were just little more than keyboards and monitors) to connect to local mainframes (i.e.
large computer machines to process and store data) that were shared by many users [5]. Such
traditional terminal/mainframe model resulted in a very centralized computing architecture,
and was shortly replaced by stand-alone personal computers (PCs) – users no longer need to
share a mainframe with other people, in the late 1980s [5]. With the emergence of network
and internet technologies in the 1990s, users can connect their PCs with other computers and
servers to exchange information and documents as well as to use remote applications (e.g.
through the client/server model). In the early 2000s, with the support of new technologies
like Web 2.0 and distributed (e.g. grid and cluster) computing, users can get accessed to a set
of external and shared computer resources through an electronic grid over an Ethernet or the
Internet [5]. It is widely recognised that distributed/grid computing forms the basis of
today’s cloud architecture [6].
Cloud computing can be defined as an IT service model, which delivers a set of
convenient, on-demand, and configurable computing services and resources [2], to clients
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“over a network in a self-service fashion, independent of device and location [and with
minimal internal IT effort and…] service provider interaction” [7]. These cloud applications
and services can be accessed by not only PCs but also mobile devices, such as smartphones
and tablets. Since the emergence of the concept, a wide range of cloud computing services
have been developed by IT providers. These cloud services can be divided into three main
categories/models [1]:
•

•

•

Software as a Service (SaaS). In the SaaS model, software applications (e.g.
organisational email systems, office applications, sales/accounting systems, and even
Enterprise Resource Planning or ERP systems) are run on a vendor-managed and
controlled infrastructure, and are made available to clients through web browsers.
Platform as a Service (PaaS). In the PaaS model, computing platforms are provided
as a service to deploy and run user applications. It offers a programmable
environment and middleware to support IT application development and deployment
in user companies.
Infrastructure as a Service (IaaS). In the IaaS model, hardware and IT infrastructure
resources (e.g. CPUs, hard discs, databases, and servers) are provided as a service to
companies through the virtualised cloud environment.

Nowadays organizations are increasingly looking for adopting the various cloud services
for supply-chain integration and access to real-time data. Cloud computing also promises to
deliver high-quality and advanced IT services to organisations with substantially reduced
costs [7], such as reduced hardware investments, less maintenance fees, and lower electricity
consumption associated with IT usage. As a result of these features and potential benefits,
cloud computing has been widely perceived as one of the most important development in the
IT industry in the late 2000s. In particular, from 2008 to 2010 Gartner (a well-known global
IT consulting firm) had constantly rated cloud computing as one of the top 10 strategic
technologies, which has the potential to change traditional IT usage in organisations and even
transform the global IT industry [8]. Furthermore, it was expected in a recent report (entitled
“Sizing the Cloud”) published by Forrester Research that, the global market size of cloud
computing will grow rapidly from US$40.7 billion in the early 2010s to US$241 billion in
2020.
However, and despite these very attractive facts, a wide range of risks can actually occur
when adopting cloud computing. A risk can be defined as “the occurrence of an event that
has consequences for, or impacts on a particular project” [9]. This definition implies a
fundamental characteristic of a risk, namely uncertainty. Specifically, there is a probability
that the risk event may occur and can result in an impact on the business processes that may
imply substantial losses. Bearing these principles in mind, for the purpose of this study the
researchers defined a cloud computing risk as:
“the occurrence of an event, which is associated with the adoption and use of cloud
computing, and can have undesirable consequences or impacts on user companies”

For instance, the inherent features of cloud computing determine that IT operation within a
third-party cloud provider will be by no means transparent to user companies, who also have
limited control on the subscribed cloud services [10]. Such lack of transparency and control
may raise potential risk events related to the security and privacy of business and customer
data stored in the cloud [1]. Moreover, user companies need to make a range of internal
changes (e.g. designing new business processes, refining IT roles, and downsizing IT
department) to prepare themselves to the new cloud environment [11]. This however may
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potentially lead to job dissatisfaction of in-house IT and business staff. Furthermore, once
companies make the very essential effort to migrate their data and IT applications to the
cloud, it will be difficult and very costly for them to move back to the original in-house IT
environment if anything goes wrong (e.g. in the case of cloud vendor bankruptcy) [12].
Consequently, fully exploring and understanding these cloud risks and challenges will be
fundamental for organisations to decide strategically whether or not cloud computing is the
right tool for them, as well as to better prepare them to deal with the potential cloud problems
and thus avoid severe technical failure and business disasters. Nevertheless, as a fairly new
concept emerged in the late 2000s, there is currently a significant scarcity of studies on cloud
computing in general and on cloud computing risks in particular. Moreover, an extensive
review of the literature indicated that, existing studies [e.g. 13, 14, 15, 16] on cloud
computing risks and challenges focused mainly on security and privacy aspects, but failed to
explore a more holistic picture that covers other socio-technical, legal, and business-related
risks that are also important in the complicated cloud environment. Therefore, the research
reported in this paper is a timely study to address this research gap.

3. RESEARCH METHODOLOGY
3.1. The theoretical risk ontology
In order to establish an explicit IT lens to frame the study and generate data collection tools, a
desktop study, based on the process of a critical literature review, was carried out by the
researchers. As discussed above, an initial literature review of the study identified that
current research on cloud computing risks has been very limited and focuses only on security
and privacy aspects. Faced with this scarcity of studies on the topic, a more extensive
literature review was conducted at this stage. This critical review followed the systematic
approach proposed by Peng and Nunes [17, 18].
Specifically, apart from reviewing studies that directly address cloud computing risks, this
systematic review also covers general computing, IT and information systems (IS) journal
papers, conference proceedings, books, industrial white papers, and technical reports. The
purpose here was “to identify broadly any possible factors and issues that might lead to
potential” cloud computing failure [17]. This endeavour resulted in the identification of a
large amount of valuable literature, which addressed various IT, cloud computing, legal, and
business issues. Subsequently, these retrieved articles and materials were “systematically and
critically analysed, compared and synthesised, and then used as raw materials to construct
arguments and standpoints for risk identification” [17]. Consequently, through this extensive
and critical literature review, the researchers established and proposed a set of 39 potential
cloud computing risks. A risk ontology is then developed to organise and present these
identified cloud risks. As shown in Figure 1, the established cloud risks were organised into
4 main categories and 12 sub-categories in the risk ontology. The 4 main risk categories
include:
•

Organisational risks (OGR). Cloud adoption can lead to significant impacts on
diverse organisational aspects, such as IT governance, compliance to industrial
regulations, in-house IT experts, and IT planning.
Risks related to these
organisational and managerial aspects are categorised as organisational risks.
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Le v e l 2
OGR1
IT governance
OGR2
Compliance to industrial
regulations

Le v e l 1

Organisational
Risks (OGR)

OGR3
In-house IT specialists

OGR4
Business continuity and
resiliency
OGR5
IS risk planning and
management

OPR1
Service level agreements

OPR2
Financial issues

Operational
Risks (OPR)

Le v e l 0

Enterprise
Cloud
Computing
Risks

OPR3
Data and application
movability

OGR1 . 1 Enter pr ise s lose I T gov er n ance and contr ol in th e cloud

e.g. [ 30]

OGR1 . 2 Enter pr ise s ar e not a ble to car r y out tr anspar ent I T auditing in t he clo ud

e.g. [ 14]

OGR2 . 1 C loud pr ov ider s fail t o sup por t user com panies to m eet specific
indust r ial r e gulat ions

e.g. [ 30]

OGR2 . 2 I nter nal I T secur it y r egulations and p r o cedur es ar e ov e r look ed in the
cloud env ir onm ent

e.g. [ 24]

OGR3 . 1 Reduce dem and of inte r na l I T m anpo w er due to decr ease in I T dut ies

e.g. [ 31]

OGR3 . 2 I nter nal I T adm inistr at or s ar e incom petent to tak e ne w r oles and
r esp onsibilit ies in t he cloud env ir onm ent

e.g. [ 31]

OGR3 . 3 Lose ex pe r ienced in- house I T ex p er t s

e.g. [ 31]

OGR3 . 4 Enter pr ise s hav e no contr ol ov e r I T ex per t s em ploy ed by cloud v e ndor s

e.g. [31]

OGR4 . 1 C loud pr ov ider s discontinue business due to bank r uptcy or w it hdr aw n
fr om the m ar k et

e.g. [14]

OGR4 . 2 D ifficult fo r user com panie s t o change or sw itch bet w een diff er ent cloud
v endor s

e.g. [ 22]

OGR5 . 1 User com panies lack efficien t r isk assessm ent tools in the cloud

e.g. [ 32]

OGR5 . 2 User com panies lack disaster r ecov er y or contingency plans to deal
w ith unex pected t eachnical pr oblem s in the cloud

e.g. [ 33]

OPR1 . 1 Non- tr anspar ent an d ill- def ined SLAs bet w een cloud pr ov ider s and u ser
com p anies

e.g. [ 33]

OPR1 . 2 C loud pr ov ide r s do not h av e the capa bility to m eet established SLAs

e.g. [ 33]

OPR2 . 1 I ncr e asing hidden costs due t o non- tr anspar ent oper ating m odels in the
cloud

e.g. [ 13]

OPR2 . 2 Fail t o establish adequate financial budge t f or cloud- based ex pen ses

e. g. [ 13]

OPR3 . 1 D iff icult f or user com panies to t r ansfe r or m ov e data acr oss dif fer ent
cloud pr ov ider s

e.g. [34]

OPR3 . 2 D iff icult f or user com panies to br ing b ack d ata and I T applicat ion s t o the
pr e v ious in- house condit ions o nce cloud is adopted

e.g. [ 22]

OPR4
System users

e.g. [ 11]

OPR4 . 2 Lack of tr aining/ k now ledge of cloud ser v ices and usage

e.g. [ 35]

OPR5
Service reliability

OPR5 .1 C loud applications becom e t em por ar ily unav ailable or o ut- of- ser v ice

e.g. [ 24]

OPR5 .2 Ov er or insu fficient r esour ces ar e allocat ed to cloud ser v ices

e.g. [ 13]

T R1 . 1 D at a fr agm entat ion and/ or loss caused by t he use of m ultiple clou d
applicat ions

e.g. [ 36]

T R1 . 2 D iff icult f or user com panies to access and pr ocess data due t o com plex
dat a m anag em ent techniques used by cloud v endor s

e.g. [ 34]

T R1 . 3 User com pa nies hav e lim it ed contr ol on debugging and testing
applicat ions in t he clou d

e.g. [ 37]

T R2 .1 Per f or m ance of cloud ap plications is af fect ed by netw or k speed, dat abase
size and / o r har dw ar e capacit y

e.g. [ 13]

T R2 .2 C loud adoption leads t o higher r esour ce usage and oper at ing costs of
ex isting ent er pr ise applicat ion s

e.g. [ 31]

T R3 .1 Legacy sy stem s/ applicat ions a r e not adequately int egr ated w it h new
cloud applicat ions

e.g. [31, 34]

T R3 .2 D ata a nd applicat ions in t he cloud ar e iso lat ed or inadequ ately integr at ed

e.g. [ 38]

T R4 .1 Unau thor ized access to enter pr ise data/ applicat ions in t he clou d

e. g. [ 39]

T R4 .2 C loud v endor s use ineff icient en cr y ption m ethod s f or data pr otection

e. g. [ 13]

T R4 .3 D enial of ser v ice ( D oS) att ack s in the cloud env ir on m ent

e.g. [22]

LR1 .1 Pr iv acy of enter pr ise and cust om er data is j eopar dized in t he cloud

e.g. [22]

LR1 .2 The cloud ar chitectur e fails t o m eet specific data pr iv acy and pr otection
r egulations r equir ed by the user com pany

e.g. [ 40]

LR1 .3 D if fer ent data pr otection law s ar e used by the dif fer ent count r ies w h er e
cloud data ar e gener at ed and stor ed

e.g. [22]

LR2 .1 I nt ellectual pr ope r t y issues r aised b y inadequate I T r esour ce shar ing
ov er t he clo ud

e.g. [ 23]

LR2 .2 Legal disputes betw een ente r p r ises and cloud pr ov ider s o n the
ow ner ship of intelle ctual pr o per ty ( e. g. dat a and sof tw ar e)

e.g. [ 27]

LR3 .1 Poor cont r actua l agr eem ent s t hat fail to r ef le ct all details in t he SLA
associat ed w ith cloud a doption

e.g. [ 13]

LR3 .2 Ent er pr ise dat a r ecov er y and r e - m igr ation issues at t he end of t he
cont r act w ith cur r ent cloud p r ov ider s

e.g. [ 25]

TR2
System performance

TR3
System integration

TR4
Data security

LR1
Data privacy

Legal Risks
(LR)

Su p port in
I S lit e ra t ur e

OPR4 . 1 User r esistance t o cloud adoption/ cloud base d ser v ices

TR1
Data quality and
maintenance

Technical
Risks (TR)

Le v e l 3

LR2
Intellectual property

LR3
Contract

Figure 1. The ontology of cloud computing risks

•
•

Operational risks (OPR). The adoption of cloud computing significantly changes the
hitherto internal IT and business operations in user companies. Risks affecting daily
business and IT operations are thus categorised as operational risks.
Technical risks (TR). The complicated cloud infrastructure and inherent IT
deficiencies existed in the company can raise a set of technical risks during cloud
computing adoption.
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•

Legal risks (LR). The nature and inherent features of cloud computing can lead to a
range of legal risks related to data privacy, intellectual property, and contracts.

In order to examine and explore the suitability of this theoretical risk ontology in current
cloud computing practices, a deductive research design based on a cross-sectional
questionnaire survey was selected and used as the suitable data collection tool of this study,
as further discussed below.
3.2. The questionnaire design
The questionnaire began by asking general questions related to respondents’ background and
previous experience of IT, cloud computing, and risk assessment. Subsequently, the main
part of the questionnaire was designed by using the cloud risk ontology as the theoretical
basis. In detail, the researchers attempted to identify which of the 39 established events
would be perceived by IT experts as risks for cloud adoption, as well as to seek IT
professionals’ perception on the importance of each identified risk according to its probability
of occurrence, level of impact, and frequency of occurrence. In order to achieve these
objectives, each predefined risk event was examined in the questionnaire through the
following four questions:
1) Whether this event can be perceived as a risk to cloud adoption (1 = yes, 2= no);
2) What is the perceived probability of occurrence of this risk event (measured on a 3-point
Likert scale, ranging from high [>60%], to medium [40%~60%], and to low [<40%]);
3) What perceived level of impact this risk could result in (measured on a 3-point Likert
scale, ranging from high [i.e. 3 = critical business losses and damage] to low [i.e. 1 = not
very critical and may be negligible]);
4) What is the perceived frequency of occurrence of this risk event (measured on a 5-point
Likert scale, ranging from very often [i.e. 5 = occur very frequently and repetitively in
the cloud service lifetime], to very rarely [i.e. 1 = do not really occur or just occur once
in the entire cloud service lifetime]).
Moreover, it was expected that stakeholders, who are interested in cloud computing and have
the necessary cloud knowledge to answer the questionnaire, should have good computer
literate skills. These potential respondents of the questionnaire thus may prefer filling in the
questionnaire electronically, rather than in the traditional paper-based format. Therefore, this
questionnaire was developed and conducted electronically.
3.3. Target respondents
As discussed above, cloud computing as a relatively new concept may not currently be fully
understood by user companies. Therefore, it was considered that business managers and
users may not have sufficient insights on the cloud computing risks explored in this study. In
contrast, IT consultants and experts working in the frontier areas of the IT industry were
expected to hold more in-depth knowledge on cloud computing issues. Consequently, these
considerations led the researchers to select IT professionals and consultants as the prospective
respondents of the questionnaire. Moreover, Linkedin as a social networking site has been
increasingly used by professionals to establish and maintain personal and specialist networks.
This networking site was thus used as a very valuable resource to identify and select potential
IT specialists to get involved in the survey.
In details, a thorough search in Linkedin identified that there were more than 1600 cloudrelated professional groups that involved hundreds of thousands of members on the site. It
6

was however found that the same member would often register in at least 3 to 4 groups.
Moreover, some smaller groups were actually subgroups of a larger professional group. In
other words, there were a lot of duplications among these 1600 groups. There was therefore
no need to study all of them. After a further investigation on the search results shown in
Linkedin, the researchers specifically selected to target on the following two cloud
professional groups that seemed to cover the majority of the current members in this online
cloud community:
•
•

The professional group called ‘Cloud Computing’, created in Feb 2008, with 127,988
members;
The professional group called ‘Cloud Computing, SaaS & Virtulization’, created in
Dec 2007, with 100,576 members.

More importantly, it was identified that the registered members in these two professional
groups vary significantly in terms of IT qualifications and skills, years of IT industrial
experience, stages of IT careers, and participation in forums and group discussions. In order
to choose the most suitable IT professionals from these groups to be involved in the survey, a
set of selection criteria were established and used. In particular, the prospective respondents
should:
•
•
•
•

Have at least 3 years of professional IT experience (the more IT experience that the
member has, the richer insights that he/she may offer to the study);
Have experience and/or knowledge of cloud computing (having a good knowledge,
and even practical experience, of cloud computing is fundamental for stakeholders to
provide meaningful answers to the survey);
Have experience in IT risk assessment and management (previous knowledge and
experience in IT risk management can allow potential respondents providing more
valuable responses to the questionnaire);
Show potential willingness to participate in the survey (stakeholders that have a
strong willingness and interest to participate in the survey can lead to higher response
rate of the study. It was expected that members who were more active in online
discussion in these groups might have a stronger willingness to take part in this
survey).

Subsequently, the researchers randomly selected and investigated the profiles of members in
these two professional groups, as well as observed and analysed online discussions made by
them, in order to identify suitable members that satisfied the above selection criteria.
Consequently, a sample of 295 highly-qualified IT professionals was selected to participate in
this questionnaire survey. An invitation email, which contained 1) a covering letter to
explain the purpose of the study, and 2) the URL to the online questionnaire, was sent to
these 295 IT professionals. Three weeks after the original email, a reminder was sent out.
With these efforts, a total of 39 valid and usable responses were received, representing a
response rate of 13.2%. A full demographic profile of the respondents together with the
survey findings are presented in the next section.

4. DATA ANALYSIS AND FINDINGS
4.1. Demographic profile of respondents
As mentioned above, demographic information about the respondents’ background and
experience in IT, cloud computing and risk assessment was explored at the beginning of the
7

questionnaire. In general, the majority (31 = 80%) of the respondents are located in Western
countries, and the remaining 20% are from India. All respondents have international IT
working experience (e.g. in the Europe, USA and Asia), and 85% (i.e. 33) of them had
previously worked with clients in diverse manufacturing industries and service sectors. In
addition, Figure 2 provides an overview of IT and cloud computing experience of these
survey respondents.

Figure 2. IT and cloud computing experience of respondents

In the bar chart shown in the left side of the figure, it is clearly indicated that the vast
majority (37 = 95%) of the respondents have more than 4 years of IT industrial experience.
A significant percentage (38.5%) of them also have practical experience in cloud computing.
Moreover, the pie chart shown in the right side of the figure indicates that respondents, who
do not currently have practical cloud experience, still have good knowledge about cloud
computing (41%) or at least understand the basic concepts of this advanced IT model (21%).
Apart from general IT and cloud knowledge, Figure 3 below shows that 72% of the
respondents also have previous experience in IS risk assessment, and 46% of them even have
experience in managing IT projects that involved risk assessment and management practices.
Overall, this demographic information proves that respondents of the survey have the
necessary IT knowledge and experience to give valuable insights to the cloud risks studied.

Figure 3. IT risk management experience of respondents

4.2. Overall risk findings
The questionnaire findings show that all of the 39 events contained in the risk ontology were
perceived by the majority (86%) of the respondents as risk events to cloud computing
adoption. Nonetheless, these risks were perceived to have different levels of importance. In
particular, the questionnaire asked respondents to indicate and assess the importance of each
risk item from three dimensions, namely probability of occurrence, level of impact, and
frequency of occurrence. The need for all this information lies in the fact that from a risk
management perspective, a risk event that has a high probability of occurrence may not have
a high impact, and vice versa. As a typical example, system crash is a risk event that often
8

has high impact but low probability of occurrence. Moreover, while probability refers to
‘how likely’ a risk event may occur, frequency refers to ‘how often’ this event may happen.
Therefore, when evaluating the importance of a risk event, it is necessary and vital to take
into account all these three risk aspects [19]. Consequently, and in order to facilitate risk
assessment, the following formula was developed:
Risk score of each cloud computing risk = Σ [W *(Probability + Impact + Frequency)]
This formula was initially established and proposed by Peng and Nunes [19] and then further
improved by Pan et al [20], which aimed to identified and assessed ERP post-implementation
risks. Because the structure of this formula is consistent with and clearly reflects the
questionnaire design of this research, it is adopted as a suitable method to assess cloud
computing risks in this study. Based on this formula, the calculation of the risk score for
each identified risk event should go through the following 3 steps:
Step 1 (Probability + Impact + Frequency): sum up the values given by each respondent for
the three independent dimensions of a risk event, namely probability of occurrence
(i.e. high = “2”, medium = “1”, low = “0.5”), level of impact (i.e. high = “2”, medium
= “1”, low = “0.5”), and frequency of occurrence (i.e. 5 values from very often to very
rarely = “2”, “1.5”, “1”, “0.75” and “0.5”).
Step 2 W*(Probability + Impact + Frequency): ‘W’ refers to whether or not the respondent
perceived this risk event as a cloud computing risk, with ‘1’ stands for ‘yes’ and ‘0’
means ‘no’. In case that the respondent did not perceive the given risk event as a
cloud computing risk, the formula will turn the value generated from Step 1 into 0.
Step 1 and 2 thus generate the individual score that each respondent gave for a
specific risk event.
Step 3 Σ [W*(Probability + Impact + Frequency)]: sum up the individual score that each of
the 39 respondents of the survey gave for a particular risk event, and thus generate the
total risk score that this risk event received.
By using this formula, the researchers calculated the risk scores for all of the 39 cloud
computing risks identified, and then prioritised these risks based on their risk scores. The top
10 cloud risks ranked by their risk scores are shown in Table 1 below. These top 10 risks
were identified as the most critical to current cloud computing practice, and are thus selected
to be discussed extensively in the next section.
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Table 1. Top 10 cloud computing risks
Rank

Risk ID

Top 10 critical Risk Events for Enterprise Cloud Computing

1

LR1.1

Privacy of enterprise or customer data is jeopardised in the cloud

2

LR1.3

3

OGR4.2

4

OGR5.2

5
6
7
8
9
10

LR3.2
OPR4.2
OPR5.1
OPR2.1
TR4.3
TR4.1

Inconsistent data protection laws adopted by different countries where cloud
data are generated and stored
Difficult for user companies to change cloud vendors even in the case of
service dissatisfaction (also known as vendor lock-in)
User companies lack disaster recovery and contingency plans to deal with
unexpected technical issues in cloud environment
Enterprise data re-migration difficulties at the end of the cloud contract
Inadequate user training/knowledge on cloud services and usage
Cloud applications become temporarily unavailable or out-of-service
Increasing hidden costs due to non-transparent operating models in the cloud
Denial-of-Service (DoS) attacks in the cloud environment
Unauthorised access to enterprise data/applications in the cloud

Risk
Score
(n=39)
153.50
151.75
148.50
147.75
140.25
139.75
137.25
136.00
135.50
135.00

4.3. Top 10 cloud computing risks
This section further discusses and interprets the questionnaire findings associated with the top
10 cloud computing risks identified. Moreover, possible causes and consequences of these
risks are also discussed, with support of evidence drawn from the critical literature review.
Inconsistent laws adopted by different countries and Privacy of enterprise or customer data is
jeopardized
As presented in Table 1, the top 2 critical cloud risks identified by IT professionals were
‘inconsistent data protection laws adopted by different countries’ and ‘privacy of enterprise
or customer data is jeopardized’. As discussed before, the virtualisation feature of cloud
computing enables cloud providers to separate enterprise data from internal hardware used by
companies. Business and customer data of local companies may often be kept and stored by
cloud providers in a different country [21, 22], where resources (e.g. labour and electricity)
are cheaper, and thus allowing cloud vendors to maximise their profit levels. However, this
common cloud practice may imply the risk that different and inconsistent data protection
laws may be applied, in the country that the cloud data were originally generated, and in the
country where these sensitive data are stored. The vast majority (81%) of the respondents
perceived that the probability of occurrence of this risk event is high to medium. Moreover,
the occurrence of this risk event can often lead to potential data privacy concerns. For
instance, European customers adopting cloud services provided in the US are often concerned
about the U.S Patriot Act, which empowers the US government to access any data without
obtaining consent of the data owner [22]. Therefore, 89% of the respondents also considered
that this risk event has a high to medium impact on successful cloud adoption.
A further review of the literature identified that apart from inconsistent data protection
laws of different countries, inefficient monitoring processes of cloud providers and loose
privacy control in the complex cloud environment are also common reasons leading to
potential data privacy risks [23]. A significant number (46%) of the survey respondents thus
confirmed that there is a high probability and frequency for data privacy to be jeopardised in
the cloud. Since these cloud data are concerned with information of not just the user
company but very often also their customers, the occurrence of data privacy risk can lead to
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very significant impacts, e.g. financial losses and reputational and customer loyalty damages
[21], as also confirmed by the majority (86%) of the respondents.
Cloud services become temporarily unavailable and Increasing hidden costs in the cloud
For marketing purposes, cloud vendors always promise to make their services reliable and
available to user companies. However, owing to a wide range of potential reasons (e.g.
unexpected internet disruptions and inadequate system maintenance of cloud vendors), cloud
applications may sometimes become temporarily out-of-service. This event was found in
previous reports [24] to occur on a regular basis, even with leading cloud vendors (e.g.
Google and Microsoft) in the industry. A significant number of the respondents confirmed
that this risk event can have a relatively high probability and frequency of occurrence (Figure
6). On the other hand, in the complicated cloud environment, IT services provided by cloud
vendors may often be associated with a lot of hidden costs, e.g. disaster recovery costs,
application configuration fees, and data loss insurance [13]. These hidden costs may not
always be made clear to user companies when they subscribe to the service. Moreover, in
order to achieve higher profit levels, cloud vendors may gradually increase their service fees.
Consequently, user companies may find that the actual costs of their subscribed cloud
services are much higher than their original expectations. A significant number (over 56%)
of the respondents perceived that this critical risk event has a high to medium probability and
frequency of occurrence in current cloud practices.
The occurrence of these two critical cloud risks can directly reduce user satisfaction [1],
and thus may trigger the intention of companies to change their current cloud providers.
However, changing cloud vendors, either during or at the end of the service contract, is
associated with a lot of difficulties, as further discussed below.
Difficult to change cloud vendors and Data re-migration difficulties at the end of the cloud
contract
It is apparent that the quality of IT services provided by different vendors in the market can
vary significantly. This may be particularly true for cloud computing, since the cloud market
is still relatively new and immature. As a result, user companies may sometimes feel
unsatisfied about the services provided by their cloud vendors, and thus may want to change
to a different service provider. However, changing cloud vendors will not normally be
possible during the term of service contracts. Moreover, the potential costs, time and
resources required for moving software applications and data across different cloud servers
often prevent user companies from changing their cloud vendors [22]. Therefore, user
companies were expected to face the risk of not being able to switch their cloud vendors even
in the case of service dissatisfaction. This risk event is also known as the vendor lock-in
scenario in the cloud environment [22]. A significant number (73%) of the respondents
perceived that this critical risk event has a high to medium probability of occurrence
Moreover, the complicated cloud infrastructure, as well as possible legal restrictions made
by current cloud providers [25], may also make it difficult for user companies to retrieve and
relocate their data to a different cloud server at the end of the existing service contract. 83%
of the respondents perceived that there is a high to medium probability for this critical cloud
risk to occur.
Overall, these findings clearly suggest that user companies must be very careful when
making decisions towards the selection of cloud vendors. Considering potential difficulties
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for changing vendors either during or at the end of the cloud contact, companies can suffer
very substantial financial loss if they did not make a strategically correct vendor selection
decision at the very beginning.
Denial-of-Service (DoS) attacks and Unauthorised access to enterprise data in the cloud
environment
‘Denial-of-Service attacks’ and ‘unauthorised access to enterprise data’ were identified in this
study as the two main data security risks in the cloud. A Denial-of-Service (DoS) attack is an
attempt by attackers/hackers to prevent legitimate users of an internet service (ranging from
normal email to cloud services), from effectively using the service or related network
resources [26]. It is one type of most common security risks occurred during the use of
internet services, and can take many different forms, such as: ‘flood’ a network and thus
reduce the network bandwidth of a legitimate user; prevent legitimate users from accessing to
a service; or disrupt service to a specific user [26]. Nevertheless, although a DoS attack can
cost user companies a great amount of time and money to get back to the normal operation, it
does not usually lead to data leakage or loss.
In fact, data leakage and loss are more likely to be caused by unauthorised data access,
which is another type of critical security risk that may occur in the cloud environment.
Unauthorised data access can be the result of either technical deficiencies (e.g. inefficient
system security that enables unauthorised people to hack in and steal data in the cloud), or
human reasons (e.g. internal staff disclose sensitive data to business competitors) [17]. The
majority (69%) of the survey respondents confirmed that, there is a high to medium
possibility for these two security risks to occur during cloud usage. The occurrence of these
risk events can lead to substantial financial losses, reputation damage, and even business
crisis [17]. Therefore, the vast majority (over 86%) of the respondents considered that these
critical cloud risks can cause very significant and negative impacts.
User companies lack disaster recovery & contingency plans and Inadequate user training on
cloud usage
In response to the above unexpected security attacks and any natural system crash in the
cloud, it is crucial for user companies to establish efficient internal disaster recovery or
contingency plans to prevent data loss and ensure business continuity [27]. However, due to
a lack of awareness, training and knowledge, 73% of the respondents stated that there is a
high to medium probability for user companies to fail to establish efficient disaster recovery
or contingency plans.
On the other hand, system users of client companies need to be properly trained in order
for them to use the new cloud services and applications effectively. Substantial training
should also be provided to in-house IT experts, who can therefore have the necessary
technical knowledge and skills to configure and manage the new cloud database and
applications [28]. Otherwise, IT services and applications provided by cloud vendors may
not be properly used and maintained by user companies. However, close to 90% of the
respondents perceived that there is a relatively high likelihood for companies to fail to
provide sufficient cloud training to system users and internal IT staff.
Overall, these findings seem to suggest that companies may not currently have sufficient
understanding on possible technical disasters and user issues that can occur in the cloud
environment. They may also rely too much on cloud providers, and thus fail to fully prepare
themselves to deal with unexpected and undesirable technical and data issues in the cloud.
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This lack of planning and preparation may lead to very negative impacts and consequences
(such as severe technical and business failures in cloud adoption).

5. FURTHER DISCUSSION AND IMPLICATIONS
As discussed above, when sensitive business and customer data is processed by third-party
service providers outside the organisation, business managers of user companies are less
immediately aware of the occurrence of any risks in the cloud, and also have no direct ability
to control and manage these risks [29]. These inherent features and inevitable issues in the
cloud raise immediate concerns and risks related to data privacy and security, which have
been the main focus of the majority of current academic studies [e.g. 13, 14, 15, 21] and
industrial reports [e.g. 27, 29] on cloud computing. The findings of this study confirmed that
data privacy and security risks represent some of the significant challenges in the cloud.
However, the findings also identified that the most critical cloud computing risks do not just
cluster around privacy and security aspects. That is, critical risks in the cloud as discussed
above were also found across diverse legal, operational and business areas. Therefore, it
seems that potential failure of cloud computing adoption cannot just be simply attributed to
privacy and security risks, but will also be triggered by various operational, organisational,
and managerial problems related to both cloud vendors and user companies.
The results of this study have important practical and research implications. In practical
terms, the 39 cloud risks in general and the top 10 critical risks in particular, can be used by
business managers and IT experts, as a checklist for risk exploration, management and
prevention in cloud adoption. The findings of this study also provide useful and valuable
insights to support CEOs and in-house IT managers in the process of strategic planning and
decision making towards successful cloud computing adoption and usage. In addition, the
top 10 critical risks also represent some of the most important areas that current cloud
providers should strive to improve, if they want to make their services become more widely
used in the industry and consequently facilitate the IT transformation initiated by innovative
cloud technologies.
In research terms, this study reinforced the results of previous studies on data privacy and
security issues in the cloud, but also complemented these earlier findings by suggesting and
confirming the importance of a wide range of cloud-related risks. The extensive risk
ontology established in this study can serve as a starting point and theoretical foundation for
IT researchers to carry out further investigation in this increasingly important research area.
Furthermore, it should be pointed out that some of the top 10 risks discussed are particularly
relevant to the cloud environment (e.g. inconsistent laws adopted by different countries).
However, giving the shared features of certain IT issues, and also due to the fact that many of
the 39 risks were originally grounded from general computing, IT and IS studies (as
mentioned in section 3.1), some of these top risks (e.g. inadequate user training) will also be
relevant in general IT/IS context. In order words, the findings of this study also contribute to
existing knowledge about general IT/IS challenges and risks.

6. CONCLUSIONS
The study reported in this paper employed a questionnaire survey to seek IT experts’
perception on potential risks related to enterprise cloud computing. Previous cloud
computing studies conventionally put a strong emphasis on data privacy and security
challenges. The findings of this study suggest that under the very complicated sociotechnical environment in the cloud, risks that can lead to potential cloud computing failure
are not restricted to security and privacy aspects. In fact, the study confirmed that a much
wider range of cloud computing risks can occur in diverse legal, operational, organisational,
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and technical areas. More importantly, the most critical top 10 risks were found to be
originated by current legal and technical complexity and deficiencies in the cloud
environment. Such legitimate deficiencies and technical complexity can raise substantial
challenges for enterprise preparation and planning towards cloud service adoption and usage.
Overall, it can be concluded that despite the potential IT and business benefits promised by
cloud vendors, the adoption of cloud computing is in fact fraught with challenges and
difficulties. In order to achieve success in cloud computing adoption and usage, companies
must neither hold an over-optimistic view nor rely merely on their service providers. Instead,
a clear understanding and awareness on the identified risks, as well as a thorough preparation
across all levels of the organisation, are essential to prevent potential cloud computing failure
and business disasters.
Finally, it should be noted that this study has certain limitations. The first limitation of
the study lies in the relatively small number of questionnaire respondents. It was experienced
in this study that highly qualified IT professionals and consultants always have a tight
schedule and thus may not often have sufficient time to participate in research studies.
However, their perceptions and insights are very valuable to understand current cloud
computing challenges and risks. Further studies may reuse the risk ontology developed in
this study to explore cloud computing risks in a larger group of stakeholders, which may
involve not just IT professionals but also business managers and users. The results derived
from such further studies may be used to compare with the findings of this research, and thus
providing a more holistic picture on cloud computing risks. Furthermore, it shall be
highlighted that IT risks, including those on a cloud, can also depend on the specific
conditions of the industry in which the user company operates (e.g. comparing with
manufacturing firms, financial companies dealing with confidential client data may often face
more severe cloud challenges). When this paper focused on a set of common cloud
computing risks that may occur in any sectors, future studies can investigate what additional
cloud risks may be triggered by the specific conditions of diverse industries. It will also be
interesting to explore and assess the levels of impact of the identified risks within the context
of different industries. Overall, further research on this topic is very much needed.
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