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Abstract The ATLAS Google Project was established as
part of an ongoing evaluation of the use of commercial clouds
by the ATLAS Collaboration, in anticipation of the poten-
tial future adoption of such resources by WLCG grid sites
to fulfil or complement their computing pledges. Seamless
integration of Google cloud resources into the worldwide
ATLAS distributed computing infrastructure was achieved
at large scale and for an extended period of time, and hence
cloud resources are shown to be an effective mechanism to
provide additional, flexible computing capacity to ATLAS.
For the first time a total cost of ownership analysis has been
performed, to identify the dominant cost drivers and explore
effective mechanisms for cost control. Network usage sig-
nificantly impacts the costs of certain ATLAS workflows,
underscoring the importance of implementing such mech-
anisms. Resource bursting has been successfully demon-
strated, whilst exposing the true cost of this type of activity.
A follow-up to the project is underway to investigate meth-
ods for improving the integration of cloud resources in data-
intensive distributed computing environments and reducing
costs related to network connectivity, which represents the
primary expense when extensively utilising cloud resources.

1 Introduction

The ATLAS experiment [1] at the LHC [2] employs dis-
tributed computing resources of up to one million cores of
computing, 350 PB of disk and over 500 PB of tape storage.
These resources comprise the Tier-0 at CERN, the Tier-1 and
Tier-2 Worldwide LHC Computing Grid (WLCG) sites [3,4],
opportunistic resources at High Performance Computing
(HPC) sites and cloud computing providers, as well as volun-
teer computing. In recent years such non-WLCG resources,
particularly from HPC sites, have made increasingly sig-
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nificant contributions to ATLAS computing, a trend that is
expected to continue in the future.

The use of commercial clouds has been investigated by all
LHC experiments [5-8], and was recently reviewed by the US
ATLAS and CMS communities as part of a blueprint publi-
cation [9]. ATLAS has examined the viability of both Google
and Amazon cloud resources [10], including the integration
of the two core components of the distributed computing
environment: the workload management system PanDA [11]
and the data management system Rucio [12]. These initial
studies showed that such resources can be adopted for both
the ATLAS production and user analysis workflows, albeit
at a limited capacity, as well as demonstrating the potential
for future R&D [10].

As the start of Run 4 and the HL-LHC [13] era approaches,
the need for additional CPU and especially disk resources
continues to grow, to satisfy the computing requirements
of the experiments [14,15]. At the same time, WLCG sites
are increasingly exploring methods to utilise new resources,
aiming to fulfil their pledges in the most cost-effective and
energy-efficient manner while also making emerging tech-
nologies accessible to users. With this in mind, the ATLAS
Google Project (AGP) was established to continue an evalu-
ation of commercial clouds as a resource for ATLAS.
Whilst basic cost estimates of commercial cloud resources
have been done before [7,10], one of the primary goals of
the AGP is to develop a Total Cost of Ownership (TCO)
model for commercial clouds, which is made possible by the
highly granular pricing information available from the cloud
provider. By comparison, other types of computing resources
employed by ATLAS, namely the grid, HPCs, clouds, and
volunteer computing, incur different effective costs to the
experiment, which are often difficult to evaluate and com-
pare since funding methodologies vary by resource type, by
country, and even between different funding agencies within
the same country. Additionally, there are local arrangements
at the sites or savings, for example where some sites, typi-
cally at universities, do not directly pay electricity or WAN
access costs. It is therefore important to note that this TCO
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evaluation is not attempting to directly compare the cost of
running ATLAS jobs in the Google Cloud with the cost of
running an ATLAS grid site. A TCO comparison of data
centre colocation and commercial cloud solutions has been
previously performed in the context of expanding computing
resources at CERN [16], using input from the Helix Nebula
Science Cloud project [17].

The structure of this paper is the following.
“Commercial Cloud Cost Modelling” section delves into the
critical elements of commercial cloud cost models relevant
to this study, examining the subscription agreement model
employed by ATLAS and outlining the methodology and
scope of the TCO analysis. “ATLAS Google Site Integra-
tion” section briefly outlines the technical aspects of inte-
grating the Google site and “Running the ATLAS Google
Site” section offers a detailed account of the various tests
conducted at different phases and the resulting conclusions.
“Cloud and Network Costs” section more closely examines
the role of network traffic in overall costs and underscores
the rationale for considering dedicated links. “Feedback from
Grid Site Administrators” section presents feedback received
from a number of system administrators regarding the adop-
tion of commercial clouds. Finally, “Further Investigations
and Future Work™ section provides an outline of potential
future working directions and a summary is presented in
“Summary” section.

2 Commercial Cloud Cost Modelling

In contrast to other computing resources employed by
ATLAS, including those deployed via the WLCG grid, com-
mercial cloud resources have well-defined pricing for com-
puting time and services used, for example at Amazon Web
Services (AWS) [18] or on the Google Cloud Platform
(GCP) [19]. While each cloud may differ in their specific
pricing structure, the cost of the individual services used by
the client is usually published in an itemised and highly gran-
ular way, making it easier to develop future cost models for
commercial clouds. In this way, a client can choose from a
menu of services, which are charged or billed directly.
While the list price-based cost model is suitable for ad hoc
or specialised short-term resource needs, it is likely to prove
more costly for consistent, long-term usage of resources
compared to grid-based, general-purpose offline computing.
However, most commercial cloud providers offer discounts
and credits for large-scale users, which has been previously
explored by ATLAS with varying degrees of success. Such
discounts and credits can significantly reduce the cost com-
pared to the list-price. Funding agencies can often negotiate
even better deals. The list price-based cost model therefore
provides a maximum ceiling for a TCO, but rarely reflects
the actual price paid for large-scale cloud services.
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The primary obstacle to using commercial clouds is usu-
ally egress costs, which are network costs incurred when
data is exported from the cloud resource, and may be pro-
hibitively high for the distributed computing workflows used
by ATLAS. These workflows often exploit the high intercon-
nectivity of the grid sites and incorporate many data transfers,
as data hosted by one site is transferred to be used elsewhere.
This high network interconnectivity may incur significant
expense, which goes on top of the site budgets, as discussed
in “Dedicated Networks” section. Egress costs associated
with cloud resources were a concern expressed by several
Tier-1 site administrators when interviewed for this report
(see “Feedback from Grid Site Administrators” section).
Whilst discounts, credits and subscription plans may increase
the complexity in determining future costs, they also pro-
vide mechanisms to reduce the total cost of using commer-
cial clouds for ATLAS. It should howeyver still be noted that
even with deep discounts and credits, continuous monitoring
of expenditure must be done, and as automated as possible,
especially for large-scale use.

2.1 Subscription Model Employed by the ATLAS Google
Project

For this latest phase of the AGP, a Google Cloud Service
Agreement for Public Sector contract was negotiated with
Google to explore more solid ideas about employing Google
as an ATLAS production site. This contract, which uses the
latest pricing model, was negotiated via US national labo-
ratories and is based on an initial assumption of an average
of 7000 compute cores together with up to 7 PB of storage,
and an estimated egress of no more than 0.7 PB per month.
As is often the case with commercial cloud resources, there
is no charge for data ingress, that is for uploading ATLAS
data to the Google Cloud Platform. The contract ran for 15
months, from July 2022 to October 2023, at a flat rate cost of
$56,630.54 per month, which resulted in a subscription price
of around $1900 per day.

The subscription model does not put a limit on usage once
active, and ATLAS can use the available resources at any time
at any scale. For example, for 1 month the disk usage could
be 10 PB, and the next month 1 PB, or for 1 month ATLAS
may use 3000 cores, and the next month use 20,000 cores.
This resource elasticity may be very useful for short-duration
data-processing campaigns and is explored in dedicated tests.
The TCO for the subscription model is the total price of
the contract for 15 months, $849,458, although there is a
clear caveat to be considered, namely that the negotiation
for any subsequent contract will likely examine the actual
average usage during the previous contract. If a significantly
higher usage is observed than the initial estimate, it may be
the case that the monthly price may be higher in any subse-
quent contract. A key part of the TCO evaluation is there-
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fore to use the detailed usage breakdown provided by the
GCP accounting, without applying the subscription model,
to understand which site configurations produce the most sig-
nificant increase to the total cost according to the list-price,
and which particular services drive this increase.

2.2 Total Cost of Ownership Methodology

As previously mentioned, this TCO evaluation is not trying to
directly compare the cost of running an ATLAS grid site with
the costs associated with running ATLAS jobs in the Google
Cloud. This is primarily for two reasons, as described above.
Firstly, a significant cost variation exists already among dif-
ferent resources, and among different grid sites, which is at
least in part attributable to the variation in service costs, as
well as regional variation in labour costs for site administra-
tors. Secondly, relying solely on absolute numbers for Google
Cloud costs may not provide meaningful insights, due to the
substantial influence of individual agreements and contracts,
which include volume discounts that vary case by case and
over time.

The focus of this TCO is therefore rather on gaining a com-
prehensive understanding of how to make the best use of such
aresource, including how the configuration may differ from
a standard grid site. To accomplish this, the relative contri-
butions of various components within the cloud service to
the TCO are analysed, including compute, storage, and net-
work, across different operating models. By identifying the
dominant cost drivers and exploring effective cost control
mechanisms, it is possible to optimise resource allocation
and management to maximise cost efficiency.

In addition to hardware considerations, the invaluable contri-
bution of dedicated personnel at the grid sites should not be
overlooked. These individuals not only fulfil the role of sys-
tem administrators but also play a vital part in maintaining
the middleware and the distributed computing infrastructure
of the experiment, and in some cases contribute to federated
support services, including user-support, and areas such as
R&D, outreach and education. Their expertise and involve-
ment are crucial to sustain a high efficiency and effective-
ness in the operation of the ATLAS computing infrastructure,
more so if sites opt for using cloud computing resources at
scale.

3 ATLAS Google Site Integration

The ATLAS data are distributed worldwide across data cen-
tres or sites, organised into Tiers with varying capacities and
responsibilities under the umbrella of the WLCG [3,4]. The
single Tier-0 centre is CERN, and there are ten Tier-1 sites,
connected via dedicated National Research and Education
Networks (NRENGS) typically with between 10 and 100 Gbps,

using the LHCOPN and LHCONE overlays [20]. The Tier-
1 sites provide both disk and tape storage and function as
the perpetual archival of the collision data. Around 50 Tier-2
sites, typically hosted by national universities and laborato-
ries, provide disk storage that is used for data processing and
user analysis.

When setting up an ATLAS site using GCP resources the
objective is to fully support all ATLAS production work-
flows. This includes not only processing the RAW collision
data into reconstructed data (Analysis Object Data, AOD),
but also running all components of the multi-step Monte
Carlo (MC) production workflow, such as Event Generation
(EVNT), Full or Fast Simulation which produces simulated
detector interaction data (HITS), simulated detector output
data (Raw Data Object, RDO) and reconstructed simulated
data (AOD), as well as creating data and MC derived for-
mats (DAOD) for input to analysis (a process referred to as
“Group Production”). Additional formats such as Derived
Event Summary Data (DESD), which are tailored to the spe-
cific needs of various subdetector and object reconstruction
and identification performance groups, may also be produced
in data-processing campaigns. The site is also expected to
handle user workloads, which can encompass a diverse range
of demands. Further details on ATLAS production workflows
and data formats can be found elsewhere [21].

In the ATLAS grid site setup, production tasks running
ATLAS jobs at various locations consolidate their outputs
at a designated site known as the nucleus. The nucleus is
chosen during task definition and can be either a Tier-1 site
or a substantial and reliable Tier-2 site. Considering its size
and expected performance, this responsibility could also be
anticipated from the ATLAS Google site and is also exam-
ined here.

The integration of compute at cloud-based sites with ATLAS
distributed computing relies on Kubernetes [22], where
the resource-facing component of PanDA, Harvester [23],
utilises the native job controller of the Kubernetes clusters
for submitting batch jobs to the PanDA queue associated with
the site [24,25]. ATLAS software is provided in the same way
as at grid sites via CVMFS [26].

The access to Google storage was configured as a standard
Rucio Storage Element (RSE), as used by other WLCG stor-
age systems abstracted via standard HTTP/WebDAV using
authorisation tokens based on the S3v4 format [27]. At the
lowest layer in the stack, the Davix [28] library implements
HTTP/WebDAV access to all storage systems used in the
WLCG, and already supports chunked transport required by
object stores, which are used by ATLAS for cloud-based
sites [29]. Further significant development was then required
to make access to Google storage work, as described in the
following.

The Rucio server was extended to allow only specific
accounts to access cloud storage and to generate cloud stor-
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age tokens ad hoc when listing replicas, a functionality that
is needed both by interactive command line interface users as
well as production and analysis jobs. It was also necessary to
extend the functionality of the Rucio clients to allow seamless
upload/download for object stores, as object stores prohibit
several useful functions from the HTTP/WebDAV standard
that Rucio uses to ensure safe uploads such as checksum ver-
ification. The CERN File Transfer Service (FTS) [30] was
also extended to dynamically generate authorisation tokens
based on the S3v4 format when enacting a transfer.

Making the Google storage available within the WLCG
infrastructure also required a creative authentication solution,
as Google is not part of the Interoperable Global Trust Feder-
ation (IGTF) [31]. To do this, a dedicated load-balancer was
set up on the Google Cloud side with a fake hostname in the
CERN DNS server such that a CERN-based X.509 host cer-
tificate could be issued and uploaded. This load-balancer was
configured based on path-based regular expressions, which
allowed two RSEs to be deployed: a DATADISK to store
production input and output data and a SCRATCHDISK to
temporarily store analysis job outputs. With this setup, the
Google storage could be globally integrated into the ATLAS
distributed computing infrastructure like any other WLCG
site, and could be used by any account with the appropriate
permissions.

Due to the proximity to CERN and the low carbon-intensive
energy usage in the region, the Google europe-westI region in
Belgium was chosen to host the primary ATLAS Google site,
although during investigations into the network connectivity
a second site in the US Google us-east4 region in Virginia
was also employed (see “Cloud and Network Costs” section).
The number of running single-core slots (“job slots”) at the
ATLAS Google site can be manually configured, and is typi-
cally set to either 5000 or 10,000, although additional set-ups
such as those used for the evaluation of larger scale “bursts”
were also deployed, as described in “Resource Bursting” sec-
tion. CPU cores are provided as “spot instances” [32], so that
allocated resources may be preempted at any time depending
on current situation at the cloud, but have the advantage of
costing significantly less in real terms. The storage limit at
the ATLAS Google site is initially configured to be between
2 and 5 PB.

Thanks to the development of support for cloud-native inter-
faces, the deployment of an ATLAS site in the Google Cloud
capable of scaling to tens of thousands of CPUs and several
petabytes of disk could be accomplished within a matter of
weeks. Moreover, the operation and maintenance of the site
has required only a fraction of a full-time equivalent (FTE)
staff with expertise in cloud administration. This achieve-
ment paves the way for exploring cost—benefit scenarios in
which the agility and scalability of cloud computing can be
harnessed to accelerate the ATLAS science programme.

@ Springer

4 Running the ATLAS Google Site
4.1 Initial Phase

The ATLAS Google site was initially configured with a
PanDA queue able to run up to 5000 CPU slots, together with
a single RSE where data files could be stored. The PanDA
queue could be configured to accept certain types of jobs and
the initial goal was to try to increase the number of different
workloads and eventually test all the job workflows at the
site. Figure 1 displays various metrics of the ATLAS Google
site during the first 6 months of running.

The number of running jobs is shown in Fig. la. Aside
from alternating the number of CPU slots between five
and ten thousand, the configuration of the site was essen-
tially unchanged during this period. The number of different
types of job running in the PanDA queue was progressively
increased by changing the brokerage decisions to adjust the
job mix of the PanDA queue. The thin spikes that can be
seen in the number of running jobs are due to short-term site
configuration changes.

In the 3 months from August 24th until November 24th 2022,
the overall job mix that was run corresponded to approxi-
mately 30% MC Event Generation, 30% MC Full Simula-
tion, 30% MC Reconstruction and 10% Group Production,
which is a typical job mix seen on a standard grid site. Analy-
sis workloads were not tested in this period as many changes
needed to be made to the ATLAS middleware.

As jobs continued to run at the site, the accumulated data
from the various production steps steadily increased at the
Google RSE at a rate of approximately 50 TB per day, until
it reached 6 PB on November 24th as can be seen in Fig. 1b.
At the same time, the availability of these data generated an
increasing number of accesses from other ATLAS sites. The
egress network traffic from the ATLAS Google site due to
production and analysis jobs elsewhere using data at Google
as input ramped up from an average of about 20 TB per day
in August to about 130 TB per day in October and November.
In November, there were periods with egress network traffic
over 200 TB per day for several days in arow, as can be seenin
Fig. 1c. Itis worth noting that this traffic is above the average
seen at ATLAS sites, relative to the stored data volume. The
ATLAS Google site was generating egress traffic at the level
of 4 PB per month in November whilst hosting 5-6 PB data,
which is significantly more than the initial estimate of 0.7 PB.
By comparison, the MWT?2 grid site in the US also generates
an average of 4 PB per month of egress traffic, whilst hosting
more than 15 PB of data.

Fig. 1d shows the breakdown of the Google list-price cost per
service, where the various contributions from compute, stor-
age and egress are presented. It can clearly be seen that the
costs of egress traffic and storage can quickly become dom-
inant in cloud resources. To contain these costs, on Novem-
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ber 25th the configuration of the ATLAS Google site RSE
was changed in Rucio by enabling greedy deletion, so that
data were deleted as soon as the corresponding replication
rules had expired [33]. This had the immediate effect that the
5.5 PB of accumulated cached data were quickly removed,
and from then on new temporary data would stay on the RSE
for only 1 or 2 weeks. This drastically reduced the egress
traffic, since before the change there was significant egress
as the cached data were being transferred multiple times to
other sites as job inputs.

After this change, the remaining egress was mainly due to job
output being sent to the task nucleus. Another change was
then applied to the Google RSE on December 8th that set the
distance [34] of the RSE to any other ATLAS site to a very
large value. This had the effect of completely eliminating the
remaining egress traffic due to job inputs then preferentially
being read from other sites. The number of CPU slots at
the ATLAS Google site was also reduced back to 5000. The
effect of these changes can be seen in the distributions in
Fig. 1.

With this new configuration, the stored data at the Google
RSE stayed around 300 TB and egress traffic fell below
5-10 TB per day. The solitary spike in transfer volume in
December visible in Fig. 1c is from the egress of the outputs
of a small data reprocessing running at the ATLAS Google
site, visible as the yellow contribution in Fig. 1a.

4.2 First Observations on Network Considerations

Cloud resources have well-defined price structures for each
resource type, not only compute and storage, but also net-
work traffic. The first two are the usual capacity metrics
that are closely accounted for in a distributed infrastructure
like the WLCG. The network capacity is certainly also con-
sidered within WLCG, but the planning and provisioning

@ Springer

cycle is usually done on a longer time scale. This is in part
because the administration domain for networks is typically
broader and often spans national or continental institutions
beyond the sites themselves. This has probably had an effect
in the experiment computing models, whose workflows rely
to some extent on a plentiful any-to-any connectivity.

The long-term large-scale test of the ATLAS Google site
has provided useful insights into the management of the
associated network traffic. Given that the site was newly
deployed, it was possible to monitor how the consumption
of different types of resources evolved. CPU usage was con-
stant as expected, as a fixed configuration parameter, whereas
storage usage increased at an essentially constant rate. The
steady increase in egress network traffic was correlated with
increased use of storage, albeit with a much larger variabil-
ity. An interesting outcome of this first period of the ATLAS
Google site was that it was possible to reduce the egress net-
work traffic by adjusting a few parameters in Rucio, allowing
the cost of cloud resources to be very effectively controlled.
A key question remains about how useful a grid site is with
limited egress network traffic. Whilst this question is beyond
the scope of this report, it is an important topic that deserves
dedicated studies in the future in the context of computing
model evolution. The approach taken here is to quantify the
tests that were done with the ATLAS Google site. As pre-
viously described, after the first 3—4 months of continuous
unattended operations, the site had accumulated 6 PB of data
on disk. The values for average stored data and total egress
of data for job inputs are depicted in Fig. 2. Remarkably,
between September and December 2022, between 75% and
100% of all the data at the site was egressed each month
for production or analysis job inputs. Comparing this with
other large ATLAS sites, typically having storage sizes rang-
ing from 4 to 30 PB, this metric falls to between 15% and
20%. Consequently, the significant amount of new data at the
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ATLAS Google site generated data movement dynamics that
significantly deviated from the average. This is relevant when
evaluating a cloud resource, since abnormally high egress
traffic levels will have an impact on costs.

4.3 Understanding the Cost Impact of Different ATLAS
Workflows

Between January and April 2023 the ATLAS Google site
ran at an approximately constant CPU capacity of around
5000 job slots. The types of jobs allowed to run were con-
trolled through the fairshare policy parameter associated with
the PanDA queue. By adjusting this parameter, four periods
of running only one activity were carried out, as shown in
Fig. 3a: a 14-day period with only MC Simulation jobs in
January, a 5-day period with only MC Reconstruction jobs
in early February, a 9-day period with only Group Production

billing console for the period from January to April. The dominant ser-
vices are compute CPU/RAM (blue/red), local storage on the worker
nodes (orange), cloud storage (purple) and network egress (green and
turquoise)

jobs in mid-February and a 6-day period of only MC Event
Generation jobs at the beginning of April.

The Google billing console provides daily list-price cost
information, shown in Fig.3b, which can be used to infer
general trends. It was observed that 80-90% of the cost is
consistently dominated by three services: compute, storage
and network egress. The remainder comes from a combi-
nation of infrastructure overhead and costs associated with
orthogonal ATLAS R&D activities at Google. The compute
cost (which has three components associated with it: CPU,
RAM and local disk) remains pretty much constant through-
out this period, as expected from the fact that the number of
slots in the ATLAS Google site was set to 5000 job slots and
not modified. This cost is consistent with the advertised pric-
ing for the spot n2-standard-8 instances of around $0.01 per
CPU-h. This situation can be compared to the first months
of the project, where egress costs dominated, as shown in
Fig. 1d.
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Compute is the dominant cost for these four workflows. Stor-
age and network costs for a given day are partially but not
fully correlated with the activity that is running at that time.
If data are not purged from the storage, the storage costs will
reflect the accumulation of any past activity. On the other
hand, if there are old data stored at the site that are accessed
from outside for any reason, this will generate egress costs
that are not correlated with the activity running at that pre-
cise moment. Still, the single workflow testing periods were
of relatively short duration and the Rucio storage configu-
ration meant that no background egress was present, so any
correlation observed should be meaningful.

A final, significant single workflow test was done in July
2023, by running a fraction of the reprocessing of the 2022
data on 10,000 job slots at the ATLAS Google site. About
15% of the proton—proton collision data recorded in 2022
for physics analysis, comprising around 600 M events, were
processed into multiple formats for analysis and further, sec-
ondary processing between July 11th and 18th. The data
carousel mechanism [35] was employed as done for the grid,
whereby input files, in this case RAW data, were recalled
from ATLAS tape resources and replicated to the Google
site, without observing any adverse effects.

Fig.4a shows the data reprocessing jobs during the period
July 11th to July 18th, as well as a small number of associ-
ated output data merging jobs. Further data reprocessing jobs
can be seen in Fig. 4a after July 18th, which are part of the
wider campaign to reprocess the remaining 85% of the 2022
data on all ATLAS distributed computing sites, including the
ATLAS Google site. Figure4b shows the daily data volume
transferred out of the ATLAS Google site to the various grid
sites, where it can be seen that during the data reprocessing
a total of about 100 TB of data were exported daily.

Fig.4c also shows the daily data volume transferred, but now
broken down into the different activities. Production Output
(cyan) accounts for approximately half of the egress, which
is equivalent to the export to CERN shown as the purple
component in Fig. 4b. Most of the remaining egress during
this period is attributable to Data Consolidation, which is a
rebalancing procedure performed on the ATLAS distributed
computing system as a whole. It may be interpreted as other
data moved out of the Google storage to make room for the
output of the data reprocessing. The egress from the data
reprocessing jobs after July 18th is also visible in Fig. 4b and
c, albeit at a lower level.

The periods with different types of activities show differ-
ent trends on the relative cost of the three main services, as
shown in Table 1. The average values for the full duration
of the project are also displayed. For the first four columns,
a few trends are visible in the numbers in the table. In the
Group Production period, the egress network activity and its
associated costs show a clear increase, averaging 21% over
the 9-day testing period. In the 6-day MC Event Generation
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period, the storage is seen to contribute a significant fraction
of the total cost at 30%; however this is from the replication
of almost 1 PB of DAOD data sets to the Google site done
during the same week. The most striking observation is that
the period of Data Reprocessing activity shows a very differ-
ent pattern compared to the others, with the network egress
cost clearly dominating and averaging 63% of the total cost.
The relative costs of different workflows are further exam-
ined in “Cloud and Network Costs” section when discussing
networks.

User analysis workflows have also been running on the
ATLAS Google site since March 2023, as can be seen in
Fig. 3a. Whilst it would have been desirable to run only
user analysis at the ATLAS Google site for some period, this
proved difficult, primarily due to the unpredictable nature of
such workflows, compared to the rather standard production
workflows employed in the single job type periods described
in this section. Despite replicating several popular analysis
datasets to the site, it was difficult to get enough user jobs in
the queue, and ultimately it was not possible to run only anal-
ysis workflows on the site, although this was almost achieved
in the second half of March.

4.4 Resource Bursting

Cloud computing is intrinsically highly elastic in its nature,
and offers the opportunity to acquire a significant number of
additional resources, potentially at short notice. In the context
of Active Learning [36] this is particularly advantageous,
when it is essential to increase the speed of each iteration
of MC sample production. Previous studies [25] have shown
that it is possible to quickly ramp up many tens of thousands
of job slots at Google and process a small number of MC
events through all steps in the MC production chain to arrive
at the DAOD used for analysis.

Bursting a large amount of additional compute capacity
may also be useful if for example a particular MC sample
is urgently required, and this scenario was explored at the
ATLAS Google site in June 2023. In this case a 50 M event
standard top-quark pair production MC sample was chosen
to undergo Full Simulation as quickly as possible, by burst-
ing to 100,000 job slots. The task was configured as standard
2000 event 8-core jobs, which each take on average between
6-8 h, so that all 50 M events should be processed within 24 h.
The input EVNT data was replicated to the Google storage
and the site was drained of all other running jobs before start-
ing the test. Whilst this was not strictly required, it allowed
the burst of resources to be isolated, which was useful for
monitoring purposes.

The results of the burst test are shown in Fig. 5. The ramp up
to 100,000 running job slots was achieved in 1-2h without
issue, as can be seen in Fig. 5a. Wall-clock consumption is
shown in Fig. 5b, which revealed a considerable amount of
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Table 1 Relative cost of each of the main services during periods of
time when only one workflow was running at the ATLAS Google Site:
MC Full Simulation, MC Reconstruction, Group Production, MC Event

Generation and Data Reprocessing. The final column shows the average
values for the full duration of the project, from July 2022 to September
2023

MC Full
Simulation
06/01-19/01

MC
Reconstruction
05/02-09/02

Group
Production
11/02-19/02

MC Event
Generation
07/04-12/04

Full
Project
07/22-09/23

Data
Reprocessing
12/07-16/07

Compute 73% 65% 52%
Storage 10% 10% 9%

Network egress 7% 11% 26%
Other 10% 14% 14%

47% 21% 28%
32% 11% 20%
3% 63% 46%
19% 4% 6%

lost wall-time in the ramp up phase. This was due to nodes
accepting jobs while CVMFS was still being initialised, and
hence the burst test was repeated with a slower ramp up pro-
file. In both cases, the overall lost wall-time was 11-13%,
somewhat more than observed on the grid, and coming from
the ramp up phase and the low and constant level of preemp-
tions throughout both tests. Nevertheless, in both cases all
50M events were processed within 24 h as expected.

The same MC Full Simulation sample has been processed
several times on the various resources currently employed
by ATLAS, without draining queues or using a dedicated
site or queue. Each of these tasks took between 8 and 10
days to process, even when a significant fraction of the work,
between 30% and 75%, was executed on a few powerful sites
such as the ATLAS High Level Trigger Farm [37,38] when
used in Sim@P1 [39,40] configuration or the Vega [41] and
NERSC-Perlmutter [42] HPCs. In this sense, the burst test
can be considered a success, whilst at the same time having
the advantage of exposing the cost of a well-defined data-
processing activity. The list-price cost of each burst run at
the ATLAS Google site can be seen in Fig.5c, where the
sum of the compute-based components is around $23,000
each time.

4.5 Scaling Up the Site Again

For the final few weeks of the current project, the size of
the ATLAS Google site was scaled up again to between the
size of an ATLAS Tier-1 and Tier-2 grid site, with around
5 PB of storage and 10,000 running jobs slots, utilised by all
job types. This was done in July 2023, ahead of launching
the data reprocessing single workflow period described in
“Understanding the Cost Impact of Different ATLAS Work-
flows” section, and this configuration remained until the end
of the project in September. The 15 largest Tier-2 grid sites
and about half of the Tier-1 sites typically each provide at
least this number of job slots to ATLAS computing. Almost
all of the Tier-1 sites and the ten largest Tier-2 sites have
at least 5 PB allocated to their DATADISKS, so at the end
of July the size of the ATLAS Google Site DATADISK was

increased from 2.5 PB to 5 PB. At this time, the site was
also reconfigured as a nucleus, so that not only unique data
could be stored there but the site could also act as the out-
put destination for a task running jobs at all other ATLAS
grid sites. Furthermore, the large distances to other RSEs set
in an earlier phase of the project were somewhat reduced,
in particular to the German Tier-1 and associated Tier-2s,
which are geographically close to the ATLAS Google site
in Belgium. Figure 6 shows the changes to the data stored
and the transfers out during the month following these site
reconfigurations.

Fig.6a shows the data stored at the ATLAS Google site,
grouped into three different replica types: Persistent, which
has a Rucio rule with no lifetime (typically data placed at
the site); Temporary, which has a Rucio rule with a lifetime
(typically data replicated to the site via PanDA for produc-
tion jobs, with a lifetime of 2 weeks) and Cached, which is
data with no current Rucio rule and therefore may be deleted
at any time. The main consequence of the site changes was,
as expected, an increase in the Cached data as a result of
the increased space available for output data from produc-
tion tasks running at the site. The volume of Persistent and
Temporary data remains roughly constant.

The variety of data types stored at the ATLAS Google site
during this period can be seen in Fig. 6b, where a marked
increase in RDO files is visible. These data are used as input to
MC Reconstruction tasks in combination with HITS, which
is the output of MC Simulation. It is likely that the nucleus
nature of the site, in combination with the reduced distances,
means that more HITS datasets remain on the RSE and are
available as favourable input for MC Reconstruction tasks,
both at the ATLAS Google site and elsewhere. A steady
increase in HITS and AOD (the output of MC Reconstruc-
tion) is also observed as well as the presence of some RAW
data files used as input to data reprocessing tasks.

Fig. 6¢ shows the daily transfers out of the ATLAS Google
site, which show a steady increase after the end of July. Most
of the egress is due to files replicated from the site to use as
production input elsewhere, for example AODs to be used
as input for the production of analysis-level data (DAOD)
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Fig. 4 Distributions covering the data reprocessing campaign per-
formed on the Google ATLAS site. a Number of running jobs, where
the single job type period from July 11th to July 18th shows the data
jobs in yellow, together with a small number of associated merge jobs
in blue. b The data transfers out of the ATLAS Google site for the same

at another ATLAS grid site. The level of egress is however
significantly less than in 2022, which at its peak had a rate
of more than 1 PB per week (see Fig. 1c). This reduction is
likely due to two main reasons. Firstly, compared to 2022,
the short distances set in Rucio between RSEs were limited
to only the sites in the German cloud. Secondly, there was a
higher fraction of new data at the Google RSE when it was

@ Springer

period to different grid sites, where the main contribution in dark purple
is the replication of the reprocessing output data to CERN. This is also
visible for the data reprocessing jobs after July 18th. ¢ The different
types of transfers out of the ATLAS Google site for the same period

first activated. At the beginning of the project, the RSE was
empty and all data were newly written there, whereas in July
2023 there was already around 2 PB stored there before the
site was scaled up again.

Decommissioning of the ATLAS Google site took place in
September 2023, so that all resources employed during the
project were effectively switched off from the holistic per-
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Fig. 5 Distributions covering the resource burst tests done at the
ATLAS Google site in June 2023. a The running jobs of the two bursts
of MC Full Simulation. b The wall-clock consumption of the jobs run-

spective of ATLAS distributed computing. The PanDA queue
was disabled mid-September and all unique data moved to
one of the ATLAS Tier-1 sites. Any remaining user data from
R&D projects were removed and the site was fully decom-
missioned by September 21st. No significant difficulties were
encountered during this process, which was similar to the
usual decommissioning of a typical ATLAS grid site.

ning on the Google site. ¢ The daily list-price cost per service from the
Google billing console, where the compute contributions are seen to
dominate on the burst days

5 Cloud and Network Costs

Deploying grid resources in commercial clouds creates a
demand for networking services that can have an impact on
performance and potentially also on cost. Egress traffic is a
particularly expensive resource in the cloud, due in part to the
commercial strategy of providers to incentivise to continue to
use their resources and not migrate to other cloud providers.
At the time of writing, the list-price for storing data in the
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Fig. 6 Data stored at the ATLAS Google site: a grouped into different replica types and b grouped into different ATLAS data formats. ¢ The

different types of daily transfers out of the ATLAS Google site

Google europe-westl region is $20 per TB per month [43],
while the price for egressing data is between $45 and $85 per
TB, depending on the volume [44].

As previously described, probably the most important feature
of the cloud resources is that the costs involved are heavily
dependent on which services are used. This dependence can
be seen in the cost breakdown of running the ATLAS Google
site, which varied significantly month to month, or day to day,
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depending on the activity of the site. Figure 7a shows the
monthly list-price cost profile for the full 15-month duration
of the project. The cost of compute is basically stable, only
showing small variations at the times when the number of
running job slots at the sites was changed (for example when
the site was increased from five to ten thousand job slots
from August to November 2022, and the CPU burst test in
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June 2023). However, the cost of storage and network egress
varies considerably, depending on the dominant activity.
Fig. 7b shows the relative fraction of each service to the total
monthly cost. For the first months of the project, until Novem-
ber 2022, the egress cost increased as new data accumulated
at the site and jobs running at other grid sites accessed these
data. By November 2022, the costs associated with egress
reached 54% of the monthly total. Other patterns can be
observed in 2023, such as in April and May when the analysis
input data was replicated to the ATLAS Google site, corre-
spondingly increasing the fraction of the total cost spent on
storage. The increase in egress due to the data reprocessing
performed at Google is also visible in July.

5.1 Dedicated Networks

Egress network traffic is the resource that can have the largest
impact on the running costs over short timescales. It is an
expensive resource, and its use can increase very rapidly

if some data at the site become popular and are suddenly
accessed by thousands of jobs at other sites. Moreover, the
data going from the ATLAS Google site to other ATLAS grid
sites do so through the general purpose internet, as opposed
to using the LHCONE/LHCOPN private networks that link
most of the ATLAS sites. This has the effect of generat-
ing potentially very large traffic over the internet link into
the destination sites, which can have cost implications at the
destination, since some sites have higher costs or lower avail-
able bandwidth associated with their general purpose inter-
net links compared to the dedicated LHCONE links. The
utilisation of such links can lead to operational disruptions,
potentially impacting a site’s availability to its users. This is
often due to lower provisioning of general internet bandwidth
by the sites, primarily stemming from the associated higher
costs, resulting in rapid saturation. It is therefore important
to investigate mechanisms that could control and potentially
reduce the egress costs. One such mechanism is dedicated
network links with the cloud providers.
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The price for sending traffic through a dedicated link [45]
has two components: a fixed one of the order of $2.4 per
hour for a 10 Gbps circuit for instance, plus a variable one
that depends on traffic, priced at $20 per TB. Additional
costs might also arise, depending on the specific service
provider and route of the intermediate connection. Accord-
ing to this, routing the traffic exiting the ATLAS Google
site through a dedicated link could potentially reduce the
egress costs to less than half if traffic above 3 PB per month
is generated. A recent study within the IceCube Collabora-
tion [46] came to a similar conclusion, where by employing
dedicated network links the egress costs for data-intensive
applications could be reduced by between 50% and 75%. It
is however worth emphasising that the scope of the study
undertaken by IceCube significantly differs from that of
ATLAS. IceCube utilised dedicated links connecting the
cloud to a specific site at UW-Madison, whereas ATLAS
is currently investigating the feasibility of deploying dedi-
cated links to establish connections between cloud resources
and the LHCONE overlay network, facilitating data trans-
fers to numerous sites worldwide. It is therefore important
to recognise that the complexity and potentially the cost
associated with these two approaches may differ consider-
ably.

To explore this option, an engagement has been started with
ESnet [47] to provision a dedicated 10 Gbps link to the
Google us-east4 cloud through their ESnet Cloud Connect
service. The aim of this exercise is to test two things: first,
to measure and confirm a reduction of the egress costs for
large data transfers, and second, to try to route the egress
traffic from the ATLAS Google site into LHCONE to avoid
downstream costs associated to high-volume traffic through
the regular internet links at receiving sites.

The expectation is that dedicated network links will provide
away to lower the networking costs, but at the same time they
will also add complexity to the deployment and operations
of the cloud resources. Moreover, besides the technical com-
plexity of provisioning the dedicated network links, there is
also an organisational complexity that arises from the fact
that the implementation of this setup will vary depending on
the combination of cloud provider (and even region inside
a provider) and NREN that provides the peering. In differ-
ent countries, NRENs will have different capabilities and
conditions for peering with cloud providers. Furthermore,
each cloud provider likely offers their own specific tools to
deploy and manage the dedicated links, each with very differ-
ent provisioning procedures. Another consideration would be
if multiple experiments, for example ATLAS and CMS, were
to provision resources from the same cloud provider whether
they could both use the same dedicated network link. There is
clearly a significant programme of work in this area, beyond
the time frame of the current AGP.
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6 Feedback from Grid Site Administrators

As part of this study, feedback was collected from several
system administrators representing various ATLAS Tier-1
grid sites. In particular, their experiences with commercial
clouds were discussed, to gain some insights into the primary
advantages and drawbacks associated with these services.

6.1 Concerns Related to Cloud Computing and
Comparisons to this Project

It was a common view among site administrators that cloud
is more expensive than on-premises solutions. In particular,
concerns were raised about high egress costs, which can sig-
nificantly impact the overall expenses. Some of these com-
parisons may have been made against dedicated compute
instances rather than spot instances, which have a higher cost.
Past experiences [7] with spot instances revealed eviction
rates of up to 15%, which administrators considered unac-
ceptably high. This issue becomes particularly critical since
many sites support multiple users beyond LHC activities,
and these users might be less tolerant to evictions than the
LHC experiments, affecting the overall service reliability.
During this project preemption was observed to be signifi-
cantly lower, where only around 20% of all failed jobs were
due to evictions. With an overall rate of 5% lost wall-clock
from failed jobs over the duration of the project, the result-
ing eviction rate of between 1-2% compares favourably to
the previous result described above. However, it is important
to note that eviction rates for spot instances can vary based
on several factors, including the time of the year, the cloud
provider, the geographical region, the volume, and the types
of resources utilised.

Worries were also expressed about unpredictable perfor-
mance variations over time in cloud environments. Adminis-
trators were concerned that cloud providers might change the
underlying hardware behind a specific instance type, leading
to potential performance fluctuations that could affect the
quality of services. The PanDA queue associated with the
ATLAS Google site was very stable, experiencing negligi-
ble downtime throughout the duration of the project. While
some cloud providers do not specify the exact provided CPU
models, within CPU families it is possible to define a pref-
erence for the newer generations. The masked CPU values
(publishing clock frequency and cache size) collected by the
workload management system were homogeneous through-
out the year, indicating a stable performance. The adoption of
the new, more flexible HEPScore [48] benchmarking model
should provide further information about this topic in the
near future.

Site administrators expressed a general concern about the
risks associated with vendor lock-in. They emphasised the
importance of maintaining flexibility and the ability to
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migrate between different cloud providers to avoid being
tied to a single vendor and potentially facing challenges
with cost escalation, integration or data portability. The solu-
tions implemented by this project to interface Google Cloud
resources are essentially cloud-agnostic, not only avoiding
vendor lock-in, but also potentially enabling access to other
commercial cloud resources, as demonstrated at a lower scale
at AWS [18].

Data ownership and control were significant worries. Another
concern was about having critical data solely stored in the
cloud, without having direct control over the physical infras-
tructure where the data is hosted. Ensuring digital sovereignty
is seen as crucial when handling data from unique scien-
tific experiments. The Google Cloud data access policy is
clearly and strictly defined [49], and user data is fully pro-
tected and accessible only to the customer cloud adminis-
trators, designated users, and contract managers. Ultimately,
ATLAS retains data (and algorithm) ownership when running
in the Google Cloud. In addition, an assurance on privacy is
made that customer data will not be used for any commercial
use or for training purposes. A further, related point of con-
cern is that as cloud resources are essentially leased, there
is no opportunity to ensure that the hardware is responsi-
bly and sustainably deployed to its maximum capability and
longevity.

According to the feedback gathered from one site adminis-
trator, the cost breakdown of operating a grid site generally
comprises approximately one-third for personnel, one-third
for operational expenses, and one-third for hardware invest-
ments. The technical personnel effort required to operate one
of the ATLAS Tier-1 centres is estimated to be around 10
FTEs. Some site administrators hold the view that even with
a substantial migration of resources to the cloud, the essen-
tial operational effort needed to run a site would not expe-
rience a significant reduction. This is because only a lim-
ited number of hardware-oriented technical positions may
no longer be required. However, some issues arise that make
this comparison inherently challenging. The experience of
the Google site primarily focuses on the operational effort
required to provide CPU and storage at scale for a single
experiment. In contrast, the roles and responsibilities of tech-
nical personnel at on-premises sites may be much broader in
scope.

Finally, site administrators emphasised that funding agen-
cies are making substantial investments in building new,
energy-efficient data centres, which does not indicate a trend
or incentive to increase the utilisation of cloud resources.
In this context, Google cloud resources operate with net-
zero operational greenhouse gas emissions by neutralis-
ing any remainder via investing in carbon offsets. Google
data centres have above average Power Usage Effective-

ness [50] and provide dynamic information about the car-
bon intensity of their regions, enabling users to steer
their load to minimise emissions. In particular, the site
utilised by this project, europe-westl, has one of the low-
est grid carbon intensities [51] among Google data cen-
tres.

6.2 Purchasing Procedures

Public institutions, including those operating grid sites, often
encounter the requirement to procure services through public
tendering processes. However, when it comes to large-scale
purchasing of cloud services, the administrative demands
involved can be quite difficult. In response to this challenge,
the OCRE [52] project was initiated in 2019 with the aim of
streamlining the procurement process for cloud services in
Europe.

For organisations contracting cloud services within Europe
today, utilising a framework like OCRE becomes a viable
option to do their purchasing. OCRE facilitates this purchas-
ing process through NRENs, which in turn maintain lists
of country-specific authorised resellers that offer cloud ser-
vices covered under the OCRE framework agreements. One
of the key benefits provided by OCRE is the provision-
ing of a standardised contract. While this contract serves
as a baseline, further negotiations at the country or site
level are possible. These negotiations could lead to larger
volume discounts, ultimately benefiting the organisations
involved.

Whilst OCRE is available for institutions within Europe,
it is not applicable in countries other than the 40 mem-
bers of the framework. The process for contracting cloud
services in the USA, for example via HEPCloud [53] or
CloudBank [54], or in Asia may be completely different
and may result in different pricing conditions compared to
those in Europe. It is crucial to recognise that the landscape
for cloud service procurement can vary between regions,
necessitating tailored approaches based on the specific reg-
ulatory and contractual requirements of each region. If
multiple sites were to buy into the same cloud provider,
some of these differences could be overcome, although
remaining administrative hurdles would need to be clari-
fied.

For international organisations like ATLAS seeking to imple-
ment a coherent strategy for utilising cloud services, the vary-
ing regulations and procurement processes across regions add
complexity to the management and planning efforts. Flexi-
bility and adaptability become essential for navigating the
diverse cloud landscapes and effectively leveraging cloud
resources across different geographical areas.
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7 Further Investigations and Future Work

There are several areas that would benefit from an extension
of the ATLAS Google Project, to allow further exploration
of employing commercial cloud resources for ATLAS.
Firstly, this could involve further investigation of the ATLAS
Google Site, evaluating the typical grid site configuration
but at a lower level of resources than deployed at the end
of this project cycle. As discussed in “Scaling Up the Site
Again” section, whilst the egress is more under control it
is nevertheless still significant, so a more detailed evalua-
tion of which workflows are suitable for commercial cloud
should be done, including any necessary, additional config-
uration changes. Understanding how the subscription agree-
ment structure works and what a reasonable discount looks
like is also an important factor when considering workflow
restrictions, site structure adjustments or long-term contract
costs. The impact of these studies could also be expanded to
potentially evolve the ATLAS workflow and data manage-
ment systems to take into account the cost of the network.
Secondly, peering with commercial cloud networks would
be the main focus for further investigation, as this multi-
faceted, time-intensive activity is only just beginning now.
The network costs incurred due to transfers via the inter-
net are a critical roadblock to widespread commercial cloud
storage adoption for scientific computing overall and in
the case of the LHC experiments, transfers need to be
routed through the LHCONE overlay to eliminate these
costs for the WLCG sites. At the same time, data schedul-
ing should be introduced to reduce the data volumes that
incur transfer and storage costs. Widespread peering is nec-
essary to reduce the need to route via complicated paths.
There are several NRENSs in the US and EU, which should
be approached to discuss the technical details of network
peering, for example ESnet [55], Internet2 [56], or GEANT
Network [57].

There are various options in the Google Network stack to
support this activity, but at the same time the necessary
Google documentation does not seem to be publicly avail-
able. Detailed discussions would be needed between WLCG
and CERN IT network experts together with the correspond-
ing network experts from Google. If necessary, short-term
Google premium support could be financed once the peering
options with the NRENs have been explored.

There is the potential need to develop new features in the
Rucio [12], GFAL [58], Davix [28], and FTS [30] stack
to support this R&D and ATLAS would continue to work
with the respective teams to discuss the objectives and mile-
stones, and to follow the implementation, deployment, and
operations. There are two distinct analyses and respective
evolutions of the ATLAS computing model that could be
explored. One idea is to improve the necessary workflow and
data management policies when using cloud storage. This
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would involve for example only storing data in the cloud that
is currently in use, which is rather different to the current
grid storage model. In this way, the complexity of a hetero-
geneous infrastructure setup reduces the egress volume, but
still allows bursting to cloud compute with large data inputs.
Alternatively, the necessary capabilities to exploit cloud stor-
age and network features such as bucket-level copy could
be developed, to facilitate internal transfers between differ-
ent cloud regions. This would remove the need to egress
the data via FTS, which incurs the usual associated transfer
costs.

Thirdly, beyond the ATLAS Google Site configuration and
network considerations, many areas of R&D were performed
as part of the AGP, using multiple services offered within the
Google Cloud [59]. Most of these projects have taken advan-
tage of the elastic availability of special types of resources
to ramp up and down ephemeral compute clusters using
for example GPUs, large amounts of memory, or ARM
CPUs depending on the current need. This was done either
through the ATLAS PanDA workflow management system
or using interactive compute with Jupyter [60] notebooks and
Dask [61] task scheduling.

The usage of such non-standard resources that are not eas-
ily available at standard WLCG grid sites has proven to be
extremely valuable and effective, helping to develop and
expedite new ATLAS data analysis techniques using machine
learning and the migration of the ATLAS software to ARM
CPUs. Compact data formats with columnar data access have
been investigated using Google resources.

ATLAS plans to continue to take advantage of non-standard
resources like GPUs and ARM CPUs to work on innova-
tive and novel analysis and software techniques, accelerating
the process to discoveries. Another larger focus area could
be the development of high-energy physics algorithms using
tools not available before, such as Large Language Models
and Generative Artificial Intelligence. A continuation of the
AGP will facilitate these initiatives, providing proven access
to such resources. Like the other activities proposed in this
section, they are not expected to be resource or cost intensive.
There are several other topics of interest that might be inves-
tigated during a continuation of the AGP. Running analysis
jobs at the ATLAS Google Site was only briefly examined
and this workflow, which is unique in its highly variable
nature, may warrant further scrutiny. In particular, actions
to replicate the most highly requested analysis-level data
samples were not measurably successful, requiring further
understanding of data popularity and data placement. Tak-
ing running analysis on the Google Cloud further, the idea
of extending the resources of the ATLAS Google site with
user-specific Google credits has also been raised. Authen-
tication issues could also be interesting to look into, when
considering using the site not only for ATLAS data, but also
for hosting Open Data, available to all. On the other hand,
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it may be worth investing some time in understanding the
privacy implications of the data stored in commercial cloud
resources, which may contain protected information, at least
according to GDPR [62], and whether this must be taken into
consideration.

The ATLAS Google Project has provided valuable insights
into the use of commercial clouds, and there remain many
avenues of investigation that could be pursued. This next
phase could feature a significant reduction of resources
required, and hence financial expense, as the focus shifts
to network connectivity and continued R&D. The ATLAS
Google site could nevertheless still continue, albeit at a lower
level, although if the network R&D is successful in reducing
the egress cost, it could once again be ramped up to verify the
savings arising from the implementation of dedicated peering
solutions.

8 Summary

While traditional, site-based resources have always formed
the backbone of ATLAS computing, commercial clouds may
in some cases provide a viable and attractive alternative or
addition. Much experience was gained in the integration of
the ATLAS Google site into ATLAS distributed computing
and no significant technical issue was discovered to prevent
the experiment employing such resources in the future. Fur-
thermore, the current workflow and data management tools
employed by ATLAS are shown to be adequate for apply-
ing changes to the site configuration. The technical solutions
implemented are essentially cloud-agnostic, not only avoid-
ing vendor lock-in, but also potentially enabling access to
other commercial cloud resources. The subscription pricing
model applied in this project has proven to be beneficial to
ATLAS, although questions remain how this may change
going forward.

The project has shown that commercial cloud sites are an
effective mechanism for providing additional, on-demand
CPU resources. At the level employed by ATLAS, typically
five or ten thousand cores, preemption of the allocated job
slots is barely an issue, even when using the spot instance
model as is done here. Whilst higher eviction rates were
occasionally noticeable, for example during the data repro-
cessing single workflow period, the overall failure rate was
not significantly higher than that observed on the grid. The
ATLAS Google site was also shown to be extremely effec-
tive as a bursting resource, quickly providing up to one hun-
dred thousand additional job slots, resulting in a significantly
faster production turnaround than is possible on the ATLAS
grid sites. In addition, the project has enabled parallel R&D
efforts to flourish by providing different types of resources,
for example GPU or ARM, on an elastic basis, demonstrating
rapid integration [59].

Whilst it was also shown that it is possible to integrate, adjust
and expand associated storage at the cloud site, this is less
trivial than CPU as the intrinsic network costs must be taken
into consideration. Storage and in particular network costs
are known to dominate the TCO of commercial clouds, so
much so this often dissuades sites taking an active interest
in employing such resources. The studies performed during
the AGP and outlined in this TCO analysis have shown that
commercial cloud is a technically viable option for ATLAS
distributed computing, albeit with additional costs not neces-
sarily considered when employing traditional grid resources.
Within the WLCG model the cost of the network is some-
times hidden, and whilst in reality this is probably rather
high and means to reduce it are worth investigating, it can
also be considered as irreducible and somewhat independent
of ATLAS. Conversely, commercial cloud data transfers over
standard internet networks incur significant costs for the data
centres.

The TCO evaluation has shown that without the subscription
model, the cost of commercial cloud resources is signifi-
cantly increased. The Google Cloud resources used during
this project cost a total of $3.162M at list-price compared
to the $849,458 paid via the subscription agreement, repre-
senting a discount of 73%. Alternatively, ATLAS used 3.72
times more Google Cloud resources than were purchased via
the subscription agreement, which means the resources used
during this project would have been 272% more expensive at
list-price. This is most obvious in the costs associated with
the bursting test shown in Fig. Sc, which depicts daily expen-
diture considerably in excess of the $1900 per day rate of the
subscription agreement.

As shown in Table 1, almost half of the total list-price costs
are due to egress. With this in mind, the ATLAS Collabora-
tion is investigating ways to reduce this cost via dedicated
network solutions, as outlined in “Dedicated Networks” sec-
tion. It was also shown that egress costs are workflow depen-
dent, which may be a consideration when employing such
resources in the future. In particular, the substantial egress
associated with data reprocessing means that for now this
workflow is best avoided until further improvements in net-
work connectivity are deployed, and that until then the site
cannot be seen as universally suitable for ATLAS. If work-
flows such as Fast or Full Chain [63] can be employed, where
the egress of intermediate MC formats is avoided, this will
also help to reduce these costs.

Establishing a viable and cost-effective subscription agree-
ment between experiment and commercial cloud provider is
clearly a critical consideration of the TCO, given the large
discrepancy between the list-prices and the agreement associ-
ated with this project. A collaborative approach may be nec-
essary to obtain the best deal with a large volume discount.
One option could be for CERN to make a significant purchase
of cloud capacity and give the option to pay to be part of it,
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which has been done before [64]. This offer could extend
not only to multiple sites, but also multiple experiments, and
could even be done cooperatively with other international
organisations such as EMBL [65]. Another important con-
sideration going forward, especially if commercial clouds are
employed by a significant number of sites, is to understand
how such resources fit into the WLCG pledge structure.
The initial concerns about a significant loss of on-site person-
nel when outsourcing computing to the cloud, and the poten-
tial wider implications for ATLAS due to additional parallel
support roles, appear to be less pronounced. This is because,
for the most part, these individuals at the sites would still be
needed to contribute to ATLAS distributed computing. As
such, at least for larger sites, employing commercial clouds
and off-premises resources may not immediately result in
significant cost savings.

In summary, commercial cloud computing is an effective
technical solution for ATLAS for providing additional CPU
resources, and whilst the seamless integration of cloud-based
storage was also achieved, network costs may be significant,
based on the list-price. Some ATLAS workflows are found to
be better than others with respect to egress. Resource burst-
ing was shown to be very effective, albeit at significant cost.
Establishing a favourable subscription agreement model that
makes sense to both the cloud provider and the client is
an advantage. By leveraging the Google Cloud Subscription
Agreement pricing model, ATLAS has effectively harnessed
between three to four times the resources compared to what
the same investment would deliver for the list-price. It is yet
to be seen how much this project influences the structure and
cost of any potential follow-up deal to be brokered. There
is much interest for ATLAS to continue this project, where
network connectivity would be the main focus.

Executive Summary

The ATLAS Google Project was established to continue an
evaluation of commercial clouds, in anticipation of the poten-
tial future adoption of such resources by WLCG grid sites
to fulfil or complement their computing pledges to ATLAS.
Cost estimates of commercial cloud resources have been
done within ATLAS before, but this is the first time a total
cost of ownership evaluation was performed for a long-term
15-month period. Whilst commercial cloud pricing struc-
tures are usually fine grained, like most clients ATLAS has
negotiated a flat rate subscription agreement with Google for
the duration of the project. Therefore, the method employed
here is to analyse the relative contributions of various com-
ponents within the cloud service to the total cost of owner-
ship, including compute, storage, and network, for different
ATLAS workflows and under different operating conditions,
and identify the dominant cost drivers.
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A substantial amount of technical development work was
dedicated to the seamless integration of cloud resources into
the ATLAS distributed computing infrastructure, employ-
ing the same software stack, primarily through cloud-native
interfaces like Kubernetes and signed HTTP URLs follow-
ing a cloud signature standard like S3v4. Care was taken
to avoid vendor-specific choices and technology to mitigate
the risk of potential price volatility in scenarios where one
resource or service provider has a monopoly. The ATLAS
Google Project has been key to test and validate at scale. Once
these interfaces were established, the operation of an ATLAS
site in the cloud has proven to be very effective, unlocking
capabilities that would be either unfeasible or considerably
time-consuming in an on-premises setting. For example, it
has enabled rapid scaling of the number of processing jobs
within a few hours and the deployment of non-x86 architec-
ture resources on a large scale, tasks that could ordinarily
take months to accomplish.

From the technical perspective, the project was a success,
demonstrating that an ATLAS site can be deployed in a com-
mercial cloud at a very large scale and in a very effective
manner, requiring little additional operational effort. No sig-
nificant technical issue was discovered to prevent the exper-
iment routinely employing such resources in the future, and
the existing workflow and data management services and
software packages used by ATLAS are found to be adequate
for effectively managing the operation of a significant amount
of resources in the Google Cloud Platform.

Over the course of the project, running jobs on the ATLAS
Google site may be broken down into several phases. The ini-
tial phase, which is described in some detail, was a process of
familiarisation, learning how the site behaves, and applying
necessary changes to bring the respective costs of the differ-
ent services under control. This was followed by an extended
period of running individual ATLAS workflows. Bursting to
a much greater number of cores was then examined, fol-
lowed by the final phase, where for the last few months of
the project both the CPU and storage were expanded to the
size of a typical large ATLAS site.

This project has shown that commercial cloud computing is
an effective technical mechanism for ATLAS for providing
additional CPU resources at the level of a large WLCG site.
Resource bursting was successfully demonstrated, where
available CPU resources can be increased by 100,000 addi-
tional cores within an hour and with no additional opera-
tional overhead. The utilisation of cloud-based storage was
also demonstrated, and the impact of network costs evaluated.
Network egress costs can be very high and currently dominate
the overall cost depending on the workloads run at the cloud
site. This study has quantified this effect, whilst also con-
firming that the ATLAS data management software, Rucio,
includes features that allow network traffic and derived costs
to be effectively controlled. The ATLAS computing model
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currently relies on a plentiful network connectivity between
all sites, but it might evolve to reduce data traffic if the actual
network costs were exposed.

By leveraging the Google Cloud Subscription Agreement
pricing model, ATLAS has effectively harnessed between
three and four times the resources compared to what the same
investment would deliver for the list-price. This underscores
the vital importance of establishing such agreements with
cloud providers, which serve as essential tools for accessing
significant volume discounts and ensuring cost predictabil-
ity, while retaining the flexibility and scalability advantages
inherent to cloud services. In essence, these agreements
are not merely advantageous but rather a prerequisite for
enabling large-scale cloud deployments. As such, the list-
price should therefore be seen as the upper limit of the actual
price paid for large-scale cloud services.

Whilst many valuable insights into the use of commercial
clouds have been provided, it is still possible to further
develop the ATLAS workload and data management soft-
ware stack in order to integrate commercial clouds in the
most efficient way. Key areas for future work include evalu-
ating how the private cloud and LHC research network infras-
tructure can be interconnected and how the orchestration of
data and workflows can provide maximal gains in the perfor-
mance and flexibility of the computing model with minimal
additional cost. The full implementation of these develop-
ments is important to enable exploring a potential evolution
of the ATLAS computing model that tackles the issue of net-
work costs. An extension of the project would also enable the
current, wide ranging R&D programme to continue, which
exploits the elastic availability of special resources such as
GPUs and alternative architectures such as ARM, otherwise
not readily available to ATLAS, enabling fast validation and
benchmarking of new architectures without the need to make
upfront investment in hardware.
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