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ARTICLE INFO ABSTRACT

Handling Editor: Suleyman I. Allakhverdiev Hydrogen energy is crucial for achieving net zero targets, making the resilience of hydrogen supply chains (HSCs)
increasingly important. Understanding current research on HSC resilience is key to enhancing it. Few studies
summarise HSC resilience evaluation methods and link them to the general supply chain resilience and complex
adaptive system (CAS) evaluation approaches. This study addresses this gap by systematically reviewing the
literature on HSC resilience evaluations, defining HSC resilience, and conducting content analysis. It proposes a
conceptual framework integrating technical, operational, and organisational perspectives. Each perspective is
further subdivided based on the course of events, resulting in a system-based HSC resilience evaluation frame-
work with three layers of analysis. By linking HSC indicators with CAS theory and supply chain performance
metrics, the study offers novel insights into HSC resilience evaluations, identifies research gaps, provides prac-
tical guidance for practitioners, and outlines future research directions for advancing HSC resilience
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understanding.

1. Introduction
1.1. Motivation

Because of the rising quantity of carbon dioxide emissions from
manufacturing and human activities, climate change has a detrimental
influence on ecological and environmental equilibrium. As carbon di-
oxide emissions increase, the average global temperature will increase,
water resources will become less, and supply chain disruptions brought
on by extreme weather will become more common [1]. Numerous in-
stitutions and governments undertake extended initiatives to manage
carbon dioxide emissions and advance sustainable development. For
instance, the UK has enshrined its net zero target into law, mandating
greenhouse gas (GHG) emissions neutrality by 2050 [2]. With the
growing urgency to achieve global GHG emission reduction targets and
enhance energy security, governments increasingly recognise the role of
renewable energy, such as green hydrogen [3]. In addition to lowering
carbon dioxide emissions, switching to green hydrogen will aid in the
development of a more responsible and sustainable energy system.

* Corresponding author.
** Corresponding author.

Hydrogen is a highly promising alternative for green transportation,
with abundant availability on Earth [4]. It is 39% more efficient than
fossil fuels and conserves primary energy resources [5].
Energy-intensive industries such as steel, shipping, and aviation are
turning to low-carbon hydrogen to meet ambitious sustainability goals
[6]. As an energy carrier, hydrogen must be produced from feedstocks
such as water or fossil fuels, adding complexity to its supply chain and
raising stakeholder concerns. With the growing emphasis on sustainable
development, ensuring the long-term resilience of hydrogen supply
chains (HSCs) is increasingly essential [7]. The COVID-19 pandemic
underscored this need, pushing the energy sector to adopt
resilience-focused supply chain practices [8]. Supply chains, as the most
vulnerable component of the energy industry, require greater respon-
siveness, flexibility, and agility to manage unexpected risks [9]. To build
resilient HSCs, it is essential to assess their current resilience and iden-
tify areas for improvement. This is particularly vital for large-scale
hydrogen production [10]. Factors influencing HSC resilience, such as
geopolitical stability and market demand, are interdependent, adding
complexity and complicating appropriate decision-making [11].
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Therefore, evaluation methods are needed to help stakeholders effec-
tively strengthen HSC resilience.

Resilience, rooted in engineering, psychology, ecology, and disaster
relief, has been adapted to supply chain management as supply chain
resilience (SCR) [12]. SCR is the capacity to plan for and respond to
disruptions, sustain operations, and transition to a more favourable state
[13]. Resilience assessments enable benchmarking across supply chains,
using metrics tailored to risks that promote desired behaviours and
address interdependencies. Metrics include performance-based, time--
based, and hazard-related measures [14]. Recovery time, a key
post-disruption metric, is often highlighted due to its sensitivity to
hazard severity [15]. Hazards in HSCs arise from the properties of
hydrogen, resource dependencies, and external conditions. The devel-
opment of reliable and resilient supply chains necessitates the integra-
tion of both system-based and operation-based strategies. Lebrouhi et al.
[16] provided a detailed technological and geopolitical analysis of
global hydrogen development. Despite extensive research on SCR, there
remains a lack of comprehensive, system-based resilience frameworks,
particularly for HSCs [17]. This represents a critical gap, given the
complexities of HSCs and the uncertainty surrounding efforts to enhance
their resilience. Therefore, this study focuses on evaluating HSC resil-
ience from a system perspective, rather than solely examining external
factors affecting resilience.

Systematic literature reviews synthesise existing knowledge to
accelerate progress, while other methods focus on analyses of specific
hypotheses or phenomena [18]. Kiehbadroudinezhad et al. [19]
reviewed risks to energy security and green microgrids, highlighting the
role of green microgrids in sustainable power and environmental pro-
tection. Torres-Rivera et al. [20] explored the resilience of the electro-
mobility supply chain, emphasising its integration with renewables and
its ability to recover from disruptions. Sgarbossa et al. [21] proposed a
planning matrix for renewable HSCs, detailing planning challenges and
tasks critical for managing their evolving dynamics. Pierre et al. [22]
reviewed 75 studies that combined economic methodologies with
hydrogen engineering. While these reviews address gaps in renewable
energy, none specifically focus on HSC resilience or strategies to manage
HSC uncertainties, despite hydrogen’s key role in replacing fossil fuels.

1.2. Research gaps

This study aims to enhance the understanding of the future energy
landscape, particularly the hydrogen economy, and expand existing SCR
concepts by identifying HSC resilience indicators. This study answers
the following questions:

1) What is the current state of HSC resilience evaluation research?
2) How can we evaluate the resilience of HSCs?
3) What are the future research directions on HSC resilience?

A systematic literature review covering 103 publications has been
completed. This review provides a comprehensive examination of the
current landscape and evidence-based directions for future actions [23].
The findings are summarised into a conceptual framework that clarifies
key concepts in HSC resilience and guides the evaluations of HSC
resilience.

The paper is organised as follows: Section 2 examines HSC-specific
risks and relevant theoretical foundations. Section 3 details the sys-
tematic literature review and framework development methods. Section
4 provides a descriptive analysis of the reviewed literature. Section 5
presents the findings related to the second research question, focusing
on the conceptual HSC resilience evaluation framework. Section 6 ex-
plores opportunities for future research and practice, answering
research question three. Section 7 concludes with implications and study
limitations. This study integrates previous HSC resilience research with
a complex adaptive system (CAS) perspective to address unique chal-
lenges and research gaps in the HSC context. By linking hydrogen energy
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supply with a broad range of SCR concepts, it extends beyond earlier
studies [24]. Viewing the HSC as a "socio-technical’ system, rather than
a purely technical system as suggested by two prior studies [25,26], this
study identifies key gaps, biases, and best practices in the literature. The
novel contribution of this study lies in bridging HSC indicators, CAS
theory, and SCR performance metrics, which are typically discussed
independently. This study can serve as a springboard for future in-
vestigations into the resilience of renewable energy supply chains.

2. State-of-the-art literature

Supply chain risk management and resilience are concepts that are
intimately tied to one another [27]. Risk arises from the combination of
event probabilities and their potential impacts [28]. Risk assessment has
the drawback of being unable to adequately explain low-likelihood and
high-consequence events [29]. The concept of SCR can fill this gap and
improve current risk management programmes [30]. This study sup-
poses that negative impacts brought by risks are the premise of resilience
management.

In practice, both system- and operation-based solutions are indis-
pensable for constructing more resilient supply chains. Research on
system-based strategies for energy sources, such as nitrogen, hydrogen,
and methane is scarce [17]. Hydrogen possesses low energy density by
volume, necessitating specialised infrastructure for efficient transport
and storage [31]. The selection of transport and storage infrastructure is
contingent upon the specific requirements of end-users and geographic
considerations [32]. Both hydrogen and fossil fuels are versatile, with
hydrogen being especially suited for energy storage [33]. The specific
characteristics of HSCs necessitate a specialised approach to evaluate
their resilience comprehensively. Consequently, how to evaluate the
levels of HSC resilience via a system-based approach, given the specific
objectives of HSCs, is particularly significant.

2.1. Risks in HSCs

HSCs face diverse risks and disruptions. Hydrogen production pro-
cesses, including electrolysis, steam methane reforming, and biomass
gasification, exhibit distinct vulnerabilities [11]. The immaturity of
hydrogen technologies raises concerns about maintainability and reli-
ability, with potential issues such as equipment failures and leaks posing
environmental and public health risks [34]. High water demand in
hydrogen production may worsen water scarcity, requiring careful site
selection and resource management to prevent social and environmental
conflicts [5].

Beyond technology, HSC risks include supply chain operations, with
reliability depending on supplier relationships, transparency, and in-
formation flow. Demand fluctuations, competition from alternative en-
ergy systems, and regulatory uncertainties add complexity to HSC
resilience [35]. A review of HSC risk management identifies key risk
categories, including socio-economic, socio-political, technological,
operational, governance, natural environmental, and market-related
factors, as shown in Table 1 [34,36-38]. Internal risks stem from tech-
nical, operational, and organisational vulnerabilities, while external
risks arise from supplier dynamics, market conditions, and
socio-environmental factors. Addressing these challenges requires
viewing HSCs as part of a broader business ecosystem rather than iso-
lated systems. This approach enables optimised infrastructure develop-
ment and supports a sustainable hydrogen economy [39]. Tailored
resilience strategies should align with these risk perspectives to
strengthen emerging HSCs.

2.2. Resilience assessments from a CAS perspective
A CAS is a dynamic system of interconnected agents that adapt to

environmental and network changes, characterised by self-organisation
and adaptability [40]. CAS theory has been proposed as a tool to
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Table 1
Risk factors in HSCs (synthesised from Refs. [34,36-38]).

Categories Risk Factors

Socio-economic High capital requirements of hydrogen
technologies

Fluctuation in electricity unit prices

High operation and maintenance costs
Availability of funding and financial constraints
Uncertainties in inflation or interest rates
Currency exchange rates

Economic recession

Taxes and tariffs

Sustained profitability

Government incentives

Policy and regulation development

Terrorism and war

Technical standards

Political uncertainty

Improper location of facilities

Information distortion

Power grid disruptions

Supplier failure

Collaboration and transparency within supply
chain partnerships

Inventory management and forecasting
Bargaining power of suppliers

Failure to provide electricity from renewable
energy sources

Uncertainty regarding capacity for electrolyser
Limited capacity for storage, transportation, and
delivery

Smart grid failure or shortage

Lack or malfunction of energy storage system
Inefficiency of conversion devices

Quality issues with hydrogen production
Integration risks for renewable energy

Rapid technological development in hydrogen
production

Fossil fuel lock-in

Carbon capture’s scalability

Cleaner technology

New infrastructure build-out requirements
Recyclability of end-of-life materials
Saltwater corrosion

Temperature variations

Natural disasters and disease outbreaks

Land, water, and air pollution

Climate change and availability of renewable
energy sources

Critical minerals availability

Geological conditions suited to carbon storage
Demand variability

Failure of key customers

Substitute products

Bargaining power of customers

Qualified workforce

Acceptance of hydrogen from consumers
Community pressure and sustainability concerns
Health and safety

Insufficient public awareness of sustainability
International equity and justice concerns
Labour strike

Socio-political

Supply chain operations and
governance

Technological and
infrastructure

Natural environment

Market environment

understand the link between supply chain complexity and resilience [41,
42]. Recent research has explored techniques for identifying shifts in
complex systems, focusing on quantifying ecological resilience [43].
Spatial resilience in social-ecological systems integrates structure and
spatial variation into resilience assessments, linking landscape ecology
with complex systems [44]. Understanding the relationship between
resilience and spatial factors can improve evaluation designs. Shi et al.
[45] emphasised analysing city resilience through a CAS lens, proposing
a framework for urban systems that examines surroundings, elements,
structure, and seven core CAS characteristics. Assessing resilience in
CASs highlights the interconnectedness of social-ecological systems,
focusing on key players, ecological structures, and their broader
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interactions. Similarly, HSC resilience can be analysed as part of its
business ecosystem.

Resilience assessments and metrics remain incomplete without un-
derstanding CAS dynamics. Neglecting endogenous process risks mis-
represents intervention impacts, as resilience is inherently dynamic
[46]. Metrics should reflect transient results across system tiers under
various disruptive scenarios [47]. Recognising CAS’s evolving nature,
resilience assessments integrate uncertainty planning and learning [46].
Applying a CAS perspective to SCR enhances the development of
scenario-specific metrics. While previous research has applied CAS
theory to SCR [48,49], Yaroson et al. [50] demonstrated CAS in sys-
tematically analysing pharmaceutical SCR. However, CAS has yet to be
applied to HSCs. CAS supports multi-level analysis and offers a frame-
work for examining complex adaptive phenomena, particularly in sup-
ply chains for sustainable industries such as HSCs [21]. By addressing
systemic interactions and long-term adaptation, CAS theory offers a lens
to bridge gaps in the HSC resilience literature. Applying CAS theory to
HSC resilience research improves the effectiveness and scientific validity
of assessment techniques while providing deeper insights into the
complexities of hydrogen systems.

2.3. Resilience evaluations in supply chains

From a CAS perspective, complex systems adapt and evolve towards
greater resilience, improving their response to similar future disrup-
tions. HSC resilience can thus be evaluated through proactive and
reactive capabilities. Proactive capabilities involve pre-disruption skills
such as planning, anticipating, alerting, and preparing, while reactive
capabilities focus on actions during and after disruptions to ensure re-
covery [46]. Common themes in definitions of resilience include
response, recovery from disruptions, and restoring the system to its
desired state. A supply chain disruption reflects a firm’s failure to bal-
ance supply and demand, negatively impacting its economic perfor-
mance [51]. Kamalahmadi and Parast [24] proposed a conceptual
framework for SCR, incorporating key resilient supply chain compo-
nents from the literature. Singh et al. [52] developed a SCR framework
based on 17 indicators aimed at improving performance and resilience.
However, these reviews did not address the feasibility of applying their
frameworks in HSC contexts. Previous literature highlights the need to
connect general SCR frameworks with specific HSC performance met-
rics. This study adopts the SCRE Capability-Performance Metrics
Framework by Han et al. [51] to categorise relevant indicators into
readiness, response, and recovery dimensions, addressing gaps and
answering the research questions. This work enhances existing resil-
ience evaluation frameworks [51,52] by incorporating CAS concepts
and identifying specific resilience indicators for HSC contexts.

3. Methodology

A systematic literature review was conducted using Seuring and
Gold’s [53] content analysis approach. It consists of four processes: (1)
content collection; (2) descriptive analyses; (3) category selection; and
(4) content analyses. Following cutting-edge principles for conducting
such reviews ensures the validity and reliability of these process steps,
which are widely accepted and used in management studies and liter-
ature reviews [54,55].

Step 1 Content collection

The databases selected were Web of Science, IEEE Xplore, EBSCO-
host, and Scopus, thereby covering the majority of hydrogen research. In
line with other systematic literature reviews on SCR [46,51,52], several
defined keywords were used as search criteria. The following keyword
string was used to identify relevant papers: “hydrogen” AND (“supply
chain” OR “operations management” OR “production process” OR
“production” OR “process” OR “engineering” OR “industry” OR
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“manufacturing” OR “network” OR “distribution” OR “infrastructure”
OR “storage” OR “transport” OR “utilisation” OR “community” OR
“socio-ecological system™) AND (“resilience” OR “resiliency” OR “resil-
ient” OR “risk management” OR “flexibility” OR “responsiveness” OR
“agility” OR “robustness” OR “redundancy” OR “visibility” OR “IT
capability” OR “information sharing” OR “collaboration” OR “aware-
ness” OR “sensitiveness” OR “velocity” OR “market position” OR “rev-
enue sharing” OR “public-private partnership” OR “business
continuity”) AND (“measurement” OR “indicators” OR “assessment” OR
“evaluation” OR “quantification” OR “metric” OR “performance” OR
“assess” OR “indices”). The logical operator ‘OR’ was applied to
construct search strings for articles containing at least one of the key-
words in their title, abstract, or keyword list. We deliberately excluded
specific types of hydrogen, such as green hydrogen, from our literature
search, focusing solely on general methods for evaluating resilience in
HSCs. Literature from January 01, 2010 to February 29, 2024 was
reviewed, prioritising peer-reviewed journal articles, book chapters, and
conference papers. This time frame reflects the rapid development of
hydrogen technology, ensuring the proposed framework is relevant to
current contexts. Conference papers were included due to the early stage
of HSC resilience research. Articles not addressing HSC resilience were
excluded. Relevant papers were identified using a specified keyword
string, and the review followed the PRISMA protocol. (see Fig. 1). Six
additional articles were identified through hand-searching and
cross-referencing citations. Hand-searching targeted key journals on
HSC studies to identify studies missed during the database search. Ul-
timately, 103 articles that satisfied the requirements were chosen to
serve as the foundation for content analyses.

Step 2 Descriptive analyses

An overview was included of the year of publication, applied
research methodology, and resilience capabilities covered in the publi-
cations. The results are presented in section 4. The identified resilience
capabilities in this step form the basis of the conceptual framework,
addressing research question one.

International Journal of Hydrogen Energy 99 (2025) 589-606
Step 3 Category selection

This step defined and categorised the evaluation objectives of SCR. A
comprehensive review of SCR frameworks and related theories identi-
fied key definitions and categories. Existing resilience evaluation
frameworks and management theories were assessed for their applica-
bility to HSC resilience. Based on the review phases, a conceptual
framework for HSC resilience evaluation was developed. The research
methodology flow is presented (Fig. 2).

Jabareen [56] proposed that constructing a conceptual framework
requires a thorough and inclusive process to ensure validity through
comprehensive mapping and information collection. Following this
approach and as discussed in Section 2, we identified three key areas for
investigation: CAS, HSCs, and SCR evaluations. CAS and SCR evalua-
tions are secondary topics within the broader HSC field. HSC element
resilience, derived from content analyses of the literature, addresses the
challenge of HSC resilience evaluation (research question two). Other
layers of the framework are informed by the CAS evaluation framework,
covering non-HSC elements not fully addressed in the review. Resilience
capabilities beyond HSCs will be discussed in Section 6 as future
research directions (research question three).

Step 4 Content analyses

We began by identifying HSC risks and resilience capabilities from
the literature. Concepts from HSCs and CAS [45,57] were synthesised
based on logical correlations and compatibility, with findings docu-
mented through a structured review process. Using Seuring and Gold’s
[53] method, we compared categories and data through inductive and
deductive iterations, recognising alignment between resilience capa-
bilities [52] and identified indicators. CAS theory provided practical
tools to understand HSC resilience.

A three-level conceptual framework was developed to generate new
insights and ensure qualitative integrity [58]. Key organisational goals
during disruption stages guided the identification of time sequences for
evaluations [51]. First-order concepts and second-order themes

( Identification of studies via EBSCO (Business Source premier), Web of

Science, Scopus, and IEEE Xplore

Identification of studies via
other methods

(G
Records identified from: Records removed before
= EBSCO (Business Source )
o premier) (n = 3) Screening: Records identified from:
o j = - "
8 ‘g{;zs;?ﬁ':e?%e (n=4016) > Duplicate records removed Websites (n = 5)
=
= IEEE Xplore (n= 486) (n=33) Citation searching (n = 1)
= Total = 4516
—/
A4 Records excluded based on Title
Records screened | and Abstract content: No
(n=4483) mention of hydrogen supply
chain resilience evaluation
- (n=4361)
=
§ v
g Reports assessed for eligibility Reports excluded:
(n=122) Technical engineering
themes only (n = 12)
Comparisons to other
energy sources (n=7)
- Not hydrogen energy supply
PR v chains (n = 6)
Documents screened from
E databases (n = 97) <
% Studies included in review
£ (n=103)
—

Fig. 1. PRISMA protocol.
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SCR Y CAS
evaluation HSC resilience
frameworks evaluations evaluations

I |
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The readiness
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The recovery
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Identifying concepts
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v Technical,
HSC Integrating operational, and
characteristics [ ] conceptsand <= organisational
constructs concepts

A conceptual framework for
resilience evaluations of HSCs

Fig. 2. The process of conceptual framework development.

informed the development of third-order elements—technical, organ-
isational, and operational resilience—to address specific risks outlined
in Section 2.1. Each concept was linked to its construct to ensure thor-
ough coverage. The first iteration involved coding components, while
the second incorporated updated HSC studies, CAS evaluations, and peer
reviews to refine the framework. This resulted in a comprehensive
methodology for evaluating HSC resilience, advancing knowledge,

25

20

Number of Papers

(&)

fostering new theories, and addressing research question three [59].
4. Results
As shown in Fig. 3, interest in studying HSC resilience has grown

over time, particularly after 2019. This may be due to the increased need
for studies on SCR to understand how companies threatened by COVID-
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Fig. 3. Profile of the selected literature review on HSC resilience evaluations, 2010-2024.
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19 can develop defences against future disruptions [60]. Although 2024
is not fully covered, the figure illustrates variations in the number of
papers published across the years. Our findings align with Sgarbossa
et al. [21], indicating that despite the increasing interest in resilience
evaluations of HSCs, relatively few articles have been published in
journals focused on supply chain management and operations
management.

Two papers out of the 103 were published in journals related to
supply chain management [61,62]. The subjects of the included studies
further supported the absence of a supply chain management viewpoint
in hydrogen research. The entire HSC process—sourcing, production,
storage, distribution, and use—was only examined in 6 articles [5,10,
62-65]. Furthermore, it is intriguing to observe that most publications
discuss only one or two supply chain processes, indicating that we are
still in the early stages of research and that hydrogen value chains have
not yet been fully formed [21].

A variety of research approaches were employed (Fig. 4). Simulation
is the most common method, used in 68% of articles (70,/103), followed
by mathematical modelling (66%), statistical analyses (54.4%), case
studies (41.7%), and risk analyses (34%). Survey methods, data mining,
and questionnaires were rarely used, reflecting the emerging nature of
SCR research in HSCs. Meredith [66] and Hmouda et al. [18] noted that
models and simulations typically predominate in the early phases of
field construction, with case studies and surveys following later. This
review highlights a transition from literature reviews, experiments, and
surveys to simulation, mathematical modelling, and statistical analysis,
suggesting directions for future research.

We have systematically identified and categorised metrics for
assessing the resilience of HSCs, drawing from the definitions outlined
by Singh et al. [52] and Han et al. [51]. As depicted in Fig. 5, our
analysis reveals that most studies highlight the importance of security
capabilities, supply chain network and infrastructure design, as well as
sustainability and optimisation strategies. Conversely, agility and risk
control/revenue-sharing received comparatively less attention, indi-
cating notable research gaps within the social science domains of HSC
resilience studies.

Moreover, beyond the parameters outlined in existing frameworks,

= Case Study, 41.7%

= Risk Analysis, 34%

= Conceptual Research, 24.3%

= Mathematical Modelling, 66%
= |nterview, 6.8%

68.0%

66.0% 34.0% |24.3% [nso*

Fig. 4. Research methodologies employed in the reviewed studies.
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we realised the significance of additional capabilities such as main-
tainability and vulnerability assessment in ensuring the resilience of
hydrogen systems by reviewing and synthesising literature [67]. Our
synthesis of the included studies suggested that the resilience re-
quirements across technical, operational, and organisational systems
might involve a range of concepts, a nuance insufficiently explored in
the existing literature. These identified gaps have led us to develop a
novel conceptual framework that integrates insights from existing
models while addressing the specific resilience needs of hydrogen
systems.

5. Thematic findings
5.1. HSCs as complex systems

HSC is a complex system comprising upstream (sourcing, hydrogen
generation, storage) and downstream (distribution networks, users)
components [65]. Complex system behaviours are unpredictable, as
disturbances in one node can spread throughout the system [46]. As the
hydrogen economy develops, emergent behaviours may include shifts in
geopolitical conditions, production techniques, distribution strategies,
and pricing mechanisms [68]. HSCs are expected to demonstrate
self-organisation, emergent behaviours, and the ability to adapt to
market demand over time [69]. Decentralised hydrogen production,
such as on-site refuelling stations, offers greater flexibility in adapting to
demand changes and reducing transportation costs [70]. HSC elements
should self-organise to optimise processes, respond to changes, and
improve efficiency without central coordination. Heterogeneity refers to
the variety of entities, activities, and people involved in the HSC [46].
This diversity enables the HSC to adapt its components. As agents within
the HSC continuously perceive and respond to the external environment,
the ecosystem’s boundaries are constantly shifting [71]. Consequently,
the complexity of the HSC evolves due to ongoing interactions between
the external environment and the system [72].

The dynamic and emergent realities of the HSC arise from its inter-
action with the surrounding environment, leading to co-evolution and
feedback between systems, resulting in either competition or

= Techno-economic Analysis, 13.6%
= Statistical Analysis, 54.4%
Review, 7.8%
= Simulation, 68%
= Survey, 1.0%

13.6%

594
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69, 16%
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M Robustness
Redundancy
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m IT capability/information sharing
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m Sustainability/optimisation
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B Awareness/sensitiveness

1 Supply chain risk management culture

m Velocity
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W Risk control/revenue sharing
Public-private partnership

m Adaptability

W Supply chain network/infrastructure design

W Security

Fig. 5. Frequency of supply chain capabilities mentioned by the articles.

cooperation [46]. In the short term, HSCs are market-responsive supply
chains focused on fulfilling market functions. The HSC ecosystem in-
cludes characteristics such as uncertain market demands, evolving
technology, and short product life cycles [73]. Hydrogen companies
should prioritise high adaptability, ensure flexible production, and
prevent product obsolescence [74]. In the long term, resilient HSCs
achieve a quasi-equilibrium with their surroundings. As hydrogen en-
ergy becomes demand-inelastic, HSCs will function as efficient supply
chains, similar to fossil fuels, with a focus on fulfilling physical supply
chain functions [75]. Market demands and technologies stabilise, while
hydrogen companies aim to achieve economies of scale and reduce costs.
Resilience will become an inherent characteristic of hydrogen business
ecosystems as CASs.

5.2. Definition of HSC resilience

Hydrogen production is inherently dependent on the availability of
feedstock and the integration of associated power networks [76,77]. As
an emerging value chain, HSC resilience is significantly influenced by
stakeholders, including suppliers, customers, shareholders, govern-
ments, and the media [64]. Understanding HSC resilience depends on
stakeholders’ perceptions of the hydrogen production system [65].
Viewing resilience from a production and operational perspective
broadens planning to include customers [78,79]. HSC operations are
often shaped by government actions [80]. The goal of HSC development
is to establish a net-zero socio-ecological system, requiring sustainable
development. HSC resilience should be viewed as a long-term blueprint,
rather than just a return to pre-disruption performance, especially
considering hydrogen storage challenges. Due to their unique charac-
teristics, HSCs require a specialised approach to fully understand their
resilience. This paper redefines HSC resilience from the perspective of a
business ecosystem.

We define the resilience of the HSCs as follows: throughout opera-
tions, HSCs can adjust to both predictable (e.g., preventive mainte-
nance) and unexpected disruptions (e.g., natural disasters, emerging
events) by aligning functions with current demand and available re-
sources, supported by cost-effective information and technologies, while
keeping a competitive advantage over other alternative systems. The
hydrogen production system leverages renewable energy and ensures
technical reliability, maintainability, and independence, enabling rapid
recovery after disruptions. With robust, agile, and adaptive features, the
production system fosters a resilient hydrogen ecosystem, characterised
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by optimised, transparent, and adaptable operations, while maintaining
social acceptance and the resilience of associated systems. Resilience
and sustainability contribute to the vitality of the business ecosystems of
HSCs. This definition emphasises that resilient HSCs evolve to meet
demands in a timely manner rather than simply return to their original
performance after experiencing disruptions, overcoming challenges
such as hydrogen embrittlement and storage issues. Built upon the
existing resilience concepts, the resilience defined in this paper is further
explained in the following four aspects.

a) Resilience is an HSC organisation’s capability to design reliable
technologies, control technical vulnerabilities, optimise operations,
and remain robustly organised to evaluate, predict, and withstand
both expected risks and unexpected events when preventing system
disruptions [81].

b) Resilience is the ability of agile decision-making, transparent
sharing, and transaction control within HSC subsystems to sustain
functions and performance during disruptions [46].

c) After disruptions, HSC resilience is demonstrated by the system’s
ability to adapt operations dynamically and optimise the supply
network, maintaining carbon-neutral and sustainable development
goals despite inevitable changes [82].

d) When recovering from disruptions, resilience in the HSC system is
defined by its regenerative and learning capacities, enabling swift
service restoration and the maintenance of a competitive edge.
Continuity is ensured by leveraging learning and innovation capa-
bilities to transform vulnerabilities into controllable factors [50].

5.3. HSC elements in the resilience evaluation framework

Based on the concepts and challenges of HSC resilience, we present a
conceptual framework for its theoretical analysis (Fig. 6), outlining the
functional characteristics of HSCs according to the sequence of the
events. HSC resilience is a comprehensive concept encompassing tech-
nical, operational, and organisational aspects within the hydrogen
production system. The circular design of the framework reflects the
interchangeability of pre- and post-event indicators.

Our framework outlines resilience analysis and evaluation methods
across three layers: the HSC element layer, the HSC network layer, and
the hydrogen business ecosystem layer. The following subsections and
Tables 2-4 will introduce and clarify constructs related to HSC element
resilience from technical, organisational, and operational perspectives,
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referencing the reviewed research.

5.3.1. Technical resilience analyses

Proactive capabilities enable organisations to plan or respond
promptly to an event, reducing or avoiding its impact [46]. At the
technical level, this work proposes evaluating the reliability and
vulnerability of HSCs. Reliability assessments focus on system efficiency
to defend against hazards (security) [111], while vulnerability evalua-
tions consider external factors, such as geopolitical stability, to assess
the system’s dynamic complexity [94].

Reliability analyses help identify areas for improvement and strate-
gies to prevent supply chain disruptions. Key indicators of reliability in
hydrogen generation systems include leakage rates and frequencies.
Chang et al. [112] proposed a dynamic Bayesian network methodology
to detect hydrogen leakage in generation units. Hydrogen—oxygen
management during production was emphasised by Gardner et al. [110]
and Pankhedkar et al. [118]. Hadef et al. [85] and Almeida et al. [117]
highlighted the importance of periodic equipment maintenance, such as
for reactors, pumps, valves, and pipes, to ensure proper hydrogen pro-
duction. Li et al. [92] proposed a reliability index based on the burst
pressure of composite pressure vessels (CPVs) exceeding their critical
pressure. Reliability assessment tools such as Failure Modes, Effects, and
Criticality Analysis (FMECA), Failure Tree Analysis (FTA), and Event
Tree Analysis (ETA) were commonly used to evaluate failure risks in
substation components [109,113,115]. FTA calculates system failure
probability using Boolean algebra, standardised under German DIN
25424 and global EN 61025 standards [114]. For downstream

596

operations, graph topology, which shows node connections and pat-
terns, can assess the stability of distribution networks [94,125,130].
Evaluations should consider the balance of capacity and demand, eco-
nomic and environmental feasibility, and recoverable construction op-
tions [61,123,126,166]. International standards, such as the IGF code
for hydrogen fuel cell vessels and ISO 20519:2017 for LNG bunkering,
can guide hydrogen utilisation reliability [104]. However, these stan-
dards may need adaptation to address the unique risks and properties of
hydrogen.

Reliability evaluations often overlook high-consequence, low-prob-
ability events [172], with probability being a key difference between
vulnerability and reliability [173]. Systematic vulnerability analyses
can address this limitation. Vulnerability assessments evaluate the
likelihood and extent of disruptions in the presence of external threats
[94], focusing on a system’s ability to resist interference. A higher
vulnerability level indicates a greater chance of accidents and more
severe outcomes. Even with high reliability, uncontrollable external
factors should be considered [89]. Both vulnerability and reliability
evaluations aim to assess supply chain safety and dependability [174].
However, the concept of vulnerability in HSC systems requires further
clarification. Quantitative risk assessments and system dynamics
modelling can explore vulnerability patterns related to geopolitical is-
sues, failure rates, and hazards across HSC nodes [72,93]. Zhang et al.
[94] developed a methodology for assessing hydrogen station vulnera-
bility, combining the COWA operator, ordinal relationship method, and
cloud gravity centre theory. Vulnerability assessments of downstream
hydrogen systems cover personnel, facilities, materials, environment,
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Table 2
Constructs of technical resilience evaluations.
Third-order category Dimensions  Second-order themes The components First-order concepts References
of hydrogen
systems
Technical resilience: Pre-event Vulnerability: Network Upstream Hazard identification, vulnerability transmission [72,83-95]
The scope of technical resilience and infrastructure design, (production and mechanism, risk assessment, weakness
encompasses the resilience of as well as awareness storage) identification, penetration testing, fuzzy theory,
manufacturing techniques, decision preference, distance to shore, seabed
processes, and equipment. condition and water depth, low pressure storage in
fuel cells (96% of energy efficiency)
Downstream Locations, infrastructure readiness, [61,76,86,88,94,
(distribution and meteorological conditions, IEC 60079-10-1:2015 96-108]
utilisation) standard, annual average daily traffic per lane, the
tunnel length, the percentage both of heavy good
vehicles and dangerous goods vehicles, Bayesian
network models, CFD simulations
Reliability: Security and Upstream Failure modes, effects, and criticality analysis [25,83,85,92,97,
efficient operations (production and (FMECA), failure Tree analysis (FTA), event Tree 109-122]
storage) analysis (ETA), periodic maintenance of
equipment, process control (hydrogen-oxygen
management), compressibility factor, universal
gas constant [J/(kgeK)], and gas temperature [K],
Bayesian models, repair rate, mean time to failure
(MTTF), mean time between failures (MTBF), leak
frequencies, public acceptance, loss of load
probability, expected demand not supplied
Downstream The vehicle usage and intact rate, network node [61,63,94,96,97,
(distribution and density, network complexity, average service/ 107,114,
utilisation) point availability, network connectivity, capacity 123-130]
reliability, energy consumption under different
temperature environments, unit contribution,
resource utilisation, refuelling time, driving range,
customer average interruption duration, graph
topology, network flow model, user needs, user
nature, consumption habits, IGF-code, ISO
20519:2017 for LNG-bunkering
During- Maintainability: Velocity Upstream Average repair time, fault detection rate, fault [5,11,78,80,83,
event and accessibility (production and isolation rate, accessibility, standardisation, 90,96,126,131,
storage) interchangeability, mean time to restoration 132,132-136]
(MTTR), maintenance safety, compatibility,
automatic detection, technical feasibility, failure
risks, repair coverage, quality impact, priority
satisfaction, S-LCA, LCC
Downstream MTTR, point availability, network priorities, [80,114,129,
(distribution and customer average interruption duration 137]
utilisation)
Post-event Independence: Upstream Expert experience, patents, availability of tools [11,64,65,114,
Redundancy (production and and resources, resource reserves (the average 136,138-141]
storage) purchase number of feedstocks; automatic
frequency restoration reserves), standard
development, R&D
Downstream Independent load supply without the electricity [65,70,142]
(distribution and grid, marginal utility evaluations, high technology
utilisation) exports, technical cooperation grants

and emergency response capabilities [102]. Methods such as Bayesian
network modelling and CFD simulations can predict hydrogen-related
hazards such as fires or explosions [101,103]. In the vulnerability
evaluations, the properties of hydrogen must be considered, in partic-
ular, the strong buoyancy of gaseous hydrogen [86,104]. For hydrogen
transport, factors such as traffic volume, tunnel length, and the presence
of hazardous goods should be examined [76]. Hazardous area zoning
can follow the IEC 60079-10-1:2015 standard [104]. Vulnerability is
central to HSC resilience, as it reflects the emergence of complex sys-
tems. To assess vulnerability levels, the thresholds proposed by Aarskog
et al.[104], adjusted for hydrogen’s properties and the OGP 434 Risk
Assessment Directory, can be used.

During disruptions, system resilience involves reactive capabilities to
efficiently withstand small perturbations [46]. The maintainability of
HSC technology is a key attribute for the system to withstand disrup-
tions. Maintainability implies the velocity, accessibility, bottleneck so-
lutions, and cost-effectiveness of maintenance activities [90,96]. A
maintainable system ensures that technology resources are accessible
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during disruptions, allowing for restoration and adaptation under
specified conditions and timeframes [123,132]. For example, perform-
ing maintenance in areas with high wind speeds (up to 20 m/s) and large
wave heights (over 2.0 m) is dangerous. Hybrid renewable energy sys-
tems combine multiple sources to ensure consistent power, offsetting the
unreliability of single sources while reducing emissions. Their proximity
to demand points minimises transmission risks and allows faster repairs
and maintenance [5]. Unfavourable weather, such as storms during
winter, complicates offshore maintenance [90]. The mean time to
repair/restoration (MTTR) indicates the duration to restore a compo-
nent post-failure, influenced by staff availability, replacement parts, and
repair ease [78,126]. Uhrig et al. [114] introduced point availability,
which measures the likelihood of a system point functioning with con-
stant failure and recovery rates. Maintenance prioritisation, such as
anti-corrosive treatments for high-risk HSC sections, can be guided by
risk ratings using methods such as utility theory and ELECTRE TRI [80].
Decisions for timely recovery can incorporate social and economic sus-
tainability aspects through social life cycle assessment (S-LCA) and life
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Table 3
Constructs of organisational resilience evaluations.
Third-order category Dimensions  Second-order themes The components First-order concepts References
of hydrogen
systems
Organisational resilience: Pre-event Robustness: Risk control HSCs Process risk index, internal environment stability, [26,77,79,87,93,
The scope of organisational and risk management contingency planning, maintenance scheduling, 113,128,134,135,
resilience encompasses the culture risk assessment, regulation compliance, cross- 137,143-145]
resilience of process, structure, functions and skill redundancy, trust, leadership,
and culture. proactive scheduling decisions
During- Agility HSCs Shift focus, changed management and [11,64,128,132,
event responsibilities, loss absorption capacity, feedback 133,145,146]
loops, the total time for a system to meet minimum
performance requirements within given time
constraints, incident response procedures,
resources required, timeframes, prioritisation
Post-event Learnability: Public- HSCs Stakeholder alignment, continuity, consistency, [26,77,79,128,

private partnership,
collaboration, and market
position

cohesiveness, collaboration and interconnection,
situational understanding, creation and originality,
political intention, employee involvement

143,146-149]

Table 4
Constructs of operational resilience evaluations.
Third-order category Dimensions Second-order themes The components First-order concepts References
of hydrogen
systems
Operational resilience: Pre-event Optimum: Sustainability HSCs Budgeting, quality control, demand management, [5,11,62,65,90,111,
The scope of operational delivery time, defect rates, cycle time, real-time 124,130,131,138,
resilience encompasses the data availability, techno-economic analyses, cash 142,148,150-159]
resilience of logistics, flow performance metrics, running costs, OPEX,
information flow, and cash flow. low loss of power supply probability (LPSP, 0-5%)
During- Transparency: Visibility, HSCs Frequency of information sharing, system [64,65,80,115,126,
event IT capability, and visibility, traceability, data disclosure, data 138,139,144,147,
information sharing system, demand responsiveness (travel time), 160-163]
information accessibility, stakeholder
engagement
Post-event Adaptability: Flexibility, = HSCs Inventory of the key nodes, system capacity to [31,79,114,124,130,

optimisation, and
redundancy

reconfigure (peak shaving ability), feedback
loops, system redundancy, resource allocation,
resource optimisation, expected load not served,
flexible engineering system design, renewable
energy consumption

136,137,140,141,
153,154,159,161,
164-171]

cycle costing (LCC) [11]. Evaluation methods focus on the trade-offs in
maintaining the system [78,131,133].

Facing an uncertain environment, organisations should proactively
adapt to changes by rebuilding and regaining their market positions
through the accumulation and reconfiguration of their capabilities and
resources [46]. The technological independence of HSCs functions as a
redundant’ resource, enabling the system to recover from disruptions,
adapt to new circumstances, and mitigate future disruptions. Redun-
dancy for hydrogen companies means having independent hydrogen
production, manufacturing capabilities, necessary equipment, patent
knowledge, and expertise to mitigate system vulnerability [140]. In
addition to maintaining the necessary technology and backup equip-
ment, it is crucial to stockpile key components that enable the rapid
repair or replacement of damaged equipment [11]. The technology
system can be independent to avoid the time of coordinating with
external systems [138,139]. Bartolucci et al. [142] proposed a resilience
index describing the ability of the system to provide the load indepen-
dently of the electrical grid. A highly resilient system guarantees the
reliability of the services and lessens the impact of fluctuations in local
renewable energy sources on the grid [142]. Moreover, the indepen-
dence of technology means that companies and countries can assess
damage, mobilise resources, and restore operations efficiently, mini-
mising downtime and relying less on external systems for support [65].

5.3.2. Organisational resilience analyses
At the organisational level, robust hydrogen organisations prevent
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disruptions by minimising risks to their processes, culture, and structure
[175]. A strong risk management culture enhances organisational
resilience. Robustness refers to an organisation’s ability to withstand
adverse conditions, maintaining stability in its processes, structure, and
culture [113]. Clear administrative procedures and a well-defined
organisational structure are essential, as complexity increases the risk
of instability. For instance, a wind-photovoltaic-hydrogen storage plant
station contains three separate parts, leading to structural complexity
and management challenges [79]. Related evaluations such as process
risk index (PRI) can map risk and explore the effect of process deviations
on process robustness [143]. In addition, risk prevention and contin-
gency plans are frequently highlighted [77,116,144]. Yazdi et al. [26]
proposed that cultivating a safety culture, robust training, and mainte-
nance scheduling were effective safety interventions to prevent the
failure of the system. Trust, leadership, staff empowerment, goal clari-
fication, and staff inspiration to enhance communication skills are all
essential to build organisational robustness [26]. Stringent rules and
policies are aligned to improve personnel safety management, equip-
ment maintenance, and preventing potential secondary incidents [134].
While establishing a structure with autonomic and self-correcting ca-
pabilities is a key objective, achieving structural resilience requires a
balanced approach that integrates both structural stability and adaptive
decision-making [176].

During disruptions, agile hydrogen organisations demonstrate the
ability to respond efficiently, with agility reflecting their capacity to
react promptly. The quality of decision-making in such situations is
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closely linked to the organisation’s processes, strategic objectives, and
risk culture [11,123]. At the organisational level, it is critical for en-
terprises to cultivate agile processes while embedding risk management
awareness and culture into the core of their operations, supported by
effective incentive mechanisms. Once risks are identified, organisations
could critically assess their current processes to evaluate their pre-
paredness for mitigating and responding to these hazards [146]. This
assessment should go beyond surface-level reviews of policies and pro-
cedures, examining more deeply the organisation’s loss absorption ca-
pacity, the recovery potential of its resource reserves, and the overall
effectiveness of existing response plans [64]. Agile response indicators
include incident response procedures, action evaluation, prioritisation,
and implementation timeframes to enable strategic decisions during
disruptions [128]. Given agility as an indicator of temporal resilience,
the time required for the energy system to meet minimum performance
standards within specified constraints becomes a relevant metric [145].
Evaluations of organisational resilience during disruptions tend to pri-
oritise short-term, temporal factors, rather than long-term adaptability
and the capacity for innovation in addressing complex and unforeseen
challenges [124].

Knowledge and relationship management are necessary capabilities
in the recovery dimension [51], which are summarised as learnability in
this work. The learnability of organisations enhances their
decision-making and enables timely adaptation to new contexts via
developing public-private partnerships, collaboration, and improved
market positioning. After disruptions, organisations may assess the
learnability of their structures to determine if they support a resilient
mindset. The consistent perceptions held by employees can serve as an
indicator of structural learnability [177]. Consequently, the evaluation
process may assess employees’ attitudes toward risks, openness to
change, and their willingness to collaborate and learn from past expe-
riences [143,147,148]. By fostering a culture that values resilience, or-
ganisations can better equip themselves to respond to unexpected
challenges. However, it is crucial to assess whether fostering resilience
at the cultural level is sufficient, or if more profound structural and
systemic transformations are required to navigate highly volatile envi-
ronments effectively. Maintaining positive relationships with the gen-
eral public can foster trust and collaboration across HSCs, contributing
to increasing information exchange and provision in risk management
activities [149]. It is important to scrutinise the depth and authenticity
of these relationships. The learnability of an organisation reflects the
cohesion among its employees and stakeholders when faced with
adverse circumstances [146,178]. Sub-indicators of organisational
learnability include political intention, employee involvement, situa-
tional understanding, creativity and originality, and awar-
eness/commitment [26]. To evaluate these abstract qualities effectively,
the assessment should capture the complex and dynamic nature of
organisational resilience, and account for factors such as power dy-
namics, resource disparities, and broader socio-political contexts.

5.3.3. Operational resilience analyses

At the operational level, the logistics, information flow, and capital
flow of HSCs can be considered [65,148]. Hydrogen organisations
within HSCs can proactively prevent potential disruptions by imple-
menting optimum operations or optimisation. Optimisation, as a man-
agement approach, focuses on streamlining processes to minimise waste
and maximise quality and efficiency, ensuring all activities benefit
customers [179]. Applying optimisation methods is key to achieving
sustainable development [180]. The concept of optimisation emphasises
material flows are adjusted based on customer demand [181]. This
practice can mitigate the risks associated with hydrogen storage [182].
By reducing flaws and unpredictability through standardisation, optimal
information flow enhances the quality and reliability of HSCs. Addi-
tionally, optimal cash flow strengthens the robustness of hydrogen or-
ganisations by lowering costs. Analytical techniques based on optimum
principles and the theory of constraints (TOC) can analyse resilience and
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identify bottlenecks in HSCs [154,183]. This approach assumes that HSC
resilience is determined by its weakest subsystem [124,130].
Techno-economic analyses help identify compact capacities with mini-
mal investment risks, ensuring optimal cash flow for hydrogen organi-
sations [117,138,151,153]. Achieving the optimal setup for off-grid
hybrid renewable systems involves balancing the loss of power supply
probability (LPSP) and minimising total life-cycle cost (TLCC) from a
design perspective. For low LPSP values (0-5%), a hydrogen and
photovoltaic (PV) system, integrated with weather forecasting, is the
most economical option. At an LPSP of 10%, the cost-effective solution
shifts to a hybrid system combining wind, PV, and hydrogen [5].
During the event, focal firms in HSCs can swiftly respond to unex-
pected conditions through transparent operations. Operational trans-
parency involves visibility, IT capabilities, and information sharing
across supply chains, driving synergy, demand satisfaction, and effi-
ciency. Transparent operations allow HSC agents to monitor the
behaviour of others, fostering emergent responses and preventing
worsening conditions. Reliable information on materials and capital is
essential for resilient operations, enabling organisations to predict,
identify, and address disruptions swiftly and effectively [51]. Evaluation
factors encompass system visibility, traceability, and data disclosure
[65,80]. Visualisation technologies and digital infrastructure facilitate
the coordination of HSC subsystems, such as production, logistics, and
markets, enhancing risk monitoring and response capabilities [162].
Sharifpour et al. [163] introduced the R-OEMA approach that tactically
integrates preventive scheduling methods for hydrogen systems,
renewable units, controllable distributed generators, and demand
response initiatives. The R-OEMA framework’s effectiveness is assessed
through numerical simulations on a test system that includes microgrids.
The assessment emphasises the responsiveness of the operational team
to positive and negative impacts. Responsiveness is primarily evaluated
based on two dimensions: time (e.g., order response and delivery time)
and synergy (e.g., information sharing and technical support) [144].
As the HSC recovers from disruptions, operational evaluations focus
on its adaptability, defined as the system’s ability to meet current de-
mands while adjusting to changing environments, thereby ensuring
resilience against future disturbances. Adaptability is assessed from
flexibility (time), optimisation, and redundancy (resource) perspectives,
considering key node inventory levels and system capacity [161,171]. In
other words, optimal flexibility and redundancy enable adaptable op-
erations. System redundancy is an indicator of adaptable operations.
More control variables in hydrogen networks with hydrogen headers,
purifiers, and compressor capacity redundancy may enhance indirect
scheme-equipped hydrogen network performance [154]. The
peak-shaving capacity and renewable energy consumption of hydrogen
companies improve the adaptability of hydrogen pipeline networks
[141]. Evaluations can compare capital flow and feedback loops of focal
firms to assess whether their operational abilities surpass pre-event
conditions [143]. Beyond environmental and economic perspectives,
social cost-benefit analyses aid in designing adaptable systems and
optimising resources, factoring in costs such as hydrogen use, fuel,
platinum, carbon, and noise [31]. Zheng et al. [171] proposed an opti-
misation technique for car charging stations, where hydrogen/electric
energy is allocated to vehicles, reducing refuelling station operational
costs and user queuing time. By incorporating optimised system designs,
emergency response strategies, and flexible procurement strategies, a
comprehensive resilience model for HSCs can minimise recovery costs
and boost competitive advantages after disruptions [153]. The
comprehensive consideration of environmental, social, and economic
perspectives of the resilient HSC design indicates that sustainability
evaluations inherently are rooted in HSC resilience evaluations [184].

6. Discussion

As outlined in Section 5.1, HSC resilience is shaped by internal and
external factors, requiring a holistic evaluation of the entire business
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ecosystem. The external layers of the resilience evaluation framework
(Fig. 6) highlight gaps and set an agenda for further empirical research.

We discuss the framework through four dimensions: business
ecosystem resilience (BER), HSC network resilience (HNR), HSC element
resilience (HER), and HSC structural resilience (HSR). The evaluations
of system resilience can use the weighted average of BER, HNR, HER,
and HSR, though the exact weights require further research. Future
research should explore the relationships among BER, HNR, and HER,
addressing: (i) the nature of their interconnections, (ii) their mutual
influences, and (iii) associated feedback mechanisms. The framework
assumes an existing, fully operational HSC with nonlinear component
functions, rather than a newly designed system with incomplete value
chains.

6.1. Evaluations of business ecosystem resilience (BER)

The hydrogen business ecosystem refers to the external environment
interacting with the HSC. As suggested by Shi et al. [45], assessing the
environmental resilience of the HSC could involve three key elements:
socio-ecological environment, ecological vulnerability, and disaster
risks. Disaster risks include both natural and man-made events that can
disrupt hydrogen supply operations, causing varying levels of economic
loss. Typically, the likelihood of environmental calamities negatively
correlates with BER [45]. However, the precise effects of disaster risks
on hydrogen system resilience remain unclear and could be explored
using disaster risk assessment methods such as fuzzy theory and
Bayesian network models [119].

Ecological vulnerability refers to the susceptibility of an ecosystem to
negative impacts from environmental changes. The disruptions within
the hydrogen business ecosystem highlight the impacts of external in-
terventions and the probability and severity of ecological issues. Future
studies could draw on the methods proposed by Zhang et al. [94] for
assessing such vulnerabilities. The HSC operates within a dynamic
socio-economic environment influenced by government policies, market
dynamics, and technological advances. Governments are introducing
incentives to promote the hydrogen industry, particularly green
hydrogen, as part of decarbonisation strategies. These policies foster
public-private partnerships, attract investment, and create economic
opportunities [154]. Additionally, HSC resilience depends on market
forces and consumer adoption, as hydrogen production costs impact its
pricing and competitiveness with alternative energy sources [64].

The transition to a hydrogen-based economy offers significant po-
tential to drive global decarbonisation efforts. However, the develop-
ment of resilient HSCs is fraught with substantial uncertainties,
presenting complex challenges that require careful and strategic man-
agement [37]. These uncertainties span the BER dimension, emphasis-
ing the need for this comprehensive framework to effectively evaluate
HSC resilience. Societal disruptions, such as shifts in employment,
infrastructure, energy stability, and lifestyles, could impact public
perception [185]. Resistance may arise if societal costs, such as job
losses or infrastructure changes, outweigh perceived benefits, threat-
ening hydrogen adoption and HSC resilience [39].

Equity and justice concerns add complexity to the development of
the hydrogen economy. Ensuring an equitable distribution of hydro-
gen’s benefits and costs is crucial for widespread adoption, particularly
in economically disadvantaged or underserved regions [186]. Afford-
ability will be key to making hydrogen technologies accessible, while
local environmental impacts—such as land use changes, high water
consumption for green hydrogen production, or emissions from blue
hydrogen processes—could weaken HSC resilience [5]. These issues
should be addressed to avoid environmental injustices. As the hydrogen
ecosystem grows, social acceptance, safety, environmental impacts, and
long-term sustainability become critical to HSC resilience [31]. Tech-
nological advancements may enhance resilience by improving supply
chain capabilities and cost efficiency [65]. However, the interplay be-
tween ecological vulnerability, socio-ecological settings, and hydrogen
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system resilience requires empirical validation to determine whether
these relationships are positive or negative. HSC business environmental
resilience can be measured through an index system with assigned
weight values [45], providing a structured approach to evaluating
resilience.

6.2. Evaluations of HSC network resilience (HNR)

The resilience of hydrogen energy production is closely related to the
state of upstream networks and market feedback. HNR evaluations focus
on the structural resilience of both upstream and downstream networks.
Structural resilience refers to the inherent strength of a supply network
in the absence of external risks [187]. For power networks, structural
resilience metrics can be calculated using the Kirchhoff index of the
Laplacian matrix, as demonstrated by Ma et al. [70]. Connectivity within
power networks is particularly critical during unforeseen events.

Shi et al. [45] proposed five factors for assessing hydrogen down-
stream user network resilience: hierarchy, matching, transmissibility,
vulnerability, and robustness. HSC resilience may correlate positively
with hierarchy, matching, and robustness, while vulnerability and
transmissibility might show negative correlations with HNR. User
network resilience is particularly important for the growth of the
hydrogen economy, as it influences the feasibility of energy transition
and switching costs to other energy sources [64]. Higher switching costs
discourage users from adopting alternative energy, thereby enhancing
HSC resilience. Yu et al. [187] provided methodologies for evaluating
structural resilience and vulnerability in hydrogen-related contexts.

6.3. Evaluations of HSC element resilience (HER)

HSCs comprise technical, organisational, and operational sub-
systems. Evaluating the resilience of these subsystems is crucial for
assessing the HER. Unlike the resilience functions proposed by Afgan
and Veziroglu [63], which assume a simple aggregation of subsystem
evaluations, we consider resilience as a non-linear superposition of these
components. This non-linearity arises from interactions, reciprocal in-
fluences, and feedback loops both within and between subsystems and
the broader business ecosystem [31].

Section 5.3 outlined unique resilience indicators for each subsystem,
but the specific weights assigned to them require empirical investiga-
tion. Effective evaluations should incorporate reactive and proactive
capacities, time-dependent attributes, and non-linear performance be-
haviours. Future research could explore the interrelationships of
performance-based resilience metrics within HSCs and test their tem-
poral sensitivity using a mixed quantitative and qualitative approach
[188].

6.3.1. Evaluations of HSC structural resilience (HSR)

The internal structural resilience of HSCs can be evaluated using
methods proposed by Shi et al. [45] and Yu et al. [187], though future
empirical studies are needed to refine these approaches. Current
research categorises supply chain complexity into structural and dy-
namic dimensions [48]. Dynamic complexity arises from network in-
teractions, such as delivery, supplier, and demand fluctuations, while
structural complexity involves factors such as scale, horizontal versus
spatial complexity, and product diversity [189,190].

The primary goal of HSC structural resilience is to optimise func-
tionality at minimal cost [132]. Resilience depends on the specific risks
faced and the nature and magnitude of their impacts [139]. Assessments
should consider different operational modes, such as large-scale
hydrogen production with long- or short-distance transportation and
small-scale production for refuelling stations [90,107,135]. In each
mode, focal firms represent resilience bottlenecks. Key differences be-
tween modes include electricity transmission methods for hydrogen
production and transportation distances.

Given the diverse risks in HSCs, resilience assessments may assign
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varying weights to hazards based on their significance. The Technique
for Order Preference by Similarity to Ideal Solution (TOPSIS) can pri-
oritise hazards and determine risk values, while fuzzy Decision-Making
Trial and Evaluation of Laboratory (DEMATEL) is useful for analysing
relationships among risk indices and calculating their weights [30]. This
approach assumes interconnected hazards within the system. The ratio
of the system’s actual effective performance to its optimal performance
during operation, rather than temporal resilience evaluations, reflects
overall system resilience [145].

7. Conclusion

This research broadens the perspective on SCR evaluations in HSCs
by considering both the internal characteristics of HSCs and external
dynamic environments. The primary objective is twofold: first, to un-
derstand and assess HSC resilience, and second, to identify methods for
evaluating it. A systematic literature review of the current literature on
HSCs and SCR evaluations gives a holistic understanding of the field.
Drawing upon our understanding, it is the first comprehensive review to
capture the current state of research on HSC resilience and evaluations.
This study offers a clear definition of resilience in the context of HSCs,
aiding in the understanding of HSC objectives and overall resilience. The
findings are concluded as an evaluation framework, bridging the general
SCR concepts and performance metrics of HSCs and presenting a system-
oriented approach to assess resilience. The proposed conceptual
framework offers a comprehensive horizon to identify future research
potentials. The framework evolves the general SCR evaluation frame-
works by categorising resilience indicators into technical, organisa-
tional, and operational subsystems across events. This conceptual
approach enhances the predictive function of CAS theory, guiding future
research on the resilience of HSCs [191].

7.1. Implications

The storage challenges and inherent properties of hydrogen make
HSCs vulnerable and costly, hindering sustainable development.
Sustainability-driven rather than economic-driven presents a barrier,
directly affecting the HSC performance, reliability, and resilience.
Preparation, response, and recovery strategies can address these
vulnerability factors to overcome resilience barriers [52,192]. Key
competencies such as contingency planning, agility, and adaptability are
widely studied as preventative measures against supply chain
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disruptions [193]. However, resilience capacities may not always align
with supply chain features. The selection of resilience indicators for
HSCs has not been adequately addressed in the literature, particularly
from a CAS perspective. CAS theory explores how systemic changes
emerge from interactions between agents over time [41]. This study
adopts a holistic approach, demonstrating how CAS theory can fill gaps
in HSC resilience research.

The proposed framework outlines evaluation methodologies of
resilience from the layers of the hydrogen production system, the HSC
network, and the hydrogen business ecosystem. The framework lacks
classifying upstream and downstream components of HSCs for the
operational and organisational dimensions since the literature review
reveals their indifferent evaluation approaches. Nevertheless, this con-
ceptual framework provides specific resilience indicators of the HSC
element, founded on the chronological sequence of disruption events.
The framework considers different system perspectives and their in-
teractions, which indicates future research directions.

Capacities play a critical role in SCR evaluation metrics. Key studies
have explored various capacities, classifying them into reactive and
proactive categories [51]. Examples from recent literature are sum-
marised (Table 5). Dubey et al. [15] analysed data from 250 enterprises
to conceptualise the effects of supply chain visibility, cooperation, trust,
and behavioural risk on SCR. Juan et al. [194] examined how the five
elements of SCR—visibility, velocity, flexibility, robustness, and col-
laboration—interacted with and influenced supply chain performance
during disruptions. While these conceptual frameworks and empirical
studies provide valuable insights, none propose resilience evaluation
methods as comprehensive as those presented in this study. The
framework presented here categorises resilience capabilities into the
technical, organisational, and operational components of supply chains,
aligned with specific disruption stages [15,192,195]. This approach
resolves conflicts between common resilience indicators such as
robustness and agility [177] and enables timely evaluations by
decision-makers. Highlighting information-driven operations, this
framework may apply to supply chains with storage vulnerabilities and
extend beyond HSC contexts. Since the review involves upstream
renewable energy supply and power systems, this resilience evaluation
framework may offer guidance for other renewable energy supply chains
[196].

Table 5
Comparisons with other frameworks (Y=Yes, N—No).
Name This [15] [52] [192] [194] [195] [197] [198] [199] [200]
framework
Field of supply chains: Hydrogen General  General  General General General General Food and General  General
pharmaceutical

Dimensions:

Stages of disruptions Y N Y Y N N Y N Y Y

Different hazards and their risk values Y N N Y N N N N N N

Subsystems of supply chains Y Y N Y N Y N N N N

Categories of performance metrics:

Performance of discerning possible Y Y Y Y Y Y Y Y Y Y
disruptions

Performance of fulfilling customer Y Y Y Y Y Y Y Y N Y
requirements

Efficiency of completing supply chain Y Y Y Y Y N Y Y Y Y
processes

Efficiency of recovery to normality Y N Y Y N N Y N Y Y

Performance of production and inventory Y N Y Y Y N Y Y Y Y

Performance of relationship management Y Y Y Y Y N Y Y Y Y

Financial performance/cost-effectiveness Y N Y Y N N Y N N Y

Performance of overseeing the supply Y Y Y Y Y Y Y Y Y Y
chain situation

Damage of disruptions (vulnerability) Y N N N N N Y N N Y

Efficiency of responding to disruptions Y Y Y Y Y Y Y Y Y Y

Reconstruction of the supply chain Y N Y Y N N N N N Y

601



L. Kong et al.
7.2. Limitations and future directions

The main limitation of the proposed framework is its theoretical and
conceptual nature. The reactive and proactive resilience capabilities
may vary depending on the objectives and operations of hydrogen or-
ganisations. While the framework may be applied to other supply
chains, it requires further evidence. Additionally, quantifying resilience
as a fuzzy concept needs the design of flexible and context-dependent
metrics [188]. Such an approach can result in significant differences
in objectives, reflecting the wide range of definitions for resilience.
Simulations can test the framework under various hypothetical sce-
narios. By adding appropriate application backgrounds to the frame-
work, the methodology provided in this research may apply to SCR
evaluations in broader contexts.

It is important to note that this work discusses HSC resilience in a
positive context. The hydrogen economy holds great potential as a
transformative energy solution, while environmental and technical
constraints should be addressed to ensure its sustainability and resil-
ience. Environmentally, hydrogen production is constrained by issues
such as high energy and water demands, along with hydrogen leakage.
Leakage can increase atmospheric water vapour, disrupt stratospheric
chemistry, delay ozone recovery, and contribute to climate shifts,
impacting ecosystems and human life [5]. Technically, large-scale
hydrogen deployment faces barriers, including high costs, scalability
limitations, and inefficiencies in storage and distribution. Although
biomass gasification has lower emissions compared to wind-driven
electrolysis, it is hindered by operational and infrastructure challenges
[201]. Market volatility and pricing fluctuations further undermine
economic feasibility, disproportionately affecting vulnerable pop-
ulations. Addressing these issues requires integrated socio-technical
solutions, including improved regulatory frameworks, support for
renewable energy communities, and greater public participation in the
energy transition [202]. These measures are vital to fostering a resilient
hydrogen economy that promotes environmental sustainability and so-
cial equity.

This systematic literature review reveals limited research on the
organisational governance of hydrogen companies. Beyond the gaps
outlined in section 6, this review suggests using supply chain mapping to
explore the link between SCR and the maturity of the hydrogen business
ecosystem. Studies can investigate the trade-offs between sustainability
and resilience in HSCs [26], conflicts between centralised and decen-
tralised system design [169], and balancing renewable energy integra-
tion with supply chain complexity [132]. Finally, future research should
empirically determine the weights of HSC elements to construct
appropriate HSC resilience measurements.
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