N\ . eprints@whiterose.ac.uk
= Whlte Rose https://eprints.whiterose.ac.uk

. o
Q\J) ReseCII'Ch On"ne Universities of Leeds, Sheffield and York

Deposited via The University of Sheffield.

White Rose Research Online URL for this paper:
https://eprints.whiterose.ac.uk/id/eprint/220045/

Version: Accepted Version

Proceedings Paper:

Ceci, M., Sannier, N., Abualhaija, S. et al. (2024) Toward automated compliance checking
of fund activities using runtime verification techniques. In: FinanSE '24: Proceedings of the
1st IEEE/ACM Workshop on Software Engineering Challenges in Financial Firms.
FinanSE '24: 1st IEEE/ACM Workshop on Software Engineering Challenges in Financial
Firms, 16 Apr 2024, Lisbon, Portugal. Association for Computing Machinery, New York,
United States, pp. 19-20. ISBN: 9798400705687.

https://doi.org/10.1145/3643665.3648045

© 2024 The Authors. Except as otherwise noted, this author-accepted version of a paper
published in FinanSE '24: Proceedings of the 1st IEEE/ACM Workshop on Software
Engineering Challenges in Financial Firms is made available via the University of Sheffield
Research Publications and Copyright Policy under the terms of the Creative Commons
Attribution 4.0 International License (CC-BY 4.0), which permits unrestricted use,
distribution and reproduction in any medium, provided the original work is properly cited.
To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/

Reuse

This article is distributed under the terms of the Creative Commons Attribution (CC BY) licence. This licence
allows you to distribute, remix, tweak, and build upon the work, even commercially, as long as you credit the
authors for the original work. More information and the full terms of the licence here:
https://creativecommons.org/licenses/

Takedown

If you consider content in White Rose Research Online to be in breach of UK law, please notify us by
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request.

m * | University of

UNIVERSITY OF LEEDS Shef-ﬁeld



mailto:eprints@whiterose.ac.uk
https://doi.org/10.1145/3643665.3648045
https://eprints.whiterose.ac.uk/id/eprint/220045/
https://eprints.whiterose.ac.uk/

Toward Automated Compliance Checking of Fund Activities
Using Runtime Verification Techniques

Marcello Ceci, Nicolas Sannier, Donghwan Shin Domenico Bianculli
Sallam Abualhaija d.shin@sheffield.ac.uk Michael Halling
firstname.lastname@uni.lu University of Sheffield firstname.lastname@uni.lu
University of Luxembourg United Kingdom University of Luxembourg

Luxembourg

ABSTRACT

Fund activities such as subscriptions or redemption of shares to
issuers, fee management, and acquisition or sale of holdings may
affect the fund’s compliance to requirements of different sources
(legal, regulatory but also self-imposed requirements) with poten-
tially huge impact such as hefty fines. One pressing challenge for
fund managers and regulators is to target live monitoring of such
activities in order to evaluate compliance as soon as possible and in
a continuous way. Setting the rules for automatic monitoring and
checking the compliance of fund activities is difficult due to the
complexity and heterogeneity of the applicable requirements and
the observability of data. In this position paper, we introduce our
vision toward runtime monitoring of fund activities. Specifically,
we aim at extracting monitoring rules from legislation and fund
documentation and at providing automated support for enabling
the runtime verification of fund activities.
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1 INTRODUCTION

Monitoring fund activities (e.g., the subscription of shares or port-
folio composition) is essential to protect the rights of investors and
fight financial crime (e.g., fraud and money laundering). This moni-
toring is done by overseeing and supervising financial transaction
records in relation to two major sources of requirements: (a) finan-
cial regulations, i.e., legislative texts that provide the regulatory
framework for the overall fund activities and (b) fund documents,
written by fund managers in compliance with applicable law such as
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the European Prospectus regulation (2017/1129) [6], which specify
additional restrictions and rules of conduct for the fund itself.

Evaluating the compliance of investment funds is one of the most
costly activities and remains a manual activity achieved through au-
dits and reporting. One pressing challenge is to enable continuous
monitoring and compliance checking of fund activities. However,
monitoring fund activities is challenging and error-prone, especially
due to (i) the complexity of financial regulations and fund docu-
ments, (ii) the distinct characteristics of each individual fund, and
(iii) the dynamic nature of regulatory documents that frequently
change across time, demanding for tailored monitoring solutions.

To illustrate, consider the following simplified example describ-
ing the fund monitoring process against (a) the investment limits
set out in the European UCITS Directive [5] and (b) investment
constraints listed in the fund’s investment policy from which the
fund should not deviate. Regarding (a), according to Article 52 of
the Directive, “A fund shall not invest more than 5% of its assets
in ‘transferable securities’ or ‘money market instruments’ issued
by the same ‘issuer’ ”. To evaluate this rule, run-time monitoring
involves verifying a data-aware assertion that checks whether the
sum of all investments on assets from the same issuer does not sur-
pass the threshold of 5%. Regarding (b), depending on the type of
funds and their investment policies, assets that a fund can invest in
can be restricted, e.g., “the main investment exposure is at least 67%
of assets invested that are domiciled in the US”. In such case, the
monitoring would need to verify that the fund assets fulfill the con-
ditions of domicile (a data-aware assertion) and minimal quantity
(an aggregation-based assertion using a counting operator).

In this position paper, we introduce our vision of applying run-
time verification techniques for monitoring fund activities. To ad-
dress the above challenges, we define two main objectives: (O1) Al-
based extraction of relevant information and intermediate semantic
representation of monitoring rules from financial regulations and
fund documents; (0O2) automated monitoring and verification of
financial transaction records against the requirements extracted
from the regulations and documents. To achieve these objectives,
we plan to leverage a combination of Natural Language Process-
ing (NLP) [4], Machine Learning (ML) [1] and runtime verification
(RV) [2] techniques. This work is part of a multi-disciplinary project
where we contribute with our expertise in software engineering
and join hands with experts from the financial and legal domains.

The main hypothesis of the project is that the fund activities can
be seen as an abstract business process whose execution can be
logged and monitored with respect to requirements derived from
financial regulations and fund documents. The project will study
this hypothesis by investigating the following research questions
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Figure 1: Our vision toward automated compliance checking
of fund activities using runtime verification techniques

(RQs): RQ1: Which information types should be extracted from fi-
nancial regulations and documents to enable the monitoring of fund
activities? RQ2: How to capture and formally express monitoring
requirements on fund activities? RQ3: How to verify requirements
on fund activities by analyzing financial transaction records?

2 RESEARCH AGENDA

Methods and Approach. To achieve the objectives introduced
earlier in the paper, we plan to conduct three key activities, whose
relationships are depicted in Figure 1 and elaborated below.

(A1) Information extraction from financial regulations and fund
documents. Financial regulations and documents such as prospec-
tuses or Key Information Documents describe, in natural language,
the requirements for executing fund activities [7]. We plan to de-
velop an automated solution for extracting different information
types from the fund-related requirements. Information types can
be numeric (such as fees or ratios), temporal (e.g., initial subscrip-
tion), sequence-based (e.g., the order in which transactions take
place), and profiling-related (e.g., the nationality of the subscriber,
industrial sectors, regional investments). In (A1), we will create a
model that describes the elements pertinent to monitoring of fund
activities and develop an automated solution using a combination
of NLP and ML for extracting the relevant information.

(A2) Creating semantic representations of the fund-related require-
ments. This activity is concerned with transforming the natural
language requirements into a formal representation (e.g., metric
first-order temporal logic [3]). In (A2), we plan to devise Al-based
techniques for extracting the textual requirements and specifying
the monitoring rules needed for monitoring fund activities (e.g.,
computational instructions). Activities (A1) and (A2) will contribute
to achieve our first objective.

(A3) Automated monitoring and verification of financial transac-
tion records against requirements. This activity will contribute to
achieve the monitoring and verification objectives of the project.
First, we will assess the degree of observability of the input transac-
tion records (e.g., reports made available to regulators, anonymous
transaction records recorded by financial institutions, open financial
information from data providers) by extracting the relevant infor-
mation from the records using the information extraction approach
developed in (A1) and log parsing approaches. For requirements
that can be observed from the records, we will automatically gen-
erate monitors to efficiently verify if the given requirements are
satisfied in the records using run-time verification techniques.
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3 ONGOING AND FUTURE WORK

In the initial phase of the project, we chose to focus on requirements
concerning the portfolio composition of UCITS funds since UCITS
funds are arguably the most regulated type of funds and one of the
most popular investment schemes in Europe. Our first task was to
analyze and formalize the different types of holdings a fund can have
within a conceptual model. To do so, we investigated the legislative
landscape, in close collaboration with experts in finance, more
particularly the UCITS (IV) Directive and its national transposing
acts. In particular, we manually analyzed the provisions of Chapter
VII of the directive, which describes the authorized investments
of UCITS funds and extracted the terms we deemed relevant to
represent information of the domain. More particularly, we focused
on Article 50 of the directive, which describes the set of authorized
investments and the conditions for a fund to be able to invest.
From the elicited information and observations, we manually built
the conceptual model. We then complemented the model with (1)
information on holding types, retrieved from fund holdings data
provided by some financial information provider, and (2) data from
a qualitative study on 30 various funds’ investment policies.
Future work includes devising (i) a logic-based representation
for expressing the monitoring rules from the UCITS Directive and
(ii) using NLP technologies to extract those requirements that are
specific to each individual fund and expressed in its investment
policies and transform them into the logic-based representation.

ACKNOWLEDGMENTS

This research was funded in whole, or in part, by the Luxembourg
National Research Fund (FNR), grant reference
NCER22/1S/16570468/NCER-FT.

REFERENCES

[1] Charu C Aggarwal and Charu C Aggarwal. 2018. Machine learning for text: An
introduction. Springer.

[2] Ezio Bartocci, Ylies Falcone, Adrian Francalanza, and Giles Reger. 2018. Introduc-
tion to runtime verification. Lectures on Runtime Verification: Introductory and
Advanced Topics (2018), 1-33.

[3] David A. Basin, Felix Klaedtke, and Samuel Miiller. 2010. Policy Monitoring in
First-Order Temporal Logic. In Computer Aided Verification, 22nd International
Conference, CAV 2010, Edinburgh, UK, July 15-19, 2010. Proceedings (Lecture Notes
in Computer Science, Vol. 6174). Springer, 1-18.

[4] Jurafsky Dan and H Martin James. 2009. Speech and language processing: an
introduction to natural language processing, computational linguistics, and speech
recognition.

[5] The European Parliament and the Council of the European Union. 2009. Directive
2009/65/EC of the European Parliament and of the Council of 13 July 2009 on the
coordination of laws, regulations and administrative provisions relating to under-
takings for collective investment in transferable securities (UCITS). https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009L0065- 20140917.

[6] The European Parliament and the Council of the European Union. 2017. Regulation
(EU) 2017/1129 of the European Parliament and of the Council of 14 June 2017
on the prospectus to be published when securities are offered to the public or
admitted to trading on a regulated market, and repealing Directive 2003/71/EC).
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R1286.

[7] Damiano Torre, Sallam Abualhaija, Mehrdad Sabetzadeh, Lionel Briand, Katrien
Baetens, Peter Goes, and Sylvie Forastier. 2020. An ai-assisted approach for
checking the completeness of privacy policies against gdpr. In 2020 IEEE 28th
International Requirements Engineering Conference (RE). IEEE, 136-146.


https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009L0065-20140917
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009L0065-20140917
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R1286

	Abstract
	1 Introduction
	2 Research Agenda
	3 Ongoing and Future Work
	Acknowledgments
	References

