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Quantum illumination (QI) and quantum radar have emerged as potentially groundbreaking technologies,

leveraging the principles of quantum mechanics to revolutionise the field of remote sensing and target detec-

tion. The protocol, particularly in the context of quantum radar, has been subject to a great deal of aspirational

conjecture as well as criticism with respect to its realistic potential. In this review, we present a broad overview

of the field of quantum target detection focusing on QI and its potential as an underlying scheme for a quan-

tum radar operating at microwave frequencies. We provide context for the field by considering its historical

development and fundamental principles. Our aim is to provide a balanced discussion on the state of theoretical

and experimental progress towards realising a working QI-based quantum radar, and draw conclusions about its

current outlook and future directions.

I. INTRODUCTION

The development of quantum information theory [1±4] has

led to a so-called ‘second quantum revolution’ [5] in develop-

ing new quantum technologies. By exploiting various quan-

tum phenomena to achieve performances unattainable solely

through classical means, vast technological progress has been

made in a wide variety of fields including quantum cryp-

tography [6], quantum computing [7, 8] and quantum sens-

ing [9, 10]. At the heart of many such advances lie fundamen-

tal properties such as the uncertainty principle and quantum

entanglement [16]; the latter represents the ability of quan-

tum systems to form correlations so strong to go beyond any

classical counterpart.

Quantum illumination (QI) [11±15] is an example of such

an emerging technology, capable of utilising entangled states

to outperform corresponding classical benchmarks in certain

quantum sensing tasks. A remarkable aspect of QI is that

the improved performance occurs despite the fact that all en-

tanglement is lost in the process, an occurrence which, for

almost all other quantum technologies, is completely detri-

mental. Following preliminary work in 2005 demonstrat-

ing that entanglement can improve the distinguishability of

entanglement-breaking channels [17], the QI protocol was

later introduced in 2008 [18, 19] using an entanglement-based

approach to improve the ability to detect a weakly-reflecting

object embedded in a bright thermal background. The rele-

vant pathway, or quantum channel, for the entangled states

is characterised such that it is an entanglement-breaking one,

whether or not the object is present. The proposed technique

remains highly important to the field and the general structure

of the protocol has been often repeated. A source generates

entangled pairs, only one member of which is used to probe

the target region while the other is retained at the source await-

ing recombination with the signal upon its eventual return. An

optimal joint measurement of the pair is tasked with capturing

information held by their entangled nature to yield improved

sensitivity to the target detection problem.

The initial models for QI, both with discrete- [18] and

continuous-variable [19] systems, were proposed in the op-

tical regime, so as to provide a first extension of the LIDAR

from the classical to the quantum realm. However, the more

favourable regime for quantum advantage found by these ear-

lier works was typical of non-optical frequencies (bright ther-

mal noise). This led to the formulation of the QI protocol

in the microwave regime in 2015 [20], where the background

thermal noise is naturally stronger. By extending QI to the

microwaves and showing quantum advantage, the 2015 work

gave birth to the first theoretical prototype of quantum radar

able to show quantum advantage over classical designs.

These initial QI results ignited a plethora of theoretical and

experimental investigations with the goal of performing quan-

tum target detection using QI. The desire for improved radar

systems is ever-present for a wide range of applications, span-

ning the military to space exploration. Since radar already

utilises the reflection of electromagnetic radiation to to detect

distant objects (targets) [21], the potential combination with

QI to realise a quantum radar was a natural progression for

research.

However, whilst various QI protocols have been suc-

cessfully demonstrated experimentally: from optical wave-

lengths [22±25] to first applications with microwaves [27±

30] the prospect of a working quantum radar, particularly one

based on entanglement, remains littered with many techno-

logical issues. Indeed there has been a great amount of fan-

fare within the defence community and particularly the media

concerning military applications of quantum radars. Yet, the

prospects of a true quantum radar, capable of preserving quan-

tum advantage over large distances in realistic applications,

remain extremely challenging. Nonetheless, in the relatively

short time that has passed since its inception, QI and our un-

derstanding of it have come a long way. While the attainment

of the ultimate goal of a long-range quantum radar remains

elusive, intermediate results do show that perhaps more mod-

est applications of such a technology could certainly be a real

possibility in the near future.

This review provides an overview of QI and its application

to quantum target detection and the potential for a quantum

radar. The aim is to cover the background and introduce some

of the more recent advances to provide the reader with a gen-

eral overview of the current state-of-the-art. We begin with

a brief overview of the basic formulation of QI protocols in
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Sec. II. Then, in Sec. III, the working criteria for assessing

what constitutes quantum radar are outlined. Sec. IV pro-

ceeds to discuss the relevant theoretical background of clas-

sical radar technology and hypothesis testing. QI is then pre-

sented in more detail covering applications from the optical

to the microwave regime, and classical benchmarking is dis-

cussed. In Sec. V, the theoretical and experimental challenges

behind the implementation of QI as prototype of quantum

radar are discussed. In Sec. VI we provide a brief overview of

the experimental progress. Finally, in Sec. VIII we draw our

conclusions.

II. BASIC PARADIGM FOR QUANTUM ILLUMINATION

We begin with a high-level overview of the basic operation

of common QI protocols. The basic paradigm is illustrated

in Fig. 1. A source generates entangled quantum states con-

sisting of, in the case of discrete systems, a pair of entangled

qubits(dits); in the continuous variable case, two entangled

modes. One part of the state, the signal, is sent towards a re-

gion of space in which a target may or may not reside and

the remaining part, the idler, is retained at the detector. Ide-

ally, if the target is present in that space the signal is reflected

back towards the detector to be combined with the waiting,

retained idler. If the target is not present, the signal is lost and

only the idler remains. In either case, thermal background

noise is introduced from the environment and combined with

the modes at the detector. An optimal joint measurement (one

which simultaneously measures both the signal and the idler)

is performed on the states at the receiver and the measurement

statistics are used to determine the possible presence of the

target. The problem becomes equivalent to one of hypothesis

testing, in which we wish to use the measurement data to dis-

criminate between the two scenarios: target present or target

absent.

III. QUANTUM RADAR TYPES AND CRITERIA

It is often implicitly assumed that quantum radar is simply a

QI scheme applied to the problem of distant target detection.

Indeed, we have ourselves been guilty of being rather loose

on the distinction thus far in this review. Let us now pause

briefly to be a little more precise and consider the differences

between quantum radar and QI and give a general definition

of the former.

It is certainly still the case that a radar scheme relying on

an entangled source and idler, that is a scheme based on QI,

can safely be described as quantum radar. However, a more

general definition of these technologies ought to be viewed as:

any target detection scheme that employs any non-classical

part for the purposes of enhanced capabilities. The part which

renders the device the title of being ‘quantum’ may be in the

form of a non-classical transmitter, a non-classical receiver,

or both. Succinctly, one’s choice of quantum resource yields

a quantum sensor that falls into one of three main types [26]:

• Type 1: Non-classical quantum states of light are trans-

mitted which are not entangled with the receiver. E.g.,

single-photon transmitters.

• Type 2: Classical (coherent) states are transmitted but

quantum receivers are used to increase sensitivities.

• Type 3: Quantum states of light are transmitted which

are initially entangled with the receiver. (Joint quantum

measurements are correspondingly used.)

At this point it is clear that the scope of quantum radar spans

far beyond QI which itself may be classified as a Type 3 quan-

tum sensor, as it entails generating entanglement between two

modes: one is employed as the signal while the other, the idler,

forms part of the receiver. Nonetheless, QI has served as an in-

stigator in the creation of wide interest in quantum enhanced

sensing schemes and is therefore largely responsible for the

advances made to date in our understanding of quantum radar

more generally.

Regardless of the type of protocol utilised there a number of

criteria that must be met in order for a practical quantum radar

to operate with quantum advantage. Furthermore, since quan-

tum radar is a continually evolving and emerging technology,

it can be difficult to be sure whether a given result would qual-

ify as a proof of principle demonstration. The criteria below

set out the fundamental requirements for a quantum target de-

tection protocol to constitute a quantum radar.

• Outperform classical benchmark. Clearly, the quan-

tum protocol must outperform the equivalent optimal

classical protocol in some realistic domain. (These clas-

sical benchmarks are discussed in Sec. IV.)

• Operates in ambient environment. A realistic quan-

tum radar should show quantum advantage in natural

environmental conditions of temperature (in particular,

beyond cryogenic temperatures for the signal systems).

• Ranging capabilities. Besides improved target detec-

tion, the quantum protocol should also be able to deter-

mine the distance of the target.

• Radar-like distances. Typically radars are used for tar-

get detection over relatively long distances.

• Fast detection and data processing. A quantum radar

should provide an answer on a time scale which is much

faster than the typical speed of the target.

To date, there has been no experimental implementation

which completely satisfies these criteria. The criterion which

has been (partially) demonstrated is some form of quantum

advantage over corresponding classical benchmarks. Such ad-

vantage was investigated in short-range room temperature sce-

narios (of the order of 1 meter) [27±29], or in artificial cryo-

genic conditions [30]. All cases considered fixed targets with

no ranging capabilities and long detection times.
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(a) Target present (b) Target absent

thermal noise

entangled source

idler

signal

detection

thermal noise

entangled source
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FIG. 1. Basic paradigm for quantum illumination. A source produces an entangled state, comprised of signal and idler. The idler is retained

at the detector and the signal is sent towards a possible target. If the target is present as in panel (a), an optimal joint measurement is tasked

with detecting the signal and the idler (together with additional thermal noise). If the target is not present or does not reflect the signal as in

panel (b), the detection is of the idler and background thermal noise only.

IV. THEORETICAL NOTIONS

A. Classical detection theory

Before proceeding with the discussion of quantum radar,

it is important to understand some basic concepts about the

current technology some feel it is destined to replace. Radar

is a sensing technology originally developed during the first

half of the 20th century, mostly just after the end of the First

World War, even though reflection of radio waves by solid

objects was first observed by Heinrich Hertz in 1886 [33]. The

first pulse-based radar system was developed by the US Naval

Research Laboratory in 1934, able to detect and estimate the

range of a target. Radar has become a major field of research

and development, but its basic underlying principles remain

mostly unchanged since its inception and the beginning of its

widespread use more than 50 years ago.

1. The radar equation

Let us consider the generic operation of a classical monos-

tatic radar system, with co-locating transmitter/receiver. The

transmitter emits an electromagnetic pulse of power, Ptx, to-

wards a target located some distance RT away. The antenna

does not emit radiation isotropically; it is instead usually emit-

ted as a narrow beam with an additional element of direction-

ality characterised by the transmitter gain, Gtx. The gain is

generally a function of spherical coordinates θ and ϕ and is a

product of two terms that determine actual transmitted power:

1) the efficiency of the radar in generating a transmission sig-

nal from its input, and 2) the directivity of the antenna in

terms of the actual outgoing beam. Directivity is calculated

such that a perfectly isotropic antenna will have directivity of

1 in all directions and, even for those that are not isotropic (as

in the case of pencil and fan beams), the mean directivity is

still always 1 but varies with direction, having minimum and

maximum values that are at most or at least 1, respectively.

This multiplicative factor constituting the antenna gain is used

to obtain the total transmitted power in the target’s direction,

PtxGtx (assuming the peak gain is directed towards the tar-

get). The emitted electromagnetic pulse, after reflection off

the target, arrives back at the receiver after a time, ∆t, which

can be used to compute the target range, R = c∆t/2, where c
is the speed of light in a vacuum.

In general, the majority of the emitted energy is lost dur-

ing this process. This is due to attenuation factors associated

with the medium through which the pulse propagates, and also

the reflectivity of the target itself, which is dependent on both

its material structure and its geometry. As a result, the total

power density incident on the target is given by

WT =
PtxGtxF

2

4πR2
T

, (1)

where F ∈ [0, 1] is a form factor describing the transmissivity

of the space between the radar and the target, and the addi-

tional factor of 1/4πR2
T describes the loss due to the pulse

propagating as a spherical wave.

The reflectivity of the target, described by a single term

called the radar cross-section, σ, quantifies the proportion of

incident power that is subsequently scattered. This then prop-

agates back towards the receiver such that the total power den-

sity arriving back at the receiver is given by

Wr =
PtxGtxσF

4

(4π)2R4
T

=
Pr

ar
, (2)

where Pr is the power arriving at the receiver and ar is the

receiver’s collecting area. Thus we arrive at the radar equation

Pr =
PtxGtxarσF

4

(4π)2R4
T

, (3)
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by which current state of the art classical radar systems and

their performances are modelled.

Finally, we note that any future quantum radar would still

be subject to the radar equation, and the received signal

strength would have the same 1/R4
T dependence to the tar-

get’s range. As will be discussed in later sections, QI-based

quantum radars would therefore require an extremely high

power in order to be useful at large ranges. Based on cur-

rent technological capabilities, achieving such a feat would

be prohibitively costly and/or wildly impractical. Neverthe-

less, since microwave quantum technologies is a broad-scoped

field which is continually making fast-paced progress, achiev-

ing such a goal is not totally out of the question in the future.

2. The signal-to-noise ratio (SNR)

Any radar receiver is inherently susceptible to thermal noise

which places limitations on the strength of target signals that

can be detected [21, 34]. Johnson±Nyquist noise arises from

electronic noise intrinsic to the radar system (thermal vibra-

tions of charge carriers, independent of the applied voltage).

Its total associated power is given by

Pn = kBTBnFn, (4)

where kB is Boltzmann’s constant, T is the system’s oper-

ating temperature, Bn is the receiver’s bandwidth and Fn is

a dimensionless constant expressing the variation of the true

noise characteristics from that of an ideal black body. Using

Eq. (4) we may then define the signal-to-noise ratio (SNR) as

SNR =
Pr

Pn
=

PtxGtxarσF
4

(4π)2R4
TkBTBnFn

. (5)

The (effective) collecting area of the receiver, ar, can be fur-

ther expressed in terms of the receiver gain, Gr = 4πar/λ
2,

allowing us to rewrite Eq. (5) as

SNR =
PtxGtxGrλ

2σF 4

(4π)3R4kBTBnFn
. (6)

Since the SNR always has a finite value, from Eq. (6) there

exists a minimum detectable signal, SNRmin, which must ex-

ceed the system’s noise floor. This in turn corresponds to a

maximum detection range,

Rmax ≃
(

PtxGtxGrλ
2σF 4

(4π)3kBTBnFnSNRmin

)1/4

, (7)

where SNRmin is typically of the order of 10-20 dB [34].

3. Hypothesis testing

Radar detection entails, with the view of best describing a

detected signal, making a decision between two possible hy-

potheses [35]: The null hypothesis H0, corresponding to tar-

get absence, and the alternative hypothesis H1, corresponding

to target presence [33]. This simple example of a binary deci-

sion task has been the subject of many studies and its analysis

begins with the definition of two probability density functions

(pdfs) describing the measurement to be tested under each of

the two available hypotheses. Supposing the sample to be

tested is denoted x, then we need two pdfs:

px(x|H0) = pdf of x given that the target was absent,

px(x|H1) = pdf of x given that the target was present.
(8)

These may be generalised to the M -dimensional joint pdfs

px(x|H0) and px(x|H1) for a detection problem based on

M i.i.d samples of data xn forming the sample vector x ≡
[x1 . . . xM ]

T
, with n = 1, . . . ,M . The underlying problem

is reliant on the proper modelling of these two functions and

their estimates are in turn reliant on the system and parameters

governing the scenario in question.

Based on the above pdfs, the following probabilities of in-

terest may be defined:

• Probability of detection, Pdet,

The probability of a target being correctly declared

present, P (H1|H1);

• Probability of false alarm (Type I error), Pfa,

The probability of a target being incorrectly declared

present, P (H1|H0);

• Probability of mis-detection (Type II error), Pmiss,

The probability of a target being incorrectly declared

absent, P (H0|H1).

Optimisation of these probabilities can be carried out in a

range of ways based on the rules one wishes to follow for de-

cision making, which may also be situation dependent. This

is a very rich field, which can may explored in great detail

through Refs. [31] and [32]. In radar, a common choice is the

Neyman-Pearson criterion in which the probability of detec-

tion, Pdet, is maximised under the constraint that the Type II

false alarm probability does not exceed some predetermined,

tolerable value. The overall diagnostic capability of binary

classifiers, such as radars, can be evaluated by the construc-

tion of a receiver operating characteristic (ROC) curve [33].

This graphically plots the true detection rate Pdet against the

false alarm rate which is generally fixed as part of the sys-

tem specifications, and shows the trade-off between sensitiv-

ity (Pdet) and specificity (1-Pfa). A commonly used measure

of performance is given by the area under the curve, which

may be interpreted as the probability that the model ranks a

random positive example more highly than a random negative

example.

Assuming that the probabilities, p0 and p1, associated with

the two hypotheses are known (the so-called ‘prior proba-

bilities’ or ‘priors’), one can consider a symmetric version

of the problem, where the two hypotheses have the same

Bayesian cost. In this case, the mean error probability as-

sociated with the target detection may be written as perr =
p0P (H1|H0) + p1P (H0|H1). While the scenario of known

priors is not typically considered in classical detection theory,
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it represented a simplified framework for testing the perfor-

mance of the new quantum protocols. The symmetric for-

mulation allowed scientists to show quantum advantage by

analysing a single figure of merit.

B. Quantum illumination

1. Discrete-variable QI

QI, in its original description, refers to the use of discrete-

variable non-classical states to enhance the detection of po-

tentially remote objects. In 2008, Ref. [18] demonstrated that

the use of entangled pairs of qubits could enhance the detec-

tion probability of a low-reflectivity target. Two protocols

were considered and compared: in the first, the beam was

composed on N unentangled single-photon states and, in the

second, two entangled beams (labelled signal and idler) were

generated. In both scenarios, the optical transmitter illumi-

nated a region of space in which a weakly-reflecting target

was equally likely to be present or absent. In both the en-

tangled and unentangled cases, the assumptions made were as

follows:

• Signal comprising N high time-bandwidth product

M = TW ≫ 1, single-photon pulses. Here, T is the

detection time window and W is the bandwidth such

that the detector can distinguish between M modes per

detection event.

• Round-trip transmissivity 0 < κ ≪ 1 when the target

is present; κ = 0 when the target is absent.

• Low background noise NB ≪ 1.

• For each transmitted signal pulse, at most one photon is

detected at the receiver such that MNB ≪ 1.

Under these assumptions, two regimes, ªgoodº and ªbadº,

were identified for the operation of each of the single-photon

(SP) and entangled QI sources based on the values computed

via the quantum Chernoff bound (QCB) [36] (which is an

asymptotically tight upper bound for the mean error proba-

bility in the symmetric formulation of quantum hypothesis

testing). In their good regimes, the average probabilities of

making an error after N trials were estimated to be [37]

P SP
err ≃ 1

2
e−κN , κ ≫ NB , (9)

and

PQI
err ≃

1

2
e−κN , κ ≫ NB

M
, (10)

respectively, showing that the QI case afforded a much larger

region of validity. In their bad regimes, the estimates for the

error probabilities via the QCBs are instead given by [37]

P SP
err ≃ 1

2
e
− κ2N

8NB , κ ≫ NB , (11)

and

PQI
err ≃

1

2
e
−κ2NM

8NB , κ ≫ NB

M
, (12)

yielding, again, an enhancement in the region of validity for

QI with the error probability drastically reducing for M ≫ 1
in comparison to unentangled single-photon sources.

These results rely on various, typically unrealistic, assump-

tions. Firstly, one requires the existence of a source of entan-

gled high time-bandwidth product photons to probe the target

region. Upon their eventual return, one demands that the re-

ceiver is an optimal one, performing an optimal joint measure-

ment on all of the returning photon with their corresponding

idlers, all the while ensuring that the idler storage system was

completely lossless throughout the signal’s round-trip. These

limitations have been the subject of much debate regarding

how realistic a practical QI-based quantum radar would be

and will be explored in further detail later in this review.

Of course, it is important to note that this initial comparison

was not entirely comparing a quantum scheme to a classical

one. In fact, it compared one using entanglement to one that

did not. The use of single photons as a source for target detec-

tion, while not being entangled at all, still requires the use of

quantum photo-detection theory in order to process the data

and formulate a decision. Indeed, this is simply a form of

Type 1 quantum sensor described in Sec. III.

Instead a comparison should be made to a classical equiv-

alent as a benchmark. To clarify, this does not refer to us-

ing the classical radar described in Sec. IV A as a benchmark,

but instead to a comparison between the performance of the

QI protocol and the same protocol performed with the most

ideal, ‘classical state’ within quantum optics: the coherent

state. Further, since coherent states are Gaussian, their use

in quantum optics experiments can be straightforwardly stud-

ied and modelled in frameworks which mirror those making

use of true quantum mechanical phenomena. This provides a

means for formally defining and isolating a quantum advan-

tage. The performance of a QI protocol using such coherent

states is frequently referred to as the ªclassical benchmarkº,

at least in the optical domain.

In 2009, Ref. [37] provided such a comparison between

entanglement-based QI and the equivalent coherent state pro-

tocol. Here, the single-photon transmitter was replaced with

a coherent state transmitter with N pulses, each with average

photon number of unity. In this case, the QCB yields [37]

PCS
err ≤ 1

2
e−κN(

√
NB+1−

√
NB)2 , (13)

applicable for all values of 0 ≤ κ ≤ 1 and NB ≥ 0. In the

regime of low-background, i.e., NB ≪ 1, this reduces to [37]

PCS
err ≤ 1

2
e−κN . (14)

The performance of the coherent state protocol therefore

matches Lloyd’s previous ªgoodº regime QI performance

while substantially outperforming discrete-variable QI in its

ªbadº regime. Thus, although entangled photons outper-

formed the single photon equivalent, no quantum advantage

had yet been found over the classical benchmark.
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2. Gaussian QI

With the results of Ref. [37], for a brief period, QIs

prospects fell flat with its potential appearing limited at best.

Fortunately though, at around the same time of Lloyd’s work,

Tan et al. [19] published the continuous-variable version of

QI involving the use of Gaussian states. (We refer interested

readers to Refs. [2±4] for comprehensive reviews on Gaussian

quantum information and continuous-variable systems.)

Consider a resource state modelled as a two-mode squeezed

vacuum (TMSV) Gaussian state comprising a signal mode

sent out to some target region and an idler mode retained at

the source for later joint measurement, each with NS photons

per mode. The theory of Gaussian QI assumes the following

conditions:

• Low-brightness signal, NS ≪ 1.

• High time-bandwidth product, M = TW ≫ 1.

• Low target reflectivity, 0 ≤ κ ≪ 1 (with κ = 0 when

the target is absent).

• High-brightness thermal background, NB ≫ 1.

Two alternate hypotheses exist for the experiment’s out-

come. The first, H0, with the target absent, where the return-

ing signal is just a noisy background modelled as a thermal

state with mean number of photons per mode NB ≫ 1 (note

the difference here to previous works where the assumption

was that NB ≪ 1 and MNB ≪ 1). The second case, H1,

corresponds to a weakly reflective target being present in the

region with reflectivity, κ ≪ 1, giving the proportion of sig-

nal modes reflected back towards the source, physically rep-

resenting a high loss regime. This is combined with a very

strong background, now with mean photons per mode of the

return given by NB/(1− κ). In either case, the returning sig-

nal and the retained idler are no longer entangled.

The decision problem is reduced to one of being able to

distinguish between the two conditional states at the receiver

and our ability to do this can be quantified via the computa-

tion of various bounds. Our choice of such bound depends on

how we wish to weight the associated costs for error types and

are reduced to the consideration of symmetric or asymmetric

costing procedures. Ref. [19] considered the setting of sym-

metric quantum hypothesis testing (QHT) and found that the

mean error probability is asymptotically bounded as follows

PQI
err ≤

1

2
e−MκNS/NB , (15)

in the limits 0 < κ ≪ 1, NS ≪ 1 and NB ≫ 1.

Meanwhile, Ref. [19] found that the corresponding M -

pulse coherent-state source (yielding an optimal classical

benchmark) has a QCB given by

PCS
err ≤ 1

2
e−MκNS(

√
1+NB−

√
NB)

2

, (16)

valid for all parameter values. Imposing the same limitations

used in the derivation of Eq. (15), that is, for 0 < κ ≪ 1,

NS ≪ 1 and NB ≫ 1, the coherent-state transmitter QCB, in

such a regime, is given by

PCS
err ≤ 1

2
e−MκNS/4NB . (17)

In contrast to earlier results, the QI transmitter’s error expo-

nent in this regime has a factor of 4 (equivalent to 6 dB) ad-

vantage over the corresponding coherent-state transmitter.

It has been shown that this 6 dB advantage is theoretically

maximal [38] under the consideration of optimal collective

quantum measurements across all M of the employed mode

pairs. This is reduced to 3 dB in the presence of more practi-

cal receiver designs, for instance if the receiver is restricted

to local operations and classical communications and joint

measurements are carried out only on individual mode pairs

(see also Ref. [39]). The fundamental limits of QI has also

been shown in Ref. [40] where for NB ≫ 1 and NS ≪ 1
the TMSV is shown to achieve the greatest quantum mechani-

cally allowable error probability exponent. They further show

that near optimality in detection persists for targets exhibit-

ing flat Rayleigh fading, i.e., when the reflectivity is expo-

nentially distributed about the targets average reflectivity and

the phase of the returning signal beam is uniformly distributed

over [0, 2π). This optimality was also shown in Ref. [41] for

the detection of targets with vanishing reflectivity: for single-

mode Gaussian probes, the optimal state is the coherent state;

for two-mode Gaussian probes, the optimal state is the TMSV.

Further, the two-mode Gaussian state considered in achiev-

ing these bounds has been shown to be the optimal quantum

state [42] in the context of asymmetric QHT (meaning that

no other, more exotic, quantum states such as ones exhibit-

ing multi-mode entanglement can improve target detection).

The same work also showed that, in the absence of a quan-

tum memory, i.e., with no ability to store an idler, the coher-

ent state forms the optimal single-mode source. The latter is

true when the energy constraint is local, i.e., we fix the mean

number of photons per signal. When the energy constraint

is global (i.e., we fix the total number of photons carried by

all the signals to some fixed amount), then the use of coherent

states can be outperformed by squeezed states whose displace-

ment and squeezing are jointly optimised [43].

3. Microwave QI

The main findings of Refs. [18, 19] presumed operation

at optical wavelengths. In the optical domain, the necessary

tools for QI implementation are well-known and widespread,

including the use of spontaneous parametric down-conversion

(SPDC) sources for entanglement generation (which naturally

produce low-energy modes NS ≪ 1) and high fidelity single-

photon detectors which are largely quantum-limited in noise

associated with their operation. While this assumption poses

no issue for the setup of the QI protocol, the result of a 6 dB

quantum advantage by Tan et al. was found under the assump-

tion that the ambient background mean number of photons per

mode is NB ≫ 1. This condition does not occur naturally at

optical wavelengths where, in fact, NB ∼ 10−6 and smaller.
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In fact, it has been shown that in the absence of noise the op-

timal quantum radar’s performance is closely approximated

by a conventional coherent state radar operating at the same

transmitted energy [44].

A natural solution to this issue would be to extend the the-

ory of QI to the microwave domain where the thermal back-

ground provides the necessary NB ≫ 1 for quantum advan-

tage. Ref. [20] successfully achieved this extension by em-

ploying electro-optomechanical (EOM) converters to mediate

interactions across different frequencies of light. A first EOM

module directly generates optical-microwave entanglement by

exploiting the interaction mediated by the mechanical oscilla-

tor to generate the propagating microwave signal. Upon its

return, a further EOM converter is used to reverse the process,

up-converting back to the optical region to undergo a phase-

conjugated (PC) joint measurement with the retained optical

idler. It is this microwave extension to QI which led to it be-

coming of great interest in the wider community as a potential

quantum-mechanical alternative to the classical radar, poten-

tially enabling one to detect a low-visibility target, while hid-

ing a weak signal in a naturally occurring strong background.

C. Benchmarking quantum target detection protocols

Recent years have seen demonstrations the first prototype

microwave QI experiments [28, 29]. Reported quantum en-

hancements in SNR was relative to their chosen classical com-

parison case, benchmarked within their specific experimen-

tal set-up, which was not the same as the ‘optimal’ classical

benchmark based on coherent states which is widely assumed.

As a result, these reports have been the subject of much de-

bate across the wider research community since, in essence,

their chosen classical benchmarks were sub-optimal. How-

ever, it is important to point out that within the setting of a

room-temperature microwave illumination experiment, there

are very few known methods to effectively generate a low-

energy coherent microwave source. As has been previously

outlined in Ref. [45], there are three potential procedures for

benchmarking quantum radar protocols. The possibilities in-

volve generating the semi-classical source with (1) an ampli-

fier (realistic); (2) cryogenic attenuation (realistic); and (3)

neither of these additional elements (ideal).

In any case, the classical benchmark should take the form

of a room-temperature microwave coherent state with a low

mean number of photons per mode (NS ≪ 1) to compare

with the TMSV state of the same energy. Amongst the three

possible generation methods outlined, only the latter one is

capable of generating a perfect coherent state, but this re-

quires availability of a device which reliably generates low-

energy coherent states at microwave wavelengths. This would

yield the theoretically optimal classical source and, in turn,

the ideal classical benchmark to model microwave QI exper-

iments against. Unfortunately, such a device does not exist;

one has to instead resort to one of the first two possibilities, or

some hybrid scheme mixing the two.

Possibility (1) entails the generation of a low-energy mi-

crowave coherent state, which is possible at ultra-low temper-

atures (∼ 7mK). The resulting signal must be passed through

an amplifier in order to probe a target region at room tem-

perature (∼ 300K), also compensating for detector limita-

tions and free-space loss. The necessary use of an amplifier

in this option unavoidably introduces noise to the state, such

that the resultant classical probe is not a coherent state and

therefore sub-optimal. Possibility (2) is based on recent devel-

opments in the production of room-temperature ‘microwave

lasers’ (masers) in solid-state devices [46, 47]. While these

readily generate microwave coherent states, their energies are

much too high (NS ≫ 1) to allow for sensible benchmark-

ing of QI. This may be remedied by using heavy cryogenic

attenuation to reduce the signal energy while minimising the

added noise which, for sufficiently low-temperature attenua-

tion, can maintain an approximate coherent source. Such a

scheme has not, as of yet, been experimentally demonstrated.

Note that Ref. [29] used a method which was a hybrid between

(1) and (2): a room-temperature microwave source generated

a weak coherent tone which was then subject to a series of

low-temperature attenuators. Amplification followed to en-

able returning signal detection.

Despite the fact that with current capabilities (3) is impossi-

ble to carry out, it persists to be assumed as the single classical

benchmark in almost all literature pertaining to microwave QI.

While it is certainly valid and optimal in the optical regime,

this does not hold true in the microwave where it simply does

not exist. Knowledge of the true, regime-dependent, classical

benchmark is crucial in order to ascertain the existence of and

quantify a quantum advantage. The community should start

to be more precise in terms of classical benchmarks and start

to distinguish between ‘relative’ quantum advantage, with re-

spect to the realistic benchmarks at points (1) and (2) above,

and ‘absolute’ quantum advantage, with respect to the ideal

benchmark at point (3).

V. THEORETICAL AND EXPERIMENTAL CHALLENGES

We now turn to address the challenges for performing a

Type 3 quantum radar protocol as defined in Sec III. We con-

sider in turn, the generation of entangled modes at the source,

the question of how to store the idler mode at the detector and

design implications for the receiver. Additionally we briefly

discuss the difficulties in extending from target detection to

range finding in the quantum case. Note that some of these

issues were first discussed in Ref. [9].

A. Source generation at the microwave wavelengths

QI relies on the generation of maximally entangled mode

pairs with high time-bandwidth product. Microwave entan-

glement can be readily generated directly in superconducting

circuits via Josephson parametric amplifiers [48, 49] which is

exactly the method employed in prototypical experiments for

microwave QI. However, the issue here is that these signals

are very faint and their amplification for room temperature

applications induces a critical degradation of their quantum
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features. It is worth noting that there exists some flexibility

in the quality of quantum correlations required in order for a

quantum advantage to be possible, as shown in Ref. [50]. This

work analysed the potential of loosening the transmitter re-

quirements of QI, to enable one to consider a Gaussian source

whose quantum correlations could vary in value, resulting in

two-mode quantum states varying between just-separable to

maximally entangled. The results were dependent on the form

of hypothesis testing considered; when asymmetric, allowing

some tolerable value of Pfa while further minimising Pmd,

a range of non-maximal values of quantum correlations was

shown to achieve a quantum advantage under realistic appli-

cations. Though, of course, this must be balanced with other

sources of imperfection and inefficiency, such as idler storage

and receiver design.

In the optical domain, however, SPDC sources can re-

liably output the required photon numbers needed in or-

der to perform QI. While the envisioned EOM converter of

Ref. [20] (see also Sec. IV B 3) could provide a solution here

by means of frequency conversion, such technologies are yet

to reach the required specifications for experimental imple-

mentation in the context of quantum radar. The associated

direct-conversion transduction device, ultimately reducing to

a beamsplitter-type interaction between different frequency

states, has been subject to long term active development ow-

ing to its vital role for scaling quantum computers and quan-

tum networks. While great steps have been taken via a host of

potential platforms [51], reported direct-conversion efficien-

cies consistently fall short of the ηDC ≥ 1/2 lower bound

requirement for non-zero quantum capacity to yield entangle-

ment transfer. Such an introduction of non-trivial resource

degradation already at initial stages of transmission is crucial

to overcome for QI applications.

An alternative theoretical approach to electro-optical trans-

duction has also been proposed based on continuous-variable

quantum teleportation [52]. It was shown that efficient

microwave-optical transduction could be achieved along with

a vast reduction of the strict thresholds required for direct-

conversion systems to meet. Nevertheless, the scheme in-

volves homodyne detection of the microwave modes which

is, in itself, its own experimental challenge (discussed in

Sec. IV C regarding the ideal classical benchmark).

The problem with microwave source generation, partic-

ularly creating microwave-microwave or microwave-optical

entanglement is not limited to QI tasks. Quantum entangle-

ment is a key ingredient for the success of many quantum

technologies, and the ability to share this resource across dif-

ferent platforms is crucial to enable the development of op-

timised quantum networks which will inevitably require the

assimilation of various platforms, potentially operating at dif-

ferent energy scales. Therefore, it is of great interest to the

wider quantum technology community to bridge this energy

gap (which may be of many orders of magnitude) to enable

the realisation of future hybrid quantum systems. A recent

demonstration [53] used an optically-pulsed superconducting

electro-optical device to create and verify entanglement be-

tween microwave and optical fields. Such a procedure can be

used in place of the EOM devices of Ref. [20], eliminating

the mechanical part of the system, while still guaranteeing a

scheme equivalent to the original.

B. Idler storage

Idler storage poses a critical problem for QI which must be

overcome if one wishes to attain the maximum possible 6 dB

enhancement. This performance gain hinges on the ability to

perform an optimal joint measurement between the entirety of

the returning signal and idler beams; losses during idler stor-

age will hinder the amount of information attainable through

the process and their recombination at a specific point in time

is necessary for any successful joint measurement.

Suppose one’s means of idler storage has an associated ef-

ficiency ηI quantifying the proportion of idlers successfully

stored for later recombination with the returning signal. Then,

the QCB for QI (Eq. (15) would be modified as

PQI
err ≤

1

2
e
−MκηINS

NB . (18)

Note that this means we require idler storage efficiencies

ηI ≥ 1/4 for any quantum advantage to be possible. In order

to achieve any performances better than those obtainable via

pairwise LOCC measurements (see also Sec. V C), require-

ment becomes ηI ≥ 1/2.

Possible means of idler storage are through optical fibre

delay lines and quantum memories [54]. The latter method,

while potentially more efficient, is still a technology very

much in its infancy.

C. Designing a Gaussian QI receiver

Having addressed the issues of generating a large num-

ber of quantum-correlated or entangled photon pairs and the

storage of idlers during the experiment, it still remains to

design a receiver capable of harnessing the QI advantage.

After all, the quantum enhancement resides in the phase-

sensitive cross-correlation terms existing between two dif-

ferent photonic modes. This can be illustrated by consid-

ering the bosonic mode operators for the different modes

and the relevant observables arising from them. For QI,

this phase-sensitive term for the kth signal-idler mode pair

is ⟨â(k)R â
(k)
I ⟩1 =

√

κNS(NS + 1) under H1 (target present),

while it is ⟨â(k)R â
(k)
I ⟩0 = 0 under H0 (target absent). This is

where the target’s signature resides, and its presence may be

inferred by measuring the observable ⟨âRâI⟩. The required

measurement is experimentally non-trivial. Any attempt to

expand it in terms of quadrature operators, which may be

measured individually, yields a result which means all must

be known simultaneously. Early attempts at designing a QI

receiver focused on ones whose implementation entailed con-

verting phase-sensitive correlations to phase-insensitive ones,

which could then be subsequently subject to standard detec-

tion schemes. While able to promise some sort of quantum

advantage, these fell short of the anticipated 6 dB advantage
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posited by Ref. [19]. Since then there has been a lot of re-

search into Gaussian QI receiver designs [58, 60, 62, 64], be-

coming evermore promising in terms of performance and re-

alisability.

The following section will discuss most of the contribu-

tions to this area in turn, though, it is also important to note

that these receivers would need to be implemented at the mi-

crowave frequencies (in case a frequency transducer is not

used in the QI setup). It is also worth pointing out here that

in realistic scenarios, where there are imperfections in the re-

flecting surface (appearing rough relative to the scale of the

transmitted wavelength) and variability in the pathway taken

by each mode of light, the amplitude and phase of the re-

turning signal is randomly modified through speckle and fad-

ing [55, 56]. This is particularly true for optical wavelengths.

As a result of this, the quantum advantage afforded by some of

the receivers outlined here can be severely degraded or com-

pletely nullified, since they rely on detection of a signal with

a known amplitude and phase [57].

1. Optical parametric amplifying receiver

Guha and Erkmen, in Ref. [58], first introduced a receiver

based on the optical parametric amplifier (OPA), physically

realisable by an SPDC crystal, which mixes input return and

idler modes â
(k)
R and â

(k)
I , 1 ≤ k ≤ M , producing output

mode pairs

ĉ(k) =
√
Gâ

(k)
I +

√
G− 1â

†(k)
R , (19)

and

d̂(k) =
√
Gâ

(k)
R +

√
G− 1â

†(k)
I , (20)

where G > 1 is the detector’s gain which may itself be op-

timised to maximise QI reception. Then, assuming optimal

photon counting on idler-output modes, they found the fol-

lowing upper bound for the mean error probability

PQI,OPA
err ≤ 1

2
e
−MκNS

2NB , (21)

under the usual limits 0 < κ ≪ 1, NS ≪ 1 and NB ≫ 1.

This yields at most half of the ideal QI error exponent advan-

tage, Eq. (15), over coherent states, equivalent to 3 dB.

2. Phase-conjugating receiver

Ref. [58] also introduced the phase-conjugating (PC) re-

ceiver which, operating in the same regime as the OPA re-

ceiver, is capable of achieving the same 3 dB maximal en-

hancement in target detection. The returning modes are

mixed with a vacuum mode â
(k)
V before conjugation to yield

â
(k)
PC =

√
2â

(k)
V + â

†(k)
R . Then, recombination of the kth

mode with its respective idler yields two output modes â
(k)
± =

(â
(k)
PC ± â

(k)
I )/

√
2. Detection proceeds with measurement of

the operator N̂ = N̂+−N̂−, where N̂± = â†±â±, from which

the SNR may be inferred which directly relates to error proba-

bility via the relation Perr = erfc
(√

MSNR
)

/2, where erfc

is the complementary error function.

Despite its efforts in closing the gap between the perfor-

mances of a physically realisable QI set-up and the theoreti-

cal ideal, the OPA and PC receivers have proven to be sub-

optimal. This is primarily due to the fact that it demands

an optimal measurement on pairs of modes constituting a

mixed-state, physically done through Gaussian local opera-

tions with photon-number resolving measurements. These

measurements belong to the class of LOCCs, known to be

sub-optimal for such a mixed-state procedure [59] hence the

associated receiver designs’ sub-optimality follows naturally.

3. Sum-frequency generating receiver

Ref. [60] showed that an improved receiver is capable

of saturating QI’s QCB by exploiting the reverse process

by which the signal and idler modes are generated in the

first place: sum-frequency generation (SFG). Equipping the

proposed receiver architecture, based on SFG, with a feed-

forward (FF) mechanism was shown to further push its per-

formance to the Helstrom bound in the limit of low signal

brightness.

SFG is the inverse process to SPDC; the signal-idler pho-

tonic mode pairs are combined into a single photon with fre-

quency ωP = ωS + ωI , the sum of the two individual fre-

quencies. This is possible, albeit with very low probability, if

the signal-idler pair illuminates a crystal identical to the one

responsible for its generation.

The underlying idea is motivated by the fact that one can

construct a unitary Û which makes one the POVMs for opti-

mal binary discrimination of two equally likely states, Ûρ0Û
†

and Ûρ1Û
†, simply a projection onto the vacuum. In light

of this, SFG ultimately takes, as input, low-brightness signal-

idler mode pairs with either zero or non-zero cross correla-

tions, and outputs a single mode which is either a vacuum or

non-vacuum, respectively. After multiple SFG cycles and FF,

this signal is subjected to photon counting measurements ca-

pable of achieving the minimum error probability defined by

the Helstrom bound.

This particular receiver design was later used in the de-

termination of QI’s receiver operating characteristic (ROC)

which gives the detection probability as a function of the false

alarm probability [61]. Nevertheless, despite its theoretical

capability of saturating the QI QCB, such a receiver remains

physically out of reach due to limitations on current technol-

ogy, requiring both single-photon nonlinearities as well as ef-

ficient idler storage.

4. Correlation-to-displacement receiver

A more recent architecture for obtaining QI’s full 6 dB

quantum advantage, described in Ref. [62], is the correlation-
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to-displacement receiver. Circumventing some of the practical

limitations of the SFG receiver, a conversion module was pro-

posed which worked by capturing the crucial phase-sensitive

cross-correlations between M signal-idler mode pairs and

converting them to a coherent quadrature displacement. Es-

sentially, the problem of two-mode detection, as in QI, is

mapped onto a relatively straightforward, and more feasible,

single-mode detection problem of a noisy coherent state. The

module itself requires the use of an M × M programmable

beam splitter whose parameters are conditioned on the hetero-

dyne measurement results of each of the returning modes â
(k)
R .

Note that the device still requires a reliable quantum memory

for idler storage and, also, that one of the fundamental re-

quirements for quantum target detection is that M ≫ 1. This

makes the implementation of such a device quite a formidable

task, particularly for operation at microwave frequencies.

The correlation-to-displacement architecture was applied

to microwave QI in Ref. [63] where it was extended to ac-

commodate experimental inefficiencies associated with this

regime. By introducing a loss to to the return mode, associ-

ated with non-ideal coupling with the receiver, results showed

that even with amplification a good quantum advantage com-

pared to the ideal classical system can be guaranteed. This

amounts to the full 6dB advantage in error exponent when the

amplification is quantum-limited, reducing to 3dB when the

amplifier introduces room temperature noise.

5. Hetero-homodyne receiver with sequential detection

The latest proposed architecture for QI receiver is presented

in Ref. [64]. The novel design takes inspiration from the pre-

viously described correlation-to-displacement conversion [62]

alongside sequential detection employed in Ref. [65] to beat

Nair’s pure-loss quantum radar performance limit [44]. The

proposal was a hetero-homodyne receiver, a cascaded POVM,

which bypasses all previous requirements for a joint quantum

measurement between the returning signal and the stored idler

modes. Returning signal modes are first heterodyne detected

and the quadratures are used to inform the modulation of a

microwave local oscillator, a coherent state field whose mean

field is dependent on the heterodyne measurement outcome.

This field is then used in an ideal homodyne detection of the

stored idler modes. On its own, the hetero-homodyne receiver

is shown to achieve the same 3dB performance enhancement

over optimal coherent state illumniation as with Guha and

Erkmen’s [58] PC and OPA receivers. It does so with the addi-

tional benefit of not requiring any sort of quantum interaction

between the returning signal and idler beams.

Used alongside sequential detection, it was shown that the

hetero-homodyne receiver offers a 6 dB enhancement in tar-

get detection capabilities for both classical (coherent state)

and quantum illumination schemes, amounting to, for QI, a

total quantum advantage of 9 dB over conventional classical

radar. In essence, sequential detection provides an additional

3 dB in effective SNR per pulse. Thus, it is expected that

the addition of sequential detection can further push the per-

formances of the other known receivers capable of saturating

the QI Chernoff bound such as that based on FF-SFG. The

trade-off for this is an increasingly complex receiver design

on top of the base design which remains, so far, experimen-

tally out of reach. It is also worth noting here that the hetero-

homodyne receiver still assumes perfect idler preservation for

the full range delay of the region of interest (equal to 2R/c
for a range R) and is still subject to the single-bin interroga-

tion limit faced by standard QI. The latter issue is exacerbated

in sequential detection schemes since the interrogation time

is necessarily longer compared to non-sequential, single pulse

detection. As such, applying sequential detection to scenarios

involving a moving target would prove problematic.

D. Quantum target ranging

Classical radars are clearly capable of carrying out tasks

outside of the simple detection of a target at some fixed dis-

tance. Through measurement of arrival times, a target’s range

may be inferred and, through detection of Doppler shift and

the way a target’s motion shifts the frequency of the returning

signal, its velocity may be determined. The extension of QI

from a problem of simple on/off detection to one of a realistic

radar-like measurement is still an open question. Among vari-

ous other issues, limitations are also due to the issue with idler

storage mentioned in Sec. V B. When the range of the target is

unknown, the correct time for successful signal-idler recom-

bination is also unknown. Without such knowledge, for the

two-particle QI protocol, any joint measurement, be it pair-

wise or global (optimal) is impossible. For this and other rea-

sons, quantum target ranging is a difficult task [66].

Ref. [67] proposed a version of entanglement-based quan-

tum radar to enable the localisation of a point-like target in

three-dimensional space. In its most general form, the signal

is a multipartite quantum state comprising N entangled pho-

tons. All N photons are used to probe the target region (there

is no idler present in the scheme) and their relative positions

and arrival times at the receiver may be used to infer the loca-

tion of the target through electromagnetic scattering relations.

Such an N -partite entangled probe is able to achieve a
√
N

decrease in uncertainty of target’s position. As noted by the

authors, there are two main issues associated with this proto-

col: firstly, it is notoriously difficult to generate such N -partite

maximally entangled states for large enough N to yield any

noticeable benefit. While the generation of N = 2 entangled

states may be done through SPDC optical sources, the loss of

just one of the N modes renders the remaining N − 1 modes

completely useless. Secondly, the model assumes total ran-

domness in returning signal arrival times and transverse loca-

tions on a planar receiver. In other words, it requires an infinite

measurement time and receiver size in order to obtain these re-

sults. The use of a more complex, nested system of entangled

state could address this problem while non-maximally entan-

gled states could address both due to their increased noise re-

silience. In either case, there is a corresponding decrease in

potential enhancement of measurement precision
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E. Issue with loss tolerance

QI is robust to noise but not to loss. It provides advantage

in the task of distinguishing an entangled signal photon within

a bright thermal background, but as long as the overall round-

trip loss is limited [68]. While this loss may be limited in opti-

cal implementations with collimated Gaussian beams, it fails

to be the case in the microwave regime where the typical wave

is much more isotropic and therefore subject to high geomet-

ric loss. As a result, even in the forward path, the outgoing

beam is subject to increased losses which are easily alleviated

at other wavelengths.

One can mitigate this geometric loss but this requires high

gain antennas (large arrays). Other techniques have also been

proposed which involve the use of adaptive correction [69]

however practically doing this requires prior knowledge of

several parameters governing the overall attenuation, includ-

ing the target range. Clearly this is problematic if one wishes

to achieve a quantum radar, though the techniques could be

beneficial for, for example, fixed-ranged quantum scanning

applications.

F. Issue with detection time

Typical QI advantage is provided in the exponent of the

mean error probability under the assumption of many signals

emitted, i.e., for M ≫ 1. However, this means an overall

long detection time if the detection rate of the signals is not

sufficiently high. For example, consider a carrier frequency

of 1GHz (L band). If we assume broadband signals with 10%
bandwidth (100MHz), their time duration is 10ns. Assuming

M = 108 signals as typical in QI works, one is faced with an

overall integration time of about 1 second. This is clearly too

slow for standard fast-moving targets. However, this may be

acceptable for very short-range surveillance of slow objects,

or even stationary ones prevalent within biomedical applica-

tions.

VI. PROTOTYPICAL EXPERIMENTS ON QI

The first QI experiment in the optical domain was carried

out in Ref. [22] using an SPDC source and photon counting

to detect a target modelled by a 50:50 beam splitter. They

demonstrated that a QI-like advantage in effective SNR com-

pared to a correlated thermal state may be achieved in a ther-

mal background when the channel used was entanglement-

breaking. The chosen classical benchmark was not the ideal

one based on coherent light. (The same is true for a simi-

lar, more recent, experiment [25].) Later on, Refs. [23, 24]

implemented the optical Gaussian QI protocol using an OPA

receiver. Their experiment demonstrated a sub-optimal 20%

improvement (equivalent to 0.8 dB in comparison to the 3 dB

available with OPA receivers) with respect to the optimal per-

formance of coherent stares (ideal benchmark).

After the theoretical work on microwave QI [20], there

have been experimental demonstrations at these longer wave-

lengths [27±29]. All three experiments employed a Joseph-

son parametric converter (JPC) for entanglement generation

of microwave modes with low-brightness. After JPC genera-

tion, both modes were amplified and the signal was sent to a

room-temperature target region while the idler was immedi-

ately heterodyne detected. The classical outcome of this het-

erodyne detection was stored digitally to be compared with the

outcome of the heterodyne detected returning signal in post-

processing. In all experiments, a relative QI advantage was

discussed over their chosen classical comparison cases (such

as the generation of microwave coherent states via the same

setup). No quantum advantage was shown with respect to the

ideal classical benchmark.

More recently, Ref. [30] performed a completely cryogenic

experiment aiming to demonstrate a quantum advantage in mi-

crowave quantum radar. They used a superconducting circuit

kept at 15 mK to first generate microwave TMSV quantum

states and then store the idler mode while allowing the sig-

nal to travel down a delay line coupled with a tunable filter

to model varying target reflectivity. Thermal noise is then in-

jected into the reflected probe signal before the receiver. The

final step, measurement, comprises a similar squeezing opera-

tion to the TMSV generation technique effectively implement-

ing the OPA receiver of Guha and Erkmen [58] with some

gain G which can, ideally, be optimised to recombine the re-

flected signal and idler. Then, the quantum correlations may

be accessed by simply measuring the idler’s average photon

number. Their results displayed an average error exponent ad-

vantage of ∼ 0.8 dB over the theoretical classical benchmark,

which is on par with what has already been achieved in optics

(see Refs. [23, 24]).

As mentioned earlier, none of these experiments can be re-

garded as a realistic implementation of quantum radar. They

are, however, important demonstrations of the potentialities

of QI and, more generally, quantum target detection under re-

strictive assumptions enabling us to examine some of the un-

derlying principles of QI, particularly when operating within

the microwave domain.

VII. FURTHER MODIFICATIONS OF THE QI

PROTOCOL

There have been multiple attempts at increasing sensitiv-

ity in target detection by increasing the number of modes

in which entanglement is distributed, as already discussed in

Sec. V D for improved sensitivity in target localisation. The

improvement in sensitivity for Gaussian QI using three entan-

gled modes, where one is labelled the idler while the other two

are sent as signal beams, has been shown in Refs. [70]. It has

also more recently been applied to the case of non-Gaussian

three-mode entangled states [71]. The increase in degree of

entanglement (in terms of the number of modes) is shown to

provide this broader form of QI more robust to noise, as well

as potentially loss. A similar idea has also been studied in

Ref. [72] with three-mode Gaussian entanglement involving,

this time, one signal and two idler beams. Their analysis of er-

ror bounds found an improvement compared to the two-mode
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Gaussian QI protocol when the average number of photons per

mode in the signal NS < 0.295. While these are promising

results, the generation of such three-photon entangled states

is a non-trivial task, as discussed in Sec. V D, though state

generation of this type remains an active field of research.

There exists wide interest across the quantum technology

community in the study of non-Gaussianity and, with respect

to QI, how it may be introduced to enhance the existing pro-

tocol. While Gaussian quantum states, operations and detec-

tion schemes offer a relatively straightforward means of phys-

ical implementation and mathematical description, their use

together often places limitations within the realms of poten-

tial quantum enhancements. Alternative approaches of mak-

ing use of non-Gaussianity include, for example, probe states

where non-Gaussianity is introduced via photon addition or

photon subtraction [73, 74]. It has also been shown that non-

Gaussian receiver designs, in the form of a non-linear ampli-

fier (NLA), has the potential of enhancing the effective SNR

of QI to the extend of extending the range of possible regimes

for which a quantum advantage over coherent states can be

obtained [75].

VIII. CONCLUSION

Despite many advances in QI, the possibility of a quantum

radar still seems to be far in the future. There are a number

of theoretical and experimental challenges to overcome which

impede the fulfillment of the essential criteria (see Sec. III).

In particular, Type-3 designs, based on entanglement distribu-

tion (like QI), appear to be too fragile to loss in order to be

implemented in a practical microwave scenario. For this and

other reasons, it is extremely unlikely to foresee any near-term

development of a long-range quantum radar. Besides the dis-

tance limitations, there are the challenges associated with the

actual ranging capabilities and detection times (as discussed

in Sec. V). Because the possibility of a long-range prototype

is remote, currently there is low chance of potential military

use of QI-based technology.

That being said, applications of QI appear to be feasible for

short-range detection of fixed or slowly-moving objects. For

example, one could consider the quantum-enhanced scanning

of metallic objects in a surveillance scenario. The ranging is-

sue is not important in this case, since the main question is

the presence or not of a reflection, while slowly changing the

depth of the scan (so the round-trip distance would be fixed

for the probing of each layer). It is also clear that the interro-

gation time can be much longer than what required in radar-

like detection. The advantage of the quantum design relies

in lower error probabilities while reducing the mean number

of photons required for the scan. The latter property of small

irradiated energy can also be associated with biomedical set-

tings.
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