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AbstractÐThe rapid installation of charging stations is im-
perative to facilitate the transition to decarbonization of the
transport sector and cope with the booming sales of electric
vehicles (EVs) in recent years. Yet, the installation of charging
stations requires capital intensive and time-consuming network
reinforcement investments. The installation of off-grid EV charg-
ing stations can be considered as a viable solution to address
this challenge in locations where the electric grid is not nearby,
or the required investments to upgrade the grid is expensive.
Solar generation, a battery energy storage system (BESS) and an
energy management system (EMS) can be incorporated into EV
charging stations to realize off-grid solar-powered EV charging
stations. The incorporation of solar generation, a BESS and an
EMS transforms the EV charging station into a complex cyber-
physical system which is prone to various cyberattacks. In this
paper, we investigate vulnerability of off-grid solar-powered EV
charging stations to cyberattacks. We demonstrate an attacker
can compromise the measurements and control commands in an
off-grid solar-powered EV charging station to force the charging
station out of service.

Index TermsÐCyber-physical security, off-grid EV charging
stations, solar power and energy storage, resilience.

I. INTRODUCTION

THE transport sector around the world is on the verge of
significant transformation moving from fossil-fuel based

transport toward electric transport to address global warming
concerns and achieve ambitious decarbonization goals. Many
countries have set various policies and regulations to gradually
phase out fossil-fuel based vehicles over the next few decades
[1], [2]. Yet, the range anxiety created by the scarcity of fast
electric vehicle (EV) charging stations is considered as the
main barrier in front of quick adoption of electric vehicles by
public [3]. Another challenge is the need for capital intensive
and time-consuming network reinforcement investments to ac-
commodate fast EV charging stations which can quickly erode
the compelling economics and motivations behind transport
electrification and decarbonization [4].

Incorporating renewable energy resources and battery en-
ergy storage systems (BESS) into fast EV charging stations
can be considered as a viable solution to postpone capital
intensive and time-consuming network reinforcement invest-
ments and achieve decarbonization objectives [5]. In particular,
off-grid renewable-powered EV charging stations are essential
in remote locations where the electric grid is not nearby. At
the same time, the existence of off-grid EV charging stations
and EV charging stations with islanded mode of operation can
contribute to diversifying EV charging stations and improving
the resilience of EV charging infrastructure during blackouts.
Nevertheless, cybersecurity can become the weakness of off-
grid EV charging stations which requires further investigation.

EV charging stations are cyber-physical systems. The exis-
tence of various information and communication technologies,
internet of things, and applications in EV charging stations
creates various attack surfaces which can be exploited by
cyberattackers [6]. For instance, the security weakness in the
ChargePoint Home smart phone application of EV charging
stations is revealed by Kaspersky Lab [7]. Considerable efforts
have been undertaken in recent years by various institutions
and government bodies to address the cybersecurity challenges
of EV charging stations [8]. Yet, there is still inconsis-
tency among manufacturers in implementing cybersecurity
measures. This necessitates the careful examination of the
cybersecurity of EV charging stations.

Cybersecurity of EV charging stations has been extensively
investigated in the literature. A secure architecture based on
defence-in-depth concept has been proposed in [9] for EV
ecosystem which participates in demand-side management. A
data-driven cyberattack strategy has been designed in [10] to
target EV charging stations and cause frequency instability in a
power system. In [11], a switching attack has been designed to
cause inter-area instability in a power system. A method has
also been proposed to detect and mitigate switching attacks
against EV charging stations. A threat modelling framework
based on STRIDE methodology has been presented in [12] for
extreme fast EV charging stations. Furthermore, a detection
and mitigation strategy has been proposed based on Hidden
Markov Model. False data injection attacks and distributed de-
nial of service attacks against 5G enabled remote Supervisory
Control and Data Acquisition (SCADA) system of EV charg-
ing stations have been simulated in [13]. A machine learning-
based intrusion detection system has also been proposed. The
cybersecurity challenges of EV charging stations has been ex-
amined thoroughly in [14]. In [15], the effects of cyberattacks
against EV charging stations on distribution networks have
been investigated. Cyberattacks against residential loads and
EV charging stations have been simulated and compared in
[16]. In addition, two methods have been proposed to detect
attacks against EV charging stations. The vulnerabilities of EV
charging stations have been thoroughly investigated in [17] and
mitigating countermeasures have been proposed. However, to
the best of our knowledge, no prior work has investigated the
cybersecurity of off-grid EV charging stations.

In this paper, we examine cyberattacks against measure-
ments and control commands in the energy management
system and DC link voltage regulating mechanism of off-
grid solar-powered EV charging stations. We demonstrate that
false data injection (FDI) attacks and denial of service (DoS)
attacks can be used by cyberattackers to force the off-grid
solar-powered EV charging station out of service. The main



contributions of this paper are as follows:

• Cybersecurity of off-grid solar-powered EV charging
stations is examined for the first time.

• Various cyberattacks are simulated against measurements
and control commands in energy management system
and DC link voltage regulating mechanism of off-grid
solar-powered EV charging station and their impacts are
demonstrated.

The remainder of the paper is organized as follows. Section
II presents the threat model against off-grid solar-powered
charging station. The simulation results are provided in Section
III before concluding the paper in Section IV.

II. THREAT MODEL

Availability, integrity and confidentiality form the pillars
of cybersecurity in cyber-physical systems like off-grid solar-
powered EV charging stations. Availability is concerned with
the timely delivery of signals to the legitimate devices. In-
tegrity is focused on the authenticity and accuracy of signals.
Confidentiality is about protecting signals from unauthorized
access. A breach of confidentiality does not have disruptive
consequences for off-grid solar-powered EV charging stations,
but it can assist cyberattackers to successfully implement
attacks on the availability and integrity of signals. This is
while attacks on the availability and integrity of signals can
cause disruptive consequences for off-grid solar-powered EV
charging stations. As such, we focus on the attacks against the
availability and integrity of signals in off-grid solar-powered
EV charging stations in this paper.

Figure 1 illustrates the cyber and physical elements in off-
grid solar-powered EV charging stations and the associated se-
curity reference architecture [18]. The physical elements in an
off-grid solar-powered charging station include EV chargers,
solar units, BESS, and dump loads. The cyber elements of the
station consist of several layers which connect measurement
instruments, actuators, protection relays, controllers and an
energy management system as illustrated in Fig. 1. It is worth
noting that the DC link voltage is regulated using the BESS in
this paper. Despite the straightforward nature of this control
mechanism, it creates the possibility of considering the BESS
and battery management system as the single point of failure
for off-grid solar-powered charging stations. It is possible
to implement a distributed control mechanism for regulating
the DC link voltage by considering the contribution of solar
generation. The use of distributed control mechanism for DC
link voltage regulation may increase the resilience of off-grid
solar-powered charging stations, but this control mechanism is
beyond the scope of this paper.

Cyberattacks targeting the communication network between
EV chargers and EV charging management system (EV-CMS)
have been investigated in the literature [6]±[17]. In this paper,
we focus on the attacks targeting the communication network
between the energy management system and different elements
of the solar-powered EV charging station including solar man-
agement system, EV charging management system, BESS and
dump load as illustrated in Fig. 2. We also consider the com-
munication network between the battery energy management
system and measurement instruments of the DC link. Various
employees in off-grid solar-powered charging stations have
access to these communication networks and measurement
instruments. Therefore, the attacker can recruit a disgruntled
employee or use stolen keys and credentials of employees to
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Fig. 1. Cyber-physical elements in off-grid solar-powered EV charging
stations.
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Fig. 2. Attack vectors against off-grid solar-powered EV charging station.

access the communication network of the energy management
system and measurement instruments to implement the attack.

Cyberattackers can implement various attacks against the
communication networks and measurement instruments of off-
grid solar-powered EV charging stations including denial of
service attack, and false data injection attack. The objective
of the attacker is to force the charging station out of service.
This objective can be accomplished by forcing the DC link
voltage out of its normal operating limits and triggering the
protection of the DC link. The significance of this attack is
that it can simultaneously take all the fast EV chargers out of
service. This attack can have serious implications for transport
sector. In particular, the attack can cause disruptions in electric
transportation during blackouts and in remote areas where
there is a scarcity of EV charging stations.

III. SIMULATION RESULTS

Two classes of attacks are conducted in this section using
MATLAB/Simulink to demonstrate the vulnerability of off-
grid solar-powered EV charging stations to cyberattacks. The
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Fig. 3. Study system of the off-grid solar-powered EV charging station

first class of attack employs control commands from the
energy management system to different components of the
off-grid solar-powered EV charging station. This class of
attack is called a control-related attack. The second class of
attack targets the measurements in the off-grid solar-powered
EV charging station. This class of attack forces the energy
management system or local controllers to make incorrect
decisions.

The test system considered in this paper for the off-grid
solar-powered EV charging station is illustrated in Fig. 3. The
charging station includes two 350 kW fast charging stations,
a 1-MW solar farm, a 1-MW, 4-MWh battery energy storage
system and a 1-MW dump load. The battery energy storage
system regulates the DC link voltage. The dump load is a
controllable DC chopper used to avoid overcharging of the
battery during the abundance of solar power and in the absence
of charging EVs.

A. Control-Related Attacks Against off-grid Solar-Powered EV
Charging Stations

Three different attack scenarios are conducted here to
demonstrate the vulnerability of off-grid solar-powered EV
charging stations to control-related attacks.

In the first scenario, we consider an operating state of the
off-grid solar-powered EV charging stations where the dump
load is activated to consume extra solar power generation.
This operating state commonly occurs when the BESS is close
to its maximum charging state and there is no EV charging.
It is worth noting that the attacker needs to eavesdrop the
communication network between energy management system
and other components of the off-grid solar-powered EV charg-
ing stations to detect this operating state and right time to
implement the attack.

The attacker sends a falsified command to phase out the
dump load by compromising its communication network to
the energy management system. The attack forces the battery
management system to disable the DC link voltage regulating
function to protect the battery from overcharging. The battery
state of charge (SoC), the active power of the battery and the
DC link voltage during the attack are illustrated in Fig. 4. As
shown in Fig. 4, the voltage deviation of DC link forces the
off-grid solar-powered EV charging stations out of service by
triggering protection relays.

Fig. 4. Scenario 1 of the control-related attacks: a falsified control command
is sent to phase out the dump load. (a) Output power of the BESS. (b) SoC
of the BESS. (c) Voltage of the DC link.

In the second scenario, we consider an operating state of the
off-grid solar-powered EV charging stations where the state of
charge of battery energy storage system is low. However, there
is enough solar generation to cover the EV charging load and
charge the battery energy storage system. This operating state
commonly occurs when there is high charging demand during
a day. Similar to the first case, the attacker needs to eavesdrop
the communication network between the energy management
system and other components of the off-grid solar-powered
EV charging stations to detect this operating state and right
time to implement the attack.

The attacker sends a falsified command to curtail the solar
generation. To maintain the health of the battery, the battery
energy management system disables the DC link voltage
regulating function which results in large DC link voltage
deviation. The battery state of charge, the active power of the
battery and DC link voltage during the attack are illustrated in
Fig. 5. As shown in Fig. 5, the voltage deviation of DC link
forces the off-grid solar-powered EV charging stations out of
service.

In the third scenario, we consider an operating state of
the off-grid solar-powered EV charging stations where there
is a shortage of solar generation and a high EV charging
demand. However, the battery energy storage system has
enough charging to serve the EV charging load. This operating
state commonly occurs in mornings, evenings and during
nights or cloudy days.

The attacker sends a falsified command to activate the
dump load. The rating of the inverter of the battery energy
storage system is not enough to simultaneously satisfy the
demand of EV chargers and the dump load. As a result, a
power imbalance in the DC link occurs which depletes the
DC link capacitor. It is worth noting that in the absence of an
attack the dump load and EV chargers would never become
active simultaneously during the shortage of solar generation.
Therefore, the rating of the inverter of the battery energy
storage will not be designed for this scenario in practice.

The active power of the battery and DC link voltage during
the attack are illustrated in Fig. 6. As illustrated in Fig. 6, the



Fig. 5. Scenario 2 of the control-related attacks: a falsified control command
is sent to curtail the solar generation. (a) Output power of the BESS. (b) SoC
of the BESS. (c) Voltage of the DC link.

Fig. 6. Scenario 3 of the control-related attacks: a falsified control command
is sent to activate the dump load. (a) Output power of the BESS. (b) Voltage
of the DC link.

voltage collapse of DC link forces the off-grid solar-powered
EV charging stations out of service. In contrast to the first and
second scenarios, the success of this attack is not dependent
on the state of charge of the battery because the battery has
enough energy, but the power rating of the inverter of the
battery is not enough to satisfy the demand.

The control-related attacks can be mitigated using various
authentication methods. However, in the absence of authentica-
tion, a physics aware intrusion detection system is required to
detect and mitigate control-related attacks. Nevertheless, this
is out of the scope of the present paper and will be investigated
in our future research.

B. Attacks Against Measurements in off-grid Solar-Powered
EV Charging Stations

Two different attack scenarios are conducted here to demon-
strate the vulnerability of off-grid solar-powered EV charging

Fig. 7. Scenario 1 of the FDI attacks against measurements: a constant value
has been added to the voltage measurements of the DC link. (a) Output power
of the BESS. (b) Actual and falsified voltage of the DC link.

stations to attacks against measurements.
In the first scenario, the DC link voltage measurements sent

to the battery management system are falsified to manipulate
the DC link voltage regulation function. The manipulation of
the voltage regulation function results in the DC link voltage
deviation from the normal operating range and activation of
protection relays.

The DC link voltage measurements can be falsified to
indicate higher or lower values with respect to the actual
value. We first consider a case where the attack starts at 15
seconds by adding a constant value to the voltage measurement
of the DC link. The actual and falsified DC link voltage
measurements and the output power of the battery energy
storage system are illustrated in Fig. 7. As shown in Fig. 7, the
battery management system will reduce the DC link voltage
level which triggers the protection relays. Instead of adding a
constant value, the attacker can subtract a constant value from
the DC link voltage measurement as illustrated in Fig. 8. In
this case, the battery management system will increase the DC
link voltage level which triggers the protection relays.

In the second scenario, the attacker delays the delivery of
the DC link voltage measurements, for example for 2 seconds,
by using a denial of service attack. The delay introduced by
the denial of service attack destabilizes the control mechanism
of the DC link voltage regulation. The DC link voltage and
the output power of the battery energy storage system are
illustrated in Fig. 9.

It is worth noting that the measurements from different
components of the off-grid solar-powered EV charging station
can further be manipulated by the attacker to force the energy
management system to make incorrect decisions. For instance,
an attack can be implemented when the dump load is activated
to consume extra solar power generation in the off-grid solar-
powered EV charging station. In this case, the attacker falsifies
the measurements from the solar unit indicating that solar
power generation output has dropped. As such, the energy
management system incorrectly phases out the dump load.
Consequently, the battery energy storage system may disable
the DC link voltage regulating function to protect the battery
from overcharging. The outcome of this scenario is similar to
the first scenario described in Section III. A. The difference is



Fig. 8. Scenario 1 of the FDI attacks against measurements: a constant value
has been subtracted from the voltage measurements of the DC link. (a) Output
power of the BESS. (b) Actual and falsified voltage of the DC link.

Fig. 9. Scenario 2 of the attacks against measurements: a denial of service
attack is implemented against the voltage measurements of the DC link. (a)
Output power of the BESS. (b) Voltage of the DC link.

that it is implemented using falsified measurements rather than
falsified commands. The second and third scenarios in Section
III. A can also be reproduced using the falsified measurements,
but we do not explain these scenarios for the sake of brevity.

Although control-related attacks and attacks against mea-
surements may result to similar outcomes, different mitigating
methods are required to address these attacks. In contrast to
control-related attacks, it is more difficult to use authenti-
cation or encryption for measurements due to their higher
transmission rates. The observer-based methods are more apt
for detection and mitigation of attacks against measurements.
Again, this is out of the scope of present paper and the
mitigation strategies will be pursued in our future research.

IV. CONCLUSION

This paper presented various cyberattack scenarios against
the energy management system and DC link voltage regulating
mechanism of off-grid solar-powered EV charging stations.
Two classes of attacks including control related attacks and

attacks against measurements are simulated and the results
are presented. It is demonstrated that these attacks can force
the voltage of the DC link out of its normal operating limits.
The abnormal deviation of the DC link voltage forces the
off-grid solar-powered EV charging station out of service.
The outage of off-grid solar-powered EV charging stations
can cause serious consequences for the electric transport, in
particular, during blackouts and in remote areas where there
is a scarcity of EV charging stations. We will investigate
potential strategies for detection and mitigation of the at-
tacks in our future research. The cybersecurity analysis of
EV charging stations with distributed control mechanism for
DC link voltage regulation is another direction that will be
pursued in our future research. In addition, cybersecurity of
grid-connected solar-powered EV charging stations will be
investigated in our future research. Cyberattacks against grid-
connected EV charging stations not only impacts the transport
sector but also creates problems for the utility grid.
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