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Abstract

This paper investigates the event-driven fuzzy £, control of direct-current (DC) microgrids subject
to deception attacks, persistent bounded (PB) disturbances, premise mismatching, quantizer and
delays. Firstly, using states of the fuzzy plant and a constant, a Zeno-free dynamic event-triggered
mechanism (ETM) is presented, which is more robust to the PB disturbances than the static state-
related ETMs (SSRETMs). Secondly, by virtually dividing the updating intervals of the controller, a
unified time-delay fuzzy system model is established, which takes effects of dynamic ETM, deception
attacks, disturbances, quantizer and delays into account. Thirdly, criteria for globally exponentially
ultimately bounded (GEUB) stability in mean square with guaranteed L.,-gain are obtained, and
the quantitative relationship between the ultimate bound and the dynamic ETM is established.
To overcome the inconvenience of the emulation method requiring two design steps, a co-design
strategy is provided to simultaneously design the ETM and fuzzy controller subject to premise
mismatching. Simulation results confirm that, even with the triggering rate 36.9% and the attacking
rate 11.4%, satisfactory control performance can still be achieved; the dynamic ETM achieves better
triggering performance than the SSRETMs; and the proposed controller achieves shorter settling
time and smaller overshoot than the robust linear controller.

Keywords
DC microgrids, fuzzy control, false data injection attacks, event-triggered control, persistent bounded
disturbances
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Introduction

To reduce green-house gas emissions in addressing the climate change challenge, the microgrids provide
viable solution to integrate the distributed renewable energy resources into power systems (Prasad, 2023).
Due to the high penetration of DC power sources (e.g., solar photovoltaics and batteries) and DC loads
(e.g., computers and light-emitting diodes), DC microgrids are attracting increasing attention in the last
decade (Jiao et al., 2023). Besides, many problems in alternating-current (AC) microgrids such as reactive
power flow, synchronization and harmonics do not exist in DC microgrids. Therefore, DC microgrids are
being increasingly used in electric vehicles, renewable power plants, data centers, etc.

Using modern power electronics devices, loads in DC microgrids can consume constant power. The
constant power loads (CPLs) has the feature of negative impedance, which often results in underdamping
or unstable oscillation (Samanta et al., 2021). To this end, passive damping strategy (e.g., adding hardware
such as capacitors and/or resistors), is proposed (Cespedes et al., 2011), which is effective and simple.
However, due to physical constraints, it is often difficult and costly to implement this method. By
changing the control loops to imitate passive elements such as virtual impedance or virtual resistor,
active damping strategy is presented (Fan et al., 2022). However, by using small-signal models, this
method only ensures small-signal stability (Xu et al., 2021). An alternative method, called T-S fuzzy
strategy, can guarantee global stability and approximate nonlinear systems well (Hu et al., 2022), which
makes it interesting to explore a fuzzy control method for DC microgrids with CPLs.

Nowadays, as communication networks are greatly integrated with the microgrids, they bring
distinctive advantages, e.g., high scalability and flexibility, low cost of installation and maintenance.
However, communication networks make microgrids vulnerable to cyber attacks, which mainly include
false data injection (FDI) attacks and denial-of-service (DoS) attacks. DoS attacks prevent data
transmission by blocking networks (Xing et al., 2023), while FDI attacks destroy data integrity and
authenticity by injecting false data (Hossain et al., 2022). Since malicious adversaries can intentionally

design the false injection signals to bypass general intrusion detection systems, the stealthy FDI attacks
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are more destructive, and getting more attention. For instance, considering the FDI signals attacking the
control signal, and using leader-following multi-agent system consensus method, the work (Xie and Wu,
2023) proposes a distributed fault-tolerant secondary control strategy for DC microgrids. Considering the
constant-value FDI signals attacking the DC-bus voltage, the work (Habibi et al., 2022) designs a model
predictive controller to detect and mitigate the attacks. Considering the FDI signals attacking the output
current of distributed generation units, the work (Cecilia et al., 2022) designs an observer and proposes a
control strategy for microgrids with CPLs. Considering the FDI signals attacking both of the current and
voltage measurements, the work (Zhou et al., 2023) presents an integrated distributed control strategy.

To facilitate system analysis based on existing control theories, the aforementioned works adopt
continuous control strategies. However, it is difficult to realize a continuous controller in practice.
Besides, when system is running at the equilibrium point, it is often a waste of system resources to
still execute control signals with a high frequency. To this end, the event-triggered control (ETC) strategy
is designed (Peng and Li, 2018), which executes control laws only when system is running far away from
the equilibrium point. Due to its distinctive advantage, the ETC strategy has been getting more attention in
power systems. For instance, using the load current sharing error and regulation error of voltage observer
to design the ETM, the work in (Peng et al., 2021) presents a distributed ETC strategy for DC microgrid.
Removing the voltage observer in (Peng et al., 2021) by transforming both of voltage and current control
into an optimization problem, the work (Shi et al., 2021) uses voltage deviation of the droop control to
design the ETM, and proposes an optimal consensus algorithm for distributed energy resources. Further
considering the economic operation, the work (Li et al., 2022) uses information of the voltage, power and
increment cost to design the ETM, and presents a hierarchical and economic distributed ETC method for
hybrid microgrids.

Although the aforementioned works have presented many useful results, there still exist the following
limitations: (i) Although the PB disturbances exist in many practical systems, most works ignore their
effects on the ETMs. Since the PB disturbances can seriously affect the state-related triggering thresholds
of the SSRETMs (Peng et al., 2021; Shi et al., 2021; Li et al., 2022), especially during the steady-
state response period, whether or not these SSRETMs still be effective becomes a question. Thus, it is
necessary to design a novel ETM which is robust to PB disturbances. (ii) While most works focus on the
ETM design to determine when to transmit data, what to transmit at the triggering instants has not drawn
enough attention. However, for the widely used digital networks, it is difficult and unrealistic to transmit
continuous-amplitude signals. Meanwhile, the quantization provides a solution for data communication in
digital networks. (iii) When there exist the ETM and communication network in the sensor-to-controller
channel, the premise mismatching problem between fuzzy plant and controller appears, which should
be handled in the fuzzy control of DC microgrids. Thus, considering all the aforementioned attributing

factors, it is a challenging task to model and analyse DC microgrids.
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To overcome the limits above, this paper presents an event-driven fuzzy L., control strategy of DC
microgrids, while addressing a variety of issues, including the dynamic ETM, FDI attacks, quantizer, PB
disturbances, premise mismatching and delays. The main contributions are presented in the following.
First, to overcome the limits of SSRETMs (Li et al., 2022; Liu et al., 2021; Zhang and Zhang, 2022)
that their triggering rate increases significantly when considering the PB disturbances, a dynamic ETM
(DETM) is proposed, which is robust to the PB disturbances. Unlike continuous-time ETMs requiring
complex Zeno-avoiding computation (Xing et al., 2021; Shafiee et al., 2021; Kang et al., 2022), the
periodic DETM is naturally Zeno-free. Second, taking effects of the DETM, FDI attacks, quantizer,
disturbances, premise mismatching and delays into account, a unified time-delay fuzzy system model of
DC microgrids is established. Third, criteria for the GEUB stability in mean square with guaranteed £ -
gain are derived, and the relationship between the ultimate bound of microgrid states and parameter of
the DETM is established. Further, a fuzzy controller subject to mismatching premises is designed, which

can achieve better control performance than the robust controller (Herrera et al., 2017).

Notations. C'ol and diag indicate the column matrix and diagonal matrix, respectively. I denotes the
identity matrix, and He{A} refers to A + AT . ), indicates the minimum eigenvalue. N is natural
number set, Z is integer set and RT is nonnegative real number set. E marks the mathematical expectation
of a random variable. || - || denotes the Euclidean norm. * refers to the symmetric item in a matrix, and ®
marks the Kronecker product. Denote the number M x 10" by MeN. For a signal w(t), the £.,-norm

is defined as ||w(t)||co = €58 sup;cr+||Jw(t)].

System Modelling for the DC microgrid

System description

As shown in Figure 1, a DC microgrid contains Q CPL subsystems and a DC source subsystem. Sensors
periodically sample voltage and current information. The DETM releases the sampled data only when
the triggering condition is satisfied. The quantizer quantifies the released data of the DETM, and sends
them to the event- triggered fuzzy quantized injection current (ETFQIC) controller. FDI attacks randomly
inject false data in output signals of the controller.

Using Kirchhoff laws (Li et al., 2023a), and shifting the system equilibrium point to coordinate origin,

the DC microgrid can be described as

Z(t) = Az(t) — DH(Z(t)) + Beic(t) (1)
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Figure 1. A DC microgrid with Q CPLs.
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where L;, C;, . 5 and Ly, Cs, r1 s denote the inductance, capacitance, resistance in the CPL subsystem
and DC source subsystem, respectively. v j, ve,s and iy, j, ir, s refer to the corresponding capacitor
voltages and inductor currents. v, ; is the operating point of the voltage v ;. P; indicates the j;;, CPL’s
constant power, and V. denotes the DC source’s voltage. Without losing generality (Vafamand et al.,

2019), a DC microgrid containing one CPL is investigated.
For vc1 € [~ 1, 9¢% 4], the nonlinear term Ay (71 (t)) in (1) satisfies

HUc1 < hi(Z1(t)) < Haboa

1
Ve, 1 (0% 1 +vcg,1)

where %] = —— 1 and J#, =

veg,1(VE 1 +vcq,1)
Using the sector nonlinearity method, it follows from (2) that
ha(Z1(t)) = pa (Z1(1))H100,1 + pa(Z1 (1)) HaTo
pa(Z1()) + pa2(z1(2)) = 1
where membership functions pi1(Z1(t)) and po(Z1(t)) are derived as

pa (T4 (1)) = %?Z%l_ ;/11)(501(1’5)), pa(T1(t) = hl((;;t)) %i?ovf -

Then, the fuzzy IF-THEN rules of the DC microgrid (1) can be described as follows.

Rule 1: if the premise variable h (Z1(t))/0c,1 equals J#7, then Z(t) = A1 Z(t) + Beie.

Rule 2: if the premise variable h (Z1(t))/0c,1 equals 2, then Z(t) = AsZ(t) + Beie.

where
i A rea 1] _rLa o _ 1
A — A Ags A = I L A, — L L,
i - - s 411 5 £12
A, A 1 Lok 1 RNy
cn Ci Cc, 1 C, c, 2
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Using membership functions (4), and considering the effect of noises, the fuzzy model of the DC

microgrid (1) can be described as
2
#(t) = Y mi{ Aiz(t) + Beic + Bfw(t)} 5)
i=1
where w(t) marks PB disturbances satisfying w(t) € Lo, A;, Be, BY are gain matrices, p; marks

(i (Z1(¢))-

Remark 1. Unlike the work (Herrera et al., 2017) using a Lur’e system with disturbances to model the
DC microgrid, this paper builds a T-S fuzzy model (5) of the DC microgrid. The comparison in simulation
shows that the proposed fuzzy method performs better.

Dynamic event-triggered communication mechanism

To reduce the unnecessary consumption of the limited system resources, a dynamic ETM is proposed as
dy1h = dih +min{ih||©%°52||? > 5(t)}, 6(t) = 64(t) + da(t) + do (6)

where i, k,di € N, §,(t) = 6,[|0%5z(dph)||%, Sa(t) = [2dqarctan(C||2|)][|©°52(dph)|>, 2 =
Z(dgh) — Z(dih + ih), matrix © > 0, scalars d; > 0,55 > 0, dg > 0, £ > 0, dih indicates the ky,
triggering instant, and A is sampling period.

Unlike the periodic communication method (i.e., time-triggered mechanism (TTM)) releasing all the
sampled data, the DETM (6) only releases data when the triggering condition is satisfied. Therefore,
the triggering instants are a subset of the sampling instants, i.e., {...,dph,dgt1h,...} C{...,ih, (i +
1)h,...}. Unlike the continuous-time ETMs (Xing et al., 2021; Shafiee et al., 2021; Kang et al., 2022)
which require complex analysis to ensure a positive minimum triggering interval (MTI), the DETM’s
MTI is lower bounded by the sampling period, and thus Zeno behavior (Li et al., 2023a) is naturally
avoided. The Zeno-free idea comes from the works (Peng and Yang, 2013; Peng and Han, 2013).

Remark 2. Unlike the SSRETMs (Li et al., 2022; Liu et al., 2021; Zhang and Zhang, 2022) which only
use the static state-related threshold §5(t), the DETM'’s triggering threshold includes 5(t), a dynamic
term 04(t) and a constant term 0g. During the transient period, the wildly fluctuating states often lead to
a large 04(t). The resultant large triggering threshold help the DETM achieve larger triggering intervals
than the SSRETMs. During the steady-state period, the small system states lead to a small threshold §4(t),
which is seriously affected by the PB disturbances, and thus the triggering rate of the SSRETMs increases

significantly. However, due to the constant threshold dy which is not influenced by the disturbances, the
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DETM can still effectively reduce the triggering rate, which overcomes the limitation of the SSRETMs.
Besides, when §4(t) = 09 = 0, the DETM reduces to the SSRETMs.

Signal quantization

While the DETM determines when to communicate, the quantizer determines what to commu-
nicate. To facilitate transmission of the triggered data in digital networks, a quantizer fz =
col{f;, .+ focrs fi, .» foc.} conducts quantization in each channel. Taking f;., for example, its
quantization levels are described as

{+Q._ |9t P, Qo o0 € ZYU{0} (@)

(leN1 CleN T v,

where Q) > 0, and quantization density ps,,, € (0,1).

OloR!

The logarithmic quantizer f . , is defined as

Qi..,, ifTc is positive, To,1 € S5e,
Jocr =14 0, if ¥c 1 is zero ®)

—f—vc.» if Uc,1 is negative

Hpoca i Hpoca i
where .5, = (—5 Qﬁc,w ST ﬁc,l]'

Based on the sector-bound expression method, using the same quantization density p in each channel,

the quantized value of the triggered data Z(dyh) can be expressed as

where
~ d h i s s
#(dyh) = gfl( N () = U ddehy = |
Zs(dih) 0,1 Ue,s

Ag=1®A A€ [kl k= (1-p)/(1+p)

Closed-loop system modelling

Considering the transmission delay 74, € [7, 7] of the communication network in Figure 1, based on
the triggering instants of the DETM, the controller’s updating instants are described as {...,dyh +
Tky dk+1h + Tk41, .. .}. Denoting vy = di41 — di, — 1, divide the updating interval %4 = [diph +
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Ty dk+1h + T41) of the controller as

Vk

U = | Vi, VI = [dih + ixh + 7, V%) (10)

g 7
i =0

_ dih + (i + Dh 4+ 7, i, =0,1,...,0p, — 1
d ’ s Ly )
where 7 " = _
dk+1h—|-7'k+1, 1 = Vg

On the subinterval %fk’ defining piecewise functions &(t) = Z(dih) — Z(dph + ixh) and ¢(t) =
t — (dgh + ixh), the quantized data in (9) can be expressed as

E(drh) = (1+ Ag)[§(t) + Z(t — 6(1))] (11

Considering the premise mismatching issue, the ETFQIC controller is designed as

2
i =Y [ K;i(dih), t € ¢ (12)
j=1
where ji; = ‘%i%:%%éikh)), fia = hl(?z(gj’“_}%;’?fCI and fi; refers to i, (Z(dgh)).

Remark 3. Since there exist the DETM, quantizer and network delays between the microgrid and
controller, the controller (12) can not share the same premise variables with the microgrid model (5).
Instead, using the quantized value &(dyh) of the DETM’s triggered data, the controller’s membership
functions can be obtained. Namely, the premise mismatching issue is considered here, which is more
reasonable and complex than the works (Mardani et al., 2019; Aslam et al., 2023) which assume the

same premises in both of the plant and controller.

Considering the FDI attacks in Figure 5, the control signal in (12) is randomly manipulated as
ie=ic+ BHF(1), t € O (13)

where the injecting time of the attack signal ¢(t) follows a Bernoulli distribution 3(t) € {0,1} with
E{3(t)} = /3, and the controller output is attacked only when 3(¢) = 1. To improve the stealthy capacity
of the FDI attacks, the attacker often limits the attacking energy as ¢7 ()4 (t) < i* GT Gi. with a

bounded matrix G.
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Using the DC microgrid (5) and the attacked control signal (13), the T-S fuzzy system model is

established as

ZZ il {AZ(t) + B (1 + Ag)[E(t) .
+ f(t o(t)] + B.p(1)9 (1) + Biw(t)}

where a performance variable z(f) = Z?:l C;z(t) with gain matrix C; is introduced to analyse the

disturbance rejection performance.

Stability analysis

Definition 1. (Zou et al., 2017) For a system with state x(t) and initial condition x(0), if there exist

scalars ay, as, a3 > 0 satisfying
E{lz(®)?} < arllz(0)[?e™*" + a3, V¢ >0 (15)

then, the system is globally exponentially ultimately bounded in mean square.

Definition 2. (Donkers and Heemels, 2012) For a system with disturbances satisfying w(t) € L, the
Loo-gain is defined as

¢ =inf{¢ € R"|3p: X = R*, such that ||z| s < (||w]eo + 0(x(0))} (16)

where x(0) € X is initial states, and X refers to the system state set.

Theorem 1. For sampling period h > 0, the DETM parameters d; > 0,4 > 0,y > 0, quantisation
parameters p € (0,1) and A,, attacking parameters 3 € [0,1] and G, delay parameters 7 > 7 > 0,
disturbance parameters (2 > > 0, scalar o > 0, o;; > 0 satisfying ji; > a;p;(i = 1,2), if there exist
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H
matrices U > 0, P > 0,R > 0,H; > 0,Hy > 0,0 > 0, A}, A2 and M satisfying [VVQ ; ] > 0 and
2

P AN <0,1<4,j<2 (17)
a; (" — A+ A <0,i=1,2 (18)
(P9 — A") + oy (P — M)+ AT+ AT <0,1<i<j<2 (19)

P-ctc;
7 *ls0,i=1,2 (20)

0 G-y

where

DU =T 4+ §(S+ L) O(S + F5) — SLOS s — BIE S — 1 SE H

+ B (L4 Ag) (S + 75)) T GTG(K; (1 + A (S5 + 75))

Y = 0. ST PS4 He{ ST PO} — e 1 ST RSy + W3 (2 H, + 63 Hy) Y
+ BPUT ($THy + 63, Ho) Wy — e 7% (A — S2) T Hi (S — ) + ST RA

— e (S — ) Ho(So — F) + e A US —e 077U

— e (S = Sy) T Ho(Ss — S1) — e 7P He{(S5 — L)W (S — S3)}

VY = A + BKj(1+ Ag) (S5 + F5) + BB + By 1,

Uy = Be,6 = 65 + 64,8 = (B(1 = B))*%,

i—1 T—1

then, the DC microgrid (14) subject to the dynamic ETM, FDI attacks, quantizer, PB disturbances,

premise mismatching and network delays is GEUB in mean square, and the L£.,-gain is smaller than
or equal to (.

Proof. Construct a Lyapunov functional as

V(t) =z (t)Pz(t) + /t t¢ e? =Dz (9)Rz(9)dv

t—¢1
+ / e?O=OzT () UZ(9)dv Q@D
t—¢2

2 _
+ Z Di(i—1) /
i=1 — i

i—1

t
/ e? =0T (9) Hyi (9)dvdo
t+60
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where ¢;(;—1) = ¢; — ¢i—1, 90 =0, ¢1 = 7 and g2 = h + 7.

Taking the derivative of V' (¢) yields

V(t) < —oV(t) + oz (t)Pz(t) + He{zT (t)PZ(t)} + ZT (t)RZ(t)

— e 7 zT (t — ¢1)RE(t — ¢y )+e 0zl (t — ) UZ(t — ¢1)
— oGt — o)U(t — b2) + T (0)(GHHy + 6, Ha)i (1) @
t t—¢1
o [ @O0 - ome o [ @) i)
t—p1 t—o2

Similar to (Li et al., 2023a), use reciprocally convex method (Naami et al., 2022) and Jensen inequality
(Zhang et al., 2023) to handle the integral terms in (22). Then, considering effects of the DETM, FDI
attacks and PB disturbances, we have

(23)

where x(t) = col{Z(t), T(t — ¢1), Z(t — &(1)), Z(t — $2),£(1), 4 (1), w(t)}, A4 = K;(1 + Ag) 5 and
)

Using the method in (Peng et al. (2017)) to handle the premise mismatching problem, and designing a
zero-value term 3.7, 23:1 wilpy — i) x T () Ax(t) = 0, the following equation holds

2 2 2 2
ZZ pafiix " ()@ x ZZMM;X DO () + > Y iy — )X (A X ()
=1 =1 i=1 j=1

1171

—ZZMJJX )(@ — +ZZM2MJX X(t)

=1 j=1 =1 j=1

(24)
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Using the conditions (17) and fi; > o, in Theorem 1, it follows from (24) that

ZZ Haft X" <ZZ/W;X £){o; (@Y — A') + A"}x(t)

11_]1

< ik 1 (I)zz Az —‘y—A'L t
Zu pix " (t){ o ( )+ A}x(t) 05)

+ZZ/WJX £){a; (@7 — A?)

=1 j>1

+ o (BT — AT) + AT + Aj}x(t)

Substituting (18) and (19) into (25), we have Y7 Y7, pifi;xT (t)@%x(t) < 0. Using this
inequality, it follows from (23) that

E{V($)} <e™E{V(0)} + 07" (1 = e ) (yw(®) % + &) (26)

For stability analysis with w(t) = 0, one derives from (26) that

S0} < 5,5 = AoL {PYE(V(O) e + Bo
PBoo =limy_y0o B=X.' {PYo18

min

27

where % and Z are called exponential bound and ultimate bound, respectively. According to Definition

1, the system (14) is GEUB in mean square.

Next, the disturbance rejection performance is investigated. Using col{Z(t),w(t)} to pre- and post-

multiply (20) yields

2 (t)z(t) <oz’ ()P (t) + (¢ = Nw! (Hw(t) < oB{V ()} + (¢ = 7w (B2 (28)

Using (26), it follows from (28) that
21 ()2(t) < Cllw®)]%, + oB{V(0)} + 80 = [[2(t)]leo < Cllw(t)lloc + o(2(0)) 29)

where o(Z(0)) = (cE{V(0)} + d0)">. According to Definition 2, the L, gain of the system (14) is

smaller than or equal to (. This completes the proof.
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Remark 4. For the DETM (6), its parameters (s, dq) affect feasibility of the linear matrix inequality
(LMIs) in Theorem 1, while the parameter & influences the ultimate bound B, of system states in (27).
A larger &g results in a lower triggering rate of the DETM but a larger size of the ultimate bound P ..

Thus, by choosing g, tradeoffs can be made between communication and control performances.

In Theorem 1, controller gain K;(j =1,2), Lyapunov functional parameters (P, H:, Hs) and

quantizer parameter A, are coupled. Therefore, the next section will present a controller design method.

Controller design

Lemma 1. (Zhang et al., 2021) For symmetric matrix I'y, matrices I'; and I's, if there exists ¥ > 0
satisfying
[ +9T3T, + 97 T35 < 0 (30)

then, for .# satisfying .#7.# < I, the following inequality holds

[+ T3 /T3 +T5.77Ty <0 31)

Lemma 2. (Li et al., 2023b) For a positive definite matrix 4’ > 0 and a symmetric matrix M, there
exists € > 0 such that

—ME M < &€ —2eM (32)

Lemma 3. (Schur complement lemma) (Duan and Yu, 2013) For a symmetric partitioned matrix

S S
S = ;,1 218 <0is equivalent to
Stz S22
S11 < O7 SQQ — S%;Silslg <0 (33)
or Soy < O,SH — 51252_215?2 <0 (34)

Theorem 2. For sampling period h > 0, delay parameters 7 > 7 > 0, DETM parameters d5 > 0,64 >
0,80 > 0, quantisation density p € (0, 1), attacking parameters 3 € [0, 1] and G, disturbance parameters
¢? >~ > 0,scalar o > 0, o satisfying ji; > aju;(j = 1,2), if there exist matrices U > 0, X > 0, R >
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0,H, >0,Hy,>0,0>0,A", A%, Y;,Y, and W such that [W

where £ = £ 4+ a;ll_\i and

Ef
7= | 2,
L3

EA
T
Zi=| o

i
Th

6

HQ k
_ _ | >0and
H,
LI <0,1<4,j<2
;L <0,i=1,2
LY 0 P <0,1<i<j<2
o X * *
0 (2—x x|>0,i=1,2
C; X 0 I

=]
271 * * *
* * ~ij _
g” - 321 322 * ES
Lo x| L0 . _ ;
0@31 O Qgg *
0 i3 = _
24, 0 0 9u
* * * * * *
Ty * * * * *

T3y Ta3 % * * *
T Ta3 T4 * * *
0 0 0 Fs *
0 0 0 0 Tee *
0 0 0 0 0  Jr]

L =K[(BY;))T 0 ... 0 ¢1(BY))T ¢21(B:Y;)T 000 (GY;)7],
8

—
.,%22:6261;1[—26(1)(,331 :[OOXOX 0... 0],333:—61;1,

04

95 =
“ meffl

Doy = diag{e?Hy — 261 X,e3Hy — 269X}, D33 = diag{e2H, — 2e3X,e2Hy — 264X },

125

b
" ﬂme%

o@_44 = dwg{eg@ — 2e5X, *Bil}, :Zil =X + R + He{AzX} — 6704)1]7{1, To1 = 670¢1H1,

],%:[00000360],,@11:

] . % = [A;X 0 B.Y; 0 B.Y; BB, B¥],

50'5X%

2 =[0010100],
GY; %

Fon = ¢~ (U = R — Hy) — e 7% Hy, T = (B.Y;)T, Tay = e~ 7% (Hy — W),
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Tz =e 92(W + WT —2H,), Thg = e 72 W, Tj3 = e 7%2(Hy — W),

Tia = —e 792 (U + Hy), 95]1 = (B.Y;)T, Z55 = —0,

T = BBY, T = =B, Ty = B, For = —,

R=XRX,U=XUXW=XWX H,=XHX,A\"=1IN"1], (: = 1,2),

I =diag{X, X, X, X, X,1,I},0 =X0X,Y; = K;X(j =1,2),

then, the DC microgrid (14) is GEUB in mean square with guaranteed £,-gain. Besides, the controller
gain (K; = Y;X 1, j = 1,2) and the DETM parameter (© = X ~'©X 1) can be computed.

Proof. From (17), one derives
DY — N = 2% 4 He{L)} Ay(t)Lyp} < 0 (39)
where L) = [ PB.K; ¢1B.K; $21B.K;000GK; |7, Lo = S5 + 5,

24 =0 STPS + He{ ST PV} — e N ST RSy — e 7% (A — L) T H\(F) — .Fa)

+ STRA — e 7%2( Sy — )T Ho( Sy — F3) + e TN FTU S

— (?_(Td)2 (y3 — y4)TH2(y3 — y4) — €_J¢2y4TUy4 — €_U¢2H€{(y3 — y4)TM(y2 — yg)}
P10y 010 | |80+ )

— ST - BIL S — I S — N
-0t *
$21 Y Gl | T |GE (S + F5) 0 g7

Doy = D33 = diag{—H; ', —Hy '}, V/ = A1 + B.K; (S5 + F5) + BB.Ss + B2 4,
According to Lemma 1, (39) holds if the following inequality is satisfied

29 = , 251 =0

s =44

9 4 e WAL LT 4 e Ll Lys < 0 (40)
Applying Lemma 3 (Schur complement lemma) to (40) yields
Q1 * *
P = kLl —e, x| <0 1)

ng 0 —6_1

Define Y = diag{X,...,X,I,...,I,X,I} and X = P~1, it follows from (41) that
———— ——
5 8

LI =Y PIT <0 (42)
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where
T
29 x * L
S . . »ij Q?l 232 * *
LY = ;.%2]1 Loo * 7311 = _ <
e@31 O e@33 *

25,0 0 9y
Doy = D33 = diag{—XH; ' X, - X H; ' X'}
Dy = diag{—XO'X, —B7}, Log = —€, XX

Using Lemma 3 to handle the nonlinear terms .,?22, QQQ, 933 and 344, (35) is obtained. Similarly, (36)
and (37) can be derived from (18) and (19), respectively. Besides, applying Schur complement to (20),
and using matrix diag{X, I, I'} to handle the result, (38) can be achieved. The proof is thus completed.

Remark 5. Compared with the emulation method (Wang et al., 2020) which first designs a controller
using traditional methods, and then designs the ETM using the given controller, Theorem 2 can
simultaneously compute the DETM parameter © = X 'OX ™! and the controller gains K; =

Y; X ~1(j = 1,2), which is more convenient.

Case studies

DC microgrid example

Table 1. DC microgrid with one CPL.

ry = 1.1Q Cs = 5000 F V0,1 = 196.64V
Ly =39.5mH rs = 1.1Q Vie = 200V
Ci = 5000 F Ls =39.5mH P, = 300W

Use the DC microgrid in Table 1 (Mardani et al., 2019) for example. Other parameters are set
as: the FDI signal ¥ (t) = —tanh(0.8i.,) with attack expectation § = 0.1, the DETM parameters
0s = 1.6e — 4,84 = 2.4e — 4,69 = Te — 5,¢ = 50, quantisation density p = 0.923, PB disturbances
w(t) = sin(2w100t) and the related parameters v =1, ¢ =1.03, BY = col{1,1,0,0} and C; =
col{0,0.01, 0,0}, premise mismatching scalars a;; = 0.9, s = 0.8, sampling period h = 0.1ms, delays
bounds 7 = 0.01lms, 7 = 0.02ms, decay rate o = 3, and the initial states col{19, —30, 19, —30}.
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Using the linear matrix inequalities in Theorem 2, the ETFQIC controller (12) and the dynamic ETM
(6) can be designed as

K1={4.1732 0.1833 0.4776 0.5389 @3)

K2=[4.1491 0.1903 0.4824 0.5389}
1707 77.60 181.3 110.8
77.60 15.99 1.292 4.798

0= (44)
181.3 1.292 145.1 12.01
110.8 4.798 12.01 14.21

As shown in Figure 2 (a), for the unstable microgrid in open loop, considering effects of the DETM,
FDI attacks, quantizer, PB disturbances, premise mismatching and delays, the ETFQIC controller (43)
can still stabilize the system. Besides, the capacitor voltage vc 1 and inductor current ¢y, ; of the CPL
arrive at their equilibrium points 196.64V and 1.5256 A, respectively. As shown in Figure 2 (b), the
state-norm term ||Z(¢)||? is being bounded by the exponential bound % = 1.9e5e 3! + %, during
the running process and finally bounded by the ultimate bound ., = 0.1509, which confirms the
GEUB stability in mean square in Definition 1. For the disturbance rejection performance, due to
0(2(0)) > 0, ||z(t)|loo = 0.78 < ([|w () |loo + 0(Z(0)) = 1.03 4 o(Z(0)) holds, which guarantees the

L o-gain in Definition 2.

As shown in Figure 1, the controller receives quantized data and generates control signals for injection
current. Take the voltage vc,1 in Figure 3 (a) for example, the DETM only releases some of the sampled
data which satisfy the triggering condition, and all released data of the DETM are quantized into different
levels. Figure 3 (b) shows the dynamics of the injection current. Due to the effect of the DETM, the
injection current holds during each updating interval of the event-triggered controller, while FDI attacks

randomly tamper the injection current.

As shown in Figure 4 (b), the DETM releases only 738 of the 2000 sampled data with a triggering rate
R; = 36.9%, which implies the DETM consumes 63.1% less resources than the TTM. The minimum
triggering interval is the sampling period 0.1ms, and thus Zeno behavior is avoided. As shown in Figure
4 (a), FDI attacks randomly tamper 84 of the 738 released data of the DETM with an attacking rate
11.4%. Thus, although the DETM transmits only 36.9% of the sampling data and FDI attacks randomly
tampered 11.4% of the triggered data, the designed ETFQIC controller still guarantees satisfactory

system performance.

Prepared using sagej.cls



Fugiang Li, et al.

' i i| Time 0.1497 i
§SOOM P e o\ f) g
i \ =<
;200 R R AR AR
= 100 vy Vg Vi <
\ W W} \ i
0 W w W ¥

i (A)

\
\
\

(a)
T T
‘ _____ exponential bound — —
10° =
T e B yrasy——— 1
o ; exponential bound .- ltimate bound |
= i 9ebe 3 + By |
E10°f S — kK TTIoTITTL
105F
0 0.1 0.2 0.3 0.4 0.5 0.6
Time (s)
(b)

Figure 2. System responses of the DC microgrid.
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Figure 5. Comparison of the DETM and SSRETMs (Li et al., 2022; Liu et al., 2021; Zhang and Zhang, 2022).
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Comparison with the SSRETMs in (Li et al., 2022; Liu et al., 2021; Zhang and
Zhang, 2022)

Considering the aforementioned microgrid with the PB disturbances w(t) = 2sin(2wle3t), the
performances of the DETM (6) and SSRETMs (Li et al., 2022; Liu et al., 2021; Zhang and Zhang, 2022)
will be compared. During the steady-state period [0.1s, 0.3s], the SSRETMs (J; = 3e — 4) in Figure 5 (a)
almost reduce to the TTM. However, due to inclusion of the constant threshold g, the proposed DETM
(05,04 = 3e — 4, dg = 2e — 5) in Figure 5 (b) can still obtain large triggering intervals.

As shown in Figure 5 (c), during the transient period [0,0.1s), compared with the SSRETMs’
triggering rate 76%, the DETM’s triggering rate 57% is lower, since the dynamic threshold term d4(t) of
the DETM is large. During the steady period [0.1s, 0.3s], compared with the SSRETMs’ triggering rate
100%, the DETM’s triggering rate 60% is much lower, since the DETM contains a constant threshold
do. Therefore, during the whole period [0,0.3s], the DETM’ triggering rate 59% is lower than 92% of
the SSRETMs. Compared with the SSRETM* which marks the SSRETM working without disturbances,
the SSRETM’s performance deteriorates seriously under PB disturbances. Especially, during the steady-
state period [0.1s, 0.3s], the triggering rate of the SSRETM increases to 100%, i.e., it works as the TTM.
These observations confirm Remark 2.

As shown in Figure 5 (d), compared with the SSRETMs and TTM, the DETM obtains almost identical
control performance, although its triggering rate is the lowest. The DETM* refers to the DETM with
a larger constant threshold dp = 1.2e — 3. Compared with the DETM with a triggering rate 59%, the
triggering rate 15% of the DETM* is lower. However, the control performance under the DETM* is
worse than that under the DETM. Therefore, by adjust the parameter dy of the DETM, tradeoffs can be

made between control and communication performances, which confirms Remark 4.

Comparison with the method in (Herrera et al., 2017)

Using the aforementioned DC microgrid with quantizer, the method in (Herrera et al., 2017) and the

proposed Theorem 2 design respectively the robust controller and fuzzy controller as
Robust controller:
K= {—0.1310 0.0146 0.8014 0.1055}

T-S fuzzy controller:
K, = [1.2074 0.1162 0.0254 0.2597}
Ky = [1.1994 0.1200 0.0372 0.2604}
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Figure 6. Performances of the robust controller (Herrera et al., 2017) and the proposed fuzzy controller.

Table 2. Settling times under different controllers

Settling times

Methods . ,
(Yeh] 1L,1 Ve, s 1L,s
Robust controller (Herrera et al., 2017)  72.1ms 131ms 71.4ms  120ms
Fuzzy controller 284ms 53.8ms 31.9ms 53.2ms

As shown in Figure 6, compared with the robust controller (Herrera et al., 2017), the proposed fuzzy
controller achieves shorter settling times and lower overshoots. Table 2 presents the settling times under
different controllers. Taking vc,; for instance, compared with the settling time 72.1ms of the robust
controller (Herrera et al., 2017), the settling time of the proposed fuzzy controller drops to 28.4ms.

These observations confirm Remark 1.

Conclusion

The paper has investigated the fuzzy L., control of DC microgrids with CPLs subject to the DETM,
cyber attacks, quantizer, PB disturbances, premise mismatching and delays. First, by introducing a
state-unrelated constant threshold, the proposed DETM is more robust to the PB disturbances than
the SSRETMs, and its discrete-time feature naturally excludes Zeno behavior. Second, by virtually
dividing the nonuniform triggering intervals of the DETM, a time-delayed fuzzy system model is build,
which presents a unified platform to study effects of DETM, cyber attacks, quantizer, PB disturbances,

premise mismatching and delays. Third, sufficient conditions for the GEUB stability in mean square
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with guaranteed £.-gain are derived, and the relationship between the ultimate bound of the microgrid
states and the constant threshold of the DETM is established. Further, a co-design method is provided
to design simultaneously the DETM and the ETFQIC controller, which overcomes the inconvenience
of the emulation method requiring two design steps. Simulation results confirm that, although only
36.9% of the periodic sampled data are released by the DETM, and cyber attacks tamper 11.4% of
the DETM’s released data, the proposed ETFQIC controller can still stabilize the DC microgrid system
with guaranteed £..-gain. Compared with the SSRETMs, when considering the PB disturbances, the
proposed DETM achieves lower triggering rate. Compared with the robust controller, the proposed fuzzy

controller achieves smaller overshoot and shorter settling time.
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