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Distributed security state estimation-based carbon emissions and economic cost analysis for
cyber-physical power systems under hybrid attacks
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Distributed security state estimation-based carbon emissions and economic cost analysis for
cyber-physical power systems under hybrid attacks

Dajun Du,Minggao Zhu,Dakui Wu,Xue Li,Minrui Fei, Yukun Hu,Kang Li

e The incomplete and non-authenticity characters of the data caused by hybrid attacks are described.
e A novel residual-based attack detection method is proposed to determine secure and non-secure sets.
e A distributed security state estimation method with compensation mechanism is proposed.

e Carbon emissions and economic cost can be reduced by relieving attack impact on state estimation.
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ARTICLE INFO ABSTRACT

Keywords: Sustainable cyber-physical power systems (CPPSs) are of great significance to reduce carbon
Cyber-physical power system emissions in response to the global climate change. However, when the data exchange in CPPSs
Hybrid attacks suffers from hybrid attacks, the distributed state estimation and optimal power flow (OPF) analy-
Attack detection sis will be inevitably compromised, leading to inadequate even faulty scheduling of clean energy
Distributed security state estimation and thermal power generations and further affecting the total carbon emissions and economic
Convergence analysis cost. To address these problems, this paper proposes a novel consensus-based distributed secu-
Carbon emissions rity state estimation (DSSE) method for CPPSs, which is used to analyze the impact of hybrid

attacks on carbon emissions and economic cost. First, the incomplete and non-authentic features
of the data caused by hybrid attacks are described, and their influence on distributed state estima-
tion model is analyzed. A new residual-based attack detection method is then constructed in each
subregion, where secure and non-secure sets are employed to describe whether the subregion is
attacked and the compensation mechanism is designed for non-secure set. Second, considering
data compensation, distributed state estimation model is reconstructed, and a distributed security
state estimation method under hybrid attacks is proposed while its convergence condition is de-
rived. Third, the impacts of hybrid attacks on carbon emissions and economic cost are analyzed
based on the proposed DSSE method. Finally, experimental results also validate the analysis.

1. Introduction

Due to high reliance on fossil fuels, the power generation sector still accounts for more than 35% of carbon emis-
sions in China [1]. To achieve carbon neutrality goals in compliance with the Paris Agreement [2], traditional power
systems are shifting to low-carbon and sustainable cyber-physical power systems (CPPSs) [3, 4, 5], which are usually
achieved by integrating clean energy such as solar power, wind power, nuclear power and hydro, etc [6, 7, 8]. By the
end of the first quarter of 2022, the installed capacity of China’s solar power generation equipment reached 320 mil-
lion kW (including 317.98 million kW of photovoltaic power generation and 0.57 million kW of solar thermal power
generation), and the installed capacity of wind power generation equipment reached 340 million kW (including 309.87
million kW of onshore wind power and 26.65 million kW of offshore wind power) [9]. To support safe and reliable
operation and control of CPPSs, a large number of measurement and control data from power grid are transmitted
through communication networks [10], and these data will further be used for scheduling, control, protection and so
on[l1, 12].

However, due to the openness of communication network [13, 14, 15], CPPSs will inevitably become a target of
attacks by the hacker [16, 17]. For example, the hacker compromised power system in Ukraine, causing widespread
power outages in 2015 [18]. The hacker invaded several regional power companies in 2016, which brought 200 MW
power generation units out of operation [19]. More recently, trunk line 765 of Venezuela’s national grid was attacked
in 2020, causing a total blackout in 11 states [20].

State estimation is a key building block of modern energy management in CPPSs. However, when the measurement
data compromised by cyber attacks, the accuracy and convergence of state estimation will be affected. To address
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Nomenclature R estimated state of the subregion i

Abbreviations %' local predicted state of the subregion i

CPPSs cyber-physical power systems 2" local predicted measurement of the subregion i

OPF optimal power flow 2" local estimated measurement of the subregion i

DSSE distributed security state estimation K' Kalman gain

FDIAs false data injection attacks € consensus gain

T : .
ADMM alternating direction method of multipliers N the set of attack-free neighbor regions

AGC automatic generation control N¥ the set of neighbor regions under hybrid attacks

IES integrated energy system T diagonal matrix

@ status to describe whether FDIAs are successfully
launched or not

DoSs denial of service attacks
CGs clean energy generators ]

u status to describe whether DoSs are successfully
TGs thermal power generators launched or not

Variables P total power output of power grid

x global system state PTS power output of thermal power unit

. S _
x' system state of subregion i PCC power output of clean power unit

z measurement ST the set of generator working hours

; Lo
z' measurement of subregion i STG the ste of thermal power unit

@ Process noises SCC the ste of clean power unit

Q process noises covariance E carbon emissions

v measurement noises & estimation error

R measurement noises covariance Fi prediction error

A state transition matrix P error covariance

; . . Lo
A" state transition matrix of subregion i f, attack detection function

H Jacobian matrix 7 detection threshold

; . . A
H' Jacobian matrix of subregion i 1, status to describe whether hybrid attacks are success-

G system topology fully detected or not

L Laplacian matrix associated with system topology GV,

", node voltage amplitude

V the set of subregions P, node active injection power
E the set of communication lines among subregions Q,, node reactive injection power
Q, the set of neighboring subregions of subregion i P, branch active power flow
P integrated energy system Q,,, branch reactive power flow

these problems, several research works have been reported. For example, a consensus nonconvex optimization protocol
based on distributed state estimation was proposed to guarantee the consensus of estimated states under s-sparse attack
[21]. When the measurement data is tampered by false data injection attacks (FDIAs), a mean square error based on
distributed dynamic state estimation was employed to detect FDIAs to improve the security of state estimation [22].
An interactive Kalman filter to control data interaction between the nodes was proposed to improve the effectiveness of
distributed state estimation under FDIAs [23]. A robust distributed state estimation based on iterative weighted least
squares and improved alternating direction method of multipliers (ADMM) was proposed to handle the influence of
FDIAs [24]. A blockchain based on distributed dynamic state estimation was proposed to improve the security under
FDIAs [25]. A distributed estimation method based on ADMM was proposed to improve the effectiveness of state
estimation under FDIAs [26]. Furthermore, some attack detection and defense methods based on state estimation have
been summarized in [27]. However, the aforementioned studies primarily focus on the effectiveness and security of
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Figure 1: Overall functional structure diagram of CPPSs.

distributed state estimation under single type of attacks, and the impact of attack on carbon emissions and economic
cost based on state estimation is not investigated deeply.

Generally, carbon emissions depend on the results of state estimation and optimal dispatch strategy, which is shown
in Fig.1. First, the collected measurements from supervisory control and data acquisition system are transmitted to
energy management system (EMS) through communication network. Second, these measurements are used for state
estimation to obtain accurate state data, which are further used for power flow calculation to obtain optimal dispatch
strategy for automatic generation control (AGC). Finally, the output of thermal power units is scheduled by AGC, which
affects carbon emissions. Therefore, it is clear that distributed security state estimation is the cornerstone (i.e., there
exist the close connection between distributed security state estimation and power system dispatch), and its corrupted
results caused by cyber attacks will further affect the security and economy of CPPSs. At present, several research
works have focused on the impact of cyber attacks on the security and economy of CPPSs. For security analysis,
due to high coupling between cyber layer and physical layer in CPPSs, a failure caused by cyber attacks may cascade
down to a dependent node [28], eventually leading to the collapse of the entire system [29]. The attacker performs
unnecessary generation operations and load dumping by injecting false data [30] to make the control response of CPPSs
improperly, resulting in unsafe situations. The false measurements injected by the attacker may mislead the secondary
voltage controller into setting incorrect values, thereby damaging the stability and security of the entire system [31].
The impact of cyber attacks on frequency control of CPPSs has been analyzed, and it has also been revealed how
frequency-based attacks can lead to widespread power outages [32]. For economy analysis, economic benefits are
main target of the attacker. The attacker can modify price data in CPPSs, or directly modify their own smart meter
readings to complete energy theft, and ultimately obtain illegal gains [33, 34]. Moreover, cyber attacks may change
grid topology and even generation plans, which eventually have a significant impact on grid operational cost. For
example, a load redistribution attack has been utilized to trip off a critical lines or breakers by misleading the control
centre, which brings huge economic losses [35]. However, cyber attacks can lead to the incorrect state estimation
results, which are used for power flow calculation and produce subsequent optimization dispatch strategy to affect
carbon emissions and economic cost. Therefore, the impact of cyber attacks on carbon emissions and economic cost
needs to be further investigated.

With respect to carbon emission analysis, a number of studies are reported in the literature. For example, the causal
effect of coal substitution policy on air pollution emissions was analyzed [36]. A production model was developed to
quantify carbon reduction potential of renewable energy substitutes for fossil energy [37]. An integrated energy system
(IES) model was proposed [38], and carbon emissions from different IES energy chains were analyzed by life cycle
assessment. Furthermore, the relationship between carbon emissions and energy demand was evaluated from life cycle
perspective [39]. However, no researches have been reported in the literature on the impact of cyber-attacks on carbon
emissions.
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Figure 2: Overall schematic of carbon emissions analysis of CPPSs under hybrid attacks assisted with distributed security

state estimation.

Motivated by the above observations, as shown in Fig.2, this paper investigates carbon emissions and economic
cost analysis of CPPSs under hybrid attacks based on distributed security state estimation. Specifically, the following

questions and challenges are addressed

» How to describe the data incompleteness and non-authenticity caused by hybrid attacks and analyse the impact
of hybrid attacks on state estimation? How to develop the corresponding attack detection and compensation

mechanism?

» How to design distributed security state estimation method based on the reconstructed distributed estimation

model to ensure the data security of CPPSs? How to analyze the convergence of the proposed method?

» How to analyze the connection between distributed security state estimation and the power system dispatch?
How to assess the impact of hybrid attacks on carbon emissions and economic cost based on the proposed

distributed security state estimation?

To answer these questions, this paper proposes a novel consensus-based DSSE method and further analyzes how
hybrid attacks affect carbon emissions and economic cost by using the proposed method. The main contributions of

this paper are summarized as follows:

Du et al.: Preprint submitted to Elsevier
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« The data incompleteness and non-authenticity casued by hybrid attacks are described firstly, and their influence
on the consensus based on distributed state estimator is analyzed. Considering the measurement and neigh-
borhood data exchange, a new residual-based attack detection method is constructed for each subregion, where
secure and non-secure sets are defined to describe whether a subregion is attacked. Furthermore, a Kalman
prediction-based compensation mechanism is designed for non-secure set.

» According to the principle of minimum error covariance, a distributed security state estimation method is pro-
posed to guarantee the security operation of CPPSs and provide data support for power flow calculation, and
sufficient condition of its convergence is derived, requiring that the difference between the maximum eigenval-
ues of the matrix M (i.e., which is composed of Laplace matrix of secure and non-secure set topologies and
system matrix) and the matrix N (i.e., which is composed of gain matrix, Jacobian matrix and system matrix)
is less than 1, i.e., p(I'g ) < 1.

« The results of distributed security state estimation are used for power flow calculation and produce subsequent
optimization dispatch strategy to affect carbon emissions and economic cost, which reveals that there exist the
close connection between distributed security state estimation and power system dispatch. On this basis, the
impact of hybrid attacks on carbon emissions and economic cost are analyzed, and it is revealed that the total
carbon emission and economic cost can be optimally controlled by relieving the impact of cyber attacks on state
estimation. Finally, the impact of different attack intensities on the carbon emissions and economic cost are also
analyzed.

The rest of this paper is organized as follows. Section II describes the problems of security, the exchanged state
data description under hybrid attacks and carbon emissions in CPPSs. Section III analyses the impact of hybrid attacks
on the distributed state estimation and designs an attack detection and attack compensation mechanism. Section IV
presents a consensus-based distributed security state estimation method under hybrid attacks and their impact on carbon
emissions and economic cost is analyzed. Experimental results are discussed in Section V, followed by the conclusion
in Section VI.

2. Problem statement

2.1. Problem of security in CPPSs

CPPSs are usually composed of several interconnected subsystems located in different subregions, where state
estimation is conducted for each subregion, forming distributed state estimation. For example, Fig.3 shows IEEE-14
bus system, which is divided into 4 different subregions. The measurement data of each subregion is transmitted to
the corresponding local state estimator through a communication network. Each state estimator is connected with its
neighbor state estimators, and sends the state estimation results to the neighboring state estimators to achieve distributed
state estimation.

However, when the data is transmitted via communication network, it may be subject to cyber attacks such as
FDIAs and DoSs. As shown in Fig.3, according to the specific attack location, it can be divided into the following two
types: 1) attacking the communication between the subregion j and the corresponding local state estimator j (called
attack Type 1), and 2) attacking the communication between state estimator j and state estimator i (called attack Type
2).

Generally, the attacker can launch not only single attack Type 1 or Type 2 but also attack Types 1 and 2 simulta-
neously. Thus, there are five attack statuses for FDIAs and DoSs as follows: 1) the attacker only launches FDIAs, 2)
the attacker only launches DoSs, 3) the attacker launches DoSs firstly and then FDIAs, 4) the attacker launches FDIAs
firstly and then DoSs, 5) the attacker launches FDIAs and DoSs simultaneously. This leads to 25 attack scenarios.

For the above 25 scenarios, it is analyzed by the following two steps from the communication prospective:

1) Step 1: When attack Type 1 occurs, there are five attack statuses. First, the attacker only launches a single
type of attack. When attack Status 1 occurs (i.e., only FDIAs), the data from subregion j to the corresponding
local state estimator j is tampered, i.e., the state estimator j receives false data. When attack Status 2 occurs
(i.e., only DoSs), the data from subregion j to the corresponding local state estimator j is blocked, i.e., the state
estimator j does not receive the data. Second, the attacker launches FDIAs and DoSs in chronological order.
When attack Status 3 occurs, the previous DoSs cause data losses of the attacked node, while subsequent FDIAs

Du et al.: Preprint submitted to Elsevier Page 5 of 30
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Figure 3: Decomposition of IEEE 14-bus system and data interaction process of each subregion under hybrid attacks.

2)

may tamper with the data of the normal node or fill the lost data of the attacked node with the tampered data, i.e.,
the state estimator j receives false data, so attack Status 3 is equivalent to attack Status 1. When attack Status 4
occurs, the previous FDIAs tamper with the data of the attacked node, while subsequent DoSs may block data
transmission of the normal node, or it may block data transmission of the attacked node, i.e., the state estimator
Jj does not receive the data, so attack Status 4 is equivalent to attack Status 2. Third, the attacker launches FDIAs
and DoSs simultaneously, i.e., attack Status 5 occurs. However, for the same communication line, it is infeasible
that FDIAs and DoSs are launched simultaneously. Thus, attack Status 5 is invalid. Finally, as shown in Fig.4,
the above five attack statuses can be further summarized into two statuses (i.e., attack Status 1 and attack Status
2), and it leads to two consequences, i.e., false data (called Case 1) or data losses (called Case 2) for subregion
j.

Step 2: Since attack Type 1 produces two consequences after the nodes being attacked (i.e., Case 1 and Case 2),
attack Type 2 needs to analyze the above two consequences separately. First, according to Case 1 (i.e., subregion
J with false data), when attack Type 2 occurs, attack Status 1 continues, e.g., the data from state estimator j to
state estimator i is tampered, i.e., the state estimator i receives false data. Attack Status 2 blocks the false data
from state estimator j to state estimator i, i.e., the state estimator i does not receive the data, which indicates
that when attack Status 2 occurs in Type 2, the attack impacts in Type 1 do not need to be considered. Second,
according to Case 2 (i.e., subregion j with data losses), the false data caused by attack Status 1 may be just added
to the node with data losses in subregion j, or the data of other normal nodes in subregion j may be tampered.
The data losses caused by attack Status 2 may be the same as the node whose data is lost in subregion j, or the
data of other normal nodes in subregion j may be lost. Finally, as shown in Fig.4, the above two cases also lead
to two consequences, i.e., false data (called Case 3) or data losses (called Case 4) for subregion i (An example
is given to better illustrate the whole attack process in the Appendix A).
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Figure 4: Analysis of five attack statuses of hybrid attacks on two communication lines. Five attack statuses of hybrid
attacks include: 1) The attacker only launches FDIAs; 2) The attacker only launches DoSs; 3) The attacker launches
DoSs firstly and then FDIAs; 4) The attacker launches FDIAs firstly and then DoSs, 5) The attacker launches FDIAs and
DoSs simultaneously.

Remark 1: It can be concluded from Steps 1 and 2 that when attack Type 2 is caused by attack Status 2, the attack
impacts of attack Type 1 do not need to be considered, i.e., subregion i cannot receive any data from subregion j. When
Type 2 is caused by Status 1, the attack impacts on Type 1 cannot be ignored, i.e., subregion i receives false data from
subregion ;.

2.2. The exchanged state data description under hybrid attacks

The above focuses on the analysis of hybrid attacks on the distributed state estimation process of multi-region
CPPSs. In the following, the CPPSs model and the distributed state estimator model without hybrid attacks are pre-
sented, and then the exchanged state data description under hybrid attacks is provided to describe the above attack
process. Consider the following model of CPPSs [40]

Y1 = Ax + o
ka+l)k (1)

Zy

where x; and z; are system state and measurement at the sampling instant k, A is state transition matrix and H
is Jacobian matrix, w; and v, represent two independent process and measurement white noises respectively, and
Eloyw]]= 0, Elvv] ] = R

Since CPPSs are comprised of different subregions, distributed state estimation for each region can be employed
to improve system resilience [41]. As shown in Fig.3, i.e., IEEE-14 bus system is divided into 4 different subregions,
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where communication line is used to indicate whether these subsystems can exchange the data. According to subregion
structure, an undirected graph G = (V, E) is applied to describe system topology [42], where V' = {1,2,..., M} and
E ={1,2,..., M} represent the set of subregions and communication lines among different subregions, respectively.
If subregion j can transmit the data to subregion i, then the corresponding edge can be denoted by (i, j) € E. Therefore,
the set of neighboring regions of i is defined as Q; = {j € V|(i,j) € E}, and its dimension is defined as d = |€;].
Furthermore, each subregion contains multiple nodes, these nodes may be power generation units, loads, etc. It should
be noted that the lines between the nodes are power transmission lines, which is different from communication lines
in different subregions. Finally, to represent the topological relationship between the subregions, the Laplacian matrix
associated with the graph G is denoted as L = (/; j), ie.,

-1, if(,))EE&i#
ly=9 — Zjee, lij» ifi=j 2
0, otherwise

According to CPPSs partition, system state and measurement of the whole system in (1) can be divided into sub-
system state and measurement of multiple subregions, i.e., subsystem state and measurement of subregion are a subset
of the whole system state and measurement. Thus, subsystem state and measurement of subregion i can be described
as

; 3)
where xj( and z;'( are subsystem state and measurement of subrigion i at the sampling instant k, respectively, A’ is state
transition matrix of subregion i, H' is the Jacobian matrix of subregion i.

According to the above distributed model in (3), distributed local state estimator is developed for each subregion.

Using measurement z?{ to run local estimation, state estimators in different subregions can achieve the data exchange
through the consensus. The corresponding local state estimator i [43, 44] of subregion i is expressed as

5%;(+1|k+1 = 56;<+1|k + Kll(+1[zic+1 - 2;<+1|k] — €A 2 [ﬁ;qk - )%;clk] )
JEN;
where fc’]'ﬁl 1 is the estimated state of subregion i, SCLH Ik and 22+1| . are local predicted state and output of subregion
i,and K ]’CH is Kalman gain of the estimator. € is consensus gain of the estimator i, and the range of € is (0.1/A) with
A = max; d;.
For distributed state estimator i in (4), it can be seen that fcil . 1s the state data from the neighboring subregion
J» and hybrid attacks make the state data transmitted incomplete and/or authentic. Therefore, according to the state
data fcf{l % of neighboring subregion j and two steps of attack process, the exchanged state data under hybrid attacks is
described as (The specific exchanged state data description under hybrid attacks is given in the Appendix B)

25 = U= T = uple(T 5], ) + (= 9%y, 1) )

where t2 represents attack Type 2, T, kl = Tk2 =diag(yy,v2," - . 7n)s ¥; = d represents the i™ attacked communication
channel, d € R represents attack intensity, ¢, is a random variable with value of 0 or 1 (i.e., ¢; = 1 represents that
FDIAs are successfully launched, ¢, = 0 otherwise). ,u]i is a random variable with value of 0 or 1 (i.e., ;4]1C =1

represents that DoSs are successfully launched, ,u]lc = 0 otherwise), and /4]2c is same as yllc.

Remark 2: The cunning attacker can launch many types of cyber attacks (e.g., FDIAs, DoSs etc.), but the mech-
anisms of these cyber attacks are different and difficult to be described by a universal formula. This paper focuses on
two popular cyber attacks (i.e., FDIAs and DoSs) for CPPSs [45], because they destroy data integrity and authenticity.
These two types of cyber attacks are described by a uniform formula (i.e., Eq.(5)).

Remark 3: The Eq.(5) aims to prevent secure subregion i from receiving the data of non-secure subregion j (i.e.,

due to the data incompleteness or the data non-authenticity). Note that the incomplete and non-authentic state fcf;kl B
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of the attacked subregion j may be propagated to its neighboring subregions through the consensus term in (4), thus
producing faulty distributed state estimation.

According to the above model of CPPSs under hybrid attacks, how to reveal the influence of hybrid attacks on
distributed state estimation from the perspective of defender is a key issue to be addressed. To solve this problem, the
influence of hybrid attacks on the consensus term in the state estimator model (3) will be analyzed in subsection 3.1,
which reveals the process of hybrid attacks corrupting distributed state estimation. Moreover, when the incorrect state
estimation results caused by hybrid attacks are used for OPF [46, 47], the wrong optimal dispatch strategy is obtained
for AGC to schedule the output of thermal power units, which ultimately affects carbon emissions. To achieve low-
carbon emissions in CPPSs, clean energy generators (CGs) should be fully used, while the output of thermal power
generators (TGs) should be reduced [48, 49].

2.3. Problem of carbon emissions in CPPSs

For the distributed state estimator i in (4), false data or data loss will affect the results of state estimation. If
these results are used in OPF analysis, it will inevitably lead to inadequate scheduling of the generation outputs from
clean energy units and thermal power units and eventually affect carbon emissions of power system. To quantitatively
analyze the impact of hybrid attacks on carbon emissions, the total power output of power grid at the sampling instant
k without attacks is defined as Pli"’ . It is composed of TGs and CGs, i.e.,

Ptot PTG prka (6)

PTG PCG

where represents power generation of thermal power unit m at the sampling instant k, represents power
generatlon 0f clean power unit » at the sampling instant k. Further, the following conditions need to be met, i.e.,

PTG,mm < PTG < PTG,max’k c ST,m c STG
m,k m,k m,k
PEOmIn ¢ pCG < PCGMN o g ST 5 @ §C6

n,

STC represents the set of thermal power units, and S€¢

where ST represents the set of generator working hours k,
represents the set of clean energy units.
Since carbon emissions of clean energy is negligible, carbon emissions mainly come from TGs. Carbon emission
generated by TG m can be calculated by [50]
E,(PI') = CF,(a, +b,Pl +c (PTG)Z) 7

m= mk
Then, the total carbon emissions are

Z E,{PT¢) ®)

meSTG keST

To achieve the minimum carbon emission, i.e., it can be transformed into the following optimization problem

min E = Z Z E, {PTG

meSTC kesST

s.t.
b _ pIG , HCG
P, = Pm’k + Pn’k

promin < Pl < PTG’“““", ke ST me sTC

Pka’mm 13 G<PCGmaX ke ST, mesTé

Remark 4: It is evident from the above analysis that carbon emissions of CPPSs are affected by the output of
thermal power units, and the output of thermal power units is affected by the total load, and the outputs of both clean
energy units and thermal power units. Hybrid attacks can tamper with the measurement in any node of any subregion,
and then affect OPF analysis which is reliant on reliable measurements of power system states, and eventually affect
carbon emissions. Therefore, it is necessary to quantitatively investigate how hybrid attacks affect state estimation and
thus carbon emissions of thermal power units.

Du et al.: Preprint submitted to Elsevier Page 9 of 30



DSSE-based carbon emissions and economic cost analysis for CPPSs under hybrid attacks

3. Analysis of distributed state estimation and detection mechanism under hybrid attacks

Aiming at addressing the problem raised in the previous section, this section first analyzes how hybrid attacks affect
distributed state estimation and then proposes an attack detection method, and finally data compensation mechanism
is designed to reconstruct the state estimation model.

3.1. Distributed state estimation under hybrid attacks
Since OPF will use state estimation results, it is necessary to analyze the impact of hybrid attacks on distributed

state estimation. State prediction %, Ik and measurement prediction 2 PRI defined as
5 ai
X+11k Axk|k 9
~I izi
Zkallk = =Hx X1k (10)
i i
Then, prediction error ek e = Xk T X and its covariance Pk i e expressed as
5i — Api
ek+1|k—Aek|k+wk (11D
i i T
Pk+l|k Ele, k+l|k k+l|k] APklkA +0 (12)
— %t i
Furthermore, the attack-free estimation error é! K1kl = Xkl ~ Xp gy AN be obtained by
Al i N i i
it = Frp1 A8k T Frpy @k = KV —EA Z [eklk k|k (13)
JEN;

where F, | =1 — K]i+1Hi.

According to hybrid attacks analysis in Remark 1, attack Status 1 or 2 on attack Type 2 determine the state data
received by subregion i from subregion j.

When attack Type 2 caused by attack Status 2, i.e., /4]% = 1, then subregion i does not receive any data form
subregion j at this sampling instant k. Thus, substituting (5) into (4), it follows that

At i i =i ol It
Xertlks1 = k+1|k + K1 Zy = B — €A Z (X = k|k] eA Z klk] (14)
JENT JeNF

where NI.T represents the set of attack-free neighbor subregions (called secure set), N l.F represents the set of neighbor
subregions under hybrid attacks (called non-secure set).

Remark 5: When different subregions in CPPSs are exposed to hybrid attacks, secure and non-secure sets can
describe whether different subregions are attacked or not. It is obvious from last term of (14) that due to the loss of
data in non-secure set caused by Status 2 (i.e., DoSs), subregion i cannot receive the data of subregion j in a consensus
way, which indicates that the consensus term in (4) is violated.

When Type 2 caused by Status 1, i.e., ,ui = 0. At this time, if Type 1 caused by Status 1, i.e., /4/1( =0 and ¢, = 1.
Then subregion i will receive false data form subregion j. Thus, substituting (5) into (4), it follows that

. . J Al
+ K12y — k+1|k] €A Z [xklk Xl — €4 Z (X = T k|k] (15)
JENT jeNF

ol i
Xertlkr1 = Xrert|k

where T}, = Tszkl.
If Type 1 caused by Status 2, i.e., ,u]lC = 1 and @, = 0. Then subregion i will receive false data form subregion j.
Thus, substituting (5) into (4), it follows that

% i i i _ i _ S o o7 o 2Aj
Rertkrt = Xppe + Ky 2y = Zppd — €4 Z (X = Xyl —€4 Z [%pe = T %]
JjeNT jeNf
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Then, the estimation error of the above two cases can be obtained

Py i i N

Crtper = Fri148) k|k Fioop =K v, —€A 2 [ = k|k] €A 2 o — Ty, (16)
jGNi jENI

Al i Al i i i Al 2AJ

Corttkrt = 1 A + ey @k = Kiy 0y — €4 Z [ = k|k —eA Z klk —Tie ] a7
JjenT jeNF

Remark 6: Comparing (16), (17) and (13), it is evident that the extra term £ A ZjeNiF [éidk —Tkéilk] andeA ZjeNiF

[é kl B Tk2 A{d k] in (16) and (17) reflect the impacts affected by attacks, which increases with each iteration because of

the presence of T; and Tkz. It indicates that the difference always exists among the exchanged data and the consensus
process cannot converge, which leads to the failure of the distributed state estimation.

3.2. Attack detection mechanism

After analyzing the impact of hybrid attacks on distributed state estimation, distributed attack detection method is
designed to detect hybrid attacks for each subregion while performing state estimation.

Using statistical information received, some attack detection methods have been proposed [51, 52, 53]. However,
the received data of subregion i is state estimation X kl . of its neighbors j in CPPSs, so, subregion i needs to detect
whether subregion j is safe during their data exchange, i.e., whether the received data from subregion j can be directly
used for the consensus. Therefore, inspired by the work in [54], the detection function is formulated as

i _ i 27* YR1 i oJ% \T
where f! . 1s the detection function of subreglon i, %! kl . is the data transmitted from subregion j to i. Then, the attack is
detected by judging f! . and the threshold 7', and the detection mechanism is expressed as
i 0, if fi>rtl
i k
k { 1, otherwise (19)

where 172 = 0 means that an alarm is triggered, and the choice of the threshold 7/ depends on 3¢ criterion in engineering
applications [55]. However, note that the proposed detection method is not always effective for other cyber attack
detection, because their mechanisms are different.

Remark 7: FDIAs destroy data authenticity by injecting false data, which have various types (e.g., scaling attacks,
stealth FDIAs, etc.) [56]. Stealth FDIAs are usually well-designed to bypass traditional residual testing (i.e., BDD
detection) [57], but some detection methods (e.g., a detection method based on interval observer and logic localization
judgment matrix [58]) have been proposed. This paper considers another form of FDIAs (i.e., scaling attack), and
the corresponding distributed attack detection method (i.e., Eqs. (18) and (19)) is designed based on interaction data
during the process of distributed state estimation. Therefore, for practical application, these attack detection methods
can be combined into an integrated attack detector to improve the detection effectiveness for FDIAs.

When above attack detection mechanism is applied to each subregion, it is possible to determine whether a sub-
region belongs to secure set or non-secure set. For non-secure sets, it is necessary to design attack compensation
mechanism to relieve the impact of hybrid attacks.

3.3. Reconstruction of attack compensation-based distributed estimation model
According to the above analysis of hybrid attacks on state estimation and attack detection method, when hybrid
attacks are launched, then (4) can be further re-written as

1Y i i i & _ AN PN Y
Xertlk+1 = k+l|k+K 1lZ = Zpl — €A Z (I =% = Xy ] — €A Z (AE: k|k t2k|k] (20)
JENT JjeNF

When attack detection mechanism of the corresponding subregion in subsection 3.2 is triggered, the subregion is
determined as non-secure. To reduce the impact of hybrid attacks on the state estimation of non-secure set, Kalman
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prediction-based attack compensation mechanism is employed, i.e., the attacked state is replaced by the predicted value
of the latest received state, then (20) can be re-written as

oi _ 5i _ oi  _oJ B
Xpr1jk+1 = Xtk +Kk+1[zk+1 Zinpl —€A Z (X = Xyl — €4 Z k|k Xepk—1] @D
jEN,.T jENI
where %/ is Kalman prediction value at sampling instant k using the measurements up to k — 1. Thus, Eq. (26) is

klk—1
the reconstructed distributed estimation model based on attack compensation mechanism.

4. Consensus-based distributed security state estimation under hybrid attacks and carbon

emissions analysis

In section 3, the impact of hybrid attacks on distributed state estimation is analyzed, and then attack detection
mechanism is designed and distributed state estimation model is reconstructed. According to the reconstructed dis-
tributed state estimation mode, this section designs an appropriate DSSE method and provides sufficient condition for
its convergence. Finally, the designed DSSE method is proposed to address the problem raised in subsection 2.3, i.e.,
how the impact of hybrid attacks on state estimation further affects the output and carbon emissions of thermal power
units.

4.1. Consensus-based distributed state estimation with attack compensation
According to the reconstructed distributed estimation model in (21), the estimation error is expressed as

’\l i
=F Ak

i i s _ A _ s Apl
Chr k1 1 At F ok =Ky 0, —€A Z [E =€l teA Z w1 —€A Z (= A8 _1jt] (22)

JjeNT JeNF JeNF
To make (22) clearer, r represents the neighbor region of subregion i, it follows that
Al i i
Crtlk+1 = F 1 A8, k|k Fio—Kp v, —€A Z [ek|k k|k]+£A Z [@—1]—€A Z k|k — A& _ k-1 (23)
reN,T reNlF reN,F

If CPPSs are not attacked, state variation is stable and slow [59], i.e., x; and X, approach to x;_; and %;_,_;,
respectively. Therefore, &;_|,_; approaches to é;,, (23) can be re-written as

é;<+1|k+1 F A €T Fq@ Kllc-H Vpp1 —EA Z k|k k|k l+eA Z [@—1]—€A Z [ek|k — A8, e~ Akl (24)
rEN[T reNlF jGN[F

where A, represents the subtle difference between ¢, and é

klk k=1]k=1"
Then, the estimation error covariance Pk+l| 1 is expressed as
i Al '\lT
Pk+1|k+] = E[ek+1|k+l Cptfk1] (25)

Taking the partial derivative of the trace of (25), it follows that

H'QOH'T +2K! R

otr(P! ) )
i)y g okt AR ATHT 20HT 42K iR

K’ klk k+1 klk k+1
k+1
—2eA ) QHT —2eA Y (B}, - BiDATHT =24 Y (B}, — AP[D)ATH(26)

rENiF rENiT reN,.F
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atr(P! ) .
Makingﬂ = 0, the optimal gain K|,  can be given by

Ky
_ T ¢yiT iT iT ri T ¢yiT ri T ¢yiT
Ki,, = [AP[ATH" +QH" +eA Z OH'T — A Z( klk—Pklk)A HT —¢A Z( klk—APklk)A H'T]
reN‘F reN, reN‘F
T iT i iT i -1
(H'AP ATH" + HOH" + R, ) (27)

Finally, the above distributed state estimation algorithms can be summarized by Algorithm 1.

Algorithm 1 Distributed security state estimation algorithm under hybrid attacks

i i i
Require: the initial values 7/, H', R, Q, ¢, x0|0, 1o’ 0|0’ P0|0’ P1|0’K

Ensure: estimation state X

k+1|k+1"

1: fork=1toT do

2:  Obtain values of X xk+1|k, k+1|k by using Eqs. (9) and (10).
3 Obtain value of & ek+1|k, k+1|k by using Eqgs. (11) and (12).
4. fork=1toT do

5 Construct detection function f ]i by using Eq. (18)

6: if f| > 7' then

7 Set ;7;C =0

8 end if

9 Obtain X xk+1|k , by using Eq. (21).
10: Obtain é ek+1|k+1 by using Eq. (24).
11: Update K, | by using Eq. (27).
12:  end for
13: end for

4.2. Convergence analysis
To analyze the convergence of the proposed distributed state estimation method, several variables are first defined
ie., & = = (&! 2 M w0, = (co,lc,co2 )T, then the global estimation error

2 5 T — 1
klk’ klk’”"eZ|k) 7Vk - (Vkavka"'avk k’...’

ek+1|k+1 at the samping instant k + 1 can be given by
Skripet = U, —eLly —eALy) ® A —diag(K,, H'A)é,
—diag(K,iH)ka +(1, ® w) — diag(K,i+1 HY(1, @ w) +e(Ly ® A)wy_, (28)
where Ly and L represent the global Laplacian submatrix of data received by the subregion i from secure subregion

N IT and non-secure subregion N [F .
Furthermore, (28) can be re-written as

Crttirt = Dhpelign + Wik (29)

where 'y, = [(In—eLT—eALT)®A—diag(K]’c+1H[A)], Wik = diag(Kl’(H)ka—(1H®cok)+diag(Kl’(+1Hi)(1n®
o) —e(Lp @ A)wy_;.

For (29), if p(I'y ) < 1, then estimation error é; ;.. converges to . Next, taking the expectation of Wy, in (29),
it follows that

Rl ... 0 0 0
EWi Wy, r) = diag(KH| i i |diag(K)" +diag(K'H)| diag(K'HHT
0O .- R" 0 0
o - 0 o (0]
+eXLp@A)| o i LA -] :
o - 0 0] 0
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Obviously, there is no variable in the above expectation, so the expectation E (Wk|kaT|k) converges to Q. Then,

the p(Fk|k) < 11in (29) should be satisfied to ensure the convergence of global estimation error.
For the convenience of the following proof, first define M = %[(In —eL;y—eALp)QA+(I,—eLp—eALp)T ®@AT],
N = %[diag(Kl’;_'_1 H'A) + ah'ag(K]’;_'_1 H'A)T], then a sufficient condition is given to ensure that pLyp) < L.
Theorem 1: If max|4,(M) — 4;(N)| < 1,(i,j) € {(1, 1),(1,2), ..., (m,n)}, then p(I'";;) < L.

Proof: According to [60], x” Zx = xT(£Z)x,VZ € M,. Then, substitute (I, — eLy — eAL;) ® A and

) . 2
diag(K/ch H'A) into Z, it follows that
Y, —eLy —eALy) ® Ay =y My, (30)
T ;: i i _.T
y diag(K, H'A)y=y Ny (31

For any non-zero y € R™, the eigenvalues of the matrices M and N can be sorted as 4{(M) < -+ < 4,,(M),
A(N) < - < Ay(N).

According to xT Ax = xTmx, m is the eigenvalue of the matrix A. Then, both sides of (30) and (31) are simulta-
neously left multiplied by (y7)~! and right multiplied by (y)~!, it follows that

T

y'(U, —eLy —€ALy) @ A)y
yly

A (M) < < Ap(M) (32)

deiag(Kli+1HiA)y
M(N) <

< AN 33
= (N) (33)

From the definition of Fk|k =[{,—eLy—eAL;)@A— diag(K]i€+1 H' A)], subtract (33) from (32), it follows that

yTFk|kY
Ty

|4:Cg0| < max < max |4,(M) = 4,(N)

It completes the proof.

Remark 8: The security scope of CPPSs is very broad, and this paper specifically focuses on the security of dis-
tributed security state estimation. This is because the distributed security state estimation results will be used for power
flow calculation and produce subsequent optimization dispatch strategy to affect carbon emissions and economic cost.
This paper proposes a novel consensus-based DSSE method to relieve the impact of hybrid attacks on carbon emis-
sions and economic cost. First, a novel residual-based attack detection method is constructed in each subregion, where
secure and non-secure sets are employed to describe whether the subregion is attacked and compensation mechanism
is designed for non-secure set. Second, a distributed state estimation model is reconstructed by using data compensa-
tion mechanism, and then a distributed secure state estimation method is proposed. Finally, sufficient condition of its
convergence is derived, requiring that the difference between the maximum eigenvalues of the matrix M (i.e., which
is composed of Laplace matrix of secure and non-secure set topologies and system matrix) and the matrix N (i.e.,
which is composed of gain matrix, Jacobian matrix and system matrix) is less than 1, i.e., p(I'y;) < 1, guaranteeing
the security of distributed security state estimation results under hybrid attacks.

4.3. Distributed security state estimation-based carbon emissions analysis

Given the above design of DSSE method, the impact of hybrid attacks on carbon emissions can be analyzed.
According to the collected measurements (e.g., V,,, P,,;» Qs Pn» Omn» €tc.), the estimated voltage amplitude and phase
angle I7m and ém of each node can be obtained by the above distributed security state estimation method. Furthermore,
the influence of state estimation results on carbon emissions with and without compensation mechanism is analyzed.
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4.3.1. Carbon emissions analysis without compensation mechanism

Subsection 3.1 shows that hybrid attacks will destroy the process of distributed state estimation. If these results
are directly used in OPF, it will inevitably affect the outputs of both clean energy units and thermal power units , and
eventually the total carbon emission of power system.

Given the hybrid attacks analysis in Subsection 2.1, for attack Type 1 and attack Type 2, there will be also two
processes:

1) Attack Type 1 occurs: When attack Type 1 is caused by attack Status 1 or attack Status 2, the data from subregion
j to the corresponding local state estimator j is tampered or blocked, so that the state x’ " ]i T contains false data or
suffers from data losses. For example, if the hacker attacks any node connected to thermal power units, clean energy
units and load, it will cause the change of the corresponding variables such as active power injection P,,. Assume
that the hacker attacks active injection power Pj of node m in subregion j at the samping instant k + 1, the original
injection power Pr{l P of the attacked node m in subregion j is affected by hybrid attacks and becomes P sothe

mk+1°
local estimation of the corresponding subregion j is affected and can be re-written as

~J.a J J a ~J
xrl k+1|k+1 k+1|k + Kk+1 k+1 k+1|k] G4

where zk_H = [Vj o r{176+1 Q{n 1 Prin et Q{nn k+1]T contains the tampered injection power Plil’ch. This in turn
affects the estimated voltage amplitude and phase angle pre o and 67
subregion ;.

2) Attack Type 2 occurs: based on the result X A{ i K1kt caused by attack Type 1, when attack Type 2 is caused
by attack Status 1 or attack Status 2, i.e., the data from state estimator j to the state estimator i is further tampered

_ Aja . : 2 2
or blocked, and the state xt2k+1|k+1 =(- yk+1) 1 e 1kt 1 contains false data (i.e., My = 0, Tk+1 # 0) or

suffers from data losses (1 e., > ol = = 0). Then, according to (4), the subregion i and the attacked subregion j begin to

,a

et 1 of the corresponding attacked node m in

exchange state data, i.e., containing false data due to attacks is transmitted to subregion i, so that all neighbor

2k|k

regions of subregion j receive the wrong state %’ of subregion j.

r2 k+1|k+1
x5 kL with attack impact can be obtained by distributed state estimation, then the esti-

mated measurement of all nodes can be expressed as

Finally, the global state %

AlI sa
Lkt = HX e (35)
_ A~ Ba N A N T . . AJ-a
where zk_'_”k_'_1 = Vkt1s Pm,k+] » Qmit1> Pongr1> Omni+1]” contains the estimated value Pm,k+l of the tampered
injection power P/ AL
Next, the estlmated state x¢ and measurement 2¢ of each node are sent to the control center as the

k+1]k+1 k+1]k+1
original data for OPF. In the process of OPF, it is also necessary to meet the equilibrium constraint of power system

and generator unit output constraints and other constraints, i.e., three constraints given in subsection 2.3, it follows that

Ptot PTG + PCG — Pload

PTG,mm < PTG < PTG,max,t c ST,m c STG
m,k m,k m,k

PHCkG,mm < PCG < PCG max 1€ ST me STG

Remark 9: The hacker can attack any node connected to thermal power units, clean energy units or load. Con-
sidering that carbon emissions are only related to active power, only active injection power of the above three types of
nodes due to attacks are considered. When the hacker attacks nodes connected to thermal power units, clean energy
units or load, it will affect PTG, PCG and Pload in power balance constraints, respectively.

Since the equilibrium constraint of power system is affected by attacks, OPF will produce the output PTG ¢ of

each thermal power unit when calculating power flow with carbon emission as the optimal target, i.e., min E“ =
r TG,a
ZmGSTG ZkeST Em{Pm,k I8
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4.3.2. Carbon emissions analysis with compensation mechanism

The above analysis shows how hybrid attacks affect carbon emission of CPPSs without compensation mechanism.
Then carbon emissions of CPPSs with compensation mechanisms can be analyzed. The difference between carbon
emission analysis with and without compensation is the process of state data exchange.

When subregion j transmits the attacked states data ’A‘iz*k ks © subregion i through the consensus term in (4),
attack detection mechanism is performed by (18) in subreéion J. If an alarm is triggered, then subregion j will be

determined as a non-secure set. As described in (21), the Kalman predicted value fcil 4 Of subregion j will replace
o *

Xkt k1 and be transmitted to subregion i. At this point, the distributed state estimation method can be used to

obtain the estimated voltage amplitude and phase angle value 17;1 ;i"l' and éfncgﬁ of subregion j under compensation
mechanism.

Finally, the global state fc;‘_’:’l‘l Kt under compensation mechanism can be obtained by distributed state estimation,
then the estimated measurement of all nodes can be expressed as

acom — ascom
2tk = HX (36)

Next, the estimated state x¢°" and measurement 22‘_"_";| 41

k+1]k+1
original data for OPF to obtain the output of each thermal power unit under compensation mechanism. Then

of each node are sent to the control center as the

5T
P G,com
mk

carbon emissions under compensation mechanism can be obtained by min E" = Y <16 Y e Em{P;’f’com }.

Finally, the impact of different attacks on carbon emissions will be analyzed by experimental results. For example,
three types of nodes, including nodes connected to clean energy units, nodes connected to thermal power units and
load, are attacked respectively, and three types of nodes are attacked simultaneously to further analyze the impact of
attacks on carbon emissions. Furthermore, to analyze the impact of attack intensity on carbon emissions, the estimated
state and measurement of each node are increased or decreased by adjusting Tk1 and Tkz, and OPF is then operated to
obtain the output of each thermal power unit, and the impact of attack intensity on carbon emissions is finally analyzed.
It should be noted that the impact of the attack on the state estimation is relieved after the compensation mechanism is
adopted.

5. Experimental results and analysis

To validate the performance of the proposed DSSE method under hybrid attacks and the impact of hybrid attacks
on carbon emissions and economic cost, experiments were operated using the IEEE 14-bus system and the data from
actual power systems. The IEEE 14-bus system as shown in Fig.3 is employed, where the specific measurements of
the nodes contained in 4 subregion are shown in Table I.

In Fig.3, 5 thermal power units are connected to the nodes 1,2, 3,6 and 8, respectively, and their parameters are
shown in Table II. Clean energy unit is connected to node 7 and the capacity is 80.49 MW. The total output of thermal
power unit is 185.68 MW, i.e., the clean energy penetration rate is 30%. After ignoring the line loss, the total load of
the system is 268.29 MW. And the conversion coefficient between power generation and carbon dioxide emission of
thermal power unit is set to 0.83 [61].

5.1. Experimental analysis in IEEE 14-bus system
5.1.1. Distributed security state estimation

In this numerical simulation, distributed state estimation results under different conditions are used to evaluate the
effectiveness and convergence of the proposed algorithm.

1) Attack-free distributed security state estimation: When hybrid attacks are not launched, Table 3 shows the actual
value and estimated value of voltage amplitude and phase angle of each node. To better illustrate the effectiveness of
distributed security state estimation under hybrid attacks, node 3 is taken as an example. Using the above proposed
DSSE method, Fig.5 shows the attack-free estimation results of phase angle and amplitude of node 3. After a few
iterations, the states of four subregions finally reach the consensus and converge to true value, which confirms the
effectiveness and convergence of the proposed distributed method.

2) Distributed security state estimation under hybrid attacks: When the hacker launch hybrid attacks on subregion
2, Figs.6a) and b) show the estimation results of phase angle and amplitude of node 3. First, before hybrid attacks,
the phase angle and amplitude estimations of node 3 in four subregions have been consistent and converge to true
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Table 1
Partition table of IEEE 14-bus system
Subregion Nodes Measurements
1 1,234,5,6 Vi, Ps, Py, Pis, Pys, Pys, Psg, Os, Q13, Q150 Q30 Qa4s Ops0 Qs
2 2,3,4,517389 Vi By Py, Py, Pys, Pugy Prgo Prg, Prg, Q4 Q) Qsy, Qusi Quq0 Qugr Org0 Q7
3 4,7,9,10, 11, 13, 14 Vo, By, Py, P19, Py ras Prosts Prsiar Qor Qror Quar Qo100 Qorar Quonnr Qisa
4 6,10, 11, 12, 13, 14 Ver Piis Piyy Pis, Poyyy Poiay P 130 Praisi Q11 @iy Qiss Qoits Qo120 Qo130 Qi
Table 2

Parameters of thermal power units

Units Pl Pl¢ P/
Node 2 3
PIGmin 0 0
PplGmax 3324 140 100 100

Table 3

True value and estimated value of voltage amplitude and phase angle of each node in IEEE

14-bus system

Nodes 1 2 3 4 5 6 7

0 0 -0.087 -0.223 -0.179 -0.153 -0.252 -0.231
0 0 -0.087 -0.227 -0.182 -0.157 -0.254 -0.234
14 1.060 1.045 1.010 1.013 1.017 1.070 1.046
14 1.059 1.041 1.025 1.021 1.019 1.063 1.041
Nodes 8 9 10 11 12 13 14

0 -0.231 -0.259 -0.262 -0.259 -0.267 -0.268 -0.281
0 -0.234 -0.261 -0.265 -0.262 -0.269 -0.270 -0.283
14 1.080 1.031 1.030 1.046 1.053 1.047 1.019
14 1.084 1.030 1.034 1.039 1.046 1.040 1.023

value. Then, hybrid attacks are launched on subregion 2 at the instant 200. Since four subregions need exchange data,
the estimations of phase angle and amplitude of node 3 in all subregions are affected by hybrid attacks and gradually
deviate from true value. It will inevitably pose a threat on the stable operation of the system.

Next, the designed attack detection method is used to detect attacks, Fig.6¢c) shows attack detection results. The
threshold is set as 3| R|, which depends on the 3¢ criterion in engineering application. When hybrid attacks are not
launched, the proposed detection method does not exceed the set threshold. However, when hybrid attacks are launched
on node 3 of subregion 2, the size of T} is set as 1.5. The proposed detection method exceeds the set threshold, which
triggers the alarm and threaten system running.

3) Distributed security estimation with attack compensation mechanism: When the abnormality of subregion 2 is
detected, the attack compensation mechanism is adopted to relieve the impact of attacks, Fig.7 shows the phase angle
and amplitude estimation results of node 3 in four subregions. Firstly, when hybrid attacks are launched, the estimations
of phase angle and amplitude of node 3 in all subregion are affected and gradually deviate from their true values. Then,
after successfully detecting hybrid attacks, at the instant 11;c = 0, distributed state estimator continues to perform state
estimation by using attack compensation mechanism. Finally, after compensation mechanism is adopted, the phase

Du et al.: Preprint submitted to Elsevier Page 17 of 30



DSSE-based carbon emissions and economic cost analysis for CPPSs under hybrid attacks

a) Node 3 amplitude

1.2,
1t
(5] +  Subregion 1] | =
= 0.8 — Subregion 2| | %n
= —— Subregion 3| | o,
g‘ Subregion 4| | &
g 0 — — Truth value | | "&
) 15
S )
s 04 £
> >
0.2
0 100 200 300 400 500
Time

b) Node 3 phase angle

0
+ Subregion 1
— Subregion 2
-0.05] —— Subregion 3
Subregion 4
¥ Truth value
-0.1
-0.15
-0.2
-0.25 100 200 300 400 500
Time

Figure 5: Estimation results of phase angle and amplitude of node 3 in 4 subregions.
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Figure 6: Estimation results of phase angle and amplitude of node 3 in 4 subregions and attack detection results under
hybrid attacks. The detection threshold is 3|R| = 1.2, which is based on the 3¢ criterion of ensuring no false detection
under attack-free.

angle and amplitude estimation results of node 3 in four subregions begin to gradually return to true value, which
finally reach the consensus and converge to true value. The above process confirms the effectiveness and convergence
of the proposed DSSE method.

Moreover, the mean absolute error (MAE) is used as an indicator to evaluate the performance of state estimation

method, i.e., M AE()?I;) = % Zi\il fcﬁcl k(n) - xk(n)’. Fig.8 shows the MAE of two methods under hybrid attacks.
The proposed method has smaller MAE under hybrid attacks than the method in [12], which further confirms the
effectiveness of the proposed method.

As attack intensity continues to increase, when the spectral radius of matrix I'y |, is greater than 1 as shown in
Fig.9c¢), i.e., p(Fk| ©) > 1, the distributed state estimation results begin to diverge. Figs.9a) and 9b) show the estimation
results of phase angle and amplitude of node 3 in 4 subregions when the spectral radius is greater than 1. First,
before hybrid attacks, the phase angle and amplitude estimations of node 3 in four subregions have been consistent and
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Figure 7: Estimation results of phase angle and amplitude of node 3 in 4 subregions under attack compensation mechanism.
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Figure 8: Mean absolute error of two methods under hybrid attacks.

converge to true value. Then, when hybrid attacks are launched at the instant 200, the excessive attack intensity does
not cause phase angle and amplitude of node 3 to converge as shown in Fig. 7, which reveals that the convergence
of distributed state estimation is destroyed when attack intensity increases to such an extent that the spectral radius of
matrix Iy, is greater than 1.

5.1.2. Impact of hybrid attacks on carbon emissions and economic cost

In this numerical simulation, the impact of attacks on CPPSs carbon emissions and economic cost are analyzed by
attacking different types of nodes.

1) Attacking nodes connected to clean energy units: Before considering attacking nodes connected to clean energy
units, the impact of clean energy penetration rate on carbon emissions is analyzed. When clean energy penetration rate
ranges from 5% to 30% and there is no hybrid attacks, Fig.10 shows the total output of thermal power units and clean
energy units. It shows that under the constraint of power balance, the greater penetration rate of clean energy units will
reduce power output of thermal power units, thus leading to the reduction of carbon emissions.

Then, when the node 7 connected to clean energy unit is attacked, Fig.11 shows the total output of clean energy
units and thermal power units, and the overall carbon emission. The attack intensity is also introduced to describe how
the attacker tampers with the value of the injection power P; of node 7. It is evident from Fig.11 that when attack
intensity gradually increases, the outputs of clean energy units rapidly decrease until they become zeros. It should be
noted that attack intensity of 0 means that attack compensation mechanism is used to relieve the impact of attacks. At
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Figure 9: Estimation results of phase angle and amplitude of node 3 in 4 subregions when the spectral radius is greater
than 1.

this time, thermal power units increase the output to incease system stability and meet power balance constraints. As
the outputs of thermal power units increase, carbon emissions also increase rapidly. The output of each thermal power
unit is listed in Table 4. and it is evident that the output of clean energy units gradually decreases due to the impact of
attack, while thermal power units gradually increase their power outputs, leading to an increase in carbon emissions.
This also confirms that attacking nodes connected to clean energy units will lead to an increase in carbon emissions.

2) Attacking nodes connected to thermal power units: When node 6 connected to thermal power unit is attacked
and attack intensity ranges from 100% to 600%, Fig.12 shows the total output of thermal power units, the injection
power of node 6, and the total carbon emission. Fig.12 reveals that when attack intensity gradually increases, i.e., the
injection power of node 6 gradually increases due to the impact of the attack. At this time, when clean energy output
is stable, thermal power unit needs to increase its output to maintain the constraint of power balance. Meanwhile, with
the increase of the output of thermal power units, carbon emissions also gradually increase. And the output of each
thermal power unit is described in Table 5. As can be seen from Table 5, the injection power of node 6 gradually
increases under the influence of attack, while that of thermal power units gradually increases, leading to an increase in
carbon emissions. This also confirms that attacking nodes connected to thermal power units will lead to an increase in
carbon emissions.

3) Attacking load nodes: When load node 10 is attacked and attack intensity is from 100% to 600%, Fig.12 also
shows the total output of thermal power units, injection power of node 10, and the total carbon emission. As can
be seen from Fig.12, when attack intensity increases by multiple, i.e., the injection power of node 10 is increases by
multiple. At this time, when the output of clean energy is stable, thermal power units still need to increase their output
to maintain the constraint of power balance, resulting in the gradual increase of carbon emissions. And the output
of each thermal power unit is described in Table 6. As seen from Table 6, the injection power of node 10 gradually
increases under the attack, while thermal power units gradually increase their outputs, leading to an increase in carbon
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Figure 10: Total output of thermal power units and clean energy unit, and total carbon emission when the penetration
rate ranges from 5% to 30%.
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Figure 11: Total output of thermal power units and clean energy unit, and total carbon emission when node 7 is attacked
and the attack intensity ranges from 0% to 100%.

emissions. This also confirms that attacking load nodes will lead to an increase in carbon emissions.

4) Attacking all three types of nodes simultaneously: When nodes 7, 6 and 10 are attacked, Fig.13 shows the total
output of thermal power units, the injection power of nodes 7, 6, 10, and the total carbon emission. It should be noted
that the attacker can increase or decrease the tampered value. To analyze the impact of the attack on the increase of
carbon emissions, the injection power of node 7 is reduced and that of nodes 6 and 10 are increased.

As can be seen from Fig.13, when the hacker attacks the injected power of nodes 7, 6 and 10 simultaneously, clean
energy output decreases and the total loads increases. Compared with attacking a single type of node, thermal power
units need to further increase their outputs to maintain the constraint of power balance, resulting in a rapid increase
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Table 4
Output of each thermal power unit and total carbon emission when attacking injection
power P, of node 7 of clean energy generator

Attack P, P¢ P¢ Pl¢ P/ PI'¢  Total TGs Carbon Economic
intensity output emissions  cost
0 80.49 156.27 2942 0 0 0 185.68 154.11 4980.71
10% 72.44 16338 30.79 O 0 0 194.17 161.16 5268.85
20% 64.39 17051 32118 O 0 0 202.69 168.23 5563.63
30% 56.34 177.68 3357 0 0 0 211.25 175.34 5865.16
40% 48.29 183.87 34.78 1.09 0 0 219.73 182.38 6137.42
50% 40.25 185.98 35.17 6.61 0 0 227.75 189.03 6485.19
60% 32,18 188.09 3556 1220 O 0 235.84 195.75 6800.61
70% 24,15 19020 3595 17.78 O 0 243.93 202.46 7116.97
80% 16.10 19232 36.34 2340 O 0 252.07 209.22 7436.64
90% 8.05 193.61 36.59 2684 0 3.15 260.19 215.96 7758.58
100% 0 19433 36.72 2874 O 8.50 268.29 222.68 8081.53
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Figure 12: Total output of thermal power units, injection power of node 6, and total carbon emission when node 6 is
attacked and the attack intensity ranges from 100% to 600%.

in carbon emissions. And the output of each thermal power unit is listed in Table 7. It is evident that the power
outputs of clean energy units gradually decrease, and the injection power of nodes 6 and 10 gradually increases due
to the impact of the attack, while thermal power units gradually increase their power outputs, leading to an increase
in carbon emissions. In addition, compared with attacking a single node, attacking three nodes simultaneously causes
the largest increase in carbon emissions.

Moreover, when attacking a single node and simultaneously attacking three nodes, a further comparative analysis
is conducted on carbon emissions as shown in Fig.14. It can be seen that as attack intensity on different nodes reduces,
the carbon emissions of CPPSs will also correspondingly reduce, and the reduction in carbon emission caused by cyber
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Table 5
Output of each thermal power unit and total carbon emission when attacking injection
power P, of node 6 of thermal power generator

Attack P, Pr¢ Pl P P/ PI'¢ Total TGs Carbon Economic
intensity output emissions  cost
100% 11.20 156.27 2941 O 0 0 185.68 154.11 4980.71
200% 2240 166.28 31.34 O 0 0 197.62 164.02 5387.72
300% 33.60 176.37 3329 O 0 0 209.66 174.02 5808.59
400% 4480 18485 3492 181 O 0 221.59 183.92 6243.4
500% 56.00 188.00 3550 9.49 O 0 233.00 193.39 6686.66
600% 67.20 189.54 3578 1326 576 O 244.33 202.79 7134.89
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Figure 13: Total output of thermal power units, injection power of nodes 6, 7, 10, and total carbon emission when nodes
7, 6 and 10 are attacked.

attacks on different single nodes is also different. It is worth noting that when the attacker simultaneously attacks three
nodes, the increase of carbon emissions will reach its maximum. However, as data compensation mechanism gradually
relieves attack impact, carbon emissions caused by attacking different nodes are gradually reduced. Therefore, the
proposed DSSE method can effectively reduce the impact of cyber attacks on carbon emissions.

Finally, when attacking a single node and simultaneously attacking three nodes, a further comparative analysis of
economic cost is performed as shown in Fig.15. As can be seen from Fig.15, economic cost of CPPSs increases with
the increase of attack intensity on a single node, and the degree of increase in economic cost caused by cyber attacks
on different single nodes is also different. It is worth noting that under the same attack intensity, economic cost of
attacking three nodes is greater than that of attacking a single node, which is consistent with the above analysis of
carbon emissions.

5.2. Experimental analysis in China power system

A regional real power system in China is used to validate the proposed approach. The highest load of this power grid
in history is 191.3MW, and there are about 250 00 residents with the highest annual electricity sales of 901 million
kW-h. This real power system includes 28 buses (i.e., four power stations including two wind farms, two 220 KV
substations, two 110 KV substations, etc.), 44 branches and 121 measurements. The system configuration is shown in
Fig.16. The wind unit 1 is connected to node 9, and the wind unit 2 is connected to node 11, and their total output is

Du et al.: Preprint submitted to Elsevier Page 23 of 30



DSSE-based carbon emissions and economic cost analysis for CPPSs under hybrid attacks

350 T T T T T T T T T T T T
L] Attacking node 7
300F [7] [ ] Attacking node 6 .
r u |:] Attacking node 10
_ 250 _|[__] Attacking nodes 7, 6 and 10 |
=
g ] - —
'z 200 | L1 | — -
2 - - A
[} p—
§ 150 -
=
<
®)
100 - 1
50 -

600 500 400 300 200 100
Attack intensity (%)

Figure 14: Carbon emissions of attacking a single node and simultaneously attacking three nodes.
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Figure 15: Economic cost of attacking a single node and simultaneously attacking three nodes.

68MW. The total output of thermal power unit is 123.3 MW, i.e., the clean energy penetration rate is 35.54%.

Specifically, node 9 connected to wind unit 1 is attacked, and random attack intensity is used to tamper with the
injected power of node 9. Considering that power generation of wind unit 1 is greater than that of wind unit 2, the
minimum attack intensity and maximum attack intensity are set as 10% and 60%.

When node 9 (i.e., wind unit 1) is attacked, Fig.17 shows the total output of thermal power units and clean energy
unit, and total carbon emission. Itis evident from Fig.17 that when attack intensity increases, the output of clean energy
units decreases rapidly. At this time, thermal generation units increase their power outputs to maintain the stability of
the total output to maintain power balance constraints. As thermal power units increase their outputs, carbon emissions
also increase rapidly. Finnaly, the compensation mechanism is adopted to relieve the impact of the attack at time instant
9, and this leads to modify distributed state estimation results. OPF is operated based on the revised state estimation
results, which reduces the output of thermal power units, thereby reducing carbon emissions.
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Figure 16: A regional real power system configuration in China.

Table 6
Output of each thermal power unit and total carbon emission when attacking injection
power P, of load node 10

Attack P, Pl P P¢ Pl9 Pl Total TGs Carbon Economic
intensity output emissions  cost
100% 9.00 156.27 29.41 O 0 0 185.68 154.11 4980.71
200% 18.00 164.27 3096 O 0 0 195.23 162.04 5305.49
300% 27.00 17235 3253 0 0 0 204.88 170.05 5640.21
400% 36.00 180.50 3412 0 0 0 214.61 178.13 5985.15
500% 45.00 185.08 3499 3.94 0 0 224.02 185.94 6339.50
600% 54.00 18752 3544 10.3 0 0 233.26 193.61 6699.26

6. Discussion and conclusions

This paper has proposed a novel consensus-based DSSE method for analyzing the impact of hybrid attacks on
carbon emissions and economic cost. The incomplete and non-authentic nature of the tampered data caused by hybrid
attacks are formulated and their influence on distributed state estimation is analyzed. Then, a novel residual-based
attack detection method is constructed in each subregion to determine whether the subregion is secure or non-secure,
and a Kalman prediction-based attack compensation mechanism is designed for non-secure set to reconstruct dis-
tributed state estimation model. Furthermore, according to the reconstructed distributed state estimation model, a
DSSE method under hybrid attacks is proposed and sufficient condition of its convergence is derived, and the impact
of hybrid attacks on carbon emissions and economic cost are analyzed based on the proposed DSSE method. Finally,
experimental results in IEEE 14-bus system and real power system demonstrate feasibility and effectiveness of pro-
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Figure 17: Total output of clean energy units and thermal power units, and total carbon emission when real power system
are attacked.

Table 7
Output of each thermal power unit and total carbon emission when attacking injection
power P, P, and Py,

P, P Py, Pl¢ Pl¢ P/ PJ PI“  Total TGs Carbon Economic
output emissions  cost
80.49 11.20 9.00 156.27 2941 O 0 0 185.68 154.11 4980.71
64.39 2240 18.00 185.17 35.00 3.76 0 0 223.93 185.86 6335.68
48.29 33,60 27.00 1941 36.65 26.82 290 0.03 260.50 216.22 7769.06
3218 4480 36.00 196.73 37.14 33.81 15.82 13.59 297.09 246.58 9232.05
16.10 56.00 45.00 198.93 37.55 39.61 27.57 30.07 333.72 276.99 10706.92
0 67.20 54.00 201.12 3796 4540 39.36 46.63 370.47 307.49 12195.67

posed DSSE method, and further validate that the proposed method can effectively relieve the negative impacts caused
by hybrid attacks on state estimation under different attack intensity, thus relieving the impact of hybrid attacks on
carbon emissions and economic cost.

However, the proliferation of clean energy and electric vehicles brings additional opportunities for the attacker, and
the diversity and complexity of cyber attacks bring a huge threat to the security of CPPSs. The proposed DSSE method
is essentially considered from the perspective of passive defense, i.e., cyber attacks can be detected and measures taken
to relieve the impact of cyber attacks on the system only after the attacker have invaded the system, and malicious cyber
attacks cannot be prevented at the root. Therefore, it is considered in the future work to further improve the security of
CPPSs from the perspective of active defense by using signature and security certification, and make full use of clean
energy to reduce carbon emissions. Moreover, considering some goals such as carbon emissions and economic cost,
etc., game strategies between the attacker and the defender can also be investigated in the future.

Appendix
A Example

1) Attack-free: When neither attack Type 1 nor Type 2 occurs, state estimator j completes local state es-
timation of the states x’z, x’3, f‘,xg, 4, xé, xé of nodes 2, 3, 4, 5, 7, 8, 9 contained in subregion j (i.e.,
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attack-free subregion Jj in Fig. 3), and state estimator i also completes local state estimationof the states

xl,x x3,x xs,x’ of nodes 1, 2 3,4, 5, 6 contained in subregion i. Then, the state estimator j transmits
’3, X/, xé, X/, x x to state estlmatorz through communication network. Finally, subregion

i obtains the states xl, 2, X

the states x

3,x4,x5,x6,x7,x x (i.e., attack-free subregion i in Fig. 3).

2) Attack Type 1 occurs: When attack Type 1 occurs, state estimator j also completes local estimation to

obtain the node state data contained in subregion j. When attack Status 1 occurs, the data from subregion
Jj to the corresponding local state estimator j is tampered, and nodes 2, 4 and 8 receive false data (i.e., Case
1: subregion j with false data in Fig. 3); When attack Status 2 occurs, the data from subregion j to the
corresponding local state estimator j is blocked, so that nodes 2, 4 and 8 suffer from data losses (i.e., Case
2: subregion j with data losses in Fig. 3).

3) Attack Type 2 occurs: According to the above two Cases of attack Type 1, attack Type 2 also has two

consequences. First, according to Case 1, i.e., the states x2, xf‘ and xé are corrupted with false data. When
attack Status 1 occurs at this point, the data from state estimator j to state estimator i is tampered, the state
x; is further tampered, and state estimator i receives data of the states x;, v x7, xé containing false data.
However, since subregion i contains nodes 2 and 4, the state x; and xg returns to normal through local
estlmatlon (1 €., Case 3: subregion i with false data in Fig. 3). Second, according to Case 2, i.e., the state

data of x x and x are lost. When attack Status 2 occurs at thls point, the data transmission from state
estimator Jj to the state est1mator iis blocked and state data of x7 is further lost, and state estimator i does
not receive the states x L x o x and x . However, since subregion i contains nodes 2 and 4, the states x’2
and x’ , return to normal through local estlmatlon (i.e., Case 4: subregion i with data losses in Fig. 3).

B The exchanged state data description under hybrid attacks

1) Attack Type 1 occurs: When attack Type 1 is caused by attack Status 1, the data from subregion j to the

corresponding local state estimator j is tampered, so that the state X’

LAk is corrupted with false data. The

corresponding model £ ls i ¢an be described as [62]

ool N o)
{lsklk (pk(T ;Clk) + (1 - on)xilk (Bl)
where 71 represents attack Type 1, s1 represents attack Status 1, Tk1 =diag(y;, Yz, "+ V), v; = d represents

the i" attacked communication channel, d € R represents attack intensity, @y is a random variable with
value of O or 1 (i.e., @, = 1 represents that FDIAs are successfully launched, ¢, = 0 otherwise).
When attack Type 1 is caused by attack Status 2, the data from subregion j to the corresponding local state

estimator j is blocked, so that the state x?l Kk is lost. The corresponding model can be described as

AJSZ _
Xi1,klk = /‘k)xk|k (B.2)

where s2 represents attack Status 2, ,u}c is a random variable with value of 0 or 1 (i.e., ,u]lC = 1 represents
that DoSs are successfully launched, y i = 0 otherwise)

Therefore, when attack Type 1 is caused by attack Status 1 or attack Status 2, the attacked state xflakl . of
state estimator j is expressed as

£ = (= mlonT 5 ) + (L= 9%, ] (B.3)

2) Attack Type 2 occurs: When attack Type 2 is caused by attack Status 1, the data from state estimator j to

state estimator i is tampered, so that the state X’
can be described as

2.kl is corrupted with false data. The corresponding model

~j.sl N N ~j
25 = Tedh e = T = udlonT % 0 + (1= 9%, 1) (B.4)

where 12 represents attack Type 2, Tk2 is same as Tkl.
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When attack Type 2 is caused by attack Status 2, the data from state estimator j to state estimator i is

blocked, so that the state fc{z Kk is lost. The corresponding model can be described as
Aj,s2 _ _ 2 ,\j,a
X = (1= HOX G (B.5)

where ,u,% is same as /4,1(.
Therefore, when attack Type 2 is caused by attack Status 1 or attack Status 2, the attacked state fcf;kl . of
state estimator j is expressed as

= (1= iDTHA = uplo(TR, ) + (1= 9%, 1) (B.6)
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