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Abstract 

Purpose: With greater numbers of employees using computer-mediated communication, 

cyberaggression is becoming a more pressing problem for employees and their organizations. 

However, whilst a growing body of research illustrates its harmful effects, we know less 

about the factors that drive its occurrence. We therefore sought to identify factors that 

increase the risk cyberaggression among employees.  

Methodology: A random sample of the Swedish working population (N = 11,556) were 

surveyed via Statistics Sweden, which produced a final sample of N = 2,847 (response rate = 

24.6%). 

Findings: Logistic regression analysis showed that emotionally demanding work, availability 

expectations, low perceived work quality, public sector work, and being in a managerial 

position were related to higher levels of experienced cyberaggression. In addition, 

exploratory analyses indicated that some of these factors were more strongly related to 

cyberaggression enacted by organizational insiders compared to organizational outsiders.  

Originality: Together our findings suggest that situational factors are stronger antecedents of 

cyberaggression victimization than personal factors. This has implications for organizations, 

as practical steps can be taken to reduce cyberaggression among employees.   

Keywords: cyberaggression, general aggression model, antecedents, organizational outsiders, 

computer-mediated communication.  

  



1. Introduction  

 According to a recent survey, 41% of U.S. adults have experienced some form of 

online abuse (Pew Research Center, 2021). For some individuals, this abuse is confined to 

their private lives, however many people experience it in relation to their work (e.g. Posetti et 

al., 2021). With the increase in virtual working since the COVID-19, there is a need to 

identify the main causes of work-related cyberaggression. However, somewhat surprisingly, 

only a few studies have examined antecedents of cyberaggression among employees 

(Oksanen et al., 2022; Weatherbee, 2007). This is problematic, as we are lacking an 

understanding of which antecedents are of greater and lesser importance, which prohibits 

organizations from taking an evidence-based approach to intervention.  

 In this study, we address the need for such research by using the General Aggression 

Model (Anderson & Bushman, 2001) to understand the comparative importance of several 

different predictors of cyberaggression. By examining predictors together in a large random 

sample of the Swedish working population, we provide generalizable evidence on which 

factors are most strongly related to work-related cyberaggression. This is important as 

existing studies tend to examine one or two predictors in isolation, which limits 

understanding on their relative strength.  

We also seek to determine whether the factors that are linked to cyberaggression from 

organizational insiders are distinct from those linked to cyberaggression from organizational 

outsiders. Insider initiated aggression is defined as “any behavior initiated by employees that 

is intended to harm an individual within their organization or the organization itself and that 

the target is motivated to avoid” (Hershcovis et al., 2007, p. 229). In contrast, outsider 

aggression involves behavior enacted by people from outside of the organization, such as 

clients, customers, or members of the public. Our study therefore goes beyond existing 

research by examining differences in predictors across organizational insiders and outsiders. 



This is important to understand as it may affect the nature of intervention efforts. For 

example, employees who are subjected to social media abuse from the public may require 

different support to those subjected to email abuse by their colleagues. In the following 

section, we describe the nature of cyberaggression and the theoretical background of the 

study.  

1.1 Theoretical Background 

Cyber mistreatment researchers have differentiated several forms of hostile online 

behavior, including cyberaggression, cyberbullying, trolling, cyber stalking, and cyber 

incivility (Vranjes et al., 2020). In this article we focus on cyberaggression as a broad form of 

cyber mistreatment, defined as “aggression expressed in a communication between two or 

more people using information and communications technologies (ICTs), wherein at least 

one person in the communication aggresses against another in order to effect harm” 

(Weatherbee & Kelloway, 2006, p.461). Empirical studies show that cyberaggression is 

distinct from other forms of workplace mistreatment, including cyberbullying (Farley et al., 

2016) and face-to-face aggression (Richard et al., 2020). Cyberbullying refers to an ongoing 

situation whereby a power differential exists between perpetrator and victim (Platts et al., 

2023), whereas cyberaggression is more transient and does not necessarily involve unequal 

power relations (Vranjes et al., 2018). In addition, cyberaggression encompasses behaviors 

that are more severe in nature, such as written, graphic, or video insults, manipulations of 

pictures and videos, identity thefts, and violent threats (Oksanen et al., 2022). This 

differentiates it from cyber incivility, which involves low intensity behaviors, such as e-mails 

with a rude and discourteous tone (Lim & Teo, 2009).   

Media reports and research findings have highlighted the detrimental impact that 

work-related cyberaggression can exert on employees and organizations. In April 2023, 



Nature reported that 39% of climate scientists had experienced cyberaggression in relation to 

their work, with many reporting that it affected their sleep, productivity, and anxiety levels 

(Vidal Valero, 2023). In addition, a UK survey of female journalists found that three quarters 

had experienced cyberaggression, which had prompted a fifth of them to consider leaving the 

profession (Tobitt, 2023). These reports emphasize the organizational consequences of 

cyberaggression in the form of productivity losses and staff turnover. Yet, research findings 

have also highlighted consequences for employees, as cyberaggression has been linked to 

psychological stress (Oksanen et al., 2022), counterproductive work behavior (Richard et al., 

2020), and diminished psychological health (Ford, 2013). However, relatively few studies 

have sought to examine predictors of work-related cyberaggression. Weatherbee (2007) 

found that employees who believed that their organization had a clear, enforceable policy 

concerning the appropriate use of email experienced less cyberaggression. In addition, 

Oksanen et al. (2022) found that university personnel who were more active users of 

traditional and social media were more likely to experience cyberaggression than those who 

used these media to a lesser extent.  

 To guide our investigation into the predictors of cyberaggression, we adopt the 

General Aggression Model (GAM; Anderson & Bushman, 2001), which offers a broad 

framework through which to understand the situational and personal factors that influence 

aggressive actions. The GAM describes ‘inputs’ as the biological, environmental, 

psychological, and social factors that influence aggressive behavior. Two types of inputs are 

distinguished: situational factors are the features of an individual’s situational context that 

contribute to aggression, such as social climate, or job characteristics. In contrast, personal 

factors are the features of the person that influence victimization, such as sex. 

Like Kowalski et al (2014), we use the GAM to examine factors related to 

victimization, rather than enactment. Therefore, whilst we acknowledge that a range of 



factors may lead an individual to enact cyber mistreatment, such as low self-control (Zhang et 

al., 2022), experiencing mistreatment (Ramos Salazar, 2021), and low empathy (Zych et al., 

2019), we focus on factors that increase the risk of individuals becoming victimized. In doing 

so, we primarily examine work-related predictors for two main reasons. First, theory on why 

cyber mistreatment occurs has argued that it is primarily driven by work-related stressors, 

such as job characteristics, organizational change, and ineffective leadership (Vranjes et al., 

2017). Second, a focus on work environment predictors facilitates the development of 

evidence on how organizations can intervene to prevent cyberaggression, as factors such as 

job characteristics and organizational culture are more malleable than individual personality 

traits. Below, we review existing research to consider the situational and personal factors that 

may increase one’s risk of experiencing work-related cyberaggression. Given the lack of 

research into cyberaggression, we draw upon studies on related forms of cyber mistreatment 

to develop our hypotheses.      

1.2 Situational Factors 

Role Conflict. Role conflict involves the extent to which people experience 

conflicting demands relating to their work tasks (Burr et al., 2019). Theoretically, role 

conflict increases stress, withdrawal from work, and conflict with others, all of which can 

lead an individual to be targeted by aggressive actions (Salin & Hoel, 2020). Role conflict 

has therefore been linked to the occurrence of traditional bullying (Salin & Hoel, 2020) and 

cyberbullying (Czakert et al., 2021; Vranjes et al., 2018). In addition, role conflict may be 

more commonly experienced by virtual workers, as lean forms of media (e.g. email) may 

inhibit clarity about the nature of work tasks (Daft & Lengel, 1986), thereby enhancing the 

likelihood of cyberaggression.   



Hypothesis 1: Employees who report higher levels of role conflict will experience greater 

levels of cyberaggression.  

Availability Expectations. Availability expectations refer to the extent to which an 

employee is expected to be constantly available and accessible outside of work hours (Day et 

al., 2012). It has been argued that technology provides perpetrators with greater access to 

targets, which may increase the likelihood of victimization (Farley et al., 2021). Heightened 

availability also allows perpetrators to abuse targets at times when they are more likely to 

engage in aggression, such as after consuming alcohol. Indeed, Zhang et al (2022) found that 

engaging in technology-mediated work during family time was significantly associated with 

the enactment of cyberbullying behavior. They argued that access to targets outside of 

working hours enhanced the likelihood of cyberbullying, as perpetrators were unconstrained 

by bystanders who might support the target.   

Hypothesis 2: Employees who report greater expectations of availability over computer-

mediated communication will report experiencing more cyberaggression.  

Quality of Work. Quality of work refers to the employee's experience of the 

immediate output of their work, such as the product made, or service accomplished (Burr et 

al., 2019). It comprises the employee’s perceived evaluation of whether they find it possible 

to perform work of a satisfactory quality within their organization, which may be linked to 

cyberaggression from both insiders and outsiders. Conflict often occurs when organizational 

outsiders receive a lower quality product or service than they expect. For example, Spencer et 

al (2023) reported that patients engaged in cyber incivility towards nurses due to unmet 

expectations. Being unable to deliver quality can also lead to conflict between employees, 

particularly when employees seek to scapegoat a colleague when errors or mistakes are made.  



Hypothesis 3: Employees who report lower quality work will report experiencing more 

cyberaggression. 

Emotional Demands. Emotional Demands involve the extent to which an employee 

must deal with the emotions of others in their work role (Burr et al., 2019). Being responsible 

for other peoples’ emotions is likely to increase cyberaggression exposure, especially when 

one must cope with anger. Vranjes et al (2017) note that anger stimulates blame and 

retaliation, which promotes aggression. This is particularly likely in some online 

environments (e.g. social media platforms) where intense negative emotions are expressed 

more overtly, as people have less concern about being negatively evaluated (Derks et al., 

2008; Vranjes et al., 2017). Prior research has identified that emotional care provision is a 

predictor of experiencing workplace violence (LeBlanc & Kelloway, 2002), which tends to 

be enacted by organizational outsiders, such as customers, inmates, or patients (Barling et al., 

2009). A similar trend has been reported in relation to cyber mistreatment, as Spencer et al 

(2023) found that nurses were subjected to cyber incivility from patients, while D’Souza et al 

(2022) reported cyberaggression towards caregivers from patients’ relatives.  

Hypothesis 4: Employees who report greater emotional demands will experience more 

cyberaggression.  

Sector. Evidence is accumulating that both traditional and cyber forms of bullying 

occur to a greater extent in the public sector than the private sector (Ikeda et al., 2022; Zapf et 

al., 2020). Public sector jobs involve high levels of interdependent work, which may increase 

the opportunity to attack or negatively evaluate someone else’s contribution (Zapf et al., 

2020). Working with outsiders is common in public sector jobs such as teaching, healthcare, 

and social work and research indicates that employees in these professions do encounter 

cyber abuse from outsiders (e.g. Cassidy et al., 2017; D'Souza et al., 2022; Forssell, 2020b; 



Kagan et al., 2018). This may occur because outsiders are unconstrained by the sanctions that 

insiders face for engaging in abusive acts (Farley et al., 2021) and because some online 

environments allow outsiders to maintain a sense of anonymity, thus heightening the 

likelihood of abuse (Vranjes et al., 2017).  

Hypothesis 5: Public sector workers will experience greater cyberaggression than private 

sector workers. 

1.3 Personal Factors 

 Age. Mowry and Giumetti (2019) summarized existing findings on how age relates to 

cyber mistreatment, which highlighted a small significant negative relationship between age 

and cyberbullying in several studies (Forssell, 2020a; Kowalski et al., 2018; Oksanen et al., 

2020). Although there have been fewer studies on cyberaggression, Ford (2013) reported a 

small, significant negative correlation with age. Together, these findings suggest that younger 

workers are more likely to experience cyberaggression than older workers. One explanation 

for these findings is that younger employees spend more time online than older employees 

(Mowry & Giumetti, 2019), which increases the likelihood of experiencing cyberaggression.  

Hypothesis 6: Younger workers will report experiencing more cyberaggression than older 

workers.   

 Sex. Several studies on workplace cyberbullying report that males are exposed to 

more cyberbullying behavior than females (Forssell, 2016; 2020a; Choi & Park, 2019; 

Vranjes et al., 2018). A similar pattern of results is observed in studies on cyber incivility 

(Krishnan, 2016; Wang et al., 2022). It is not clear why men might experience more cyber 

mistreatment than women, although one possible explanation is that men are involved in 

more online conflicts than women, and therefore both enact and experience more 

cyberaggression.  



Hypothesis 7: Males will report experiencing more cyberaggression than females.   

 Managerial position. Research consistently reports that managerial staff experience 

more cyber mistreatment than non-managers (Forssell, 2016; Gardner et al., 2016; Ikeda et 

al., 2022; Oksanen et al., 2022). This is a curious finding, as managers are typically in 

positions of power within organizations. However, it has been suggested that disgruntled 

employees may vent frustrations with their managers on social media websites (Farley et al., 

2021). Managers may also face cyberaggression from outsiders by virtue of their role as the 

face of the organization. For example, Forssell (2020b) highlights the experience of a school 

leader who was subjected to cyberbullying by dissatisfied parents on a social media website.  

Hypothesis 8: Managers will experience more cyberaggression than non-managers.  

2. Method 

 The data were collected using a survey that sought to validate the third version of the 

Copenhagen Psychosocial Questionnaire (COPSOQ) in Sweden (for full details see 

Berthelsen et al, 2020). The data were collected between September and November 2018 

from a random sample of 11,556 employees via Statistics Sweden (SCB). A total of 3,642 

(30.9%) people responded to the cross-sectional survey. However, to be included in the final 

sample, respondents needed to be 25–65-year-old workers living in Sweden, who had a 

colleague, and who had worked for at least three months prior to completing the survey. The 

three-month working criterion was necessary so that participants had sufficient experience of 

work to provide informed responses to the study measures. The criterion of having a 

colleague was adopted to ensure that employees could provide an indication of whether they 

had experienced insider-enacted cyberaggression. Finally, the age range criterion was initially 

20-65-year-olds, however the response rate among the 20–24-year-olds was low, and a high 

proportion of this age group remained in higher education, therefore a decision was made to 



exclude this age group from further analyses (Berthelsen et al, 2020). After applying these 

inclusion criteria, a final sample of N = 2,847 was obtained. Of the 2,847 respondents, 56% 

were female, their mean age was 47.7 (SD = 10.8), and the most common occupational group 

was professionals (35%). Most respondents either worked in the private sector (47.1%), or 

the public sector (44.7%) and the majority worked over 30 hours per week (88.6%). The 

Regional Ethical Review Board of Sweden approved the study (Dnr 2018–392). 

2.1 Measures 

 Work-related cyberaggression. Cyberaggression was measured with a single item 

from COPSOQ III (Berthelsen et al, 2020; Burr et al., 2019): ‘Have you been exposed to 

work-related harassment on the social media (e.g. Facebook), by e-mail or text messages 

during the last 12 months?’. In the COPSOQ III survey (Berthelsen et al, 2020), the item is 

labelled as a measure of cyberbullying, however given that it makes no reference to repetition 

or power imbalance, we concluded that it is a more valid measure of cyberaggression. As part 

of the item validation process, cognitive interviews were held with 36 potential respondents 

from the target group to clarify how different measures were interpreted by the respondents. 

The interviews revealed that participants considered whether they had been exposed to severe 

forms of harassment online when answering the item, but they did not consider low level 

forms of cyber mistreatment (e.g. cyber incivility). The response options were Yes, daily 

(100); Yes, weekly (75); Yes, monthly (50); Yes, a few times (25); and No (0). Following 

exposure to this item, participants then answered a second item, which asked ‘If yes, from 

whom? (You may tick off more than one)’. The response options for this second item were 

Colleagues; Manager/superior; Subordinates; and Clients/customers/patients.   

Role conflict, quality of work, and emotional demands were operationalised using the 

Swedish standard version of COPSOQ III (Berthelsen et al, 2020; Burr et al, 2019). The 



COPSOQ items have five response options on Likert-type scales, which for statistical 

analyses were scored 0, 25, 50, 75, 100. Scale scores were computed as means of items 

(range of 0–100), and the scale score was set to missing if respondents had replied to less 

than half of the items included in the scale.  

Role Conflict. Role conflict was measured using a three-item scale. A sample item is 

‘Are contradictory demands placed on you at work?’. The response options were: To a very 

large extent; To a large extent; Somewhat; To a small extent; and To a very small extent. The 

Cronbach’s alpha of the scale was 0.71 and higher scores represented greater levels of role 

conflict. 

Quality of Work. Quality of work was measured with a two-item scale. A sample 

item is ‘To what extent do you find it possible to perform your work tasks at a satisfactory 

quality?’. The response options were: To a very large extent; To a large extent; Somewhat; 

To a small extent; and To a very small extent. The Cronbach’s alpha was 0.69 and higher 

scores indicated perceptions of engaging in higher quality work. 

Emotional demands. Emotional demands were measured using a three-item scale A 

sample item is ‘Do you have to deal with other people’s personal problems as part of your 

work?’. The response options were: Always; Often; Sometimes; Seldom; and Never/hardly 

ever. The Cronbach’s alpha of the measure was 0.86 and higher scores on this variable 

represented greater emotional demands. 

Availability Expectations. Availability expectations were measured using two-items 

from the Swedish Labor Inspection’s 2017 work environment survey (Arbetsmiljön 2017). A 

sample item is ‘Does your employer expect you to read work-related e-mail during leisure 

time?’. The response options were: Always; Often; Sometimes; Seldom; Never/Almost 

Never. The Cronbach’s alpha of the scale was 0.83 and higher scores indicated greater 



availability expectations. The scale score was computed in the same way as the COPSOQ 

scales. 

The demographic factors of sector, sex, and managerial position were all measured 

using single items. For sector, the response options were ‘private’, ‘public’, and ‘other’. For 

sex, the response options were ‘male’ and ‘female’. For managerial position, the response 

options were ‘manager’ and ‘non-manager’. Age was assessed in two ways, firstly as a 

continuous variable that was used in the inferential analyses, however it was also assessed 

using a set of four response options which were 25-35 years, 36-45 years, 46-55 years, 56-65 

years. The information gathered from these response options was used to provide descriptive 

information (see tables 1 and 4).  

2.2 Data analyses 

The analytical procedure involved three steps. In the first step, descriptive statistics 

and intercorrelations between the study variables were calculated. In the second step, a binary 

logistic regression model was estimated to explore the associations between situational 

factors, personal factors, and exposure to cyberaggression. In the final step, exploratory 

analyses were conducted to explore differences in predictors for insider- and outsider-

instigated cyberaggression.  

An initial exploration of the data revealed that the prevalence of cyberaggression in 

the sample was low, with only 79 respondents (2.8%) reporting some experience of it. Of 

these, 1 had experienced it daily, 0 experienced it weekly, 4 had experienced it monthly, and 

74 had experienced it a few times. Given the lack of variance across the response categories, 

the responses were collapsed into a single category representing all those who had been 

exposed to cyberaggression. To test the study hypotheses, the associations between the 

predictors and cyberaggression were then calculated as odds ratios (ORs) with 95% 



confidence intervals (CIs). Traditionally, variables such as age, sex, and sector are usually 

treated as control variables when examining antecedents of workplace mistreatment. 

However, in the current study these variables were examined as predictors, which meant that 

we did not control for any variables in the analyses as there was no theoretical rationale for 

doing so (Bernerth & Aguinis, 2016). Given the absence of relevant control variables, we 

computed a single logistic regression model in which all the predictors were entered 

simultaneously. The work environment predictors in this model mostly came from the 

COPSOQ questionnaire where scales are scored from 0-100. Therefore, the ORs are shown 

for 10-point differences in scale scores, as a change of 5-10 points is considered meaningful 

when working practically with the COPSOQ measures (Pejtersen et al., 2010).  

To address the research question of whether the predictors of insider-enacted 

cyberaggression differ from the predictors of outsider-enacted cyberaggression, we conducted 

a set of exploratory analyses. We first examined whom the respondents reported as 

perpetrators of cyberaggression, which revealed that 12 participants (15.2% of targets) 

experienced it from a manager, 24 (30.4%) experienced it from colleagues, 9 (11.4%) 

experienced it from a subordinate, and 43 (54%) experienced it from clients, customers, or 

patients. We then used information on the perpetrators of cyberaggression to create two new 

variables. These variables represented (1) individuals who had only experienced 

cyberaggression from organizational insiders (comprising those who had experienced it from 

managers, colleagues, and subordinates) and (2) individuals who had only experienced 

cyberaggression from organizational outsiders (i.e. from clients, customers, and patients). 

Individuals who reported experiencing cyberaggression from both insiders and outsiders were 

not included in either variable, however only 5 (6.3%) of the 79 cyberaggression targets 

reported dual exposure. In addition, one respondent did not state the identity of the 

perpetrator and consequently they were also not included in either variable. In total, 35 



(44.3%) of the 79 cyberaggression targets were only exposed to insider-initiated 

cyberaggression, while 38 (48.1%) of the 79 were only exposed to outsider-initiated 

cyberaggression.  

To understand whether the categorical predictors differed in relation to insider- and 

outsider initiated cyberaggression, we conducted a series of chi-square tests. These sought to 

identify whether there were significant predictors of insider-initiated cyberaggression, which 

were non-significant for outsider-initiated cyberaggression, and vice versa. To understand 

whether the continuous predictors differed in relation to insider and outsider initiated 

cyberaggression, we explored a series of spearman’s correlations that showed how the 

predictors related to insider and outsider initiated cyberaggression. Spearman’s correlations 

were adopted instead of Pearson’s correlations due to the non-normal distribution of the 

cyberaggression variables. In the exploratory analyses, the 5 respondents reporting exposure 

from both insiders and outsiders and the single respondent who did not report perpetrator 

were excluded. Statistical analyses were conducted using SPSS Statistics version 28. 

3. Results 

The 12-month prevalence rate for exposure to cyberaggression was 2.8% (n=79), with 

the results for different subgroups detailed in Table 1. Cyberaggression was more common 

among public sector employees and managers, with no statistically significant differences in 

relation to age or sex. Bivariate Spearman’s correlations between cyberaggression and the 

continuous predictor variables of age, role conflict, availability expectations, emotional 

demands, and quality of work can be seen in Table 2, which shows small significant 

relationships between cyberaggression and all predictors, apart from age. Spearman’s 

correlations were adopted due to the non-normally distributed cyberaggression variable.  

Insert Table 1 Here 



Insert Table 2 Here 

Logistic regression was used to analyze the relationship between situational factors, 

personal factors and cyberaggression. Table 3 shows the results of the binary logistic 

regression analysis. Hypothesis 1 was not supported as role conflict was not significantly 

related to cyberaggression (OR = .90, p = .21). However, both high availability expectations 

(OR = 1.12, p < .05) and low quality of work (OR = .82, p < .01) were significantly linked 

with cyberaggression, which supports hypotheses 2 and 3. In support of hypothesis 4, we 

found that emotional demands were significantly positively associated with cyberaggression 

(OR = 1.16, p < .05). This result should be interpreted in the way that when holding all other 

predictor variables constant, the odds of exposure to cyberaggression increased by 16 percent 

(95% CI 1.02-1.31) for a 10-point increase in emotional demands (on a scale ranging 0-100). 

Sector was also shown to be a significantly linked to cyberaggression (OR = 2.66, p < .01), 

with employees in the public sector experiencing cyberaggression more often, which provides 

support for hypothesis 5. Together these results suggest that situational factors play an 

important role in shaping whether an individual experiences cyberaggression. 

Insert Table 3 Here 

When considering the personal factors, we found that age (OR = .99, p = .34) and sex 

(OR = 1.35, p = .28) were non-significantly associated with cyberaggression, therefore 

hypotheses 6 and 7 were not supported. However, in support of hypothesis 8, managerial 

position was significantly linked to cyberaggression (OR = 1.77, p < .05), with managers 

being more likely to experience it than non-managers.  

3.1 Exploratory analyses  

Table 4 shows that age, sex, and managerial status did not separately influence insider 

nor outsider initiated cyberaggression. In contrast, public sector employees were exposed to 



outsider-initiated cyberaggression χ² = (1) 5.80, p < .05 more often than private sector 

employees. The same tendency was seen for insider-initiated cyberaggression but did not 

reach statistical significance (p = 0.07). Spearman’s correlations were calculated to examine 

how the continuous predictors were related to insider and outsider cyberaggression (see Table 

5). These correlations showed that role conflict, availability expectations, and quality of work 

were significantly associated with insider-initiated cyberaggression, but not outsider-initiated 

cyberaggression. In contrast, emotional demands were significantly associated with both 

insider-initiated and outsider-initiated cyberaggression.   

Insert Table 4 Here 

Insert Table 5 Here 

4. Discussion  

Understanding what makes employees vulnerable to cyberaggression is important 

given the increase in virtual forms of working since the COVID-19 pandemic. Our findings 

indicate that employees may be more at risk of cyberaggression when they hold a managerial 

position, are responsible for the emotions of others, work in the public sector, do not have 

working conditions where they can produce quality work, and are expected to be constantly 

available over technology.  

Similar to other studies of cyber mistreatment (Forssell, 2016; Ikeda et al., 2022; 

Oksanen et al., 2022), we found that managers experienced cyberaggression to a greater 

extent than non-managers. We also found that availability expectations and perceived quality 

of work are significantly related to cyberaggression. As far as we are aware, these factors do 

not commonly predict exposure to face-to-face aggression, which means that those 

responsible for virtual workers need to be aware that these variables may increase the risk of 

cyberaggression exposure. Interestingly, we found that role conflict was unrelated to 



cyberaggression, but existing studies show that this is a prominent antecedent of workplace 

bullying (Salin & Hoel, 2020). As such, it seems that certain factors are more important 

predictors of aggression in the offline context than the online context, and vice versa. 

Nevertheless, working in the public sector and engaging in emotionally demanding work are 

antecedents of face-to-face aggression (LeBlanc & Kelloway, 2002; Zapf et al., 2020), and 

they were also significantly associated with cyberaggression in the current study. This 

highlights the need for theory development on which antecedents have greater weight in the 

online and offline contexts, as well as which antecedents are important in both contexts.  

Our study also explored whether the predictors of cyberaggression varied according to 

the perpetrator’s status as an organizational insider or outsider. We found that role conflict, 

availability expectations, and quality of work were linked to cyberaggression from insiders, 

but not outsiders. In contrast, emotional demands were linked to cyberaggression from both 

sources. These analyses were exploratory and thus should be interpreted with some caution, 

nevertheless they highlight factors that may be relevant depending on the extent to which 

employees work with insiders or outsiders. For example, if employees rarely work with 

organizational outsiders, organizations may be able to minimise the extent to which they 

experience cyberaggression by providing role clarity, conditions for good quality work, and 

by limiting availability expectations. Interestingly, we found that there was an almost equal 

split between those who had experienced cyberaggression from insiders compared to 

outsiders. This highlights that cyberaggression is not a problem that is confined to one 

specific source but occurs equally across insiders and outsiders.    

4.1 Limitations  

A few limitations should be acknowledged. First, we used a single item to capture 

exposure to cyberaggression, which may have resulted in lower reliability and a less fine-



grained assessment of the construct (Allen et al., 2022). However, in recent years it has been 

recognised that single items have considerable advantages, including reducing the burden on 

participants and providing high levels of face validity (Fisher et al., 2016). As part of the 

validation of the COPSOQ instrument (Berthelsen et al., 2020), interviews were undertaken 

with participants to understand their reaction to the cyberaggression item, which corroborated 

face validity. This study also provided evidence of the criterion validity of the item, as most 

study hypotheses were supported, which indicates that the relationship between the measure 

and other variables is generally as expected. Given that single item measures have produced 

equivalent results to multiple-item scales in meta-analyses (Ang & Eisend, 2018), we felt that 

the use of a single item in this circumstance was warranted, particularly given its use in a 

widely distributed national survey. A second limitation concerns the cross-section nature of 

the study, which means that alternative explanations for the findings should be considered, in 

that cyberaggression may predict the personal and situational factors explored within the 

study. Future longitudinal research is therefore needed to determine the direction of causality 

between these variables, and we also encourage researchers to examine a broader array of 

antecedents than those examined in this study. We predominantly examined work 

environment predictors of cyberaggression, however there is a need to examine a broader 

array of predictors, including personal predictors of cyberaggression enactment and exposure. 

A third limitation concerns the relatively low number of people who were subjected to 

cyberaggression, which limited statistical power, particularly for the insider-outsider 

analyses. The low prevalence rate indicates that cyberaggression is likely to be an uncommon 

phenomenon, particularly in Swedish workplaces. Nevertheless, our study indicates that 

certain situational factors could be important determinants of exposure and there is a need to 

investigate these relationships in larger samples. Finally, it should be noted that imbalanced 

data sets may lead to biased estimates in logistic regression models. However, such bias has 



not been found to be substantial when there are approximately 10 observed outcomes for each 

predictor variable in the model (Vittinghoff & McCulloch, 2006), which was the case in the 

present study. 

4.2 Practical implications 

Our findings have clear practical implications, as organizations can directly intervene 

to reduce employees’ availability expectations and to increase conditions for high quality of 

work. Regarding the former, organizations can implement clear boundaries regarding 

working time that stipulate when an employee is no longer expected to respond to work 

communications. To further solidify these boundaries, employees could set out of hours 

emails to emphasize that they are unavailable during non-work hours. Improving the quality 

of work may be more challenging, as this may depend on uncontrollable factors, such as 

demand for products and services, or the availability of staff. Nevertheless, public facing 

organizations such as hospitals and airports often make clear to members of the public that 

abuse towards staff will not be tolerated using posters, or other communications. These 

communications could be extended to cover online abuse, such as UEFA’s ‘real scars’ 

advertising campaign which seeks to reduce the abuse directed toward football players and 

officials over social media. This makes clear that aggression is not a legitimate response 

when people feel that they have not received a quality product or service.  

4.3 Conclusion 

The COVID-19 pandemic has accelerated the use of virtual working. As a result, 

organizations need to be aware of factors that may increase the risk of cyberaggression. Our 

study sheds light on possible risk factors, which has implications for organizations as 

practical steps can be taken to limit the risk of cyberaggression among employees.   
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Table 1  

Number (N) and percentage (%) of individuals exposed to cyberaggression by sex, age, 

position, and sector.  

Group  N (%) total sample  

 

N (%) exposed to 

cyberaggression 

p 

 

Sex                       

   

Women 1,597 (56.1%) 45 (2.8%) .88 

Men 1,250 (43.9%) 34 (2.8%)  

    

Age group            

25-35 years 476 (16.7%) 16 (3.4%) .80 

36-45 years 652 (22.9%) 16 (2.5%)  

46-55 years 905 (31.8%) 26 (2.9%)  

56-65 years 814 (28.6%) 21 (2.6%)  

    

Managerial 

Position 

 

   

Employee 1,903 (66.8%) 43 (2.3%) <.01 

Manager 930 (32.7%) 36 (3.9%)  

Sector    

Public 1,271 (44.6%) 48 (3.8%) <.001 

Private 1,354 (47.6%) 23 (1.7%)  

 

Source(s): Authors’ own creation/work 

 

 

  



Table 2 

Spearman correlations, means and standard deviations for the continuous study variables and 

cyberaggression 

Variable 1 2  3 4  5  

1. Age  -     

2. Role conflict -.13** -    

3. Availability 

expectations 

-.05* .19*** -   

4. Emotional 

Demands 

.01 .36*** .11*** -  

5. Quality of work .05** ‒.49*** ‒.08*** ‒.23*** - 

6. Cyberaggression  

(no = 0, yes = 1)  

-.01 .05** .07** .08** -.06** 

M (SD) 47.74 

(10.78)  

41.84 

(1.93) 

28.80 

(2.86) 

47.69 

(2.52) 

67.89 

(1.82) 

N 2,847 2,829 2,813 2,817 2,835 

Note. * p < .05, ** p < .01, *** p < .001. M = mean; SD = standard deviation.   

 

Source(s): Authors’ own creation/work
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Table 3  

Odds ratios (OR) and confidence intervals (CI) for factors predicting exposure to 

cyberaggression during the last 12 months. 

  Exposure to 

cyberaggression 

(N = 79) 

 OR CI 

Role Conflict .90 .77 1.06 

Availability expectations 1.12* 1.03 1.22 

Quality of work .82** .71 .94 

Emotional demands 1.16* 1.02 1.31 

Sector (public) 2.66** 1.47 4.84 

Age .99 .97 1.01 

Sex 1.35 .78 2.33 

Managerial position 1.77* 1.05 2.99 

Nagelkerke R Square .084 

Note. * p < .05, ** p < .01, *** p < .001. For the dichotomous 

predictors sex, managerial position, and sector, the reference levels 

were male, no managerial position, and private sector. OR shown for 

10-point difference in scale scores.  

 

Source(s): Authors’ own creation/work 
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Table 4  

Number (N), percentage (%), and Chi-square of individuals exposed to insider- and outsider- cyberaggression by sex, age, position, and 

sector.  

Group  N (%) entire 

sample 

N (%) exposed to 

insider 

cyberaggression 

 

χ² N (%) exposed to outsider 

cyberaggression 

χ² 

Total 2,847 35 (1.23%)  38 (1.34%)  

 

Sex                       

     

Women 1,597 (56.1%) 21 (1.3%) 0.22 20 (1.3%) 0.19 

Men 1,250 (43.9%) 14 (1.1%)  18 (1.4%)  

      

Age group              

25-35 years 476 (16.7%) 9 (1.9%) 2.23 7 (1.5%) 2.13 

36-45 years 652 (22.9%) 8 (1.2%)  5 (0.8%)  

46-55 years 905 (31.8%) 10 (1.1%)  13 (1.4%)  

56-65 years 814 (28.6%) 8 (1.0%)  13 (1.6%)  

      

Managerial 

Position 

 

     

Employee 1,903 (66.8%) 21 (1.1%) 0.85 21 (1.1%) 2.51 

Manager 930 (32.7%) 14 (1.5%)  17 (1.8%)  

Sector      

Public 1,271 (44.6%) 20 (1.6%)  24 (1.9%)  

Private 1,354 (47.6%) 11 (0.8%) 3.28 11 (0.8%) 5.80* 

Note: Note: * p < .05.  

Source(s): Authors’ own creation/work 
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Table 5  

Spearman correlations for exploratory analyses 

 Age  Role 

conflict  

Availability 

expectations 

Emotional 

Demands  

Quality of 

work  

Cyberaggression 

from insiders  

-.03  .07** .06** .04* -.07** 

Cyberaggression 

from outsiders 

.01  -.01 .03 .06** -.01 

Note. * p < .05, ** p < .01.  

Source(s): Authors’ own creation/work 

 

 


