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Security-Reliability Tradeoff in UAV-Carried Active RIS-Assisted
Cooperative Networks

Jing Yuan, Gaojie Chen, Senior Member, IEEE, Miaowen Wen, Senior Member, IEEE, Dehuan Wan,
and Kanapathippillai Cumanan, Senior Member, IEEE

Abstract—In this letter, we propose an unmanned aerial vehicle
(UAV)-carried active reconfigurable intelligent surface (RIS)-
assisted cooperative network (UARCN) with a source (S), a
trustworthy user (U), and an untrustworthy user (E), which is
bridged by multiple half-duplex decode-and-forward relays and
an active RIS mounted on a hovering UAV. In the UARCN, both
U, E, and relays receive the signal from S through the active
RIS merely in the first time slot; then one out of the successful
decoding relays is selected to further transmit information via the
direct link and RIS in the second time slot. The outage probability
and intercept probability are jointly analyzed to investigate the
security and reliability tradeoff (SRT) of the system. Simulation
results validate our theoretical analysis, revealing that the active
RIS can bring greater improvement to the system SRT than
passive or hybrid RIS, and its location can be further optimized.

Index Terms—Active reconfigurable intelligent surface (RIS),
relay, outage probability, intercept probability, security-reliability
tradeoff.

I. INTRODUCTION

O address the rising demands of data traffic, reliability,

and security, the reconfigurable intelligent surface (RIS)
has been proposed and thoroughly investigated over the past
few years [1]. However, the widely known passive RIS-
assisted systems have a double fading issue. Therefore, many
researchers have combined relays with passive RIS to combat
the double fading as well as harness the benefits of both.
The authors of [2] utilized a decode-and-forward (DF) relay
to improve the achievable rate of the system with only a
weak link between the RIS and the destination. Besides, it
has been demonstrated that the throughput of a RIS-relay-
assisted cooperative system can be greatly improved by jointly
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optimizing the relay selection and the reflection coefficients
of RIS using deep reinforcement learning [3]. The authors
of [4] proposed both the joint and integrated RIS and relay
transmission schemes, and verified that the bit error rate and
achievable rate are improved significantly compared to the
single RIS networks. Moreover, several buffer-aided relays
were used to enhance the RIS-assisted system in [5], and the
authors maximized the secrecy rate with a delay constraint by
jointly optimizing the relay selection and RIS coefficients.
However, the fixed position of the relay and RIS in [2]-
[5] inevitably creates a problem: when the RIS is blocked by
an obstacle and the performance improvement that the relay
can bring to the system is weak, such a relay-RIS system will
face a fatal blow. Therefore, some studies have investigated
the complementarity of the unmanned aerial vehicle (UAV)
and the RIS, which can provide more degrees of freedom
to improve system performance. Specifically, the trace and
transmit power of the UAV-mounted base station as well as
the reflection coefficients of RIS installed on the facade of
a building were jointly optimized to maximize the security
rate in the presence of a legitimate user and an eavesdropper
in [6], while the authors of [7] extended the work to a
multi-user and multi-eavesdropper system and applied deep
reinforcement learning to the similar optimization problem. In
[8], the RIS was mounted on the UAV to connect the source
and the user blocked by some obstacles, revealing significant
improvements in the outage probability (OP) and bit error rate
performance. Nevertheless, double fading still exists in the link
associated with passive RIS in RIS-UAV cooperative networks.
To further eliminate this negative effect, the active RIS, which
can effectively resist the fading by amplifying the incident
signal at the cost of energy consumption and noise, emerges
recently. The authors of [9] analyzed the difference between
active RIS and passive RIS from different perspectives and the
performance differences brought by them. The safety of active
RIS-assisted system was also discussed in [10]. However, there
are few models of active RIS combined with UAVs and relays.
On the other hand, the above mentioned studies were either
concerned with the reliability or security of the system, which,
however, may interact with each other. For example, given a
system comprising a legitimate user and an eavesdropper, if the
OP of the legitimate link is reduced by increasing the transmit
power, the risk of a successful interception on the wiretap link
is also increased, and vice versa. Therefore, the authors of [11]
proposed a relay selection system with the concept of security
and reliability tradeoff (SRT) to strike a balance between
system reliability and security, which are characterized by OP
and intercept probability (IP), respectively. Since then, the SRT
of extended networks, including the artificial noise-aided non-
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Fig. 1. The system model of UARCN.

orthogonal multiple access network, has been widely studied
[12]. Motivated by the aforementioned, we investigate the
SRT of a UAV-carried active RIS-assisted cooperative network
(UARCN), where multiple half-duplex (HD) DF relays and a
UAV-carried active RIS connect the source with the trustwor-
thy and untrustworthy users. By dividing all possible cases
into two main categories based on whether at least one HD
DF relay successfully decodes the signal, we analyze the OP of
the trustworthy link and IP of the untrustworthy link to jointly
investigate the system SRT. Simulation results demonstrate the
correctness of the theoretical analysis and show that, compared
with the passive or the hybrid RIS strategy, the proposed active
RIS method shows more potential to improve system SRT.

II. SYSTEM MODEL

The UARCN is shown in Fig. 1. Specifically, the system is
composed of a source (S) and two receivers (the trustworthy
user U and the untrustworthy user E), which are bridged by
K HD DF relays'. Let L denote the kth relay, where k €
K ={1,2,..., K}. Due to blockages, there are no direct links
between S and U as well as between S and E. Therefore, a
UAV-carried N-element active RIS (R) is used to enhance the
network?. Besides, all of S, U, E, and Ly, k € K are equipped
with a single antenna.

In the proposed system, S intends to send signal to U
through the RIS and relays at a fixed data rate Ry over two
time slots. Specifically, in the first time slot, a unit-power
confidential signal x € C is transmitted to U through the
cascaded channel constructed by the RIS from S, and the
multiple relays receive it at the same time. If all relays fail
to decode the signal, they remain silent; otherwise, one of the
successful decoding relays is selected to forward the signal to
U through the cascaded and direct links in the second time slot.
Meanwhile, the untrustworthy user E can wiretap the signals.

Without loss of generality, the path loss of all channel
links is characterized by L = Cy(dr/dg)™ " with 11 =
{sr, sli, ru,re, rlg, lpr, lpu, lze} denoting the links S-R, S-
L, R-U,R-E, R-Ly, L;-R, L;-U and L;-E, k € K, where Cj
is the path loss at the reference distance dyp = 1 m, and dyy and
agr denote the length and the path loss coefficient of the link IT,
respectively. Let hry, = |k, [e7¥m € C, 11y € {slk, lyu, lxe}
represent the channel coefficients of the link II; which are

IThis model can be used in scenarios where some areas with existing relay
equipment need to enhance communication in a short period of time.

2The optimization of UAV’s trajectory can be achieved by the algorithms
proposed in [6] and [7].

irrelevant to RIS, and gr, € CV, Il € {sr, 7y, lpr, ru,re}
denote those of the link Hg assomated w1th the RIS with
gm, = [lgh,|e/02 g, |92, .. g, |e#12]7 . Therefore, it
is natural to assume that A, follows CN(O 1), and gfj,, n €

{1,2,..., N} is modeled as normalized line-of-sight
(LoS) link [6]. All channels are independent of each other
and experience quasi-static flat fading over two time slots.
The signals reflected by the RIS more than once are so weak
that they can be ignored [1]. Moreover, E and U are assumed
to belong to the same system, so we consider the statistical
CSI for E [13].

Denote the amplitude and phase shift of the nth RIS element
in the first time slot as a! and 6, respectively, where t
represents the parameters in the first time slot. To maximize
the received SNR of U, the phase shifts of RIS are set to the
values that can offset the phase of the S-R-U link, namely
0 = —¢ — ¢, n € N [4]. Besides, for brevity, all
elements are assumed to have the same amplitude, namely
a}; = a1, n € N with a; > 1 [14]. Therefore, the received
SNRs of Li, k € K, U and E in the first time slot can be
expressed as

9112
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Vi ;
" Lyad| X0, e”% "Ny + No ’
"Yi _ P, »Cswcrual

ma1|z _,el? 2 N1+N0

Py ﬁsrﬁrea1| anl ewi‘
Tea1| Z

respectively, where 0}, = 0} + @7 + ¢ , 02 = 0], + %zk
93 = 0]+ @n, 04 = O0F + 7, + @, V5 = O, + o, Py s
the transmit power of S, and N; and Ny denote the power of
the noise at the elements of active RIS and the additive white
Gaussian noise (AWGN) at the receiving nodes, respectively.
Consequently, the capacities of S- Lk, k € K, S-R-U, and S-
R-E links can be expressed as C = 1logy(1 + ’ylk) Cl =
Llogy(147f), and Cf = 3 log2(1 + 'ye) respectively.
Similarly, the amphtude and phase shift of the nth RIS
element in the second time slot are denoted as a} and 6%,
respectively, where I represents the parameters in the second
time slot. The phase shifts of RIS are adjusted to align
the signals from the cascaded channels with that from the
direct link to maximize the received SNR of U, namely,
0} = o0 — ¢, — ¢r,» and we assume that af, = az, n € N
with as > 1. Provided that at least one of the relays perfectly
decodes the signal, there are 2% possible sets containing
all of the successful decoding relays, which is denoted as
L € {¢,L1,Ls,...,Lyx_; } with ¢ representing the empty set.
When L # ¢, the received SNRs of U and E from the selected
relay Ly € L in the second time slot can be expressed as
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respectively, where 95 = 0%+, 97 = 05+ +or 95 =
0F + 7., and P is the transmit power of the selected relay.
Furthermore, instead of deriving the optimal relay with the
help of an optimization method, we use a suboptimal solution
here, that is, the selected relay from the successful decoding
set is the one that maximizes the received SNR of U, which
is expressed as®

3)

— 1

L =arg, WX, e
and the resulting SNRs of U and E in the second time slot can
be denoted by ’yi* and *yg*, respectively. Obviously, U and E
can perform detection using both the received signal copies
in the first and second time slots. Specifically, by using the
selection combing (SC) rule , the achievable rates by U and
E can be obtained by C,, = % logy(1 + max{~},vi.}) and
Ce. = 3logy(1+ max{~y},v4.}), respectively [11].

III. PERFORMANCE ANALYSIS

The OP of the trustworthy link and IP of the untrustworthy
link are analyzed in this section. We note that ¥} ~ 95, n €
N can be easily proved to be independent of each other and
follow the uniform distribution in [0, 27).

A. The Analysis of OP
Considering the 2% mutually exclusive possibilities of L,
the OP can be deduced as

Pouy =P (L=¢)P (C} < Ry)
2K 1
+Y  PL=L)P(Cu<RyL=L).

1) L = ¢: No successful relay decoding means that the
outage occurs in all the S-Lj, £ € K links in the first time
slot, which can be expressed as

K K
— ) — T —
PL=0)=T],_ P(cl <) =TI, £y (2. ®
where 2 = 22F¢ 1 Let Ty, = /Lg% +

/ LsrLri, a1 Zi:;l ej‘97lz, and define the denominator of 'y;rk
as Ty. By applying the central limit theorem (CLT) and the
rule for the sum of squares of Gaussian variables to the real
and imaginary parts of 73, as well as by referring to [15] for
Ty, it can be deduced that the cumulative distribution function

(CDF) of 'y;[k = P,|Ty|?/Tor can be derived as

7N()Z
€xp (P (Lo, +N
_ s slk+ ['sr»cﬂk)
Fy(:)=1 : Ve 220 ()
T Lo, N L)

As a result,3 (5) is solved. On the other hand, we define T5 =
| 25:1 ¢/7%|? and we can infer that [15]
PsLgrLyyai N?

- N,
P (C’l < Rg) = exp ( - /J:ia%NlN )

(7

3The performance analysis of the optimal relay situation will be studied in
future work.

2) L =L;i € {1,2,...2K — 1}: Afterwards, L = L;
implies that all the received SNRs of the relays in L; satisfy
the successful decoding requirement, while those of the others
does not, which can be expressed as

P(L=Li)= HLpE]Li<1 B F“Yfp (Q)) HL&IL,;F%Z (2), ®
where nyl]‘ (z) has been derived in (6). Thereafter, the OP
based on I[]:z over the two time slots is deduced as

P (Cy < RyL=L))=P (v} < 2) P (4L, < IL=L;), (9)

where the first term on the right-hand side can be obtained in
(7), while the second term is dependent on the selection of the
optimal relay from IL;. However, due to the randomness, every
relay has the potential to be the best one. Therefore, according
to the selection rule (3), the second term on the right-hand side
can be expanded as

— i i t
= ZL*GM P(Wu* > Lkeﬂaﬁ#ﬂuk)P (v, < 2). (10

Define Ty = |\/Li,u|h'**| + csx|? and Ts as the denom-
inator of ’yik,, where car, = +/Li,rLrya2N. Referring to
the Rayleigh distribution followed by |h'*“| and the analysis
of T5; and 'lek, the probability density function (PDF) of
%im/Pl = Ty, /T5 can be calculated to be

No/Ii = c3y/Ligu
¥ ~ I ﬁ u .
fm;k/Pl (2) ~ VI Ly oxp <8I1Ezku(£lku + 1,2)7/%2

X (X1 —Xo— X3+ X4),0< 2< 2 /No, (11)

where I} = NL,,a3N; and X; ~ X, are shown in (12) on
the top of the next page. Consequently, the terms in (10) can

be derived as
3 1
) Yux > M
B Py

e
No
[ om0 ) o, 12

max

P<%* Z Lielnbyrr, Tk H

Ly€L;,Ly#L.
/0

Ly€L;,Lx#Lx

£
P (v, < ) :/0 lfwi*m (z)dz, (14)

where the approximation holds when assuming L;, =
Lirp#q¢pe{l,2,...K}, g€ {1,2,.., K} and (13) and
(14) can be easily solved by mathematical softwares such as
MATLAB through numerical integration. It should be noted
that the later simulation results can also prove the feasibility
of these approximations.

B. The Analysis of IP

Similarly, the IP can be derived as
Pt =P (L=¢)P (Cl > Ra)
L= C.>RyL=L 15
+Zi=1 P(L=L;)P(Ce > Ry|L =L;), (15)

where P(L = ¢) and P(L = L;) are available in (5) and
(8), respectively. It is not difficult to observe that both the
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numerator and denominator of 4/ have the same construction
as T5;. Therefore, the CDF of 'y;f can be deduced to be

7N()Z
eXp(NPL £2.aiN )
shksrkioayiV1
Fye)=1- — STt 20 6)
+ Ps['sr»crea%

Therefore, P(C] > Rq) = 1 — F1(£2) is solved. Besides,
the IP based on the decoding set and the optimal relay can be
expanded as

P(Ce =2 Ra|L=L;) =
P 1 ) Tt s
Lze%?(%* Z LaebnLrtL, Uk P (max {7!,7e.}> 2), (A7)

where the first term on the right-hand side can be found in (13).
Then, the second term is equal to 1 — FWI(Q)’P(Wg* < ),
where F +({2) was solved in (16). Moreover, it is obvious that
ﬁ* has the same structure as %Tk- Therefore, it can be easily
derived that

_ No.Q

eXp( PL(LL*8+NLMLM(L§))
1+ N£1vea§N1.Q '

P (Li,e+NLy, +Lrea)

P(yi <0)=1- (18)

The proposed active RIS scheme is a generalized RIS-
assisted design, which can degenerate into the passive RIS
or hybrid RIS scheme by setting its parameters as follows:
1) when using a passive RIS, the value intervals of a; and
as become [0,1], and Ny equals 0; 2) when using a hybrid
RIS, only the corresponding parameters need to be adjusted
according to the active or passive status of each element.

IV. SIMULATION RESULTS

In this section, simulation results are presented to validate
the correctness of the theoretical analysis and explore the rela-
tionship between the SRT and other parameters. We consider a
three-dimensional Cartesian coordinate system for the system
model in Fig. 1 and uniformly define the coordinates of S,
R, U, E, and the kth relay Ly, k € K as (6%,0%,02), E €
{s,7,u,e, k}. Unless otherwise specified, the parameters used
in the following simulations are set as: the coordinates of all
nodes are 02 = —300 m, 67 = 200 m, 7 = 6% = 300 m,

10% ° 10
active RIS 1, OP
—o—active RIS 2, OP
10! -4 -active RIS 2, IP q10"
hybrid RIS, OP
hybrid RIS, IP oo
> + passive RIS, OP P -2
10 O noRIS, OP ‘,0” 10
5 B
107 ? q10°
K
i
. B ;
10 e 107
.
s
105 10°

0.04 0.06 0.08 0.1 0.12
P, (W)

Fig. 2. OP and IP versus Ps with P, = 0.003 W, K = 3, N = 20, and (1)
active RIS 1: a1 = a2 = 1.2; (2) active RIS 2: a; = ag = 2.7; (3) hybrid
RIS: half of the elements are active with a; = a2 = 1.2, and the others are
passive with a1 = a2 = 1; (4) passive RIS: a1 = a2 = 1.

0¥ = =50 m, §Y = 50 m, ¢ = 10(k — Ko) m with k € K
and Ky = [K/2] with [-] denoting the ceiling function, and
the other coordinates equal 0; the path loss at the reference
distance is Cy = 30 dB; the path loss exponents of Lg-S, Lj-
U, and L-E links are 2.8, 2.4, and 2.4 for k € K, respectively,
and those of the other links are 2; both the power of the AWGN
and that of the active RIS noise, namely Ny and Nj, equal
—30 dB and —40 dB, respectively; the constant system data
rate is Rg = 1 bps/Hz [11].

The OP and IP versus the transmit power of the source
Py are depicted in Fig. 2, which reveals the inhibition of OP
and the enhancement of IP by increasing Ps, as well as the
advantages of using the active RIS to improve the SRT in the
considered cooperative network. It can be seen from the figure
that, under the simulation condition, almost no interception
occurs when there is no RIS, or a passive RIS, or an active RIS
with the amplitudes of coefficients a; = ay = 1.2. However,
for the first two cases, the OP is almost equal to 1, which
makes the system impracticable, while the OP starts to drop
rapidly in the active RIS case and hybrid RIS case where
half of the elements are active. On the other hand, from the
perspective of SRT, a good SRT (the intersection of the OP
and IP curves is close to or less than 10~?) can be achieved in
the hybrid RIS case and both the two active RIS cases, while
it cannot be obtained without RIS or with a passive RIS under
the circumstance. Moreover, as seen from the location of the
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Fig. 3. Impact of (a) changing % with a1 = a2 = 1.2 (b) changing a1 and as individually (c) changing i with a; = a2 = 1.2 on system SRT performance

with Ps = 0.03 W, P, = 0.03 W, and K = 3.

intersection points, the active RIS case requires less transmit
power to obtain a good SRT than the hybrid RIS case.

Fig. 3 shows the relationships of OP, IP, and the coordinates
of RIS. Firstly, in Fig. 3(a), three different RIS positions are
considered, which are distinguished by the X-axis coordinates,
and the simulation and theoretical curves of system OP and IP
are depicted here. It is clear that the simulation and theoretical
results are in high agreement, as well as that an increase of
N inhibits the OP and augments the IP. Besides, when 67
changes from —300 m to 0 m, the path loss on the S-R-
U link becomes severe while those on the L.-R-U/E links
get conversely weaker. As a result, the OP is worse, whereas
the IP becomes more threatening. The main reason is that,
in the simulation condition, with the phase shift adjustment
strategy of RIS, the SNR of U in the first time slot can already
meet the data rate requirement, while that of E cannot. This
is also confirmed in Fig. 3(b), where OP only changes with
a; regardless of where RIS is, and as RIS moves closer to
0¥ = 0 m, IP is more affected by as compared with a;.
Furthermore, both the OP and IP get worse when §7 varies
from 0 m to 300 m, because this lethally affects the received
SNRs of relays, resulting in a reduced probability of their
successful decoding. Fig. 3(a) reveals that the optimal X-axis
coordinate for RIS in the three cases is —300 m. Based on
the above findings, we continue our exploration by changing
the Z-axis coordinate when fixing J;° at —300 m. As shown in
Fig. 3(c), wherever the RIS is located, both the OP and IP can
reach below 1075 simultaneously, and the most proper location
is 7 = 150 m. In conclusion, Fig. 3 reveals that a good SRT
can always be obtained by using an active RIS wherever the
RIS is, and the most economical approach is to place the RIS
near the source to reduce the number of elements required.

V. CONCLUSION

This letter proposed a UARCN where a UAV-carried active
RIS is utilized to strengthen the network consisting of a source
and two users connected by multiple HD DF relays. The OP
and IP of the system were analyzed, and simulations were car-
ried out to discuss the influencing factors of the system SRT.
Finally, simulation results confirmed the theoretical analysis
and verified that active RIS improves the system SRT more
than passive and hybrid RIS and it can be further improved
by optimizing the location. In future work, we will continue

to discuss scenarios where perfect CSI for E can be obtained

and
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will analyze the system SRT performance in more detail.
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