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Aerial IRS-Enabled Secure Mobile Communications: Joint 3D

Trajectory and Beamforming Design
Haoyu Jiang, Zilong Bao, Mingjun Wang, Wei Wang, Rui Wang, Senior Member, IEEE, Kanapathippillai

Cumanan, Senior Member, IEEE, Zhiguo Ding, Fellow, IEEE, and Octavia A. Dobre, Fellow, IEEE

Abstract—This paper investigates a novel aerial intelligent
reflecting surface (IRS)-assisted secure mobile communication
system. In particular, the IRS is mounted on a unmanned
aerial vehicle (UAV) to help a source transmit its confidential
messages to a legitimate mobile user in the presence of a mobile
eavesdropper. The aerial IRS can adjust its trajectory and phase-
shift to track the moving user and provide safer communication
services. Furthermore, due to the mobility of the UAV, user
and eavesdropper, the effect of Doppler shifts is also taken
into consideration in the channel model. Under such a setup,
we formulate an average secrecy rate maximization problem to
jointly optimize the 3D trajectory of the UAV and the phase-
shift matrix of the aerial IRS. To deal with this non-convex
optimization problem, we decompose the original problem into
two subproblems and propose an iterative algorithm to determine
its suboptimal solution. Numerical results show that the proposed
aerial IRS-assisted 3D joint design can significantly improve the
secrecy rate compared to the benchmark schemes.

Index Terms—Aerial intelligent reflecting surface, UAV com-
munications, physical layer security, trajectory design.

I. INTRODUCTION

Unmanned aerial vehicles (UAVs) are widely used in vari-

ous wireless communication networks to effectively improve

the system performance due to their flexible mobility, low

cost and easy deployment [1], [2]. However, the open nature

of UAV-to-ground wireless channels makes the information

transmission vulnerable to potential eavesdropping. Hence,

various physical layer security techniques have been proposed

to realize UAV secure communications in the literature, e.g.,

[3]–[6].
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Unlike the conventional physical layer security schemes,

the intelligent reflective surfaces (IRS)-assisted UAV secure

communications have recently drawn significant attentions

as IRS can improve the received signal power at legitimate

terminals while suppressing the information leakage to poten-

tial eavesdroppers via efficient beamforming designs [7]. For

instance, a secrecy rate maximization problem for an IRS-

assisted UAV communication system was studied in [8], where

a joint scheme to design the IRS phase shifts, UAV trajectory

and transmit power was proposed. Such IRS-assisted secure

transmission was then extended to both the downlink and

uplink of an UAV-ground communication system in [9]. In

[10], some encouraging work was done to effectively extend

the coverage of UAV via exploiting IRS. Moreover, an IRS-

assisted secure transmission scheme was also investigated in

millimeter-wave enabled UAV communication networks to

increase the system secrecy rate in [11].

However, the aforementioned works have only considered

terrestrial IRS-assisted UAV secure communications [8]–[11],

which may not be sufficient to support high-level security

performance. This is because the terrestrial IRS is usually

installed on the facades of buildings, which is only effective

for the users residing in its front half-space. In addition, for

the complex urban environment, it is generally difficult for

the terrestrial IRSs to establish line-of-sight (LoS) links with

the ground nodes. Thus, an aerial IRS is highly appealing

to further improve the quality of secured transmission due to

the omni-directional reflection and LoS links [12], [13]. In

[12], the authors considered an aerial IRS-aided UAV secure

communication system, where the secrecy rate was maximized

by jointly designing the deployment and the phase shifts of

the aerial IRS. Further, this aerial IRS-assisted UAV secure

transmission was extended to a more general scenario with

multiple eavesdroppers in [13]. However, the authors in [8]–

[13] assumed that the eavesdroppers are at fixed locations and

the UAV flies at a fixed altitude, which may not be applicable

in the complex urban mobile environments. Motivated by the

aforementioned facts, in this paper we study an aerial IRS-

assisted secure mobile communication system, where the IRS

is mounted on a UAV to help a source transmit its confidential

messages to a legitimate mobile user in the presence of a

mobile eavesdropper. The main contributions are summarized

as follows:

1) To the best of the authors’ knowledge, this is the

first work to employ the aerial IRS in the secure mobile

communication scenario. Specifically, we consider the effect
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of Doppler shifts in the channel model and study the joint

UAV trajectory and IRS beamforming design to provide safer

services to the mobile user.

2) Then, we decompose the original joint design problem

into two subproblems and propose the successive convex

approximation and phase alignment methods to solve the

subproblems. In each iteration, the closed-form expressions

for the beamforming matrix and 3D trajectory are derived.

3) For the secure mobile communication scenario, the

proposed aerial IRS-assisted 3D joint design can significantly

improve the secrecy rate compared to the conventional terres-

trial IRS schemes and 2D trajectory designs in the literature.

Notations: Boldface lowercase and uppercase letters denote

vectors and matrices, respectively. For a vector x, xH and

||x|| represent its conjugate transpose and Euclidean norm,

respectively. |x| denotes the absolute value of the variable x
and [x]+ , max(x, 0).

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider an aerial IRS-assisted secure mobile commu-

nication system, which consists of a source B, a legitimate

mobile user T , a passive mobile eavesdropper E and a UAV-

mounted IRS U . It is assumed that the direct links from

the source to the user and the eavesdropper are blocked by

obstacles in the urban environment. Thus, the IRS carried by

UAV can establish virtual LoS link to the user while guar-

anteeing the security. Furthermore, assume that the source,

the user and the eavesdropper are equipped with a single

antenna, while the IRS consists of M reflecting elements.

Specifically, we consider a particular UAV’s flight time T ,

which is discretized into N time slots with equal duration

dt = T/N , where N , {1, 2, · · · , N} denotes the set of slots.

Without loss of generality, a 3D Cartesian coordinate system is

considered, where the coordinates of the source B and UAV

U can be denoted as (xb, yb, hb) and (xu[n], yu[n], hu[n]),
respectively. Additionally, the coordinates (xt[n], yt[n], 0) and

(xe[n], ye[n], 0) represent the location of the mobile user T
and eavesdropper E, respectively.1 Under the above setting,

the mobility constraints of the UAV can be formulated as

||qu[n]− qu[n− 1]|| ≤ Vu,hdt, (1a)

|hu[n]− hu[n− 1]| ≤ Vu,vdt, (1b)

hmin ≤ hu[n] ≤ hmax, ∀n ∈ N , (1c)

where qu[n] = (xu[n], yu[n]) represents the horizontal co-

ordinate in time slot n. The Vu,h and Vu,v represent the

maximum horizontal and vertical speed of the UAV U , re-

spectively. The symbols hmin and hmax denote the minimum

and maximum flight altitudes of the UAV U , respectively.

Due to the mobility of the UAV, user and eavesdropper,

a IRS-ground channel is different from the previous works

[8]–[13] and the Doppler shift characterization needs to be

1Herein, we assume that the user and the eavesdropper follow a set of
predefined routes and the aerial IRS can obtain their locations [8]–[12], which
is typical for public transports where all vehicles routes can be obtained from
the schedule information.

considered. Accordingly, the channel coefficients of the B-U -

T link and B-U -E link can be defined respectively as

hBUT [n] = h
H
UT [n]Φ[n]hBU [n] =

β0

dUT [n]dBU [n]

×
M
∑

m=1

ej(θm[n]+ 2π

λ
d(m−1)(ϕT [n]−ϕB [n])+2πnfDT ), (2a)

hBUE [n] = h
H
UE [n]Φ[n]hBU [n] =

β0

dUE [n]dBU [n]

×
M
∑

m=1

ej(θm[n]+ 2π

λ
d(m−1)(ϕE [n]−ϕB [n])+2πnfDE), (2b)

where dij [n] =
√

||qi[n]− qj [n]||2 + |hi[n]− hj [n]|2, i, j ∈
{B,U, T,E}, indicates the distance from i to j, and Φ[n] =
diag(ejθ1[n], ..., ejθM [n]), θm[n] ∈ [0, 2π], is the phase-shift

matrix of the IRS. The symbols β0, λ and d denote the refer-

ence power gain, carrier wavelength and antenna separation,

respectively. In addition, fDT and fDE represent the Doppler

terms and can be derived respectively as

fDT =
Vt

λ
ϕT [n] +

Vu

λ
ϕB [n], (3a)

fDE =
Ve

λ
ϕE [n] +

Vu

λ
ϕB [n], (3b)

where Vt, Ve and Vu denote the moving speeds of the user,

eavesdropper and UAV, respectively. The symbols ϕB [n] =
xu[n]−xb

dBU [n] , ϕT [n] = xu[n]−xt[n]
dUT [n] and ϕE [n] = xu[n]−xe[n]

dUE [n]
represent the cosine of the angle of arrival and departure of

the signal from B to U , U to T , and U to E, respectively.

Based on the above setting, at time slot n ∈ N , the

achievable rate of the legitimate link and the eavesdropping

link can be expressed respectively as

RT [n] = log2

(

1 +
P [n]|hBUT [n]|2

σ2
t

)

, (4a)

RE [n] = log2

(

1 +
P [n]|hBUE [n]|2

σ2
e

)

, (4b)

where P [n] denotes the transmit power of the source, and σ2
t

and σ2
e represent the variance of the additive white Gaussian

noise at the mobile user and eavesdropper, respectively.

The objective of the problem formulation is to maximize the

average secrecy rate R over all time slots by jointly designing

the UAV 3D trajectory, {qu[n], hu[n]}, and the IRS phase shift

matrix, Φ[n], subject to the UAV’s mobility and IRS’s phase

shifts constraints. This joint design can be formulated as

max
{qu[n],hu[n]},Φ[n]

1

N

N
∑

n=1

[

RT [n]−RE [n]

]+

s.t. (1a) ∼ (1c),

0 ≤ θm[n] ≤ 2π, ∀m,n,

(5)

where [x]+ , max(x, 0). Since the secrecy rate RT [n] −
RE [n] can be always guaranteed to be non-negative by

adjusting the transmit power [5], [6], [13], [·]+ will be omitted

in the rest of the paper.
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It can be observed that problem (5) is non-convex because

the optimization variables {qu[n], hu[n]} and Φ[n] are highly

coupled in the objective function. To deal with this challenge,

we decompose the original problem into two sub-problems,

and solve them iteratively in the next section.

III. PROPOSED ITERATIVE ALGORITHM

In this section, the alternating optimization is adopted to

obtain an approximated solution to (5) by alternately optimiz-

ing one variable while fixing the other one.

A. Optimization of the IRS beamforming matrix Φ[n]

For a given UAV 3D trajectory {qu[n], hu[n]}, it is obvious

that the optimization of the phase shift matrix Φ[n] is to

maximize the user rate RT [n]. Thus, to maximize the the

objective function in (5), we only have to maximize the chan-

nel coefficient hBUT [n] in (2a), which can be equivalently

rewritten as:

hBUT [n]=
β0

∑M
m=1e

j(θm[n]+ΓUTm
[n]+ΓBUm

[n]+2πnfDT )

dUT [n]dBU [n]
, (6)

where ΓUTm
[n] = 2π

λ
d(m− 1)ϕT [n] and ΓBUm

[n] =
− 2π

λ
d(m− 1)ϕB [n]. To maximize the coefficient hBUT [n] in

(6), we can align the phases of the received signal at the user.

Thus, we set

θ1[n] + ΓUT1
[n] + ΓBU1

[n] + 2πnfDT

=θ2[n] + ΓUT2
[n] + ΓBU2

[n] + 2πnfDT

...

=θM [n] + ΓUTM
[n] + ΓBUM

[n] + 2πnfDT

=ω,

(7)

where ω denotes an arbitrary phase shift with ω ∈ [0, 2π].
Therefore, the optimal phase shifter for the m-th element in

the n-th time slot can be derived as

θ∗m[n] = ω − ΓUTm
[n]− ΓBUm

[n]− 2πnfDT , ∀n,m. (8)

B. Optimization of the UAV 3D trajectory {qu[n], hu[n]}
For given optimal phase shifts θ∗m[n] in (8), the achievable

rates for the user and eavesdropper are respectively expressed

as

R∗
T [n] = log2

(

1 +
P [n]

σ2
t

A2

d2UT [n]d
2
BU [n]

)

, (9)

R∗
E [n] = log2

(

1 +
P [n]

σ2
e

B2

d2UE [n]d
2
BU [n]

)

, (10)

where A = β0M |ejω| and B =
β0|

∑M
m=1 e

j( 2π

λ
d(m−1)(ϕE [n]−ϕB [n])+2πnfDE+θ

∗

m
[n])|. Thus,

problem (5) is simplified as

max
{qu[n],hu[n]}

1

N

N
∑

n=1

(

R∗
T [n]−R∗

E [n]

)

s.t. (1a) ∼ (1c).

(11)

Problem (11) is challenging to directly solve due to the

UAV trajectory {qu[n], hu[n]} constraints in the numerator

and denominator of R∗
E [n]. Hence, we first define an upper

bound on R∗
E [n] as follows:

R∗
E [n] = log2

(

1 +
P [n]

σ2
e

B2

d2UE [n]d
2
BU [n]

)

≤ log2

(

1 +
P [n]

σ2
e

A2

d2UE [n]d
2
BU [n]

)

.

(12)

Then, by introducing a set of slack variables u[n], v[n], r[n]
and ki[n], i ∈ {1, 2}, the problem defined in (11) reduces to

the following problem:

max
{qu[n],hu[n]},u[n],v[n],r[n],ki[n]

1

N

N
∑

n=1

[

log2

(

1+
P [n]A2

σ2
t u[n]v[n]

)

−r[n]
]

s.t. C1 : u[n] ≥ ||qu[n]− qt[n]||2 + |hu[n]|2,
C2 : v[n] ≥ ||qu[n]−qb||2+|hu[n]− hb|2,

C3 : r[n] ≥ log2

(

1+
P [n]A2

σ2
e

ek1[n]+k2[n]

)

,

C4 : e−k1[n] ≤ ||qu[n]−qe[n]||2+|hu[n]|2,
C5 : e−k2[n] ≤ ||qu[n]−qb||2+|hu[n]− hb|2,

(1a) ∼ (1c).
(13)

To efficiently solve problem (13), we introduce an important

lemma as follows.

LEMMA 1. Function log2

(

1 + P [n]A2

σ2

t
u[n]v[n]

)

is convex with

respect to u[n] and v[n].

Proof: Please refer to Appendix A. �

Based on Lemma 1, we apply the first-order Taylor series

expansions of log2

(

1 + P [n]A2

σ2

t
u[n]v[n]

)

as follows:

log2

(

1+
P [n]A2

σ2
t u[n]v[n]

)

≥log2t
l
1[n]+

tl2[n]

ln2tl1[n]
(u[n]−ul[n])

+
tl3[n]

ln2tl1[n]
(v[n]− vl[n]),

(14)

where tl1[n] = 1 + P [n]
σ2

t

A2

ul[n]vl[n]
, tl2[n] = −P [n]

σ2

t

A2

u2

l
[n]vl[n]

and tl3[n] = −P [n]
σ2

t

A2

ul[n]v2

l
[n]

, and ul[n] and vl[n] are the

feasible solutions obtained at the l-th iteration. Similarly, the

constraints C4 and C5 in (13) can be equivalently rewritten

as follows:

e−k1[n] ≤||ql
u[n]−qe[n]||2+|hl

u[n]|2

+ 2(ql
u[n]−qe[n])

T (qu[n]−ql
u[n])

+ 2(hl
u[n])

T (hu[n]− hl
u[n]),

(15)

e−k2[n] ≤||ql
u[n]−qb||2+|hl

u[n]− hb|2

+ 2(ql
u[n]−qb)

T (qu[n]−ql
u[n])

+ 2(hl
u[n]− hb)

T (hu[n]− hl
u[n]),

(16)
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Algorithm 1 The Proposed Iterative Algorithm

Initialize
{

q0
u[n], h

0
u[n]

}

, Φ0[n] and R
0
.

Set the tolerance ϵ and the iteration number l = 1.

Repeat

Calculate
{

ql
u[n], h

l
u[n]

}

of (17) for given Φ(l−1)[n].
Update Φl[n] by using (8) under given

{

ql
u[n], h

l
u[n]

}

.

Determine R
l
= 1

N

∑N
n=1(RT [n]−RE [n]) based on (5).

Let l = l + 1.

Until |Rl −R
(l−1)| < ϵ.

Output:
{

ql
u[n], h

l
u[n]

}

, Φl[n] and R
l
.

where ql
u[n] and hl

u[n] are the feasible solutions obtained at

the l-th iteration.

As a result, by substituting (14)−(16) into (13), we rewrite

the problem in (13) into an equivalent form as

max
{qu[n],hu[n]},u[n],v[n],r[n],kl[n]

1

N

N
∑

n=1

[

log2t
l
1[n]+

tl2[n]

ln2tl1[n]
(u[n]

− ul[n]) +
tl3[n]

ln2tl1[n]
(v[n]− vl[n])−r[n]

]

s.t. C1 ∼ C3,

(15), (16), (1).
(17)

Note that problem (17) is a convex optimization problem,

which can be optimally solved by existing standard optimiza-

tion solvers such as CVX.

C. Overall algorithm

In this subsection, we combine the proposed solution ap-

proaches in subsections A and B to develop an iterative

algorithm, which is summarized in Algorithm 1. In each

iteration, the IRS beamforming matrix Φ[n] and the UAV

3D trajectory {qu[n], hu[n]} are alternately solved by using

the existing standard optimization techniques, and thus a

suboptimal solution of problem (5) can be obtained by the

proposed iterative algorithm; the relevant details can be found

in [5], [6]. Besides, the complexity of the proposed iterative

algorithm is O[Nite(N)3.5], where Nite and N denote the

numbers of required iterations and time slots, respectively.

IV. SIMULATION RESULTS

The simulation parameters are set as follow. The co-

ordinates of the initial and final positions of UAV U
are set to (xu [0] , yu [0] , hu[0]) = (0, 100, 60) m and

(xu [N ] , yu [N ] , hu[N ]) = (600, 100, 60) m, respectively.

The source B coordinate is (xb, yb, hb) = (0, 0, 10) m.

Furthermore, unless otherwise specified, we set N = 40,

M = 128, Vu,h = 20 m/s, Vu,v = 20/
√
2 m/s [5], [6], [8],

hmin = 20 m, hmax = 60 m, Vt = 11.5 m/s, Ve = 7.5
m/s, β0 = −20 dB, d = λ/2, P [n] = 10 dBm and

σ2
t = σ2

e = −80 dBm [9], [10], [13], respectively.

Fig. 1(a) depicts the trajectories of the UAV onto the 3D

plane with different maximum horizontal speeds Vu,h. The

symbols × denote the position of the source, while △ and ▽
represent the initial and final positions of the UAV, user and

eavesdropper, respectively. As shown in Fig. 1(a), when Vu,h

is small, i.e., Vu,h = 15 m/s, the UAV U almost directly

flies to the final position and climbs the flight height for a

certain period of time. The reason is that there is a minimum

flight time N constraint while the UAV U needs to steer

away from the location of the mobile eavesdropper E to

enhance the secrecy rate. Fig. 1(b) plots the 3D trajectories of

the UAV versus different numbers of reflection elements M .

From Fig. 1(b), the UAV U moves closer to the source and

climbs the flight height to keep away from the eavesdropper

as M decreases. Moreover, the achievable average secrecy

rate of the proposed joint design increases as M increases.

This is because when M is sufficiently large, the aerial

IRS does not need to move closer to the user to reflect

information, which results in less information intercepted

by the E. Fig. 1(c) illustrates the achievable secrecy rate

versus different eavesdropper speeds Ve. As can be seen in

Fig. 1(c), the achieved secrecy rate first decreases and then

increases as N increases for all considered values of Ve. This

is because the eavesdropper E first approaches to the user T ,

and gradually keeps away from it as N increases. Moreover,

it is worth noting that when Ve = 3.75 m/s, the achieved

secrecy rate first become saturated and then decreases rapidly

in the latter half of flight time N . This is because when Ve

is small, the aerial IRS U is far from the eavesdropper E as

N increases, and finally flies to the final location due to the

flight time limitation.

Fig. 2 compares the performance of our proposed aerial

IRS-assisted 3D joint design (denoted as Proposed scheme)

with two benchmark schemes, namely: 1) The 2D joint

design scheme (denoted as 2D scheme), i.e., the UAV U
flight altitude hu[n] = 30 m; 2) The fixed IRS design

scheme (FIRS scheme), i.e., the IRS on the fixed location

(xu, yu, hu) = (200, 100, 20) m. Fig. 2 shows an expected

observation that the Proposed scheme achieves a superior

performance compared to that of the 2D and FIRS schemes.

In addition, it is worth noting that the achieved secrecy rate

of the FIRS scheme remains constant for different N values.

This implies that a fixed IRS will not provide a high-level

security performance to the mobile communication scenario.

V. CONCLUSION

This paper proposed a novel aerial IRS-assisted secure

mobile communication system. In the considered scheme, the

3D trajectory of the UAV and the phase-shift matrix of the IRS

were optimized jointly to maximize the average secrecy rate

under the UAV’s mobility and IRS’s phase shifts constraints.

Different from the most previous works which use the free

space path loss model to simplify the analysis, we considered

the effect of Doppler shifts in the channel model. Simulation

results confirmed that for the secure mobile scenario, adopting
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Fig. 1: (a) Optimized UAV trajectories with different speeds Vu,h; (b) Optimized UAV trajectories with different M ; (c)

Achieved secrecy rates at different speed Ve.
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Fig. 2: Achieved average secrecy rates of different algorithms.

the proposed aerial IRS-assisted 3D joint design can achieve

a significant improvement in the secrecy rate compared to the

reference schemes.

APPENDIX A

PROOF OF LEMMA 1

Let f(u[n], v[n]) denote the first term in the objective

function of (13). Then, we obtain the second-order partial

derivative of f(u[n], v[n]) with respect to u[n] and v[n],
respectively, as:

∂2f

∂u2[n]
=

2P [n]A2

σ2

t

v−1[n]u−3[n]+(P [n]A2

σ2

t

)2v−2[n]u−4[n]

ln2(1+P [n]A2

σ2

t

u−1[n]v−1[n])2
, (18)

∂2f

∂v2[n]
=

2P [n]A2

σ2

t

u−1[n]v−3[n]+(P [n]A2

σ2

t

)2u−2[n]v−4[n]

ln2(1+P [n]A2

σ2

t

u−1[n]v−1[n])2
, (19)

∂2f

∂u[n]∂v[n]
=

P [n]A2

σ2

t

u−2[n]v−2[n]

ln2(1 + P [n]A2

σ2

t

u−1[n]v−1[n])2
, (20)

∂2f

∂v[n]∂u[n]
=

P [n]A2

σ2

t

v−2[n]u−2[n]

ln2(1 + P [n]A2

σ2

t

u−1[n]v−1[n])2
. (21)

Thus, the Hessian of f(u[n], v[n]) can be expressed as:

∇2f =

[

∂2f
∂u2[n]

∂2f
∂u[n]∂v[n]

∂2f
∂v[n]∂u[n]

∂2f
∂v2[n]

]

. (22)

Based on f(u[n], v[n]) defined in (13) and due to the fact

that {u[n], v[n], P [n], σ2
t , A} > 0, we have ∂2f

∂u2[n] > 0 and

∂2f
∂u2[n]

∂2f
∂v2[n] −

∂2f
∂u[n]∂v[n]

∂2f
∂v[n]∂u[n] > 0, which shows that

the matrix ∇2f is positive definite. Hence, f(u[n], v[n]) is

a convex function. This completes the proof.
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