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ORIGINAL ARTICLE
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Many of us will remember the sense of foreboding induced by the simple threat, usu-
ally uttered by a teacher: ‘It will go on your permanent record’. This administrative
bogeyman exploits our early awareness of the importance of being able to leave some
things in the past. While some of the things we do may go on public record at various
points in our lives, it used to be possible to comfort ourselves with the thought that
these would soon be buried deep in the archives, where most people would not care
to look. In the digital age, however, search engines do the digging and can serve up
previously long-forgotten results on a simple search of a person's name.

This article takes up the question of what kinds of claims we have against informa-
tion being dug up from our past. Specifically, it focuses on information that is legiti-
mately a matter of public record. When some information has been stored in an archive
and has, in principle, been accessible to anyone, what claims, if any, do we have against
that information being brought back to light? Many people would find it intrusive for
someone to dig through archives and publicize afresh the information they found out
about you there, but it is not clear what the basis of such a complaint would be. More-
over, it is this kind of complaint that is provided protection through data-protection
provisions colloquially referred to as the right to be forgotten. Such measures are typi-
cally framed as privacy protections. While some have argued that we can have privacy
rights over information that has been made public,' I argue that appeals to privacy fail
in cases concerning information that is legitimately a matter of public record.

Paying attention to the reasons we have to object to the dredging up of out-
dated information reveals a new category of claims that are distinct from claims
to privacy, but serve the same general interest in self-presentation that privacy
scholars have long been concerned with. I call these claims against distortion. We

'"Rumbold and Wilson 2019.
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2 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

can understand such claims as falling under a general principle of reputational
control embedded in the historic right of personality. That general principle pro-
vides the basis for claims to privacy, claims against defamation, and, as I will
argue, claims against distortion.

The purpose of invoking the right of personality is to identify a general principle
embedded in that concept, and to then draw out a taxonomy of claims that serve that
principle in distinct ways. One advantage of separating these three categories of claims
is that it allows us to retain clear boundaries around the concept of privacy, which has
often come under fire for suffering from a plethora of meanings.

On my account, claims to privacy are claims to prevent certain information
from becoming publicly available beyond one's audience of choice. Privacy pro-
vides one aspect of reputational control by allowing us to decide who we share
various aspects of oneself with. Claims against defamation are claims against
having false statements made about oneself in a way that is detrimental to one's
reputation. Claims against distortion are claims against having one's public pro-
file distorted in ways that involve the dissemination of true information. Such
distortion can happen when true information from someone's past is presented in
a way that suggests it would be appropriate to hold them accountable for it, when
it is no longer appropriate to do so.

Identifying the category of claims against distortion and analysing its place
alongside claims to privacy and claims against defamation allows us to broaden the
scope of the justificatory basis of data-protection provisions. In doing so, it widens
the scope of debates about when and why we have reason to give individuals more
control over their personal information. Data-protection provisions have tended to
be framed and defended as measures which protect the privacy rights of individuals.
There is an important place for data-protection regulations which serve that pur-
pose. However, not all data-protection regulations can be understood or justified
as privacy protections. Trying to analyse all data protections through the lens of
privacy therefore unduly constrains our thinking about how such regulation may be
justified on the basis of providing important protections to the individual.

The main argument proceeds by examining the data-protection provisions
known as the ‘right to be forgotten’. Specifically, it addresses the aspect of this reg-
ulation that gives individuals claims to the erasure of certain results that are dis-
played when their name is entered into a search engine. The aspect of the right to be
forgotten that requires explaining is the rationale for erasing search-engine results
that point to some content, while leaving the same content publicly available at the
original source. Privacy-based approaches fail to adequately explain the purpose that
is served by this aspect of the right to forgotten, as it has been implemented under the
EU's General Data Protection Regulation (GDPR). This is because what is at stake in
the case of the curation of a person's search profile is not always what information
is publicly available, but how that information is framed or contextualized. When a

2For discussion of this line of criticism, see Solove 2006, pp. 479-82.
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CARNEGY-ARBUTHNOTT | 3

search engine serves outdated or irrelevant search results for a person's name, this
can amount to a distortion of their public profile. We have reason to care about these
practices, and give individuals claims against them, but such claims are not based in
a right to privacy. They are better understood as claims against distortion.

While the right to be forgotten is a relatively narrow aspect of data-protection regula-
tion, it shares a feature that is common to many concerns about our current situation with
respect to the collection and use of personal data. It is a case in which the information in
question has already been made public, and either cannot or should not be made entirely
private again. And yet, concerns remain about the erosion of the individual's control over
how their personal information is presented to others. Under these circumstances, we
need to find a way to shut the stable door after the horse has already bolted. Claims against
distortion provide a normative basis for regulations aimed at providing such control.

I | MOVING BEYOND PRIVACY

What is colloquially referred to as the right to be forgotten is not a general right as
such, but a set of provisions laid out in the GDPR.? Article 17 of the GDPR sets out a
‘right to erasure’, which gives data subjects the right to obtain from data controllers
the erasure of personal data concerning the data subject. When relevant criteria are
met, such as when the data is no longer necessary to the purposes for which it was
collected, the data controller must respond to erasure requests and delete the data in
question without undue delay.

One of the controversial aspects of this legislation is that search-engine providers
such as Google are considered to be data controllers, and search-engine results are
classed as personal data under certain circumstances.* This means that an individ-
ual can request the removal of certain search results that are displayed when her
name is typed into Google as a search term, and Google is obliged to remove them if
the relevant conditions set out in Article 17 of the GDPR apply.

This aspect of the right to be forgotten has come under intense criticism from
search-engine operators, media commentators, and scholars alike.” Critics have ar-
gued that such measures go too far in curtailing freedom of information, especially
when the search results in question pertain to information that was lawfully made
public. It has been suggested that allowing individuals to make private information
that has already been in the public domain, and indeed remains publicly accessible
through other means, is futile at best, and at worst based on confused or incoherent
premises.® Finally, the way in which the right has been implemented has been criti-
cized almost to the point of ridicule for being counterproductive on its own terms.

*Though a general right to be forgotten has at times been mooted as a possible new human right, no such general right
has been enshrined in EU, UK, or US law. See e.g. Weber 2011.

*Case C-131/12, Google Spain SL and Google Inc. v. Agencia Espafiola de Proteccién de Datos (AEPD) and Mario Costeja
Gonzdlez (2014). Hereinafter referred to as Google Spain.

*For a particularly scathing critique, see Dans 2019.

%See Post 2018.
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4 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

The case that formed the basis of the landmark ruling on the matter by the
Court of Justice of the European Union (CJEU) is the prime target of those charges
of inconsistency. The plaintiff in the case, Mario Costeja Gonzalez, had requested
the erasure of details of a foreclosure notice issued against him, which had been
published on the web pages of the newspaper La Vanguardia. The court decided
that the link to the original newspaper record that featured as a search result
on Google when Costeja's name was entered as a search term should be erased.
However, La Vanguardia was not required to remove the original article from its
website. This inconsistency in the application of the rules of erasure between the
original source and the Google search-results page is a principal bone of conten-
tion in analyses of the ruling.

Moreover, in an ironic twist, the case became subject to a phenomenon known as
the Streisand effect—when the attempt to censor or protect private information re-
sults in it becoming much more widely publicized.” The landmark ruling was widely
reported. As a result, now when you enter Costeja's name as a search term on Google,
the first page of search results is entirely populated with links to reports about the
ruling, which contain reference to the facts of the case, including mention of the
original foreclosure notice Costeja was seeking to have ‘forgotten’. Because the facts
of the legal case are a relevant and sufficiently weighty matter of public interest, it has
not been deemed appropriate for these search results to be erased, but nor has the
judgment about the erasure of the original link to the foreclosure notice been
reversed.

Defending these aspects of the ruling through the lens of privacy presents a
challenge, given that the information in question remains in the public domain
via the original source, and has subsequently been amplified through the Strei-
sand effect. [ will argue that the ruling can nevertheless be interpreted as serving
an important interest in self-presentation if we understand it as based on a claim
against distortion, rather than a claim to privacy. This interpretation allows us to
explain away the seeming inconsistency in treating the original source and the
Google link differently with respect to erasure. While the Streisand effect is likely
to be a rare side-effect particular to the landmark case, analysing this aspect of
the case helps to illustrate the rationale for treating search-result links differ-
ently from source material. It sheds light on the importance of how information
is framed in a given context, over and above the question of whether some piece
of information is in the public domain. This idea is central to the case for claims
against distortion.

Before making the positive case for a distortion-based justification for the right to
be forgotten, further argument is required to motivate the move beyond privacy-
based justifications. Several scholars have made the case in favour of the right to be

"The term was coined after a case in which Barbra Streisand sought to restrict the online publication of photos of her
mansion. Streisand's attempts were widely publicized, resulting in increased traffic to the photos in question. For an
analysis of the effect, see Jansen and Martin 2015.
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CARNEGY-ARBUTHNOTT | 5

forgotten by drawing on the idea that the forgetting of information over time has
long been an important aspect of our cultural practices. Such gradual forgetting, it is
argued, has been crucial to our ability as individuals to lead adequately autonomous
lives, unencumbered by mistakes or embarrassing mishaps from our past. From this
perspective, the widespread accessibility of old information made possible in the dig-
ital age represents a radical and destabilizing shift, which threatens our ability to live
our lives on our own terms as the years go by.®

Proposed solutions to this problem have focused on the principles and pragmatics
of how to strike the right balance between the protection of individual privacy on the
one hand, and the public interest in information on the other, once we've recognized
that the weighting of this balance might shift over time. Viktor Mayer-Schonberger,
for example, argues that information should have an expiry date after which it auto-
matically gets deleted.” Less radically, Giovanni Sartor makes the case that regula-
tors should direct data controllers as to when the balance has shifted such that
information warrants deletion.'’ On the basis of an argument from moral autonomy,
Meg Leta Jones has argued that we should move towards a model of information
stewardship for individual users, allowing them ultimate control over their online
profiles."

I share the general concern that the widespread accessibility of outdated personal
information may lead to a stifling social environment in which people are constantly
reminded of and held back by events from their past. I am also sympathetic to the
idea that individuals should have more control over their personal information pro-
files. However, to the extent that the focus in this domain has remained within the
framework of assessing whether information in various cases should be ‘public’ (ac-
cessible) or ‘private’ (erased), this framing of the debate still implies a univocal ap-
proach to erasure across different information sources.

The univocal implications of the privacy framing are demonstrated by Robert
Post in his critique of the Google Spain ruling.'* Post argues that the decision con-
flated two conflicting senses of the right to be forgotten, one based on a bureaucratic
principle of data protection, and the other on the notion of dignitary privacy. Ac-
cording to Post, the bureaucratic principle assumes that data are always collected for
instrumentally specified purposes, and warrant erasure when no longer required for
those purposes. Dignitary privacy rights, by contrast, seek to ‘define and enforce
social norms of respectful expression’.” Protecting dignitary privacy requires a bal-
ance to be struck between protecting the dignity of the individual against the public
interest in freedom of expression. Post points out that the public interest extends
broadly to information that ‘can or will become part of the agenda of public action’,

8See Floridi 2015; Jones 2018; Mayer-Schonberger 2011; Pagallo and Durante 2014.
Mayer-Schonberger 2011.

YSartor 2014.

"Jones 2012.

"*Post 2018.

PIbid., pp. 991-2.
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6 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

as well as to ‘maintaining the integrity of the structure of communication that makes
public discourse possible’.'* Post argues that Google forms part of that structure of
communication. The ruling therefore should have followed a principle of dignitary
privacy. According to a principle of dignitary privacy, the standard by which to as-
sess whether some information ought to be accessible to the public is the extent to
which that information is deemed offensive or newsworthy. If deemed sufficiently
offensive to cause harm to the dignity of the individual, the individual has a privacy
claim against its publication.

In the context of dignitary privacy, according to Post, ‘what matters is not the
content of information, but the context and meaning of particular communicative
acts’."” A key tenet of Post's argument is that Google links carry no further meaning
over and above the content of the underlying web pages to which they point. As a
result, they cannot be deemed any more or less offensive or newsworthy than that
original content. On Post's account, the court should therefore have applied the same
outcome to Google search results as to the underlying websites to which they point.

Post's point about the contextual meaning of communicative acts is an important
one. He interprets the significance of context in terms of the appropriateness of the
audience to which the information is exposed, as evidenced by the following exam-
ple: ‘It may be humiliating to reveal the CT scan of a private person to the general
public, but unobjectionable to provide it to a doctor for evaluation’.'

I will argue in Section III that search-result links do carry meaning over and
above the content to which they point, and that this gives us reason in some cases
to treat them differently from that underlying content. However, the way in which
they convey such contextual meaning is not by virtue of reaching a different or
wider audience than the original source material. The contextual meaning of such
communicative acts can thus fall foul of standards of offensiveness and give rise
to concerns about dignitary harms in a way that is not adequately captured by the
concept of privacy. The reason for this is that the concept of privacy is constrained
to concerns about the appropriateness of the audience to which some information is
exposed. Instead of expanding the concept of privacy, we have good reason to keep
it so bounded, and instead expand the category of claims that function in the service
of protecting individuals' interests in self-presentation.

In order to bring out the way in which the concept of privacy turns on the ques-
tion of audience exposure, it will be instructive to consider key conceptions of pri-
vacy. Conceptions of privacy standardly invoke a distinction between public and
private spheres.”” On this general view, it is assumed that a person's privacy interest

“Ibid., p. 1015.

Ibid., p. 1055.

"*Ibid.

Not all privacy scholars use the language of ‘spheres’ in this way. One reason for this is that such language risks
oversimplifying the picture by implying that there are two clear and distinct spheres that apply universally, one ‘public’
and one ‘private’. However, as I demonstrate below, varying conceptions of privacy share the underlying structuring
assumption that privacy is about ensuring that information is only shared in those spheres in which it is appropriate
for it to be shared, while recognizing that the boundaries of those spheres will vary from one context to another.
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CARNEGY-ARBUTHNOTT | 7

is frustrated whenever some information that ought to be restricted to a specific au-
dience crosses over into a more public domain. For example, in Judith Jarvis Thom-
son's influential view of privacy rights, once a person has made some information
public, whether intentionally or unintentionally, they are considered to have thereby
waived their privacy right over that information.' It is this feature of approaches to
privacy that makes it difficult to make sense of the outcome in Google Spain, if we
interpret the data-protection measures in question as aimed at protecting a privacy
right.

This general structuring idea underpins a range of approaches to privacy: privacy
as control, privacy as accessibility, and privacy as contextual integrity. The concep-
tion of privacy as control paints a picture of the individual as sovereign over her
personal domain, with her consent required to let others in, at her own discretion."’
In doing so, it most directly invokes a sharp distinction between the private sphere
of the individual as a domain that requires protection against unwanted encroach-
ment from the public.

The conception of privacy as accessibility departs from the notion that privacy is
best served when the individual has ultimate control over the flow of information
between the private and public spheres. Arguments in this camp point to the fact
that the value of privacy can be undermined when individuals willingly open the
floodgates, especially if the resulting dissolution of their private sphere is irrevers-
ible.”” This represents a more paternalistic stance towards protecting privacy, but
one nevertheless based on the premise that some things should be kept within a
private sphere protected from public scrutiny.

The third approach, privacy as contextual integrity, more directly challenges the
simple picture of private and public as two distinct spheres. Instead, it emphasizes
privacy as a right to an appropriate flow of information, with different information
being appropriately known by different parties in different social contexts.”! This
approach rejects the idea that the dividing line of privacy is between activities that
are carried out in private spheres such as the home or within the family, and those
carried out in public. It does so to make space for the idea that certain ways of col-
lecting personal information can constitute violations of privacy even where the in-
dividuals in question are acting in public. However, in positing the idea of an
appropriate flow of information, it nevertheless draws on the same general structur-
ing idea of different spheres of accessibility of information. Each distinct social con-
text in which some information is appropriately known can thus be thought of as its

¥Thomson 1975, pp. 301-2.

See e.g Brandeis and Warren (1890), who argue that the idea of privacy was already part of the common-law principles
behind the protection of one's home as one's castle. They paint a picture of privacy rights by analogy to the idea of an
individual in his castle, exerting control over the drawbridge to let others in or keep them out. This has, of course, led
to debates about whether privacy is reducible to other rights such as property. On that point, see Marmor 2014;
Scanlon 1975; Thomson 1975. For a critique of the privacy-as-control approach, see Allen 1999.

*%Allen 2011.

*'See Nissenbaum 1998, 2004, 2015, 2020.
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8 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

own restricted sphere as against the rest of the public who are not included in that
particular context.

While each of these approaches to privacy offers its own take on how best to
think about the divide between public and private in any given context, they all
share the idea that some privacy interest is frustrated when information becomes
publicized in a context in which it ought to be restricted to a smaller or different
group of people. One response to this might be to seek to expand the concept
of privacy beyond this framing, in order to capture concerns about the ways in
which different sources present information to us, over and above the question of
the audiences to which they make it available. Such concerns about the contex-
tual presentation of information ultimately explain what is at stake in cases like
Google Spain.

However, expanding the concept of privacy to attempt to capture these concerns
risks undermining its coherence, leaving it open to the critique that it is an ill-defined
term used to cover a range of disparate interests.* This gives us good reason to keep
the concept of privacy bounded and specific, instead of expanding it to capture all
the situations that give rise to concerns about reputational control. In keeping the
concept of privacy bounded to the question of audience exposure, I follow Carissa
Véliz's description of privacy as

the quality of having one's personal information and ‘sensorial space’
unaccessed. You have privacy with respect to a certain person to the
extent that that person does not know anything personal about you,
and to the extent they cannot see, hear, or touch you in contexts in
which people do not commonly want to be the object of others'
attention.”

Where we identify concerns about protecting an interest in self-presentation which
stretch beyond what the concept of privacy can capture, these are better captured by
distinct categories of claims.**

This general structuring framework of the concept of privacy underpins the
contention that the ruling in Google Spain was inconsistent, if based on a pri-
vacy claim. If privacy is about keeping information restricted to appropriately
restricted spheres, then it is hard to see how one could justify treating Google
search results differently from the original source material they point to, when
that original source material is in principle publicly accessible to the same au-
dience. It would be an even harder task to justify the differential treatment of
Google links pointing to different sources, when those sources contain the same
informational content, as happened with respect to the links to newspaper articles

2For discussion of such critiques, see Solove 2015, p. 479.

BVéliz 2022, pp. 35-6.

*'Miranda Fricker (2017, p. 53) makes a similar argument with respect to keeping the concept of epistemic injustice
bounded and specific.
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CARNEGY-ARBUTHNOTT | 9

reporting the details of the Google Spain case compared to the links to the orig-
inal foreclosure notice in La Vanguardia. If we cannot justify these elements of
the right to be forgotten by appeal to the importance of privacy, we need to find
another way to justify the measures implemented in Google Spain or accept that
the case was dealt with inconsistently.

A separate question that arises in response to understanding privacy as function-
ing to keep information restricted to appropriate spheres is whether we can have
claims to privacy over information that has already been made public. Benedict
Rumbold and James Wilson have argued that people can retain a right to privacy
over information which has been made public.” They argue that one infringes an-
other person's privacy right when one deduces some piece of information about that
person that they did not intend to reveal, from information which they did inten-
tionally make public. While it may be possible to apply privacy rights in this way to
information that has been made public in the specific way identified by Rumbold
and Wilson, the cases relevant to the right to be forgotten do not fit that mould. In-
stead, they are cases where some piece of information has intentionally been made
public, either willingly by the data subject in the first instance, or by virtue of it being
a legitimate matter of public record. The particular challenge this article takes up is
whether there is any justification for treating different sources for reporting that in-
formation differently with respect to erasure. Rumbold and Wilson's argument thus
does not apply to the features of the right to be forgotten that are of central concern
to this article.

An alternative path to justifying the right to be forgotten can be drawn from
the principles underpinning the more general concept of the right of personality.
To the extent that this alternative justification stands up to scrutiny, it extends the
theoretical tools we can draw on to defend various aspects of data-protection pro-
visions beyond the constraints of what privacy-based arguments alone can offer.

The argument is not meant to assume that the measures applied in Google Spain
were intuitively correct, and that there must be an explanation for their consistency.
Rather, the aim is to show that there is a plausible path to justifying data-protection
measures which need not draw on a right to privacy, and provides a more coherent
way to make sense of the measures applied in Google Spain.

II | DISTINCT THREATS TO REPUTATIONAL CONTROL

The origins of a right to be forgotten pertaining to personal data can be traced back
at least as far as a legislative project developed in France in 2010.%° The French legal
concept of a droit a l'oubli, sometimes translated rather dramatically into English as
a right to oblivion, has historical precedent in setting standards for the way in which
spent criminal convictions are expunged from the public record after a certain

“Rumbold and Wilson 2019.
2Weber 2011 The project in question was the Charte du droit 4 I'oubli dans les sites collaboratifs et les moteurs de
recherche, 13 Oct. 2010.
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10 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

amount of time has elapsed. Within the legal tradition of continental Europe, the
right to be forgotten stems from the right of personality, which has historically been
conceived of as protecting the dignity, honour, and right to private life of
individuals.””

As Rolf Weber points out, the right of personality is a right that incorporates a
number of different concepts and terminologies, and is mainly intended to protect
the moral and legal integrity of the person. It delineates a sphere of privacy as part
of that goal. It is in this context that the right to be forgotten and the way it has been
enshrined in the provisions of the GDPR has been interpreted and implemented as
a privacy right.

However, as argued above, the framing of the right to be forgotten as a privacy
right constrains the scope of data-protection provisions that can be included in such
a right. In order to provide a better justificatory basis for those data-protection pro-
visions, we need to shift focus away from a narrow framing around privacy, and
instead lean on some of the other concepts invoked by the right of personality to
motivate and justify the claims in question.

In doing so, the aim is not to provide a historical account of the legal origins of these
existing data-protection provisions. Rather, it is to provide a philosophical analysis of
the principles already embedded in the right of personality which can provide founda-
tions for the right to be forgotten, in a way that provides a path to justifying a broader
range of data-protection provisions under that umbrella than a focus on privacy alone.
More specifically, the task will be to outline three different categories of claims which
serve to protect against different threats to reputational control. These are claims to
privacy, claims against defamation, and claims against distortion.

The concepts of dignity and honour embedded in the right of personality are
broad ones, as is the goal of protecting the ‘moral and legal integrity of the person’.
When it comes to regulating the sharing of information, what is at stake is the in-
tegrity of a person's public persona. The key battleground over the integrity of one's
public persona is located in the gap between how other people see, understand, and
talk about us, compared to how we would like to present ourselves to others. The
question this raises is how much control over the shaping of one's reputation to leave
in the hands of individuals, and how much to allow to be shaped by others.

This idea of reputational control embedded in the more general right of personal-
ity has been invoked in support of privacy protections. Consider the following argu-
ments that have been offered in defence of the importance of privacy. As we saw,
Warren and Brandeis argued that the right to privacy was based on a principle of
inviolate personality, and was required to secure peace of mind for the individual.*®
Contemporary accounts have argued that privacy rights are required to enable valu-
able social relationships, allowing us to regulate the boundaries between intimate
relationships and more distanced ones. Relatedly, appeals are made to our interest in

*Weber 2011, p. 121.
**Brandeis and Warren 1890.
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CARNEGY-ARBUTHNOTT | 11

having a reasonable degree of control over how one presents to others, or to make
decisions about one's own life, protected from the interference and scrutiny of oth-
ers, with the suggestion that these are key aspects of living an autonomous life.*’

A common thread in the literature on privacy is thus the idea that privacy pro-
tects an interest in self-presentation. Marmor, for example, argues that the distinc-
tive thing about privacy rights is that they safeguard our interest in ‘having a
reasonable measure of control over ways in which we present ourselves to others and
the ability to present different aspects of ourselves, and what is ours, to different
people’.*® The second part of Marmor's formulation of the interest reveals again the
general framing of privacy in terms of the appropriateness of the audience to which
some Information is exposed. Marmor explains the distinctiveness of privacy by ref-
erence to the importance of being able to conduct intimate relationships, and the
formulation of the second part of the interest is key to that case.

However, if we focus on the more general interest in having control over how we
present to others (as expressed in the first half of Marmor's formulation), we can
notice that privacy plays a relatively narrow role in safeguarding that interest. The
distinct way in which it does so is by giving us a reasonable measure of control over
which audiences we share different aspects of our lives with. That more general inter-
est in self-presentation, however, can be undermined by ways of sharing information
which do not infringe any privacy claims. Some ways of presenting information can
constitute a claim-infringing distortion of one's reputation, even where the content
of the information in question is already legitimately in the public domain.

Given the focus on the interest in self-presentation, it is no surprise that scholars
have been concerned with different ways of distorting or manipulating a person's
public presentation, and have sought to capture these under the umbrella of privacy
rights. Daniel Solove, for example, includes distortion in his taxonomy of privacy.”!
Solove distinguishes distortion from disclosure as follows:

Distortion, like disclosure, involves the spreading of information that
affects the way society views a person. Both distortion and disclosure
can result in embarrassment, humiliation, stigma, and reputational
harm. They both involve the ability to control information about one-
self and to have some limited dominion over the way one is viewed by
society. Distortion differs from disclosure, however, because with dis-
tortion, the information revealed is false and misleading. >

Distortion, on Solove's account, includes cases of defamation. Both are included in his
taxonomy of privacy on the basis that privacy is ultimately grounded in the importance
of protecting the dignity and honour of individuals.

¥See Gerstein 1978; Marmor 2014; Nissenbaum 2015; Rachels 1975; Roessler 2006; Roessler and Mokrosinska 2013.
*Marmor 2014, p. 7.

*Solove 2006.

*Ibid., p. 550.
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12 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

However, as argued above, expanding the concept of privacy to include distortion
and defamation risks playing into the hands of critics who complain that privacy suffers
from an embarrassment of meanings. Having identified a general concern to protect the
dignity and honour of the individual, we are better off identifying the distinct categories
of claims which serve that aim by protecting against different types of threats to one's
reputation. We can do this by separating claims to privacy, claims against defamation,
and claims against distortion. These claims that come under the general right of person-
ality can be thought of as institutional provisions which help to construct the juridical
concept of the individual. They play a role in delineating the boundaries of the domain
of individual authority as against the claims of the collective with respect to the shaping
of our public personas. They do so by providing distinct elements of reputational con-
trol to individuals.

While Solove defines distortion as involving the dissemination of false or mis-
leading information, I reserve the term distortion to refer to cases that involve the
dissemination of true information in ways that nevertheless distort a person's public
information profile. To make the case for claims against distortion, I provide an
analysis of the way in which various ways of distorting a person's public information
profile are distinct from defamation, but function to undermine the same general in-
terest which claims against defamation serve to protect. An analysis of the function
and significance of search-engine results sheds light on the importance of claims
agalnst distortion and the types of context in which they arise.

We can think of the search results that are served when someone types your name
into a search engine as being an aspect of your public information profile. A person's
online search profile forms an increasingly significant part of their public profile, in a
way that can affect important parts of one's life. Employers and universities use search
engines to research and assess prospective candidates, to an extent that has led to a bur-
geoning industry in online reputation-management services aimed at keeping clients'
top search results appropriate to the professional image they wish to project.”” The same
goes for assessing the suitability of a prospective romantic partner.** ‘Googling’ other
people has become an accepted social practice in contexts where we seek to make an
assessment of someone's competence or character, and we take search engines such as
Google to be useful tools in helping us to make some of those initial assessments.

Not only do our social practices reflect this, but Google's own strategy for deliv-
ering search results is explicitly to deliver a ranking by relevance to the search term
in question. The results are also intended to be tailored to the purposes of the
searcher, based on the profile that Google has built up about them through their
other internet activity.” The results that are served by a search engine operator when

See Jones 2012.

**According to one recent global survey of 1500 people, 50% of users of dating apps or websites had searched for
someone they had met on a dating app; McGowan 2023. A 2021 survey of online dating users in the US found that 40%
had searched a prospective date's name online; Dixon 2022. Another survey from 2018 found that 77% of single
Americans research prospective dates on a regular basis; JDP 2018.

#See Google.com for its public-facing description of its services. For a more detailed explanation of how Google
produces a ranking by relevance, see Stuart 2013, pp. 473-6.
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a person's name is entered as a search term are therefore not a neutral reference
index. They form a curated profile of the search subject deemed by the search engine
operator's algorithm to be most relevant to the purposes of the searcher. As such, this
profile carries communicative content over and above the content of the information
it points to.

In light of this, I suggest that when outdated or irrelevant results are featured
prominently in the list of content served by a search engine when a person's name is
used as a search term (that is, featured as highly relevant results), this can amount
to a distortion of that person's public information profile. It is a distortion insofar as
outdated or irrelevant results are presented as relevant to the searcher's assessment
of the search subject. We have reason to object to this in the same way we would have
reason to object to someone digging up some information from an old archive and
re-publicizing it. However, further explanation is required as to what the nature of
that objection is.

Claims against distortion contrast importantly with claims against defamation.
Much as in the case of privacy, however, paying attention to the normative underpin-
nings of claims against defamation proves instructive in carving out a role for claims
against distortion. In contrasting distortion and defamation, the specific conception
of defamation I draw on is Arthur Ripstein's. Ripstein argues that the law against
defamation serves to protect each person's entitlement that no other person should
determine his or her standing in the eyes of others.*® The right is an inherently rela-
tional one, setting out the limits of what others may say about you. It arises from the
principle that a person should only be held accountable for actions which are prop-
erly attributable to them.

The interest in reputation which a right against defamation protects is fundamen-
tally juridical. What Ripstein means by this is that it is based on a normative idea
that is inherent in private law as a system of individual responsibility and relational
rights. The interest in reputation is not one that is contingently taken up by the law
against defamation and weighed against other competing interests. It is baked into
the very structure of private law itself. As such, Ripstein argues that the right to one's
reputation is ‘at the root’ of a system of ordered liberty.

From this perspective, the notion of an interest in reputation is not merely about pro-
tecting the vanity of individuals or their sense of honour. Rights which protect the inter-
est in reputation serve a more fundamental purpose in carving out the balance between
the control that individuals have over their own lives as against the encroachments of
other members of society. They play a part in ensuring that the control that individuals
have over their own lives is never unduly outweighed by more powerful parties. Claims
against distortion of one's public information profile have a part to play in protecting
that same interest in reputation. They can do so by setting out the boundaries of repu-
tational control with respect to practices of accountability.

*Ripstein 2016, pp. 185-232.
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14 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

A clear distinction between the forms of distortion mentioned above and defamation
is that the information presented by the search engine in the cases in question is, strictly
speaking, attributable to the data subject. However, if we draw on one of the principles
underpinning defamation, that people should only be held accountable for things that
are properly attributable to them, we can make headway by focusing on how practices of
accountability might bear on a person's right to reputation.

A closer analysis of normative practices for holding people accountable for what
they've done will help to flesh out the claim that when outdated or irrelevant search
results are featured prominently, that can amount to a distortion of a person's online
public profile. It will do so by providing an explanation of why the framing of the
information in the context of search results matters, beyond the mere question of
whether or not the information contained therein is publicly available.

III | ACCOUNTABILITY

A key feature of the Google Spain ruling was that the link to the original foreclosure
notice was removed from the search results associated with Costeja's name, while the
original source material remained in place. Additionally, as a result of the Streisand
effect, other search results which contained the same information presented in a
different context were allowed to remain. A key point at issue is therefore whether
individuals have claims to control how information about them that is not private,
but a matter of public record, is presented.

While privacy pertains to the question of the audience to which some informa-
tion is made available, and defamation hangs in part on whether some claim about
a person is truly attributable to them, claims against distortion, I suggest, hang on
the relevance of the contextual presentation of some information to our practices of
accountability.

The case for allowing individuals some measure of control over their public infor-
mation profile builds from the idea that the principles embedded in the right of per-
sonality are about ensuring adequate protection of individuals' control over how to
present themselves to others. Our systems of reputation are not just about what is
known about a person, but also how we are held accountable for what is known about
us. Drawing on Nagel, we can invoke the importance that ‘no more should be sub-
jected to the demands of public response than is necessary for the requirements of
collective life’.”®

The question of what is subjected to the demands of public response, and how, goes
beyond what is true or false about a person, or whether certain information is private
or made public. Our practices of accountability form an important part of the context
that individuals must navigate in presenting themselves to others. And the question of
what things they can be appropriately held accountable for bears on a person's ability

*’For a discussion of the distinction between accountability and attributability, and how practices of accountability
involve imposing certain demands or sanctions on others, see Watson 1996.
*Nagel 1998, p. 14.
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CARNEGY-ARBUTHNOTT | 15

to navigate valuable social relationships. We therefore have reason to interrogate how
presenting outdated information about a person as salient in a given context could
undermine or disrupt our practices of accountability in concerning ways.

For the purposes of this article, I'll focus on a particular aspect of our norms
around accountability. This is the idea that there exist various social norms around
what information about a person it is acceptable to publicly acknowledge in various
social contexts, even if that information is common knowledge. There are some sit-
uations where everyone knows some piece of information about a person, and every-
one knows that everyone knows this, and yet it would not be polite to mention the
information in question, nor to expect the other person to answer for it. Our social
norms are such that we would not deem it appropriate in such circumstances to hold
someone accountable for the thing they are known to have done.

Nagel gives a vivid example of this phenomenon. Two academics, one of whom
has just written a cutting review of the other's book, meet at a party. What Nagel calls
‘conventions of reticence’ in this case require both to avoid the contentious subject,
and to engage in small talk on other topics rather than enter into acrimonious debate
over the review. Nagel discusses the importance of such conventions of reticence in
terms of the public/private divide:

What is allowed to become public and what is kept private in any given
transaction will depend on what needs to be taken into collective con-
sideration for the purposes of the transaction and what would, on the
contrary, disrupt it if introduced to the public space.”

Nagel presents these as norms to do with the privacy/publicity divide. However, given
that the information in such situations is public knowledge, a more fitting reading of
conventions of reticence in cases such as this is that they bear on practices of account-
ability, rather than privacy. That is, they indicate to us what information it is appropri-
ate to demand a response from someone for in a given social context.

When a search-engine operator presents old information as a prominent search
result, that implies the relevance of the result to the purposes for which the search
operator knows we use its function (including, for example, assessing a prospective
date or employee). To the extent that such rankings signal a degree of relevance that
cuts against norms of accountability, we can judge that they amount to a distortion
of a person's public profile. They do so because they deliver an implicit message that
it would be appropriate to hold someone accountable for the information in ques-
tion. The distortion consists in calling attention to something that it is no longer
reasonable to expect a person to answer for, even if that information is a matter of
public record.

*Ibid., p. 12.
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16 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

An important caveat is required here, which is that claims against distortion
will only apply in cases where the information in question is of a kind that would
in principle be appropriate to hold someone accountable for, and the appropriate-
ness of holding them so accountable has elapsed. This caveat is required to ac-
count for a principle which holds that people cannot be morally assessed for
things that are due to factors beyond their control. Without taking account of this
principle, the category of claims against distortion would extend too far, to cover
search results detailing information about a person that is outside of their control,
such as eye colour or place of birth.*” We can exclude such results from being
subject to claims against distortion because such information falls outside the
scope of norms of accountability. Because it falls outside the norms of account-
ability, the inclusion of such information within the search results associated with
a person's name will not convey the implicit meaning that this is relevant infor-
mation by which to hold a person accountable or judge their character, though it
might imply relevance to the searcher's personal preferences in selecting a roman-
tic partner, for example.

Ifthere is an important interest in reputational control, we have reason to be wary
about practices that increase the social pressure for people to be held to account for
things which it is no longer reasonable to hold them accountable for. This gives us
some reason to defend the idea that individuals have claims against such distortion
of their online public profiles. Claims against distortion serve a similar interest as
claims against defamation, but do so in a distinct way, by focusing on questions of
accountability, rather than attributability.

Focusing on distortion from the perspective of accountability, as I've suggested
here, also provides an alternative explanation of the claims and duties involved in the
kinds of cases discussed by Rumbold and Wilson.*! Their argument about privacy
rights over public information has the consequence that there may be many cases in
which one infringes a person's privacy right by unintentionally deducing something
that a person did not intend to reveal from information which they willingly made
public. They note that this is a bullet they are willing to bite. Shifting the focus from
claims to privacy to claims against distortion offers a way to avoid that bullet in some
of the cases that Rumbold and Wilson address. One would not infringe another per-
son's claim against distortion simply by coming to know the information in ques-
tion, but only by holding the person to account for it, or by disclosing it to others in
certain ways.

Of course, much of the determination of whether a particular ranking of a search
result amounts to distortion will come down to an assessment of whether or not it
transgresses the social norms of accountability in the relevant context.*” To illustrate

**Thanks to an anonymous referee for bringing this point to my attention.

“'Rumbold and Wilson 2019.

“This is similar to the structure of claims against defamation. For a successful claim against defamation, it must be
the case both that the statement made about the claimant be untrue, and that it be such as to lower the claimant's
standing in the eyes of others.
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CARNEGY-ARBUTHNOTT | 17

by way of example, I provide a sketch of how this assessment might be applied in the
Google Spain case.

Take, for example, a person who had Googled Costeja ahead of a first date. It has
become completely socially acceptable to conduct a Google search of someone before
a date, and perhaps even to admit to the other person that one had done so. It may
even be deemed acceptable within current norms of accountability to ask one's date
about some of the results found in the course of that search.

On the other hand, if one had gone to the effort of trawling through old news-
paper archives to dig up information, our conventions of reticence would probably
make it gauche at best to mention that to one's date, or to expect them to answer
questions about what had been dug up. From that perspective, we can think of Goo-
gle's prominent ranking of the outdated information from the newspaper archive as
cutting against the social norms by which we take it to be appropriate to hold people
accountable in various contexts.

An important complication arises here. Given the fact that it is now acceptable to
Google someone before meeting them, we might think that this has already caused
a shift in our social norms of accountability, such that it is deemed generally appro-
priate to bring up even very old information, which is now readily available through
search engines. We therefore cannot make a straightforward assessment of whether
any given search result is irrelevant by reference to existing social norms, precisely
because the set of information presented in search results pages is part of the shifting
landscape of those very social norms.

There are two considerations to put forward in response to this point. The first is
that there is already a wider cultural conversation over the extent to which it is ap-
propriate for people to be publicly held to account for bad behaviour from their past,
in an age where it is increasingly easy to find the skeletons in people's digital ward-
robes.* I take this to be part of a public reckoning around our collective norms of
accountability, and the extent to which we have reason to resist too radical a shift in
those norms.

While it is overly simplistic to think that we can assess standards of relevance or
irrelevance of information by reference to existing social norms of accountability as
though those are static, we can nevertheless recognize the importance of making
such assessments in light of the standards of accountability we ought to strive for
or preserve. Once we recognize the importance of that, it's a short step to propos-
ing that some of our institutional structures and regulatory practices might have a
role in seeking to stabilize the norms we have reason to preserve by setting out the
boundaries of claims against distortion. One candidate principle to be guided by in
the determination of those boundaries is the general liberal principle highlighted by
Nagel of ensuring that the demands of collective life do not become too stifling on
the individual.

“For discussion on this point, see Jones 2018.
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18 | PRIVACY, PUBLICITY, AND THE RIGHT TO BE FORGOTTEN

That principle provides a general guide, rather than a precise recipe for determining
the boundaries in every case. One aspect to assess is the severity of transgressions of
existing norms of accountability, and the extent to which those transgressions encroach
on an individual's reputational control. Another aspect will be to assess the effects of
existing norms, relative to how much they encroach in general on the ability of individ-
uals to present themselves to others on their own terms. There is a parallel here to the
question of how to strike the balance between privacy claims and the public interest in
the assessment of what is deemed ‘newsworthy’. The determination of newsworthiness
relies on a combination of considerations, including the factual question of what is of
interest to the public, as well as the normative question of what information the public
ought to have access to as a matter of public good.** In assessing the extent to which
information-sharing practices risk becoming too stifling to the individual, we'll need to
rely on a sociologically informed assessment of the effects of existing accountability
norms combined with a normative assessment of how best to balance the public benefit
of those information-sharing practices against the importance of securing sufficient
reputational control for individuals.

Second, we have reason to raise concerns about differential abilities of individ-
uals to exert control over their public information profiles, depending on the re-
sources at their disposal. While the configuration of results yielded for any given
search term is determined by the search-engine operators' algorithms, it is possi-
ble for companies or individuals to exert some degree of control over their search
results through a process of search-engine optimization. For those who have
enough time, resources, and expertise, this allows them to push inconvenient or
embarrassing search results down the search-results ranking for a given search
term (for example, their name), by ensuring that other, more positive content is
ranked more highly. The fact that some people can engage online reputation-
management services to manipulate their own search pages in this way, while
others lack the resources to do so, gives us further reason to support data-
protection regulation that would give everyone more equitable protection for
claims against distortion. The effectiveness of such practices, however, does indi-
cate that claims against distortion may be met by requiring search engines to
display certain search results less prominently in the list of results, rather than
requiring the removal of the search result in all cases.*’

A broader concern is that search-engine operators have acquired the power
not only to distort the public profiles of individuals, but also to shift the very
conditions in which we shape our practices of accountability. Giving individuals
more control over their public information profiles represents one way to resist
such power becoming too concentrated in the hands of a relatively small number
of large corporations.

“For a discussion of this, see Post 2018, pp. 1057-60.

“For a similar argument in favour of demoting, see Stuart 2013.
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IV | CONCLUSION

I have argued for a category of claims against distortion that are distinct from claims
against privacy and claims against defamation, but serve the same general interest
in reputational control. Claims against distortion apply in cases where some true
information that is legitimately a matter of public record is communicated in a way
that implies that it is relevant information by which to hold a person accountable,
in contexts where that information is outdated or irrelevant to existing norms of
accountability.

The approach I've outlined provides a case for giving individuals protection for
claims against the distortion of their online public profiles, and provides some guid-
ance on how to make the assessment of which types of information presentation
amount to distortion. A question remains over how this is supposed to help to re-
solve the seeming inconsistency in Google Spain.

The three things that were supposed to be in tension in that case were (1) that Goo-
gle was required to remove the link to the original newspaper article from their search
results page for Costeja's name; (2) that the original article was allowed to remain on the
newspaper's website; and (3) that subsequent search result links to newspaper articles
reporting the CJEU ruling, including all the details of the original debt foreclosure,
were not required to be removed. The case in favour of extending claims against the
distortion of one's public information profile by reference to normative standards of
accountability helps us to explain away the tension here.

With respect to the original newspaper article, allowing it to remain on the internet,
but not directly accessible via a simple Google search of Costeja's name would ensure
that anybody who wanted to seek it out would have to dig quite deep. While that level
of investigation may be appropriate or even necessary in certain restricted contexts, it
would not be deemed appropriate in many of the social contexts in which it might be
normal to Google someone's name (such as dating or deciding whether to invite some-
one to interview after assessing their job application). Ensuring that such information
remains accessible, but relatively hard to find, is compatible with preserving social
norms around conventions of reticence and accountability, as outlined above.

As regards the links to newspaper articles reporting the CJEU case being allowed
to remain prominently listed, in light of the argument I've proposed about account-
ability, we can notice that the framing of the information in question will matter to
our assessment of its relevance in the search rankings. It matters, from this perspec-
tive, that these articles embed the information about the foreclosure in the context
of reporting the facts of the Google Spain case. That is, they explicitly mention that
the original foreclosure notice was subject to a court ruling in which it was deemed
to be sufficiently irrelevant or outdated to warrant erasure from the search results
associated with Costeja's name.

While this result still allows the information about the original foreclosure no-
tice to be readily accessible in the public sphere, it ensures that it is framed in a
way that simultaneously signals the fact that it is not the kind of information that is
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appropriate to hold a person accountable for in the many contexts in which we might
conduct a quick Google search of that person's name. In that way, this outcome can
also be read as a coherent way to protect individuals from having their public infor-
mation profiles distorted, by taking measures which seek to reinforce or preserve
norms of accountability.

A possible objection is that while such measures may indeed project some public
message about the relevance of information to what we hold people accountable for,
this provides no guarantee that people will refrain from holding us accountable for
the things in question. This objection could be pressed most strongly by those who
would advocate an analysis of accountability and blame in terms of the emotional
responses or reactive attitudes that are warranted in response to a person's wrongdo-
ing.*® Even if people recognize that it would not be appropriate to mention a person's
particular misdemeanour in a given context, they may nevertheless be holding the
relevant attitudes towards them, and in that sense be holding them accountable in
their judgements of the person's character. And of course, there would be nothing to
stop them from modifying their own behaviour accordingly, for example by cancel-
ling a date.

It is certainly true that we cannot legislate for the attitudes of others. As Rip-
stein points out in his discussion of the right against defamation, a right to reputa-
tion is not a right that others think well of you. It is a right that nobody else should
determine your reputation in the eyes of others. Widening our perspective on the
right to reputation to take into consideration the importance of accountability over
time, alongside the narrower question of attributability, introduces a grey area on the
question of what constitutes someone else interfering with or distorting one's repu-
tation. However, engaging in a careful assessment of existing social practices around
what we publicly deem it acceptable for people to be held accountable for, and which
of these practices ought to be preserved or protected, provides at least some indica-
tion of what data-protection legislation might do in service of that goal.

What I've suggested is that it is possible to justify data-protection regulations that
give people claims against distortions of their public information profiles, and in
doing so aim to stabilize or protect norms of accountability. Doing so goes at least
some way to ensuring that individuals retain a reasonable degree of control over
their reputation as against entities like search-engine operators. In the face of the
increasing influence that tech companies have over how we present to others, this
provides an institutional counterbalance to put some of that reputational control
back into the hands of individuals.

I hope to have shown that moving beyond the constraints of a focus on privacy
rights alone allows us to make a case for a broader range of data-protection provi-
sions. We can do so by appeal to the importance of claims against distortion along-
side claims to privacy and claims against defamation. Thinking more carefully about

*°E.g. those following a broadly Strawsonian approach to accountability. See Strawson [1962] 2008.
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how norms of accountability bear on our assessment of what counts as a distortion
of someone's public profile allows us to make a case for extending the right to repu-
tation beyond the narrower standard of attributability on which claims against def-
amation are based. It does so in a way that addresses concerns about the increasing
influence that search-engine operators have over our online public profiles. A key
advantage of this approach is that it provides a path to defending and implementing
measures that go some way to give individuals control over their personal informa-
tion even in cases where from the perspective of the privacy/publicity divide, the cat
is already out of the bag.
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