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ABSTRACT With the exponentially increased demands for large bandwidth, it is important to think about

the best network platform as well as the security and privacy of the information in communication networks.

Millimeter (mm)-waves and terahertz (THz) with high carrier frequencies are proposed as the enabling

technologies to overcome Shannon’s channel capacity limit of existing communication systems by providing

ultrawide bandwidth signals.Mm-waves and THz are also able to build wireless links compatible with optical

communication systems. However, most solid-state components that can operate reasonably efficiently at

these frequency ranges (100 GHz–10 THz), especially sources and detectors, require cryogenic cooling, as

is a requirement for most quantum systems. Here, we show that secure mm-waves and THz quantum key

distribution (QKD) can be achieved when the sources and detectors operate at cryogenic temperatures down

to T = 4 K. We compare single-input single-output and multiple-input multiple-output (MIMO) continuous

variable THz quantum key distribution (CVQKD) schemes and find the positive secret key rate in the

frequency ranges between f = 100 GHz and 1 THz. Moreover, we find that the maximum transmission

distance could be extended, the secret key rate could be improved in lower temperatures, and achieve a

maximum secret communication distance of more than 5 km at f = 100 GHz and T = 4 K by using

1024 × 1024 antennas. Our results for the first time show the possibility of mm-waves and THz MIMO

CVQKD with the system operating at temperatures below T = 50 K, which may contribute to the efforts to

develop next-generation secure wireless communication systems and quantum internet for applications from

intersatellite and deep space to indoor and short-distance communications.

INDEX TERMS 6G communication, cryogenic system, cryptography, millimeter (mm)-waves, multiple-

input multiple-output (MIMO), quantum communication, quantum key distribution (QKD), single-input

single-output (SISO), terahertz (THz) waves.

I. INTRODUCTION

With the extension of wireless communication and the fast

development of information security, higher carrier frequen-

cies and more spectral resources are required [1], [2]. Mil-

limeter (mm)- and terahertz (THz)-waves [3], [4], [5], [6]

offer ultrawide bandwidth and high-speed data rate commu-

nication and are considered to build next-generation (6G)

communication systems [7], [8], [9], [10], [11]. Mm-waves

and THz bands lie between thematuremicrowave and optical

bands as less explored areas [12], [13], [14], [15], [16]. A

gap in the electromagnetic (EM) spectrum exists at these

frequency ranges due to the inefficient and unpractical de-

vices and circuits [1], [2], [3], [4], [5], [6], [7], [8], [9], [10],

[11], [12], [13], [14], [15]. [16], [17], [18], [19]. However, the

recent development of electronic, photonic, and plasmonic-

based mm-waves and THz technologies help close this gap

with the demonstration of power-efficient sources [20], [21],

[22], [23], [24], [25], [26], antennas [27], [28], [29], [30],

[31], filters [32], [33], [34], waveguides [29], [35], [36],

[37], [38], [39], modulators [40], [41], [42], [43], [44], [45],

[46], [47], [48], [49], and detectors [3], [49], [50], [51],

[52]. Demands for 6G are including, but are not limited
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to, Terabit per second, mm-precision sensing and position-

ing, seamless connectivity, and ultrafast wireless communi-

cations [7], [8], [9], [10], [11]. Moreover, practical imple-

mentation of quantum processors and quantum computers

operating at low temperatures (cryogenics) [53], [54], [55]

requires massive open air and free space data transfer from

and to high-performance classical processors, computers,

and communication systems. Therefore, to realize a robust

building block for practical quantum information, processing

attention should be on both security and low-temperature op-

eration. EM waves traveling through the free space channel

will get impacted by several atmospheric effects, such as

atmospheric attenuation caused by absorption and scattering,

atmospheric radiance, and atmospheric turbulence [56]. The

atmospheric attenuation from molecules, particles, or liquid

droplets including gases, aerosols (dust), fog, or precipitation

is frequency dependent [57]. Compared with the free-space

optical link, the THz link is more stable against scattering

under harsh environments such as fog [58] and dust [59] con-

ditions. The limit of mm-waves [60] and THz links [61], [62]

in long distances is mainly caused by the absorption of differ-

ent gases in the air, such as gaseous water vapor (H2O) and

carbon dioxide (CO2) [57], [63]. So it is important to find the

window with low atmospheric absorption through this band.

High-level security is also an important aspect of realizing

mm-waves and THz communications which is quite chal-

lenging to maintain with classical cryptography schemes.

Quantum key distribution (QKD) can help to achieve the goal

of high-level unconditional security with the power of quan-

tum physics [64], [65], [66], [67]. QKD could be divided into

discrete variables (DVQKD based on single photon sources

and detectors) and continuous variables (CVQKD based on

standard communication systems) [65], [66], [67], [68], [69],

[70], [71], [72], [73], [74], [75], [76], [77], [78]. CVQKD

uses coherent homodyne detection instead of single photon

detection [68] and could be integrated with next-generation

communication systems [69].

Single-input single-output (SISO) is a kind of classical

communication system where the transmitter and receiver

do not have several antennas. To meet the explosion of

data transmission, multiple-input multiple-output (MIMO)

technology has been widely used in wireless communica-

tion nowadays. A MIMO system with multiple antennas

at both the transmitter and receiver side brings benefits on

data throughout and communication rangewith limited band-

width and transmit power [70]. THz QKD with SISO and

MIMO systems was introduced in [64] and [71], with the

main focus onmid- and far-infrared frequency ranges (10–40

THz) at room temperature (T = 296 K).

Motivated by the works of [64] and [71], this work focuses

on SISO and MIMO QKD at the temperature of T< 50 K.

We investigate CVQKD at frequency ranges of mm-waves

and THz, from f = 100 GHz to 1 THz, with antennas and

detectors both operating in the cryogenic environment (T <

50 K). Moreover, we compare the performance of both the

SISO and MIMO CVQKD systems at this frequency range.

II. SYSTEM MODEL

For the proposed mm-waves and THz quantum communica-

tion scheme, the cryogenic antennas generate EM fields that

oscillate at an angular frequency ω. This EM field is quan-

tized and the system gets a Hamiltonian H = hω(â†â+ 1
2
).

The H is similar to the Hamiltonian of a quantum harmonic

oscillator with h as Planck’s constant, â as the annihila-

tion operator, and â† as the creation operator. Moreover,

the quadrature field operators q̂ = â+â†√
2

and p̂ = i(â+â† )√
2

are

dimensionless canonical observables of the system (similar

to the position and momentum of the quantum harmonic

oscillator) [72]. Finally, coherent states of the system are

the eigenstates of the annihilation operator â, provided by

â|α〉 = α|α〉. Here, α = q + ip � C indicates the coherent

state amplitude [71], taken from a 2-D Gaussian distribution.

Two independent continuous variables q and p are used to

create a secret key between Alice and Bob [64].

Notation: Boldface and italic capital letters such as A de-

note matrices. A† is the conjugate transpose of matrix A

while AT is the transpose. 0M×N ∈ C
M×N is a zero-complex

matrix and 1M×N ∈ C
M×N is a complex matrix of ones. IM

represents aM ×M identity matrix. AM ×M diagonal ma-

trix described by diag(a) with a ∈ C
M shows a on its diago-

nal. AndN (µ,�) is a real multivariate Gaussian distribution

in which the vector is µ and the covariance matrix is �.

A. CHANNEL MODEL

We consider a one-way communication channel to build a

secret key between Alice and Bob as shown in Fig. 1(a).

A MIMO mm-waves and THz communication channel be-

tween Alice and Bob include a transmitter with Nt antennas

at Alice’s side and a receiver with Nr antennas at Bob’s

side. We assume the antennas at both sides are distributed

in a 1-D ULA with each antenna element’s gain Ga. As the

crosstalk between the antennas could be reduced by using

proper structure and material, we ignore the crosstalk in

this work [79]. So the antenna gains of Alice and Bob are

Gt = NtGa and Gr = NrGa [71]. The Gaussian modulation

of the thermal state is a widely used encoding protocol for

several frequencies [64]. Alice begins with a vacuum state

|0〉 and generates Nt coherent states |ai〉 with amplitudes

ai = QA,i + jPA,i, i = 1, 2, . . . ,Nt from the Nt antennas

with quadratures being chosen from two independent ran-

dom vectors Q, P ∼ N (0Nt×1, VsINt ) where Vs is the vari-

ance of the initial signal encoding [71]. Two quadratures

Q̂A,i and P̂A,i of a quantum THz source (thermal) state are

randomly sent by the ith antenna element of Alice and de-

scribed by X̂A,i ∈ {Q̂A,i, P̂A,i}. So the ith mode of Alice can

be considered as X̂A,i = ai + 0̂, where 0̂ is the thermal mode

(quadrature operator) due to the background thermal noise at

mm-waves and THz and ai denotes the classical modulated

variable [64], [80]. The total variance of Alice’s mode is

Va = Vs +V0 (1)

4100410 VOLUME 4, 2023
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FIGURE 1. (a) System model of the proposed mm-waves and THz QKD. Alice prepares thermal states at the source which denotes a generator. The
transmitter and receiver are antennas distributed in a 1-D uniform linear array (ULA). Alice, Bob, and Eve do their job at cryogenic ambient (low
temperature). The channel loss through the open-air environment contains atmospheric absorption and free-space loss. Eve’s output modes are stored
in a quantum memory (QM). Bob uses a homodyne detector to measure quadrature. (b) Schematic of the phase shifters model described for a 2×2
MIMO system. The channel is modeled by four beam splitters. Alice generates two coherent states âA,1 and âA,2 based on random vectors and sends
them out from her two antennas as thermal states. These two states are mixed by the first beam-splitter V†. Then Eve operates a collective Gaussian
attack. She prepares two two-mode squeezed vacuum states and uses beam-splitter B1 and B2 to combine the input and her states. The output and one
of the original modes are saved in QM. Before Bob detects the input, the signals are mixed by beam-splitter U. At last, Bob uses his two antennas to
receive the modes âB,1 and âB,2.

where V0 is the variance of thermal state (contains variance

of vacuum mode and variance of preparation noise) [64]. V0
is defined as

V0 = 1 + 2n̄. (2)

Here, 1 is the vacuum shot noise unit and

n̄ =
[

exp

(

h fc

kBT

)

− 1

]−1

(3)

is themean thermal photon number, h is Planck’s constant, kB
denotes Boltzmann’s constant, T is the environment tempera-

ture, and fc is the carrier frequency. Now, let’s consider Alice

sends her states to Bob (receiver) over an insecure quantum

channel. Bob uses a noisy homodyne detection technique,

which is based on mm-waves and THz shot-noise limited

quantum detector that randomly switches between quadra-

ture Q̂ and P̂, to measure the incoming thermal states.

The channel matrix between Alice and Bob could be mod-

eled as [71], [73], [74]

H =
L

∑

l=1

√
γle

j2π fcτlψNr

(

φr,LOS
)

ψ
†
Nt

(

φt,LOS
)

(4)

where H ∈ C
Nr×Nt , L is the full number of multipath com-

ponents, τl is the propagation delay of the lth multipath. We

only consider the line-of-sight (LOS) path with L=1 in this

work. So the path loss γl is given by [71]

γl=1 = GtGr

(

λ

4πd

)2

10− δd
10 (5)

where d is the distance (km) between Alice and Bob and δ

is the atmospheric loss and is defined as dB/km [64], [73].

It contains both the free space path and the atmospheric

absorption losses of mm-waves and THz waves. φr,LOS and

φt,LOS are the angle of arrival seen by Bob, and the angle

of departure from Alice, respectively. ψK (θ ) represents the

array response vector of a ULA which contains K number of

antennas.

The derivation details of the channel model are described

by a singular-value decomposition (SVD) scheme introduced

by Kundu et al. [71] are presented in Appendix A.

Although the coherent attack is the general attack, the

works reported in [75] and [76] proved that once the system

is secure against collective attacks, it is also secure against

general attacks with the long secret key. In CVQKD, the

most realistic and studied collective attack against Gaussian

protocols is the entangling cloner attack [64]. So, we assume

the channel is totally under Eve’s control and she uses entan-

gling cloners to steal information. Fig. 1(b) shows a 2 × 2

MIMO system built by four beam-splitters as an example

[72]. After the two transmitted modes from Alice are com-

bined by beam-splitter V†, Eve will pick up two produced

output modes. Eve should prepare two pairs of entangled

Einstein–Podolsky–Rosen {ê1, Ê1} and {ê2, Ê2} (known also
as two-mode squeezed vacuum states) in advance. Once re-

ceived the input, Eve uses B1 and B2 to combine them with

Ê1 and Ê2. The relationship between input and output of Bi
can be written as [71], [72]

[

âout,1
âout,2

]

=
[ √

ηi
√
1 − ηi

−
√
1 − ηi

√
ηi

] [

âin,1
âin,2

]

. (6)

Here, ηi is the round-trip transmissivity of two port beam-

splitter Bi . Then Eve will save one of the outputs from every

beam-splitters (Ê ′
1, Ê

′
2) and the original modes (ê1, ê2) in

her QM andmeasure the ancilla modes to exploit information

when Alice and Bob completed their classical communica-

tion. The other two output modes will be combined by the

VOLUME 4, 2023 4100410
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beam-splitterU and sent to Bob. We assume Alice appliesV

as the base of beamforming at her end, and Bob employsU†

as the base of decoding at his side. The whole model could

be described by [71], [72]

âB = U†HVâA +U†USâE (7)

where âB = [âB,1, . . . , âB,Nr ]
T is the received mode of Bob,

âA = [âA,1, . . . , âA,Nt ]
T is the transmitted mode of Alice,

âE = [âE,1, . . . , âE,Nt ]
T is the injected Gaussian mode of

Eve

S = diag
{

√

1 − η1, . . . ,
√

1 − ηr, 1(M−r)×1

}

(8)

is a diagonal matrix with M = min(Nt ,Nr ). The calculation

details could be found in Appendix A. The efficient channel

between Alice and Bob can be disintegrated into r parallel

SISO channels by utilizing the SVD ofH(r is the rank ofH).

In this case, the relation between channels’ input and output

can be written as [71]

âB,i =
√

TiâA,i +
√

1 − TiâE,i, i = 1, 2, . . . , r. (9)

Here, Ti is the ith non-zero eigenvalue of H†H and could

also be considered as the ith transmissivity of the channel.

Homodyne experiments on one of the randomly selected

quadratures will be performed by Bob for every r-received

mode and get the result detailed in Appendix A.

We set W to the variance of the thermal noise introduced

by Eve. So, Bob will receive the ith mode with the shot-

noise level V (X̂B,i) = TiV0 + (1 − Ti)W [64]. X̂B,i is Bob’s

received quadrature described by (22) in Appendix A. If

Eve wants to completely hide in the background noise, she

can useW = V0. Then Bob will receive the shot-noise level

V (X̂B,i) = V0 which is the same as what Alice sent. Although

the value of V0 could be enlarged by frequencies below

1 THz, we could gain V0 ≈ 1 SNU by cooling down the

system to low temperatures.

B. SECRET KEY RATE

In this mm-waves and THz CVQKD scheme, Alice and Bob

replicate the previous quantum communication protocol sev-

eral times to generate a string. Then they correct errors in

their string by using reconciliation protocol. Direct reconcil-

iation (DR) is the scheme inwhichBob usesAlice’s encoding

string to prepare the key while reverse reconciliation (RR)

is when Alice prepares the key based on Bob’s decoding

result. Alice and Bob use a reconciliation protocol to achieve

privacy amplification to reduce the knowledge stolen by Eve

[71]. In this work, we use an asymptotic secret key rate to

study the performance of RR protocol in mm-waves and THz

QKD. In RR, it is possible to achieve a positive secret key

rate when the channel transmissivity is almost 0 while in DR

it required a channel transmissivity larger than 0.5 [80] and is

impractical in mm-waves and THz because of the high losses

(both atmospheric absorption and path).

According to [71], the secret key rate of theMIMO system

could be divided into r SISO channels. So we first analyze

the secret key rate of a SISO channel. In the RR scheme,

Alice and Bob use the decoding outcomes from Bob’s side to

generate their secret key [77]. Alice and Bob could estimate

the mutual information they shared, described as I(a : b),

and the accessible information of Eve, described as I(E : b).

The asymptotic secret key rate R◭ could be described by the

surplus information shared by Alice and Bob and is given by

[65]

R◭ = I (a : b) − I (E : b). (10)

The mutual information between Alice and Bob is

I (a : b) =
1

2
log2

[

1 +
TVs


 (V0, W )

]

(11)


 (x, y) = Tx+ (1 − T) y (12)

while Vs ≫ V0,W , and Eve’s information is bounded by the

Holevo information I(E : b) which is defined as

I (E : b) = HE − HE|b (13)

where HE and HE|b are the von Neumann entropy of Eve’s

total and conditional state given by (25) and (26) in Appendix

A respectively [71], [78].

The total secret key rate is finally given by the sum of r

SISO links’ secret key rate [71] assuming Ti → 0

R◭MIMO =
r

∑

i=1

R◭i ≈ ζ tr
(

H†H
)

− rh (W ) (14)

where

ζ = 0.72

[

Vs

W
− ln

(

Va + 1

Va − 1

)(

V 2
a −W 2

2W
−Va

)]

(15)

and tr(H†H) =
r

∑

i=1

Ti. h(W ) is a function given by

h (x) =
x+ 1

2
log2

(

x+ 1

2

)

−
x− 1

2
log2

(

x− 1

2

)

. (16)

C. SYSTEM CONDITIONS

To achieve a positive secret key rate, ζ tr(H†H) > rh(W )

is required. Verified from (1)–(4), only ζ tr(H†H) in (14)

depends on frequency and ζ also depends on temperature.

With a given frequency, lower temperature could decreaseV0
and increase ζ in (15). This also happens with a given tem-

perature and increasing frequency. But higher frequency nor-

mally brings higher path loss which may decrease tr(H†H).

Since tr(H†H)>0, the limit of ζ > α = rh(W )

tr(H†H)
is equal to

ζ > α = 0 whileW=1. This condition helps us find the bal-

ance between ζ and tr(H†H) and get a positive secret key

rate.

Fig. 2 shows ζ as a function of temperature for different

frequencies in a MIMO THz QKD system [71]. According

to the simulation results, we achieved secure transmission for

frequencies between f= 100GHz and 1 THz, at temperatures

T< 43 K. The detail of the maximum operating temperature

for each frequency is shown in Table I.

4100410 VOLUME 4, 2023
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FIGURE 2. Curves show ζ as a function of temperature for different
frequencies. To achieve secure transmission, ζ should keep above line α

(locate in the secure range).

TABLE I Parameters and simulation results for different frequencies

III. SIMULATION RESULT

We use the secret key rate (R) to define whether the system

is safe or not. A positive secret key rate reflects a safe trans-

mission. As R of the MIMO system is the sum of the SISO

systems, we also compared the different performances of the

MIMO and SISO systems at the same conditions.

A. SIMULATION OF THE MIMO SYSTEM

According to [63], [57], and [81], the atmospheric absorption

for each frequency is shown in Table I. We assume the target

of the secret key rate is 10−5 bit/use [71]. Table I also shows

the distance of 32× 32MIMO system at maximum tempera-

ture for each frequency.While f= 700 GHz and f= 800 GHz

could reach more than 35 m at T> 30 K, f= 600 GHz could

only get to 26 m at a lower temperature because of higher

absorption at this frequency. Fig. 3(a) and (b) shows the

secret key rate as a function of secure transmission distance

for frequencies from f = 100 GHz to 1 THz at T = 4 K in a

32 × 32 MIMO system. The distance of f = 100 GHz and f

= 200 GHz could achieve d= 700 m at T= 4 K which is the

maximum through all frequencies. The secure distance for f

= 300 GHz could get to d= 500m, but it will drop to under d

= 160m for frequencies above f= 500GHz. If the number of

antennas reduces to 8 × 8, the maximum distance could still

reach d = 200 m for f = 200 GHz as shown in Fig. 3(c). But

for frequencies above f= 600 GHz in Fig. 3(d), the distances

are all below 50 m because of the high absorption.

High MIMO configuration could enhance the maximum

secure distance as shown in Fig. 4. While the maximum

distance is d= 700m for a 32× 32MIMO system, the secure

transmission could achieve much more than d = 8000 m for

a 1024 × 1024 MIMO at f = 100 GHz at T = 4 K as shown

in Fig. 4(a). The same trend could be found for f= 200 GHz

at T = 8 K and f = 1 THz at T = 43 K. For f = 200 GHz,

the maximum distance is more than d = 3000 m for 1024

× 1024 MIMO at T = 8 K. But secure distances for f = 1

THz at T = 43 K are not as much longer because of the high

channel loss caused by atmospheric absorption and thermal

noise. It could only get to 160 m with a 1024 × 1024 MIMO

antenna system at T = 43 K. And compared with Fig. 3(b),

the distance for f = 1 THz at T = 43 K is just one-fifth of

T = 4 K, with 32 × 32 antennas.

B. SIMULATION OF THE SISO SYSTEM

Compared with a large MIMO scheme, the maximum dis-

tance of a SISO scheme is shorter at frequency ranges be-

tween f = 100 GHz and f = 1 THz. We assume the tar-

get secret key rate is 10−5 bit/use [71]. Fig. 5(a) shows

that the maximum distance in the SISO system is less than

12 m for f = 200 GHz at T = 8 K, which is much less than

what is observed in a MIMO system shown in Fig. 4(b).

Fig. 5(b) shows the distance for f = 100 GHz–1 THz in a

SISO scheme at T = 4 K. We could find that the maximum

distances decrease with higher frequency at 200 GHz–1 THz

range caused by the path loss. Comparing Fig. 5(a) and (b),

it is obverse that lower temperature increases the maximum

distance for the same frequency.

Comparing Fig. 5(b) with Fig. 3, we find that at the same

temperature, the MIMO scheme could achieve a longer dis-

tance than the SISO scheme. So it is necessary to usemultiple

antennas in mm-waves and THz QKD system. As frequen-

cies f = 800 GHz, f = 900 GHz, and f = 1 THz have the

same atmospheric absorption, Fig. 5(b) shows that the trans-

mission distance improved by the lower frequency. This may

cause by the increase of tr(H†H) as lower frequencies have

less free-space path loss and matter more than the increase

of V0 (which in turn decreases ζ ) at this range. As a result,

to enhance the secure distance, we could use more antennas,

cool down the temperature, or choose lower frequencies.

IV. DISCUSSION

We study through simulations of MIMO CVQKD protocol

on mm-waves to THz open-air link with ideal LOS path and

crosstalk-free antennas. The influences of cryogenic oper-

ating temperature for mm-waves and THz circuits and the

VOLUME 4, 2023 4100410
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FIGURE 3. (a) Transmission distance of a 32×32 MIMO system for f = 100 to 500 GHz at T = 4 K. (b) Transmission distance of a 32×32 MIMO system for
f = 600 to 1 THz at T = 4 K. (c) Transmission distance of an 8×8 MIMO system for f = 100 to 500 GHz under T = 4 K. (d) Transmission distance of an 8×8
MIMO system for f = 600 GHz to 1 THz under T = 4 K. Here, parameters are Ga=30, W=1, Va=1000.

FIGURE 4. Curves show the secret key rate as a function of transmission distance for the different numbers of antennas in MIMO systems. (a) Result for
f = 100 GHz, at T = 4 K. (b) Result for f = 200 GHz, at T = 8 K. (c) Result for f = 1 THz, at T = 43 K.

number of antennas are considered by assuming the per-

fect quality of the beam-splitter and communication channel.

Although the MIMO array may overcome high path loss

by using proper beamforming protocol and reduce the in-

terference by using highly directional antennas [82], for the

realization of the mm-waves and THz CVQKD in the future,

except the channel loss caused by atmospheric absorption,

the co-channel interference, intercell interference, non-LOS

path, and multipath effect all should be considered in the

channel loss [83], [84].

Recently, devices for mm-waves to THz frequency range

based on superconductors operating at temperature ranges

from 4 to 80 K [3] such as efficient coherent emitters [18],

THz photonic circuits [46], etc. have been proposed, which

could be the possible solution of building the cryogenic

mm-wave to THz quantum communication link. The super

conducting-based coherent THz source has been reported to

generate high-power THz radiation (>µW) below 50 K [85]

that abandons the complicated THz -optics conversion and is

suitable for on-chip mm-waves and THz waves transmission.
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FIGURE 5. (a) Secret key rate R as a function of transmission distance
for SISO for frequency ranges between f = 100 GHz and f = 500 GHz at
the highest operational temperature. Atmospheric absorptions in the
channel are shown in Table I. (b) Secret key rate R as a function of
transmission distance for SISO for frequency ranges between f =

100 GHz and f = 1 THz at T = 4 K.

A recent THz hybrid superconductor circuit cavity has been

proposed that may help the realization of coherent THz

detectors at 20 K [86].

Even so, many research efforts are still needed to accom-

plish the whole scheme in practical hardware. For exam-

ple, a highly directional antenna or source for THz on-chip

circuits is an important foundation against interference and

achieving long-distance communication. THz detector with-

out optical THz conversion may increase the flexibility and

efficiency of the communication. As the optical CVQKD

has been realized and proved to be achievable with megabits

per second rate over kilometers [87], [88], we believe the

mm-waves to THz CVQKD system is not so far from

accomplishment.

IV. CONCLUSION

In this work, for the first time, we developed SISO and

MIMO QKD schemes in mm-waves and THz frequency

ranges, from f = 0.1 to f = 1 THz, with the cryogenic op-

eration of sources and detectors below T = 50 K. We found

that a positive secret key rate can be observed at the targeted

frequency range. MIMO technology could improve the se-

cure transmission distance compared with the SISO scheme.

Moreover, we showed that the more antennas are in the

system the longer transmission distance could be achieved.

To build a long-way secure communication channel, more

antennas, low-temperature operation, and lower frequencies

are required. We also discussed the practical hardware re-

alization possibility of the cryogenic mm-waves and THz

system and have given our views of the development di-

rection in both experimental and theoretical aspects for the

mm-waves and THz QKD. Our work may guide the effort in

the development of next-generation secure wireless commu-

nication systems and the establishment of quantum internet

for applications from satellites to indoor and short-distance

communications.

APPENDIX A

A. COMPUTATION OF CHANNEL MODEL

The channelmatrix betweenAlice andBob could bemodeled

as (4)

H =
L
∑

l=1

√
γle

j2π fcτlψNr

(

φr,LOS
)

ψ
†
Nt

(

φt,LOS
)

where H ∈ C
Nr×Nt , L is the full number of multipath com-

ponents, τl is the propagation delay of the lth multipath. The

path loss γl for the LOS path (L=1) is given by (5)

γl=1 = GtGr
(

λ
4πd

)2
10− δd

10

where d is the distance (km) between Alice and Bob and

δ is the atmospheric loss. φr,LOS and φt,LOS is the angle of

arrival seen by Bob, and the angle of departure from Alice,

respectively. ψK (θ ) represents the array response vector of a

ULA which contains K number of antennas [71]

ψK (θ ) =
1

√
K

[

1, e j2π
da
λ
sinθ , . . . , e j2π

da
λ
(K−1)sinθ

]T

(17)

Here, da and λ denote the inter-antenna spacing and wave-

length of the carrier signal, respectively. We assume da =
λ/4 in this work. The channel model could be described by

a SVD scheme introduced by [71]

H = U�V† (18)

Here, U ∈ C
Nr×Nr and V ∈ C

Nt×Nt are unitary matrices

represent K phase shifters [72], and � is given as

� =
[

diag
{√

η1, . . . ,
√

ηr
}

0r×(Nt−r)
0(Nr−r)×r 0(Nr−r)×(Nt−r)

]

(19)

where r is the rank of H and
√

η1, . . . ,
√

ηr are the r non-

zero singular values of H generated by the transmissivity of

beam-splitters in the system [72].
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As shown in Fig. 1(b), the wholemodel of aMIMO system

could be described by [71], [72]

âB = U†HVâA +U†USâE (20)

where âB = [âB,1, . . . , âB,Nr ]
T is the received mode of Bob,

âA = [âA,1, . . . , âA,Nt ]
T is the transmitted mode of Alice,

âE = [âE,1, . . . , âE,Nt ]
T is the injected Gaussian mode of

Eve.

S = diag
{

√

1 − η1, . . . ,
√

1 − ηr, 1(M−r)×1

}

(21)

is a diagonal matrix with M = min(Nt ,Nr ). We get U†U =
INr andV

†V = INt asU andV are unitary matrices. Consid-

ering (18)H = U�V†, diagonal matrix� and S , (20) would

turn to âB = U†U�V†VâA +U†USâE = �âA + SâE . So

the efficient channel between Alice and Bob can be disin-

tegrated into r parallel SISO channels.

Bob randomly chooses quadratures for his input and

operates homodyne measurements. Then the input-output

relationship of ith parallel channel between Bob’s received

quadrature X̂B,i and Alice’s transmitted quadrature X̂A,i can

be written by a generic quantum channel as [71]

X̂B,i =
√

TiX̂A,i +
√

1 − TiX̂E,i, i = 1, 2, . . . , r (22)

with Ti and X̂E,i as transmittance, and Eve’s excess noise

quadrature, respectively.We can write for Eve’s ancilla mode

X̂E ′,i = −
√

1 − TiX̂A,i +
√

TiX̂E,i, i = 1, 2, . . . , r. (23)

B. COMPUTATION OF THE SECRET KEY RATE

The secret key rate R◭ = I(a : b) − I(E : b) is given by mu-

tual information. Assuming Gaussian statistic for simulating

purposes, the mutual information between Alice and Bob is

I (a : b) =
1

2
log2

[

1 +
TVs


 (V0, W )

]


 (x, y) = Tx+ (1 − T) y.

And Eve’s information is bounded by the Holevo informa-

tion I(E : b) which is defined as

I (E : b) = HE − HE|b (24)

HE = h (v1) + h (v2) (25)

HE|b = h (v3) + h (v4) (26)

where HE and HE|b are the von Neumann entropy of Eve’s

total and conditional state, respectively, [71], [78]. The von

Neumann entropy depends on symplectic eigenvalues as

given by [71]

v1 = 
 (W,Va) , v2 = W (27)

v3, v4 =
√

1

2

(

� ±
√

�2 − 4ϒ
)

(28)

and

� =
VaW
 (W, Va) +W
 (WVa, 1)


 (Va, W )
(29)

ϒ =
VaW

2
 (W, Va)
 (WVa, 1)


2 (Va, W )
. (30)

The function h(x) is defined as

h (x) =
x+ 1

2
log2

(

x+ 1

2

)

−
x− 1

2
log2

(

x− 1

2

)

. (31)
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