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Abstract. Online security attacks are a worldwide issue, and increasing rapidly
in the Middle East. Much of the research on the human aspects of online security
has been conducted in developing countries, and although there have been a num-
ber of studies in the Kingdom of Saudi Arabia (KSA), none of which compared
experiences of users in different cultures. This study investigated the experiences
and worries about online security attacks of 45 young adults in KSA and com-
pared them with a previous study of young adults in the UK. Saudi young adults
were most likely to have encountered phishing attacks and least likely to have
encountered ransomware attacks. Their worries grouped into Theft Worries and
Phishing Worries. These results were very similar to those found in the previous
study in the UK, in spite of differences in the educational level, self-reported
online security knowledge and ability to identify security attacks between the two
samples. This suggests that online security attacks and the resulting worries are
more international than might be predicted.

Keywords: Experience of online security attacks, worries about online security
attacks, young adults, Kingdom of Saudi Arabia.

1 Introduction

Cyber attacks have become an increasingly prevalent issue worldwide. Statistics for
2018 [23] show that the Middle East' saw an 11% year on year increase in malware
infections, with an average of 1.5 million attacks per day and 575 million per year. The
average total cost of a data breach in the Middle East increased from USD 6.93 million
in 2021 to USD 7.46 million in 2022 [21]. The Kingdom of Saudi Arabia (KSA) is one
of the countries most commonly targeted by attackers. In 2018, the KSA experienced a
significant increase in ransomware attacks, of over 378% [23].

! Middle East refers to the geopolitical area that usually is defined as the following countries:
Bahrain, Cyprus, Egypt, Iran, Iraq, Israel, Jordan, Kuwait, Lebanon, Oman, Palestine, Qatar,
Saudi Arabia, Syria, Turkey, United Arab Emirate, Yemen [33].



Individual users play an important role in online security as they are the target of
many online security attacks. Social engineering techniques are frequently used by cy-
bercriminals to trick people into disclosing sensitive information, downloading mal-
ware, or clicking on malicious links. Individual users are also vulnerable to phishing
attacks, ransomware, and other forms of online fraud, which can result in monetary
loss, identity theft, and reputational harm. The third quarter of 2022 was the worst quar-
ter of phishing that the Anti-Phishing Group has ever documented, with a total of over
1.2 million phishing attacks worldwide [8].

Despite the numerous online security awareness initiatives to raise security aware-
ness and improve online security behaviour, users continue to respond to malicious
cyberattacks. A number of studies have investigated how individual differences affect
online security behaviours. Psychological and demographic factors have been investi-
gated to improve the methods used to understand users’ motivations to engage in risky
behaviours. However, little research has investigated online security attitudes and be-
haviour beyond North American and Europe, or investigated cultural differences in this
area. This paper builds on research we recently conducted in the UK investigating the
experiences of online security attacks of young adults and their worries about online
security [2], but in this paper we present similar research conducted with young adults
in KSA, and compare the results with our results from the UK. In both the previous UK
study and this study in KSA, we chose to concentrate on young adults for several rea-
sons. Some research has found age differences in attitudes and behaviours in relation
to online security issues. This is not surprising, as young adults now aged 18 to 30
were born in the 1990s and early 2000s (they are sometimes known as “digital natives”
[28, 29] or Generations Y and Z [11, 30]), so are very likely to have grown up with
digital technologies as an integral part of life, unlike older cohorts of adults who would
only have come to these technologies as adults. These life experiences will have af-
fected attitudes of and experiences in the online world. By concentrating on a particular
age group, we can develop a clearer understanding of attitudes, experiences and needs
of this particular age group. Some previous research has found that young adults un-
dertake particularly risky behaviours online, so it is important to understand why this
is happening in order to develop appropriate educational and protection mechanisms
for this cohort of individuals. If we can support people when they are young, this should
equip them with strategies to deal with online security threats more effectively as they
go through life.

2 Related Work

A number of studies have investigated the human aspects of online security, and how
crucial it is to consider both technical and human approaches when developing security
measures. However, despite the numerous awareness initiatives and programs, there is
still a lack of understanding of online security issues. For example, Wu et al. [34] found
that 61% of the security terms used in security texts were difficult for a large sample of
native English speaking young adults to understand. Researchers have been investigat-
ing different kinds of users’ attitudes, knowledge and behaviour in relation to these



issues since for several decades [16,17] but the situation does not seem to improve. For
example, two recent studies [10,11] found that young Americans in particular are still
often taking risky online behaviours and have rather lax attitudes to online security
issues. However, not all research has found that age is a significant factor in relation to
online security, for example a study with over 1200 participants in KSA found no effect
of age, although the sample was not age balanced (53% of participants were aged be-
tween 18 and 29, and only 5% were over 50) [7]. However, this does raise the interest-
ing possibility of cultural differences in this area.

Some researchers have investigated other individual differences which may account
for attitudes and behaviour around online security. For example, several studies have
investigated the effects of personality traits. Alseadoon et al. [6] found that individuals
in the KSA who are high on the openness and extraversion personality traits are more
like to respond to phishing emails than those low on these traits. In contrast, Alohali et
al. [4], investigating what appears to have been a multinational sample which included
KSA and the UK, found that four of the five “Big Five” personality traits had significant
relationships with online security risk behaviours (conscientiousness, agreeableness,
openness and neuroticism), but extraversion was the only trait which was not a predic-
tor of risky behaviour. Whitty et al. [32] investigated a number of other individual char-
acteristics in a UK sample and found that perseverance and self-monitoring were asso-
ciated with risky online behaviour. Other studies have emphasized the importance of
individual factors such as educational level [14] and general internet skills [5] in pre-
dicting online security attitudes and behaviour.

Much of the research on human aspects of online security have been conducted in
the developed world, particularly in English speaking countries [16, 17, 19, 25, 26],
although studies were found in Finland [13] and Greece [15]. However, increasingly
there are studies in other parts of the world, including Bangladesh [1], Malaysia [14],
and South Africa [24]. Several studies do discuss cultural differences [20,24], but these
are in relation to differences within one country, for example differences between users
in rural versus urban areas [24] and differences between employees in public versus
private organizations [22]. No studies could be found on how differing national or re-
gional cultures and values may affect online security attitudes and behaviour and how
this might influence future awareness raising campaigns in different parts of the world.

As noted above, there have been a number of studies on these issues in KSA, which
have been focused on online security awareness rather than behaviours [5,7]. The re-
search by Alseadoon et al. [6] on susceptibility to phishing was conducted with Saudi
students. Another Saudi study also investigated phishing susceptibility [3].

This paper focuses on investigating the online security experiences of young adult
users in KSA, using the method we developed for the UK study [2] which involved
presenting participants with a series of short scenarios illustrating the most common
online security attacks, asking them whether they had encouraged a scenario like that
and if so a series of follow up questions. In addition, participants rated their level of
worry about a series of nine common online security issues. This allowed us to assess
current levels of experience with online security attacks among young Saudi people,
their concerns about such attacks and their level of worry, as well as to compare the
results with our recent study in the UK.



3 Method

3.1  Participants

This study sampled young adult users in KSA. The inclusion criteria were to be aged
between 18 — 30 years old, to be a Saudi citizen, currently living in KSA. Participants
were recruited by sending emails and messages through social media with a link to an
online survey. Participants were encouraged to participate by offering them a chance to
enter a prize draw for one of 10 gift vouchers worth 50 Saudi Riyals (approximately
GBP 10.00) each.

73 completed responses were received, but 28 failed two or more of the four attention
check questions (see section 3.2), leaving 45 valid responses for analysis. Table 1 sum-
marizes the demographic details of the participants. Due to an oversight, participants
were not asked about their gender?.

Table 1. Participant demographics

Age
Range (Mean) 18 — 30 Years (27.4 years)

Highest educational level

High school 7 (16.0%)

Bachelors degree 28 (62.2%)

Postgraduate degree 10 (22.2%)
Self-reported computer expertise

Median (Semi Interquartile range) 5.0(L.5)

Z score (probability) 3.52 (p<0.001)
Self-report computer security knowledge

Median (Semi Interquartile range) 4.0 (1.0)

Z score (probability) 0.14 (p=0.89)
Self-reported ability to identify online attacks

Median (Semi Interquartile range) 5.0(1.5)

Z score (probability) 1.52 (p=.129)

Participants were asked to rate their general computer expertise, online security
knowledge, and confidence in their ability to recognize online attacks, on scales of “not
at all knowledgeable/confident” (coded as 1) to “very knowledgeable/confident”
(coded as 7). Participants rated their computer expertise significantly above the mid-
point of the rating scale. But in their security knowledge and their ability to identify

2 This was also the case in our UK study. However in that case, as participants were recruited
through the Prolific research participant website, we were able to recover participants’ gender.
However gender was not analysed in [2]. As Prolific was not used in this study, this was not
possible.



online attacks, they rated themselves not significantly different from the midpoint of
the scale, so average (see Table 1).

3.2 Online Questionnaire

The online questionnaire used in our previous study which was developed in English
was translated into Arabic for this study by a native speaker with back translation by a
second native speaker to ensure accuracy. It was deployed using the survey software
Qualtrics. The questionnaire consisted of four parts:

The first part presented the same 12 short scenarios representing a range of online
security threats (see Table 2) and asked participants whether they had experienced an-
ything like the situation in the scenario. Scenarios expressed in non-technical language.
If participants had experienced a similar scenario, a series of follow-up questions ex-
plored a recent experience of this kind of scenario.

The second part asked about participants’ worries in relation to online security and
consisted of nine statements to be rated on 7-point Likert items (scored as 1 = not wor-
ried at all to 7 = very worried) (see Table 3).

The third part comprised two previously developed questionnaires about online se-
curity awareness and behaviour [9, 12] (this data is not presented in this paper), through
which were interspersed four attention check questions.

The fourth part asked demographic questions and the ratings of general computer ex-
pertise, online security knowledge, and confidence in participants’ ability to recognize
online attacks.

4 Results
Table 2. Results on the 12 online security scenarios
Scenario Participants Median
N (%) Frequency
(SIQR)
S10: Threat type: Spear phishing 25 (55.6%) 5.0 (1.75)

I receive a message or call from what seems to be a trust-
worthy source (e.g. via email, social media, SMS or
phone call) asking me for personal information (e.g. ac-
count details, password) for a legitimate reason (e.g. up-
dating data). At some point I realise this is a fake mes-
sage or call.

S8: Threat type: Phishing, Malware 21 (46.7%) 5.0(2.0)
I click on a link (e.g. on a website, in social media, in an

SMS) and then notice strange things happening on my

device (e.g. pop-ups appearing frequently, unrecognized

apps being installed). I realise this may have been cause

by clicking on the link.

S7: Threat type: Adware 21 (46.7%) 4.0 (1.75)
I download some anti-virus/malware software to try to

protect my device. But it does not seem to be effective

and it keeps showing me advertisements on the device.




S11: Threat type: Identity theft, Spear phishing

I receive a message or call which seems to be from some-
one I know (e.g. via email, social media, SMS) asking
me to give them urgent assistance (e.g. transfer money).
At some point I realise this is a fake message.

19 (42.2%)

6.0 (2.0)

S2: Threat type: Phishing, Denial of service

I download an attachment (e.g. from an email or website)
and then notice my device acting strangely (e.g. device
freezes, runs slowly or crashes repeatedly). I realise this
may have been caused by downloading the attachment.

17 (37.8%)

5.0(L5)

S3: Threat type: Malicious code, Denial of service,
Trojan horse

I download a free app or game from an unknown or pos-
sibly untrustworthy source. Then I notice my device is
running slowly or crashing more frequently than normal.

15 (33.3%)

5.0 (2.0)

S1: Threat type: Phishing, Denial of service

I click on a link (e.g. on a website, in social media, in a
SMS) and then notice my device acting strangely (e.g.
the device freezes, runs slowly or crashes repeatedly). 1
realise this may have been caused by clicking on the link.

14 (31%)

4.0 (2.1)

SS: Threat type: Identity theft

I realise that someone has made a purchase using my
credit card or bank account details. I remember that 1
have recently entered these details online and they may
have been stolen.

11 (24.4%)

2.0 (1.5)

S12: Threat type: Spoofed website

I need to undertake an urgent task on the government
website (e.g. renewing my passport or driving licence). |
search quickly for the website in Google. The website
asks for personal information (e.g. my name, date of
birth or credit card details). After entering my personal
information and making a payment, I realise it was not
the actual government website, but a fraudulent one with
a very similar address and information.

9 (20%)

4.0 (2.25)

S6: Threat type: Identity theft

I realise that someone has used my personal information
or something I have stored online (e.g. your name, a
photo). I remember that I have stored that online and
they may have been stolen.

7 (15.6%)

5.0 (2.00)

S9: Threat type: Identity theft

My friends report receiving strange messages from me
(e.g. requesting money because I’m in trouble, including
suspicious links). I realise someone must have illegally
used one of my accounts.

5(11.1%)

5.0 (2.00)

S4: Threat type: Phishing, ransomware

I install some software or a file on my device from a link
or attachment I received in an email, then notice the de-
vice acting strangely. I can’t access some or all of my
files and then I am asked to pay a ransom to be able to
retrieve these files. I realise this may have been caused
by installing that software/file.

5(11.1%)

3.0 (1.00)




Table 2 summarizes the analysis of the 12 scenarios that investigated whether partici-
pants had experienced any of these online security threats, and if so, how frequently
they had experienced them. The results indicate a substantial variation across scenarios
in terms of the percentage of the participants reported having encountered them. For
instance, over half of the participants (55.6%, 25) reported having encountered a spear
phishing attack aiming to convince them to reveal their personal information (S10),
while only 5 participants (11.1%) reported encountering ransomware (S4). It is note-
worthy that the three scenarios with the highest incidence as reported by participants
are spear phishing, phishing, and adware. To obtain an overall measure of experience,
the total number of scenarios that participants reported having experience with was cal-
culated. This could theoretically range from 0 to 12 of the scenarios, in fact ranged from
0 to 10, with a median of 4.0 scenarios (semi interquartile range: 1.5).

The analysis of the nine worries statements investigated the extent to which the par-
ticipants were worried about different security attacks. Table 3 presents the median (and
semi-interquartile ranges) for participants’ ratings of the nine statements about worries.
The participants’ level of worry ranged from slightly below the midpoint of the 7-point
scale (with a median of 3.0 for two statements 8 and 9) to relatively high (median of
5.0 for statements 6 and 7).

A principal components analysis (PCA) was conducted on the ratings to investigate
whether they formed meaningful groups for the participants®. The PCA revealed two
components that accounted for 73.7% of the variance. The first component was named
the Theft Worry component and it accounted for 60.6% of the variance. it included
statements 1, 3 - 7 which are related to data and identity theft (with the exception of
statement 3 which is about phishing). The second component was named the Phishing
Worry component, accounted for 13.3% of the variance and included statements 2, 8
and 9 which are about phishing and spear phishing.

The median scores on the Theft Worry and Phishing Worry components were calcu-
lated for each participant to investigate the relationship between the two worry compo-
nents and participants' total experience with online attacks. However, there was no
significant relationship between total number of scenarios experienced and either Theft
Worry or Phishing Worry (Theft Worry: rho = 0.18, p = 0.24; Phishing Worry: rtho =
0.02, p =0.88).

In addition, the relationship between these two components and the self-reported
computer expertise, online security knowledge and ability to identify security attacks
was investigated. There were no significant correlations between Theft Worry and these
ratings (Computer Expertise: rho = -0.15, p = 0.34; Online Security Knowledge: rho =
-0.17, p = 0.25; Identifying Attacks: rho = -0.19, p = 0.20). However, there were sig-
nificant relationships with Phishing Worry, which had a significant, if small, negative
correlations with Computer Expertise (rtho =-0.33, p = 0.025) and with Online Security
Knowledge (tho = -0.29, p = 0.05) but no relationship with ability to identify security
attacks.

3 As there were nine statements, 45 participants constituted a sufficient sample for a PCA.



Table 3. Median ratings (with semi-interquartile ranges, SIQRs) on the nine online security
worry statements

Statement Attack type Median
(SIQR)

W1: My device will be accessed by an at- Data theft 4.0 (2.50)
tacker and my data will be destroyed
W2: I will receive an email with a link leading Phishing 4.0 (2.00)
to a fake website
W3: I'will receive an email with an attachment Phishing 4.0 (2.00)
that may include malicious code
W4: Someone will lock me out of my de- Ransomware 4.0 (3.00)
vice(s) and demand money to restore access
WS5: Someone will access my device(s) or ac- Ransomware 4.0 (2.75)
count(s), look at my information and use it to
blackmail me
W6: Someone will steal my online identity and Identity theft 5.0 (3.00)
misuse it
W7: Someone will access my device(s) or ac- Identity theft 5.0(2.25)

count(s), steal my data and use it for malicious

purposes or to their advantage (e.g. make ille-

gal purchases)

WS8: I will receive a phone call from someone Spear phishing 3.0 (1.75)
asking about my confidential data (e.g. pass-

word, bank account details)

WO: I will click on a link in a SMS message or Phishing 4.0 (2.25)
email from a source that I cannot verify its

origin, whether it is trustworthy

5 Discussion and Conclusions

This paper studied the frequency of experiencing a range of online attacks by a sam-
ple of Saudi young adult users and related the frequency of such experiences to their
level of worry about online attacks. This allowed us to assess current levels of experi-
ence with online security attacks among young Saudi people and their concerns about
such attacks and to compare the results with a similar recent study in the UK.

The results indicated that the participants generally rated themselves as having high
levels of computer knowledge but only moderate levels of security expertise and ability
to identify online attacks. This suggests that although participants have good general
computer skills, they are not as informed about online security issues as they need to
be. This result confirms the results of previous studies conducted with Saudi partici-
pants [5, 7], although both those studies were conducted with a wide age range of par-
ticipants (18 to 50 and more years), not only those 30 years and younger, as in this
study.

In comparison with the UK sample in our previous study, although we tried to recruit
very similar samples in the two countries, there are some differences (see Table 4). The



UK sample was larger, with a younger mean age, whereas the Saudi sample was some-
what better educated (with a higher percentage of participants with a degree or higher
degree). This may be partly due to the difference in the age distribution between the
two samples. However, we did consider this to be an important difference, as a number
of studies have shown educational level to be an important factor in this area. Both
samples rated their computer expertise as above average, but the UK sample rated the
computer security expertise and their ability to identify online attacks as above average,
whereas the Saudi sample rated these as only average. These differences in ratings may

also be related to cultural differences in rating one’s own skills [20].

Table 4. Participant demographics for the current study and the previous UK study

Saudi Sample UK Sample
Number 45 84
Age (both 18 —30) 27.4 24.0
Mean
Highest Educational Level
High school 16.0% 34.6%
Bachelors degree 62.2 42.0
Postgraduate degree 222 18.5
Other 4.9
Self-reported computer expertise
Median (SIQR) 5.0 (1.5) 5.0 (0.5)
Z score (probability) 3.52 (p<0.001) 6.25 (p<0.001)
Self-report computer security knowledge
Median (Semi Interquartile range) 4.0 (1.0) 5.0(1.0)
Z score (probability) 0.14 (p=0.89) 4.90 (p<0.001
Self-reported ability to identify online attacks
Median (Semi Interquartile range) 5.0(1.5) 5.0(1.0)
Z score (probability) 1.52 (p=.129) 1.52 (p <0.001)

Table 5. Results on the 12 online security scenarios for the current study and the previous

UK study
Scenario Saudi sample UK sample
% (rank) % (rank)

S10: Threat type: Spear phishing 55.6 (1) 55.6% (1)
S8: Threat type: Phishing, Malware 46.7 (2.5) 29.6 (4)
S7: Threat type: Adware 46.7 (2.5) 24.7 (6)
S11: Threat type: Identity theft, Spear phishing 422 (4) 383 (2
S2: Threat type: Phishing, Denial of service 37.8 (5) 23.4(7)
S3: Threat type: Malicious code, Denial of service, 33.3(6) 21.0 (8)
Trojan horse

S1: Threat type: Phishing, Denial of service 31.0(7) 34503)
S5: Threat type: Identity theft 24.4 (8) 17.3.(9)
S12: Threat type: Spoofed website 20.0 (9) 2.5(12)
S6: Threat type: Identity theft 15.6 (10) 13.6 (10)
S9: Threat type: Identity theft 11.1 (11.5) 27.2(5)
S4: Threat type: Phishing, Ransomware 11.1 (11.5) 3.7(11)
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The results of this study showed that participants are most likely to encounter phish-
ing and spear phishing attacks and least likely to encounter ransomware attacks. The
results on frequency of encounters are very similar to those found by in our previous
study sample in the UK (see Table 5). Of the four most frequently encountered scenar-
ios for the Saudi sample (S10: Spear phishing; S8: Phishing, Malware; S7: Adware;
S11: Identity theft, Spear phishing), three scenarios were also in the top four for the UK
study (only S7 did not appear in the top four for the UK sample, being the sixth most
frequently encountered scenario). In addition, for the four least frequently encountered
scenarios, three were also shared with the UK study, only S9 was not in the bottom four
for the UK study where it was the fifth most frequently encountered attack. Perhaps
this reflects the international nature of online security attacks.

Participants’ ratings of their worries about nine aspects of online security, grouped
very clearly into two components, Theft Worry and Phishing Worry. Even though par-
ticipants reported experiencing phishing and spear phishing attacks more frequently
than data or identity theft, they were more worried about their data and identity being
theft than being exposed to phishing attacks. This may indicate that participants may
not fully understand the consequences of the phishing attacks, or it is possible that they
expect the consequences of the data or identity theft to be more severe or longer lasting
than those of phishing attacks. Previous studies found that the severity of risk is a strong
predictor of risk perception [19,31]. Interestingly, there were not significant relation-
ships between Theft Worry and participants’ ratings of their computer expertise, online
security knowledge and ability to identify security attacks, but there were significant
relationships between Phishing Worry and participants’ ratings of their computer ex-
pertise and online security knowledge, but not ability to identify security attacks. Par-
ticipants” who rated their expertise and knowledge higher were less worried about
phishing attacks. Further research on these results with a larger sample of Saudi young
adults is needed to investigate how robust these relationships are and what they signify.

Overall, these results were strikingly similar to those found with our UK study. The
same two components of worries were found, with only one statement grouping in a
different way between the two studies: W3 (I am worried I will receive an email with
an attachment that may include malicious code) grouped with the Theft Worry for this
study but with the Phishing Worry for the UK study. Even the percentage of the vari-
ance in the ratings explained by each component were remarkably similar (Theft
Worry: 60.6% for this study, 58.6% for the UK study; Phishing Worry: 13.3% for this
study, 13.1% for the UK study). Again, this may reflect the international nature of
online security attacks, and that individuals’ worries are related to their actual experi-
ences and what they learn and read about online security.

In spite of the similarity in the results on both the scenario exercise and the worry
ratings in samples of young people in two very different countries, we would still argue
that education and awareness raising should build on the culture and values of each
country. Although the attacks and worries may be international in nature, the solutions
may still involve some specific cultural bases, and this needs to be investigated further.
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However, overall the results of this study highlight the importance of educating young
adults in KSA about potential online security risks and attacks and ensuring clarifying
the associated consequences of different types of attacks to help reduce the likelihood
of successful attacks and increase overall awareness.
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