UNIVERSITYW

This is a repository copy of Realistic Threat Models for Satellite-Based Quantum Key
Distribution.

White Rose Research Online URL for this paper:
https://eprints.whiterose.ac.uk/200251/

Preprint:
Ghalaii, Masoud, Bahrani, Sima, Liorni, Carlo et al. (9 more authors) (2022) Realistic
Threat Models for Satellite-Based Quantum Key Distribution. [Preprint]

https://doi.org/10.48550/arXiv.2212.04807

Reuse

Items deposited in White Rose Research Online are protected by copyright, with all rights reserved unless
indicated otherwise. They may be downloaded and/or printed for private study, or other acts as permitted by
national copyright laws. The publisher or other rights holders may allow further reproduction and re-use of
the full text version. This is indicated by the licence information on the White Rose Research Online record
for the item.

Takedown
If you consider content in White Rose Research Online to be in breach of UK law, please notify us by
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request.

\ White Rose -
university consortium eprinis@whiterose.ac.uk
/,:-‘ Uriversities of Leecs: Shetfiekd & York https://eprints.whiterose.ac.uk/




arXiv:2212.04807v1 [quant-ph] 9 Dec 2022

Realistic Threat Models for Satellite-Based Quantum Key Distribution

Masoud Ghalaii,"*? Sima Bahrani,? Carlo Liorni,* Federico Grasselli,* Hermann Kampermann,4 Lewis Wooltorton,>3-6

Rupesh Kumar,”® Stefano Pirandola,? Timothy P. Spiller,7’8 Alexander Ling,9 Bruno Huttner,'® and Mohsen Razavi!

School of Electronic and Electrical Engineering, University of Leeds, Leeds LS2 9JT, United Kingdom
2Department of Computer Science, University of York, York YO10 5GH, United Kingdom
3Department of Electrical and Electronic Engineering,

University of Bristol, Bristol BS8 1UB, United Kingdom
*Institute fiir Theoretische Physik III, Heinrich Heine Universitdit, D-40225 Diisseldorf, Germany
Quantum Engineering Centre for Doctoral Training, H. H. Wills Physics Laboratory,
University of Bristol, Bristol BS8 1FD, United Kingdom
®Department of Mathematics, University of York, Heslington, York, YOI0 5DD, United Kingdom
"Department of Physics, University of York, York YO10 5DD, United Kingdom
8York Centre for Quantum Technologies, University of York, York, United Kingdom
9 Centre for Quantum Technologies, National University of Singapore, Singapore

YID Quantique, Geneva, Switzerland

The security of prepare-and-measure satellite-based quantum key distribution (QKD), under restricted eaves-
dropping scenarios, is addressed. We particularly consider cases where the eavesdropper, Eve, has limited
access to the transmitted signal by Alice, and/or Bob’s receiver station. This restriction is modeled by lossy
channels between Alice/Bob and Eve, where the transmissivity of such channels can, in principle, be bounded
by monitoring techniques. An artefact of such lossy channels is the possibility of having bypass channels, those
which are not accessible to Eve, but may not necessarily be characterized by the users either. This creates inter-
esting, unexplored, scenarios for analyzing QKD security. In this paper, we obtain generic bounds on the key
rate in the presence of bypass channels and apply them to continuous-variable QKD protocols with Gaussian
encoding with direct and reverse reconciliation. We find regimes of operation in which the above restrictions on
Eve can considerably improve system performance. We also develop customised bounds for several protocols
in the BB84 family and show that, in certain regimes, even the simple protocol of BB84 with weak coherent
pulses is able to offer positive key rates at high channel losses, which would otherwise be impossible under an
unrestricted Eve. In this case the limitation on Eve would allow Alice to send signals with larger intensities than
the optimal value under an ideal Eve, which effectively reduces the effective channel loss. In all these cases, the
part of the transmitted signal that does not reach Eve can play a non-trivial role in specifying the achievable key

rate. Our work opens up new security frameworks for spaceborne quantum communications systems.

I. INTRODUCTION

Satellite-based quantum communications links [1-11] can be part of a global solution to quantum key distribution (QKD)
networks or, more generally, the quantum Internet [12—-15]. QKD provides two parties with a secret key that can be used in
cryptographic protocols, such as one-time pad encryption. In the absence of practical quantum repeaters, however, fiber-based
QKD links are limited to a distance of a few hundred kilometres [16—19]. In contrast, free-space QKD relying on ground-to-
satellite, satellite-to-ground, and/or satellite-to-satellite quantum communications links can potentially offer secure key exchange

over thousands of kilometers [20, 21]. The successful launch of the Chinese QKD satellite in 2017, and the experiments carried



out since then [20-23], has particularly been a game changer in bringing the field into a new exciting development phase while
a substantial global effort is directed at finding practical solutions to the wide-scale deployment of QKD systems. That said,
satellite-based quantum communications comes at an additional price for launching and operating possibly dedicated satellites, as
well as with some restrictions on accessibility and the achievable key rate. This manuscript seeks solutions that can enhance the
benefits reaped from investing in this technology by looking into relevant threat models that would be realistic, with potentially

verfiable assumptions, in satellite-based QKD.

To make the above vision possible, and, particularly, to deploy satellite-based QKD in large scales, certain technological chal-
lenges must be addressed. For instance, a secure satellite-based QKD system must combat loss and noise effects in the link. A
satellite-to-ground link would also face additional challenges due to pointing errors and atmospheric turbulence, which impact
system performance. Ultimate limits, as well as achievable rates of specific QKD protocols, have recently been investigated con-
sidering diffraction, extinction, background noise and fading in such links [24-26]. Such analyses as well as recent experimental
demonstrations suggest that a typical low-earth-orbit (LEO) satellite-to-ground link could suffer around 30-40 dB of loss for a
modest-size receiver telescope [20], and with night operation only in order to minimize the background noise. This would imply
that, under nominal security assumptions that give Eve maximum possible control over the channel, many QKD protocols may
struggle to offer sufficiently high, if any, positive key rates.

The above limitations are partly because of the assumptions made in our security analysis, e.g., that the channel in its entirety is
assumed to be under the control of a potential eavesdropper. Whether such an assumption is necessary/realistic in satellite-based
QKD, which relies on line-of-sight links, needs to be scrutinized. Relaxing this assumption could open up new opportunities
that have been discounted, but which, if proved to be viable, could offer additional options for implementation and commercial

exploitation.

With the above idea in mind, recently, several works have addressed the security of satellite-based QKD in wiretap channels
[27-29], while earlier the security of QKD in the framework of physical layer security was considered [30]. The work in [27]
considers a passive eavesdropping scenario for a wiretap channel [31] and compares the key rate achievable under an unrestricted
Eve for several QKD protocols with alternative schemes that they refer to as photon key distribution (PKD). They overall observe
more resilience to noise in high-loss regimes for their PKD schemes, which allows them to cover longer distances. The work
in [28, 29] considers the in-principle achievable key rate, in a wiretap channel, when only one of Alice and Bob measures their
signal, and the other one holds onto a quantum state, on which they can in principle do an optimal measurement to maximise
the key rate. They will then observe a boost in the key rate so long as the channel between Alice and Eve is lossier than that of
Alice and Bob. In [29] they further claim that by considering a protected zone around Alice (the satellite) and Bob (the ground
station) they can ensure that the above condition holds if the presence of an eavesdropper in orbit can be ruled out. For the latter,
they will then consider some constraints on celestial mechanics to show how difficult it would be for Eve to eavesdrop in this
line-of-sight link.

In this manuscript, we study the security of prepare-and-measure (P&M) satellite-based QKD for a restricted Eve without
fully specifying the channel that connects Alice to Bob. This is an important step toward having a verifiable set of assumptions.
In the case of wiretap channels considered in [28, 29], it will be difficult to ensure through experimental observations that the
channel is indeed a wiretap channel. The potential users should then choose whether they are satisfied with this assumption, or
whether for provable security they wish to use a full QKD protocol. In our case, the primary assumption that we make about the
potential eavesdropper is on the collection efficiency of her apparatus when it comes to interacting with the transmitted signal

from Alice’s telescope. This collection efficiency can then be bounded based on the size of devices that Eve has to employ within



the line-of-sight link. The corresponding size can, in principle, be bounded using monitoring techniques that can be employed
in parallel to quantum signal transmission. The same argument and methodology can be used to bound the loss between Eve and
Bob. Note that specifying the minimum loss that Alice’s signal would go through before being collected by Eve does not specify
the entire channel between Alice and Bob, and it is still possible that part of Alice’s signal reaches Bob without going through
Eve. This latter channel, which we refer to as a bypass channel, has a non-trivial role in the achievable key rate, and one of our
key contributions here is to analyse QKD security in the presence of such bypass channels. Moreover, unlike the wiretap channel
model, we can now consider scenarios where Alice-Eve loss is lower than that of Alice-Bob. By performing the security analysis
under the above conditions, we can then bound the achievable key rate for a restricted Eve using a set of verifiable assumptions.
This turns out to offer better performance without necessarily compromising on our security assumptions.

The key contributions of this paper are as follows:

* We develop models for restricted eavesdropping whose elements can, in principle, be characterized using monitoring

techniques;

* We obtain generic bounds on achievable key rates in P&M QKD setups with an uncharacterized bypass channel not

accessible to Eve;

* We show that, in certain practical regimes, such bounds enable CV-QKD in satellite-based systems to offer positive key

rates; and

* We develop customised bounds for discrete-variable QKD systems that rely on photon-number channels, and improve

their performance under restricted eavesdropping.

The rest of this paper is organized as follows. In Sec. II, we describe our setting and the motivations behind the model we
have adopted for the restricted Eve. In Sec. III, we offer some generic results applicable to QKD protocols in the presence of
bypass channels. We apply these results to continuous variable (CV) protocols, in Sec. IV, and customize them to the case of
discrete variable QKD protocols, such as BB84 [32], in Sec. V. We conclude the paper in Sec. VI with some discussions on the

relevance of the results obtained and the way forward for other cases not considered in this paper.

II. GENERIC MODELS FOR RESTRICTED EAVESDROPPING

In this section, we model the key restriction we consider in this work on potential eavesdroppers in a satellite-based QKD
system. One of the distinctive features of a satellite link, as compared to a fiber link, is that it is a line-of-sight link. While it
may not be possible, for a link of around 500 km of length in the LEO case, to fully monitor the channel between Alice and Bob,
one can employ monitoring techniques, such as light detection and ranging (LIDAR), to detect objects of a certain minimum
size along the path. In fact, the same system and the corresponding optics that are being used for tracking and acquisition
purposes can also be used to detect unwanted objects along the beam. In free-space LIDAR, the power received by the detection
site is proportional to the effective area of the object, and scales inversely with the power four of distance between the object
and the LIDAR source. If the collected power is below a certain noise threshold, we cannot conclusively declare detecting
an object, but we might be able, at any given distance, to set a bound on the maximum size that any undetected object may
have. In fact, our preliminary calculations suggest that for a 500-km-long satellite link, and for LIDAR systems used at both

Alice and Bob stations, with some nominal assumptions, the largest undetected object within the beam width of our LIDAR
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FIG. 1. (a) Restrictions imposed on Eve in terms of her collection efficiency, modelled by a beam splitter with transmissivity nag, and her
access to Bob’s telescope via a beam splitter with transmissivity ngg. The part of the transmitted signal that does not go through Eve may
still reach Bob via a bypass channel inaccessible to Eve. The signal lost at the second beam splitter, with transmissivity ngg, is assumed to
be inaccessible to all parties. (b) A simplified model where the bypass channel in (a) is assumed to be not accessible to Bob. This assumption
would effectively reduce the channel model in (a) to a typical prepare-and-measure QKD scenario with extended Alice’s and Bob’s boxes that

contain some trusted lossy elements.

sources is around a few centimetres in diameter; see Appendix A. This is important because, for any effective eavesdropping
activity in the P&M scenario, Eve requires (i) to somehow collect the signals transmitted by Alice, or reflect it to some other
collection point, and/or (ii) to somehow be able to send her own signals towards Bob’s receiver. In the satellite scenario, full
power collection/reflection requires telescopes/optical tools of a certain size, corresponding to the beam width, and manipulation
of Bob’s receiver might need powerful laser sources, especially if Eve’s source is not fully aligned with Bob’s telescope. This
implies that the combination of limited size telescopes/devices used in the line-of-sight link for Eve and a monitored/protected
zone around Alice box could restrict Eve to only receiving a fraction of what Alice has sent. This would be the first departure
point from a maximally powerful Eve. In the second case, where Eve cannot replace the channel between herself and Bob with
an ideal channel, any active attack by Eve will be affected by potentially a lossy channel that the protection zone around the

receiver would enforce. This could further restrict Eve in implementing her attack scenario.

In this work, we model the restrictions explained above, which can, in principle, be characterized by the employed monitoring
systems, by lossy channels between Alice and Eve, and between Eve and Bob. In particular, as shown in Fig. 1(a), we assume
that a lossy channel with transmissivity 7a g connects Alice to Eve, and Eve has no access to the signals lost in this channel. Note
that part of the lost signal can still reach Bob, and we cannot discount this possibility. This creates an interesting QKD scenario,
where, in addition to the channel controlled by Eve, there is a bypass channel via which some signals can reach Bob. Eve has no
access to this bypass channel, but Alice and Bob cannot necessarily characterize this channel either. The study of QKD security
in the presence of such a bypass channel would generate interesting scenarios that we analyse in this paper. Similarly, we assume
that every signal sent by Eve to Bob would go through a lossy channel with transmissivity ngpg, where Eve (and Bob) has no
access to the lost signals on this channel. We do not impose any other restrictions on Eve except being bound by the laws of

quantum mechanics. We investigate how these two restrictions affect the performance of a QKD system ran on such a link.

There are different scenarios that one can consider with the above generic restrictions. One possible scenario, shown in
Fig. 2(a), is when Eve’s telescope is sufficiently large to capture all signals that would end up on Bob’s telescope, but not

necessarily large enough to capture the entire signal sent by Alice. This case corresponds to nag < 1, but possibly with ngp



close to one. Please note that when we are speaking of Eve, she is not restricted to operate only from one point in space. Another
possibility is when Eve’s telescope is assumed to be too small to capture the entire signal that would be received by Bob, in
which case part of Alice’s signal may reach Bob without Eve’s intervention; see Fig. 2(b). This case would result in intriguing
scenarios especially when nag < 1. We look at how we can capitalise on this restriction to increase the secret key rate in
forthcoming sections. One last case, shown in Fig. 2(c), is for when Eve is simply a passive receiver of Alice’s signal without
sending anything to Bob. This case corresponds to a small nag and g = 0, and captures a passive attack on a wiretap channel
[27]. These are just a few examples, but the important point is that the generic model proposed here for a natural restriction on
Eve can capture many practical cases that could happen in reality, as well as the few cases considered thus far in the literature

[27-29].
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FIG. 2. Schematic view of a satellite-to-ground QKD link, with different restricted eavesdropping scenarios: (a) a semi-powerful Eve who,
while does not capture the entire beam sent by the satellite (Alice), has access to the part that will be collected by the ground station (Bob); (b)

An Eve with a telescope too small to capture the entire signal that reaches Bob; and (c) A passive Eve in a wiretap channel.

Our objective in this paper is to find bounds on the secret key generation rate under the assumption that nag and ngp are
known to Alice and Bob. We separate the issue of how, in practice, we can find an upper bound for these parameters from
the security proof that follows once this restrictive assumption is used. The latter will be discussed in Sec. III, with particular
examples on CV and DV QKD in Secs. IV and V, respectively. For the former, in Appendix A, we consider a simple model to
calculate the reflected power from an object (or a collection of objects with a similar effective size) with a certain reflectivity,
in the line-of-sight link, assuming that a LIDAR system has been employed on both the satellite and ground station. If our
LIDAR system detects an object of a certain size, we can then use that to bound nag and ngp. Even if the LIDAR systems
do not detect any object, by making some nominal assumptions on the power budget on satellite and earth, the sensitivity of
the LIDAR system, and the reflectivity of space objects, we can then find the maximum object size that may remain undetected
by our LIDAR systems, and then accordingly upper bound nag and ngp. This preliminary analysis suggests that, in nominal
working conditions, ngp is greater than 15, and can be close to 1, whereas 7o can remain small. In our analysis in Secs. IV
and V we then only consider the special case of nag < 1 at ngp = 1, which is of practical interest.

In what follows, we first find some generic results for the key rate of the setup in Fig. 1(a). Throughout the paper, the satellite

is assumed to have the QKD encoder and the ground station would decode the received signals. We therefore mainly focus on



prepare-and-measure schemes in the forthcoming sections. In particular, we consider the BB84 protocol with different types
of sources, and CV-QKD with Gaussian encoding. One interesting point about the restricted Eve scenario is the possibility of
designing new protocols that capitalize on Eve’s imposed restrictions. For instance, as shown in [27], in the case of a passive
Eve, one can relax the requirement for using two mutually unbiased bases to come up with simpler protocols. Or, in the case of
an ideal single-photon source (SPS) with a passive Eve, no privacy amplification may be needed [33]. In our setting, the bypass

channel in Fig. 1(a) can play a non-trivial role in determining the key rate, as we investigate next.

III. SECURITY PROOF

In this section we aim at finding generic bounds on the secret key generation rate for the setup in Fig. 1(a). One simplifying
assumption, as shown in Fig. 1(b), is to ignore the bypass channel and assume that no information would reach Bob via the
bypass channel. One may argue that, because the information carried via the bypass channel is not accessible to Eve, this
assumption would lead to a lower bound on the key rate. If this conjecture is correct, then the secret key rate calculations would
reduce to modifying existing security proofs to account for the trusted loss in the channel. This is because the combination
of Alice’s encoder and the first beam splitter makes an extended Alice box, whose output is available to Eve; the same would
hold with Bob’s receiver and the trusted beam splitter of trasmissivity ngp. Altogether, they create a typical QKD setting albeit
with extended encoder/decoder boxes rather than the original. But, whether the above conjecture is valid or not needs to be

scrutinized as we do in this section. The results turn out to be more subtle than explained above.

(@) Ve by ',____BPR___\
T{) —> Fg :
Fy !
B T 1 81 :
O e B T
. TIEBT
|0)
§ . Bob
8' _I;: FB_V I I —>FO \:
1
: 11" =
v A |
- = T AL_=Ms Y,
Mer |0)

FIG. 3. (a) A generic attack model for a QKD system under restrictive assumptions on the collection efficiency and transmission efficiency of
Eve’s apparatus; (b) The attack model assuming that the bypass channel includes an infinitely high loss and only produces the vacuum state at

its output. Notations are defined in the text.

In Figs. 3(a) and (b), we have presented generic attack models, in the entanglement-based picture, for, respectively, the

scenarios in Figs. 1(a) and (b). Here, |t)4p) represents the initial bipartite entangled state generated by Alice, where one of its



components is measured by measurement operator M 4 to give the classical outcome X, and its other component is sent to Bob.
In Fig. 3, we have used the same notation for the field modes at the input and output of a quantum operation. For instance, mode
B would go through the initial beam splitter, and then through Eve’s system, followed by the second beam splitter before entering
Bob’s telescope, modelled by operator £, and measurement operator M g resulting in a classical variable Y. The measurement
operator M p effectively models the corresponding QKD measurements in the respective QKD protocol. Given that the bypass
channel and Eve-controlled channels represent two independent spatial modes, the operator £ effectively combines these two
modes to generate outcome Y. For a physical telescope, these two modes are defined by what the telescope actually collects. In
that case, this operation has to model a unitary evolution. We therefore assume & is a unitary map, in which case we need to
introduce a second output mode, which we have denoted by F{. In our setup, mode Fj is not accessible to Bob, but it would be
interesting to see what, in principle, is achievable for Alice and Bob if Fj is available to Bob. Lemma 1 below considers this
case. Other important components of Figs. 3(a) and (b) are complete positive and trace preserving (CPTP) maps £ and £’, which,
respectively, model the channel controlled by Eve and the bypass channel, with pure input states denoted by |¢)g) and |¢)F). In
order to match the model in Fig. 3(b) with that of Fig. 1(b), we have introduced a trivial map £y that maps every incoming state

to the vacuum state |0). More specifically, the map &y is a CPTP map with the following Kraus representation:
Evip) =) KipK] , Ki:=|0)(el (1)

with {|e;)} being an orthonormal basis for the Hilbert space where the input state p lies in. This operation ensures that nothing
but the vacuum state would be transferred via the bypass channel, which corresponds to the simplified scenario in Fig. 1(b).
Finally, the second input to both beam splitters in Fig. 3 is the vacuum state to model a lossy channel.

For the above detailed settings, we now investigate how the key rate achievable in Fig. 3(a), which corresponds to the main
restrictions imposed on Eve in our work, compares with that of Fig. 3(b), which further simplifies the channel and makes
additional assumptions. As discussed earlier, our intuition may suggest that the the former cannot be lower than the latter. In
Lemma 1, we prove that this intuition is correct in the case of direct reconciliation, provided that Eve’s attack (map £) is fixed in
both scenarios of Fig. 3(a) and Fig. 3(b) and mode Fj is available to Bob. However, from a security perspective, we cannot ensure
that Eve would perform the same attack independently of the physical channel(s) linking Alice and Bob. Interestingly, when
allowing for the worst-case attack by Eve in each scenario of Fig. 3, and conditioned on the observed parameters in the QKD
experiment, the achievable key rate in Fig. 3(a) turns out to be upper bounded by that of Fig. 3(b), as we prove in Theorem 1.
Note that the bypass channel £’ is not necessarily known to Alice and Bob.

Let us first consider the case where mode Fj is available to Bob and Eve’s attack is identical in both scenarios of Fig. 3.

Lemma 1. For a quantum Bob with access to modes B and Fy, and a unitary map Er, the in-principle achievable asymptotic

key rates r, and ry, with one-way direct reconciliation, corresponding, respectively, to the setups in Figs. 3(a) and (b), satisfy
Ty < Tq. 2

The proof is given in Appendix B. The proof of Lemma 1 hinges on the fact that the scenario in Fig. 3(b) can be recovered
from Fig. 3(a) by applying an additional map on Bob’s systems—effectively, the extra map &y that maps everything to the
vacuum. Since such a map does not affect Eve’s uncertainty about Alice’s X outcomes while it increases Bob’s uncertainty,
by possibly increasing the quantum bit error rate (QBER) in a QKD experiment, under conditions of Lemma 1, the in-principle

achievable key rate in Fig. 3(b) should not be higher than that of Fig. 3(a).



The result of Lemma 1, however, holds for a quantum Bob under fixed attack by Eve performed in the two scenarios of Fig. 3
and might not be of use when evaluating the secret key rate produced in a given QKD experiment. As a matter of fact, in a
QKD experiment, what we are interested in is a bound on the leaked information to Eve conditioned on the set of observations
made in the corresponding QKD experiment, in either configurations in Fig. 3. Considering that scenario (b) is equal to scenario
(a) except for possibly an additional noise-increasing map, by fixing the observed amount of noise, we may conclude that the
required attack by Eve can be less powerful in (b) than in (a), such that the resulting noise is effectively the same in the two
scenarios. A less powerful attack could amount to less information leaked to Eve, hence a higher secret key rate in the case of
Fig. 3 (b). This leads us to the opposite conclusion from what we draw in Lemma 1, namely, that, in the P&M QKD setting, the
secret key rate in Fig. 3 (a) cannot be larger than that of Fig. 3 (b). An alternative way to look at this problem is that, from Alice
and Bob’s point of view, they have to find the worst case attack in the space spanned by valid choices of {€, £’}, for Fig. 3 (a),
and in the space of {&, £y} for Fig. 3 (b). The latter turns out to be a subset of the former, which implies that Eve might come
up with a more effective attack in the setup of Fig. 3 (a). We formalize this argument in the following theorem, which rigorously

proves the above insight in the finite-key scenario and for both direct and reverse reconciliation cases.

Theorem 1. Consider an e-secure QKD protocol, with one-way direct (or reverse) information reconciliation and ¢ = 2¢ +
EEC + €pa, Where exc and epa are, respectively, the security parameters for the error correction and privacy amplification
steps. Let n be the number of signals used for key generation and {Q$P*, Q3" ...} be the observed parameters by Alice and
Bob in the parameter-estimation rounds. Then, the achievable secret key rates R, and Ry, of scenarios (a) and (b) in Fig. 3,

respectively, obtained with the above protocol in the finite-key regime satisfy:
R, < Ry. 3)

Proof. The claim directly follows from the definitions of achievable secret key rate for scenario (a) and (b) in the finite-key
regime. To see this, let us first consider the state pxnyn~ g representing the raw keys of Alice and Bob, together with Eve’s
quantum side information. For simplicity, we assume that Bob assigns a random outcome in the case of no detection in a key
generation round. A similar proof would hold in the case where Alice and Bob apply a sifting map to their outcomes in order to
discard the rounds where Bob had no detection. Let us denote the initial state of all subsystems, before any map is applied, by p

given by:
p = |Yap)(Yap|®" @ |0)0IF" @ [Yr)(Yr| © |Pr)(Pr] ©]0)(0]F". )

Then, for scenario (a), we have

pgfﬁ;)nE =Trp,pr, [Mp o Er 0 Bypy 0 & 00 By, 0 Ma(p)], o)
and for scenario (b),

pngYnE =Trppypy [Mp 0 &1 0 Byyp 0 Ev 0 € 0 By, o Mal(p)], (©6)
where we denote the maps of the two beam splitters by B, and B, and discarded the map £’ in (6) since it would have no

effect on the state. Then, the state in Eq. (6) can be obtained from Eq. (5) by replacing £’ with £y, that is, pgﬁyn 5= pgf,’i,‘ﬁ? -

For scenario (a), the achievable secret key rate obtained from the n detected key-generation rounds, in the case of direct
reconciliation, reads [34]:
1

i 2 1
Ro=— min HE W (XTE) e.er — Igc — logy —— — 210 , 7
* = 7 Lieerestdiragn,.. o mint X 1E)peen = Tec —log Com = 2logy 5o 0 @




where the minimization is performed over all possible attacks by Eve, £, and all possible actions of the bypass channel, &,
compatible with the observed parameters, while /g is the amount of error-correction information publicly revealed by Alice

and HE

min

is Z-smooth min entropy function. More specifically, the set S({Q$*, QSP*, ... }, €) contains all pairs of maps (&, £’)
such that the parameters {Q7, Q%, . .. }, computed from the resulting state pgfﬂil in Eq. (5), are close to the observed parameter
values {Q$%, Q3P5, ... }, except for a small probability fixed by .

Similarly, for scenario (b), the achievable secret key rate is given by:

1 , s 2
Ry = — m ~ Hmin(X |E)p(5) —Ipc — 10g2 % - 210g2

in
N [£eT({Q9",Q8,... }1,9)

®)

25PA ’

where in this case the set 7 ({Q$", QS", ...}, ) contains all possible maps € such that the parameters {Q7, Q%, ...}, com-
puted from the resulting state pgi)z y= in (6), are close to the observed values {Q3", Q3P ... }, except for a small probability
fixed by €.

For a fixed set of values {Q(l’bs, ngﬂ ...,&}, Egs. (7) and (8) are identical expect for their smooth min-entropy terms.
Moreover, we observe that the minimization set in (8) is a subset of the minimization set in (7). In particular, the smooth min
entropy term in (8) is calculated for pgf)y = pgfg}y) , which is a subset of all the states pgf‘g};) that are considered in Eq. (7).
In other words, we have: 7 x {Ey} C S. We, therefore, conclude that the minimization in Eq. (7) can only produce a smaller
or equal rate than the minimization in Eq. (8), thus proving the claim that R, < Rj.

Note that the same proof can straightforwardly be extended to the reverse reconciliation case, by replacing Alice’s raw key
X™ with Bob’s raw key Y in the smooth min-entropy terms. We again observe that, by minimizing the achievable key rate over
the uncharacterized maps of the setups in Fig. 3, namely, £ and £’ in (a) and £ in (b), scenario (b) can be seen as a particular
case of scenario (a). Thus, the optimal key rate in (a) should be smaller than or equal to the optimal key rate in (b). However,

this also suggests that a partial characterization of the map £’ in the bypass channel would prevent us from viewing (b) as a

particular case of (a), leading to a potentially different relation between the key rates R, and R;. O

Theorem 1 provides an easy way to obtain upper bounds on the key rate in the generic setup of Fig. 3(a), which includes a
bypass channel, using existing techniques and bounds for the setup of Fig. 3(b), which includes extended Alice and Bob boxes.
While this is an important result, in QKD, we are often interested in lower bounds on the key rate, by which we can specify the
required amount of privacy amplification in a real experiment. In the following sections, we will further study the relationship
between such lower and upper bounds in the case of certain CV and DV-QKD protocols. In particular, we numerically check in
the case of CV-QKD how the two bounds are close to, or deviate from, each other in certain practical scenarios. In the case of
DV-QKD, we also use the photon-number nature of the channel in certain BB84 protocols to come up with customized lower
bounds in the setups with a bypass channel.

An alternative way to lower bound the min-entropy term in Eq. (7), in the direct reconciliation case, is to calculate

Hé

E i (X™|B'), where, in Figs. 3(a) and (b), B’ represents mode B right after the first beam splitter, which is in the state
given by ppr = Trap, [Byag (|¥aB) (Wap | ©]0)(0|5")]. To prove this, consider that the min-entropy in Eq. (7) is computed
on the state in Eq. (5) where the system Y™ is traced out. This allows us to simplify some of the quantum maps in the state in
Eq. (5) since they have no effect once the systems on which they act are traced out. We thus have that the min-entropy term in

Eq. (7) is computed on the following state:

pxnp = Trp,p [€ 0 By,y, 0 Ma(lag) (Yas|®" @ [0)(0|5" @ [¢r)(Yr])] . 9
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Then, we can use the strong subadditivity of the smooth min-entropy function [35] to obtain the following lower bound:

H€

min

(X"|E) > Hy

m

in(X"|BE), (10)
where the entropy on the right hand side is computed on the state:

pxrpE = Ter, €0 By 0 Ma(loas) (an]®" © [0){0[3" ® [ve) (Ws])] an

By using the data-processing inequality [35], the entropy can be further bounded as follows:

Hé

min

(X"|BE) > Hy,

m

W(X"|BE), (12)
where the entropy on the right hand side is now computed on the state without eavesdropper’s map &, i.e.,

pxnpE = Trr, [Byys 0 Ma([ap)(@ap|®" @ [0)(0|5")] © [¢e) (@] (13)

Because system E is separate from all other systems in Eq. (13), it follows that its contribution to the conditional entropy

(X"|B'E) = HE, (X™|B’). By combining this with Eq. (10) and Eq. (12), we then obtain

min

vanishes, i.e. HZ

min

g
Hmin

(X"|E) > Hf,

m

in(Xn|B/)7 (14)

which proves our claim. Note that, in certain regimes of operation, Eq. (14) would allow us to obtain an effective lower bound
on the key rate, as we will see in the CV-QKD section.
duct with X B’ system [35]. In certain regimes of operation, Eq. (14) would allow us to obtain an effective lower bound on

the key rate, as we will see in the CV-QKD section.

IV. CV-QKD WITH RESTRICTED EVE

Here, we focus on continuous-variable QKD protocols, in which data is encoded on the quadratures of light. We consider
a particular protocol in the family of GGO2 protocols [36, 37], in which Alice uses Gaussian encoding, and Bob performs
homodyne detection. CV-QKD is not an obvious choice when it comes to highly lossy channels [38] such as the ones we may
face in the satellite-based QKD scenario. But, for that very reason, it is a particularly interesting case to study because, in our
setting, the initially trusted loss s could alleviate some of the problems that CV-QKD faces in high-loss channels. Note that,
by using the fading nature of the atmospheric part of the link, it might also be possible to find working regimes of operation for
satellite-based CV-QKD [39]. In this work, however, we only focus on the benefits we may reap by imposing access restrictions
on Eve, particularly, at the transmitter end, by assuming nag < 1 while ngg = 1. For the same reason, we only focus on the
asymptotic case, which also makes the analysis a bit easier to follow.

To be able to obtain concrete results, for the most of this section, we study a special case of the setup in Fig. 3(a), which we
expect to encounter in practice. A schematic diagram of this case is given in Fig. 4, in which the bypass channel is modelled
as a pure loss channel with transmissivity ng. This is a reasonable assumption considering scenarios we may face in practice.
Alternatively, a thermal-loss channel could have been assumed for the bypass channel, but as we will see later the insights
we obtain into the effects of the bypass channel on the performance would not majorly change. The second assumption is in
modelling the telescope action as a coupling beam splitter with transmissivity 7. As we will show in Appendix C, this is partly

the result of the mode definitions in Fig. 3(a), and partly because of the light collecting nature of a telescope. Finally, whenever

10
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FIG. 4. A special setting for the setup of Fig. 3(a), where the bypass channel and the telescope actions are modeled by beam splitters. Eve’s

attack has also been modelled using an entangling cloner assuming that the Eve controlled section of the channel is also lossy.

Eve’s action needs to be explicitly modelled, we assume Eve is implementing an entangling cloner attack. This would implicitly
imply that the channel controlled by Eve is of thermal-loss nature. This may not be necessarily the case, especially in our setting
where the bypass channel can offer other pathways to the receiver. But, again, it is what we may expect to be the case in a
realistic scenario, and it also considerably reduces the search space when we look for worst-case configurations.

The key rate of a CV-QKD protocol, in the asymptotic limit of infinitely many signals, in the direct reconciliation (DR) and

reverse reconciliation (RR) cases, are, respectively, given by

Kpr = Blap — XAE, (15)

Krr = BIaB — XBE: (16)

where [ is the reconciliation efficiency, 14 p is the mutual information between Alice and Bob, and xag (xBE) is the Holevo
information between Alice (Bob) and Eve. Under optimal collective Gaussian attacks [40—42], the mutual information and
Holevo information terms can both be bounded by using the covariance matrix (CM) of Alice, Bob, and Eve in the equivalent
entanglement based picture of the protocol. In the unrestricted Eve scenario, it can be assumed that Eve holds a purification of
Alice and Bob joint states. This enables us to calculate all relevant terms just as a function of the CM of Alice and Bob, which
can directly be measured in the experiment. In the restricted Eve scenario, however, this purification assumption does not hold
as there are other modes, such as Fy, F, and F5, that are not accessible to any of the parties. This would require us to redo some
of the calculations related to the simulation cases we consider in this section.

Throughout this section, we assume that the measured CM by Alice and Bob implies a channel with an excess noise, at the
transmitter end, £, and a total transmissivity Teyq = 7)cn74, Where 7)q is the receiver efficiency, corresponding to the measurement
operator M p, which is a trusted source of loss that can be characterized by the users. For simulation purposes, we only consider
scenarios where Teq < ne, < 1. We also assume that the mutual information term, I4p, which is an observable in the
experiment, is given by

V' + Xtot

) 17
1+ Xtot

1
Iap = glog2

corresponding to a thermal-loss channel identified by Tt and . In Eq. (17), V' is the variance of the two-mode squeezed vacuum

(TMSV) state at the source (in the entanglement-based picture), and Xiot = Xline + 2222 is the total noise, calculated at the
g p X X Neh

11



A Reverse reconciliation 12

transmitter end, where Xjine = 1;’1“‘“ + € and xHom = % + % are, respectively, noise due to the channel and the homodyne
receiver. Here, v, denotes the receiver’s electronic noise.
In the following, we obtain the secret key generation rate under above assumptions for the setup in Fig. 4 in RR and DR cases,

and compare it with the corresponding upper bounds that can be obtained from Theorem 1.

A. Reverse reconciliation

Reverse reconciliation is typically the default choice for CV-QKD systems in highly lossy channels. We first consider this
case under the restricted Eve scenario of nar < 1 while g = 1 in Fig. 4. The key question we would like to explore is how
the achievable key rate in the setup with a bypass channel compares with the upper bound that can be obtained from the setup of
Fig. 3(b). Interestingly, we find that, under the assumptions outlined above, the two are numerically very close to each other in
certain practical regimes of interest.

Let us first explain the limitations we have considered in the special setup shown in Fig. 4. Given that this is a linear channel,
and our encoding is Gaussian, a Gaussian attack is expected to be the optimal collective attack by Eve. In principle, for any
given values of nag, ns and 7, there could be a Gaussian attack by Eve that is compatible with observed values of T, and
&. The Gaussian operation by Eve could take different forms. Here, we only focus on one particular form of attack, which can
be modelled by the conventional entangling cloner setup as shown in Fig. 4. Here, Eve combines a TMSV state with variance
Vg, at a beam splitter with transmissivity ng, with the signal she receives from Alice. The implicit assumption here is that Eve’s
channel is lossy corresponding to the condition that ng < 1. The conclusions we draw in this section will then only be valid for
this type of attack.

In Appendix D, we have calculated the corresponding CM for all parties in Fig. 4, from which the expected values for our
key observables, T and £ are obtained and, respectively, given by Eq. (D5) and Eq. (D6). In the following, for simplicity, we
assume that the receiver has no loss, i.e., 7q = 1, and no electronic noise, i.e., o] = 0. For any given values of nag, 15 and nr,
we can then find the corresponding values for 7g and Vg that are compatible with observed values of ¢, and &. For the sake of
our simulation, we assume that the resulting g < 1, to be compatible with the entangling cloner attack considered here.

In order to calculate the key rate for the setup of Fig. 4, we use the CM given in Eq. (D3), from which all relevant terms can

be calculated. I 4p is already given by Eq. (17). To calculate the Holevo information term, we have
xpp = H(EE') — H(EE'|B), (18)

where H(FEFE') and H(EE'|B) can, respectively, be obtained from the corresponding symplectic eigenvalues of the CM for
EFE’ and EF’|B; see Fig. 4 for notations. The former, Vg, is specified by tracing out modes A and B in the CM of Eq. (D3).
We then numerically find its symplectic eigenvalues, which we denote by A; and Ap. The latter CM, Vgg/ g, can also be

obtained by applying a homodyne measurement on mode B:
1 T
Vee B =VEER — Vs YpepXppp, (19)

where XL = [CprZ Cpr/1] and 1T = diag(1,0) [43]. In the above, Vi, Cpg, and Cpp are defined in Eq. (D4).

Denoting the symplectic eigenvalues of Vg g/ g by Az and A4, the Holevo information term in the RR case is given by

xBe = g(A1) + g(A2) — g(As) — g(A4), (20)

12
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FIG. 5. Secret key generation rate, for the CV-QKD protocol in Fig. 4 with reverse reconciliation, versus (a) ns and (b) n for different values
of observed excess noise and transmissivity. In (a), the bound on the leaked information to Eve, x g, is also shown in the inset. In both

figures, V' = 300 in SNU, 5 = 1, nq4 = 1, and ve1 = 0. Other parameters are specified on the plot.

where g(z) = (£31) logy (2H1) — (251) log, (%51). Note that, in the above calculations, we account for the fact that the state
corresponding to ABEE' is not a pure state. This prevents us from calculating all the terms from the CM of A and B, as it is

common in the unrestricted case.

Let us now fix the observed values for T, and & and compare the achievable secret key rates in Fig. 4 with the corresponding
scenario where the bypass channel is removed, or, equivalently, when g = 0. In both cases, some optimization needs to be
done to find the lower bound on the key rate. In Fig. 4, while the telescope is part of Bob’s secure station, it is not clear how this
parameter can be characterised. For any key rate analysis, one should then consider the space of feasible values of ng and 7t
and go with the worst case possible. In Fig. 4, this corresponds to going over all possible values of g and 7t that are compatible
with Tiq and &4, and then find K P(fpi = min,,, ,,{Krr}. Similarly, for the extended Alice model, we can set g = 0, and
optimize over n. For a fixed loss in the link, the higher 5, the more control is given to Eve. The minimum guaranteed key rate

in this case is then given by K g}){ = Kgrr(ns = 0,nT = 1). We can then compare Kl({% with Kéb).

In order to get some insight into our optimization problem, in Fig. 5, we have plotted Krg versus each of ng and 7, while
keeping the other parameter constant. In Fig. 5(a), nt and nag are fixed at 0.5, while, for different values of T4, we look at
how KRrp varies versus 7. We observe a decreasing behavior for the key rate within the acceptable range of values for 7g. Note
that, within the assumptions in our model, e.g. that 0 < ng < 1, such a range becomes narrower with decrease in Teq. This
is because in Eq. (D5), the maximum value for ng is given by n8®* = Toq /(1 — nag)/(1 — nr) at ng = 0, i.e., when Alice’s
signal reaches Bob only via the bypass channel. Interestingly, at such a point, the key rate is minimum, while x g5, shown in the
inset, is maximum. A justification for this behavior is that, at ng = 0, Eve can keep the entirety of the signal she has received
from Alice for herself, and use it to obtain information about Bob’s key. In fact, in this scenario, the bypass channel helps Eve
with masquerading the transmissivity of the channel without requiring her to give up any information she can extract from her

share of Alice’s signal. This observation also explains why the scenario with no bypass channels offers an upper bound on the

key rate. In the latter case, i.e., when ng = 0, we see a similar behavior with regard to the optimum value of ng from Eve’s

13
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FIG. 6. Secret key generation rate, for the CV-QKD protocol in Fig. 4 with reverse reconciliation, versus nax. The solid lines represent K’ 1()3%
and the dashed lines represent K’ ﬁbri. As shown in the inset, the two curves are very close to each other, and mostly overlap except for small

values of nag. In all graphs Tcq = 0.001, V' = 300 in SNU, 8 = 1, nq = 1, ve1 = 0, and the excess noise is shown on the graphs.

perspective. As shown in Fig. 5(b), in this case, the key rate goes down with increase in nt > T¢q. The larger 17, the smaller
will be g, = Teq/nT, meaning that Eve has more control on the channel. This observation agrees with our earlier definition of
K.

Putting together the points made above, it may seem that the gap between K gr){ and K, g}){ could be large in certain regimes
of operation. In Fig. 5(a), it is, however, interesting to see that the difference between the maximum value of Krg at g = 0,
and its minimum value, obtained at ng'**, shrinks down as T, decreases. This would give us the hope that, in practical regimes
of operation for satellite QKD with a total loss of 30-40 dB, the difference between K }(131% and Kgg could be reasonably low.
This has been verified, as a function of 9ag, in Fig. 6 at T, = 0.001 for different values of excess noise. As can be seen, KSF){
and K g}% almost overlap in the entire region with the exception of when 7ar < 1. Numerically speaking, the optimum value
for K. }(:1% is often obtained at ng = 1, which effectively maximises 7 and minimises ng. The latter two favour Eve, while the
former makes the bypass channel a reliable replacement for what Eve should have done in the absence of the bypass channel.
This also suggests that, while our model in Fig. 4 is just a special case of what could happen in reality, a no-loss, and possibly

no-noise, bypass channel, as we are dealing with in the case of K f{;{, could be the worst case scenario for Alice and Bob. We

have briefly examined this hypothesis by considering a thermal-loss bypass channel, and observed the following:

» The key change in the CM elements is for the excess noise expression in Eq. (D6), which now gets an additional term
(1 =ns)((1 = n1)(Vs — 1), due to the bypass channel, where Vg is the variance of the TMSV state that models thermal

noise in the bypass channel.

* Atng < 1 and Vg > 1, we see an increase in the key rate as compared to the case of Vs = 1, corresponding to no thermal

noise in the bypass channel.
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* The minimum key rate is, however, still obtained at g = 1, in which case the effect of additional term in the excess noise

vanishes, and we will obtain the same result for K, g}){ as the pure-loss bypass channel.

We should note that we still limit our search space to the feasibility assumptions we have made in Fig. 4. While the above claim
needs to be analytically verified, based on our numerical results, in practical regimes of operation for satellite-QKD, it seems
safe to use the upper bound given by Theorem 1 as a reliable approximate to the lower bound on the key rate for CV-QKD
systems with reverse reconciliation.

Finally, as expected, Fig. 6 shows that the achievable key rate is a decreasing function of nag, that is, the more restriction
we set on Eve, the more key rate Alice and Bob can securely share. The impact in certain cases can be quite instrumental. For
instance, at £ = 0.1, while no key can be exchanged under unrestricted Eve, positive key rates can be obtained for nag < 0.9.
The same happens for & = 1, but with higher restrictions on Eve at nag < 0.1. Interestingly, when nag is sufficiently low, the

key rate will become almost independent of the amount of excess noise, and rather large key rates can be obtained.

B. CV-QKD with direct reconciliation

In the previous section, we saw how the proposed restrictions on Eve can improve the key rate of CV-QKD systems in highly
lossy channels. Here, we apply the results of Section III to the case of CV-QKD with DR under a restricted Eve. In the DR
case, with no restriction on Eve, the maximum loss that we can tolerate is only 3 dB. It would be interesting to see how that
would change when we impose restrictions on Eve’s access to Alice’s signal. In the following, we consider two extremes: when
NaE > Teq. in which case, the entangling cloner attack as in Fig. 4 is the optimal attack by Eve, and when nap < Teq, Where

we can use Eq. (14) to directly find a lower bound on the key rate.

1. Method 1: Entangling cloner attack

Here, we assume that T, < nag, and use the results of Appendix D to calculate the key rate for the setup of Fig. 4. As in the

RR case, we optimize the key rate over uncharacterized system parameters ng and nr as follows:

K$% = minyg . {Kpr(1s,77)}
K = ming, {Kpr(0,71)} = Kpr(0, 1), @1)

where Kpp is defined in Eq. (15), with
xae = H(EE') — H(EE'|A,), (22)

where A, represents the homodyne measurement result on one of the quadratures of mode A after going through the 50:50 beam
splitter in the heterodyne measurement M 4. The above entropy terms can be calculated using the CM in Eq. (D3) with some

modifications due to the 50:50 beam splitter in M 4. The joint CM for modes A, FE’ is then given by

(V41)/21 01  Caw/V2Z
Va,Ep = 01 Vel CggZ , (23)
Cap /22 Cpp'Z Vel
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where Z = diag{1, —1}, 1 is the identity matrix of dimension two, and all other parameters are given by Eq. (D4). Eve’s state
peE 18 then described by the CM V g/, which is given by the 4 X 4 submatrix in the lower right of V 4, g+ given in Eq. (23).
We then have

H(EE') = g(A1) + g(A2), (24)

where A and A, are the symplectic eigenvalues of Vg /. Similarly, the conditional term H(EE'|A,) = g(A3) + g(A4), where

A3 and A, are the symplectic eigenvalues of Vg gy 4, , given by

2
Vera, = Ver — mZAIEE’HE?;IEEH (25)

01
where we have applied a homodyne measurement on mode A, [43] and X4, g =
Cap V27

2. Method 2: Generic lower bound

In Method 2, we use Eq. (14), which basically uses the state before Eve’s operation, to bound x 4g. The advantage of this
technique is that here we do not need to impose any conditions on the observed values of 7., and nag. In particular, we can now
cover the case of nag < 7n.n, Which is the extreme case where Eve’s collection efficiency is worse than Bob, for instance, as in

Fig. 2(c). In this case, we use Eq. (14) to upper bound x 4 g by
xap = H(B') — H(B'|A;), (26)

where B’ is mode B right after the first beam splitter in Fig. 3(a). Note that, in this approach, we do not need to restrict ourselves
to the assumptions in Fig. 4. In the above equation, H(B’) is the von Neumann entropy of the thermal state B’ with variance
Ve = nagV + 1 — nag. We then use the fact that the symplectic eigenvalue of a single-mode thermal state is indeed equal to
its variance to obtain H(B’) = ¢g(Vp/). Similarly, to calculate the term H (B’| A, ), we need to find the symplectic eigenvalues

for the conditional covariance matrix Vp/| 4, . Given that the CM of A, B’ is given by

(V+1)/21 Vnae(V2—1)/2Z

Va,p = ; 27
’I]AE(V2 - 1)/2Z VBI]l
we have, after the homodyne detection on A,
nap(V? 1) T
Vpia, =Vl - ———ZIIZ
Bld. = 78 Vi
1 0
= (28)
0 Vp
An upper bound on x 4 g can then be calculated from the following
xae < 9(Ve') — 9(vV/Vp). (29)

3. Numerical results

Figure 7(a) shows the key rate versus nag, for nag > Tq, using Method 1 for different values of Ti,q > 0.5. We have plotted
the upper bound K g% (dashed lines) as well as the optimised lower bound K]()ali (solid lines). Unlike the RR case, in the DR
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FIG. 7. Secret key generation rate, at V' = 107 in shot-noise unit (SNU), obtained from (a) Method 1 and (b) Method 2, versus nag for
CV-QKD systems using direct reconciliation. The results are shown for an observed channel with different values of Teq, £ = 1 SNU, nq = 1,

Vel = 0, and 8 = 1. In (a), the solid (dashed) lines represent K](Daé (K](Dbl)‘).

scenario, the two bounds are not close and effectively we cannot guarantee higher key rates than what we can obtain in the
unrestricted case. In particular, for T, < 0.5, similar to the unrestricted case, we do not get a positive key rate for K. 1()“1%. The
optimum value of Kgll% is again numerically obtained at ng = 1, but this time optimum 7 takes rather large nonzero values
around 0.5. The larger nag is, the larger ng we get at the optimum point. This could be because, at nag close to one, the main
path through Eve should offer a transmissivity close to 0.5, or higher, to get positive key rates, whereas, as nag goes down, the
bypass channel helps Eve more with the total observed T to the extent that the initial restriction on Eve becomes irrelevant.
We can however get some advantage in the restricted case in the extreme case of nar < Tcq. Here, we can use the generic
lower bound in Eq. (29) to obtain the key rate. The results are shown in Fig. 7(b). As can be seen, in this case, the key rate
can improve by orders of magnitude by decreasing nag. The seemingly flat curves at the left-hand-side of the graph are mainly
because of the choice of a finite value for V. In principle, the key rate would continue going up in the asymptotic limit of
V — oo. However, the growing happens very slowly, e.g., for a variance as large as V' = 10%°, the key rate is only about 25.
Considering the limitations on the transmitted power, a maximum V can be chosen in practice to offer the maximum key rate in

such settings where Eve is disadvantaged as compared to Bob, as in the case of the wiretap channel.

V. DISCRETE-VARIABLE PROTOCOLS WITH RESTRICTED EVE

In this section, we consider several DV-QKD protocols, mainly focusing on the BB84 protocol [44], and its variants. We
consider the original BB84 with single-photon sources (SPSs) as well as its variant with phase randomized weak coherent pulses
(WCPs) [45]. In all these cases we deal with a photon-number channel from Eve’s perspective. We assume ngp = 1, i.e.,
we only consider Eve’s restriction on her signal collection capabilities. The case of ngg < 1 will be the subject of another
investigation. In the following, we present a method to obtain a lower bound for the secret key rate in the restricted Eve case. In

this paper, we only consider the asymptotic regime where infinitely many signals are exchanged and focus on how restrictions
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on Eve can affect system performance.

A. General lower bounds for secret key rate

The secret key rate of BB84 protocols, in the asymptotic regime, in an unrestricted Eve scenario is lower bounded by [46]

RZqQ-¢MEy+%%r—Mq»+%§, (30)

where f is the error correction inefficiency, ¢ is the basis reconciliation factor, and h(-) represents Shannon’s binary entropy

function defined as
h(z) = —xlogy(x) — (1 — x) logy(1 — z). 31)

In Eq. (30), @, E, and ey, respectively, denote the total gain, QBER, and single-photon error rate. The parameters )y and Q1

are given by

Qo = Yopo,

Q1 = Yips, (32)

where Y; is the probability of Bob’s detection under the condition that Alice has sent ¢ photons, and p; denotes the probability
that Alice sends ¢ photons.

The general idea behind Eq. (30) is that, in photon-number channels, the information gained by Eve depends on the number
of photons in the signal received by Eve. For the events in which Eve receives two or more photons, one may assume that Eve
can obtain full information about the transmitted key bit using the photon-number splitting (PNS) attack [47]. In the events in
which Eve receives one photon, the maximum information that she can gain is h(e;). Finally, if Eve receives no photon, her
information is zero, assuming that direct reconciliation is used.

In our restricted Eve scenario, for every sifted bit, we find an upper bound, /g, on Eve’s information, in the direct reconciliation

case, based on the number of photons transmitted by Alice and received by Eve, denoted, respectively, by n and m, as follows
0 m=0,n2>0
1 m>1n>m

h(e11) m=1,n=

1 m=1n>1

where €1; denotes an upper bound on the error rate of the signals for which n = m = 1. Here, we have pessimistically assumed
that Eve can distinguish between the cases where m = n = 1 versus m = 1, but n > 1. This assumption would allow Eve, in
the latter case, to keep the photon to herself and wait to see if one of the remaining photons is received by Bob. To find a lower

bound on the secret key rate, we define the parameters W;; and p;; as follows:
W;; = Pr(Bob’s detection|n = i,m = j),
pij = Pr(n =14,m=j). (33)

In the asymptotic case where Alice sends infinitely many signals, a lower bound on the secret key rate can be obtained by

+ 1= ) + G4)

R > qQ |—fh(E) 0
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where

So = 229 Wiopio,
S11 = Wiipn- (33)

Effectively, the last two terms in the above expression resemble the case of no bypass channel, and represent part of the shared
key that can be used for privacy amplification.

In the following, we find bounds on the key parameters in Eq. (34). In a typical QKD protocol, it may not be possible to
measure the exact values of Sy, S1; and £17. Instead, we try to find lower bounds on Sy and S11, and an upper bound on £17. To

find a lower bound on Sy and S11, in the first step we find a lower bound on Sy + S1;1. Note that

1>Q=> "> Wipij = S0+ S11 + Sother, (36)
i=0 j=0
where
Sother = »_ > Wiipij + > Warpa (37
=2 i=j i=2

Using Eqgs. (35)—(37), we can obtain

So + 511 = Q — Sother > 50L+11 =Q - (Z Zpij + ZPU), (33)
J=2 i=j i=2

where S§, ;; denotes the lower bound on Sy + S11. Now, we consider the following two inequalities:

SO S ZPiO»
i=0
S11 < pu, (39

Note that ).~ pjo is the probability that Eve receives no photon, i.e., m = 0. We denote this probability by p&Ye. Then, we

can write

L L
So > So+11 -S> So+11 — P11,

Si1 > S§i11 — So > SEa —poe (40)

Substituting Eq. (38) into the above inequalities, it can be concluded that

Sy > SOL = max{Q — (1 fpoEve),O},
Si1 > Sty = max{Q — (1 — p11),0}. (41)

The above bounds have an easy explanation. Let us look at SZ, for instance. The term 1 — pE¥® is the probability that Eve has

got a non-vacuum state. This sets an upper bound on the number of detection events that Bob can get because of non-vacuum

states. Any other click must come from cases where Eve has received no photons, which gives us the expression in Eq. (41).
Note that, in the case of restricted Eve, the bound on S is likely to become relevant for small values of nag. This is because,

for S{ to be strictly positive, 1 — p5® should be smaller than Q. In the nominal mode of operation, when no Eve is present, )

often scales with channel transmissivity, and, for coherent state inputs, 1 — p5® is expected to scale with nag. This suggests

that as s becomes smaller and smaller, there could be a non-negligible contribution from the Sy term, which is often ignored
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B BB84 Performance under Restricted Eavesdropping 20

in the conventional unrestricted Eve case. In the latter case, 1 — py is often a fixed value, which ) could easily become smaller
than in high-loss regimes. Even if () happens to be larger than 1 — pg, the contribution from Sy is likely to be cancelled out by
the additional error correction that Alice and Bob need to do for the clicks resulted from the vacuum states sent by Alice. In
the restricted Eve scenario, however, the bypass channel can, in principle, provide a route to obtaining correlated data between
Alice and Bob without necessarily increasing the QBER. This could allow Alice and Bob to extract more secret key bits from
their measured data as compared to the conventional scenario. We will look more carefully at the effect of the above bounds on
So and S11 later in this section.

To find an upper bound on €7, we note that
EQ = Z Z €ijSijs (42)
i=0 j=0

where S;; = W;;p;;. Using the above equation, we can write

E
EQ > e11511 > enSfy = en1 < ,5‘7? (43)
11
Using Eq. (41) and Eq. (43), the secret key rate, in the restricted Eve case, in the limit of infinitely long key is lower bounded by
St

Q

where £¥] = min{EQ/S¥,1/2} gives an upper bound on h(e11).

L
S0
)

R>qQ |—fh(E) + 0

(1—h(ehh)) + (44)

B. BB84 Performance under Restricted Eavesdropping

In the following, we discuss the secret key rate of BB84 protocols considering different sources. We find the relevant param-

eters needed in each case to calculate R as given by Eq. (44).

1. BB84 with Single-Photon Sources

If an ideal single-photon source is used at Alice side, we have Sy + S11 = Q, pgive =1 —nag, and p1; = Nag. Hence, from

Eq. (41), we have

SOL = maX{Q - 77AE70}7

St = max{Q — (1 — nag),0}. (45)

By substituting Eq. (45) into Egs. (43) and (44), we can calculate the lower bound R on the secret key rate.

2. BB84 with WCP Sources

Phase-randomised WCP (or, in short, WCP) sources follow Poisson distribution in photon generation. If the average number

of photons of the WCP source is y, then p;; can be obtained by

e Hu’

pij = Pr(n =1i)Pr(m = jln =1i) = <Z> niE(l —nag) (46)

1! j
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TABLE 1. Nominal values used for system parameters.

Parameter Value

Average channel loss, 1ch 30dB

Error correction inefficiency, f 1.16
Basis reconciliation factor, ¢ 1

Total dark/background probability, pgc | 1E-7

misalignment error, eq 0.01

quantum efficiency of detectors, 74 0.9

By substituting the above equation into Eq. (39) and Eq. (41), we obtain

So > S = max{Q — (1 — e~#n1ae) 0},

S11 > St = max{Q — (1 — unage *),0}. 47

The lower bound R can then be obtained by substituting the above two equations into Eq. (43) and Eq. (44).

3. Numerical results

In this subsection, we consider a satellite-based QKD system, using the BB84 protocol, and evaluate its performance in
different regimes of operation. Nominal values used for system parameters are listed in Table 1. Noteworthy is the fact that we
calculate the key rate at a channel transmissivity of 7., = 10~2 corresponding to the recent efficiency measurements for the
Micius satellite [48]. We have also assumed the ground station is equipped with superconducting single-photon detectors of 90%
efficiency, but to account for possible background noise in the link [29], the dark count probability per pulse for the receiver is
assumed to be pg. = 10~7. For a system running at 100 MHz, this is one order of magnitude higher than the typical dark counts
for such detectors [49]. We also assume that we use the efficient version of the BB84 protocol [50], in which the reconciliation
factor g approaches one.

We consider two types of sources: SPS and WCP for the encoder at Alice side, i.e., the satellite. In a real QKD experiment,
the parameters related to the overall gain and the QBER, i.e., @ and F in Eq. (44), are obtained by measurement. Here, we
assume that the measured values for these parameters are equal to the ones that can be obtained analytically as calculated in
Appendix A of Ref. [51].

Figure 8(a) shows the secret key rate versus nag for SPS and WCP protocols. We have optimized the key rate over p in the

WCP case. The optimum values of ;1 are shown in Fig. 8(b). There are several interesting points to highlight in Fig. 8:

* At the channel loss of 30 dB, the WCP protocol cannot provide any secret key under unrestricted Eve’s assumption. In
the restricted Eve case, however, we start having positive key rates for roughly nag < 8.1 x 10, This suggests a simple

phase randomized laser source is sufficient for key exchange in this regime.

* The WCP protocol performance exceeds that of the SPS protocol at small values of nag. This is interesting as the
SPS source conventionally corresponds to the ideal BB84 protocol. In our example system, this happens at roughly
nag < 8 x 10~%. This is mainly because of the extra laser power that Alice can now use to generate signals with larger

number of photons without worrying much about photon number splitting attacks. We do not have this possibility with
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FIG. 8. (a) Secret key generation rate versus nag for WCP and SPS sources. (b) Optimal values of p versus nar for WCP sources.

SPSs, hence such sources would not allow us to benefit from Eve’s restrictions in this case. We have verified this result
using numerical techniques for bounding the key rate [52, 53], and have observed a similar trend for the SPS source. The

full detail of the numerical approach will be the subject of a separate publication.

* As mentioned earlier, the case of nar < 7 is of special interest. This is when the bound S in Section V B2 can take
nontrivial values. We can see this effect in the parameter values chosen for our simulation, where Q@ = 1 — (1 —pq.)2e~".

_ Eve

In this case, we have Q — (1 — pE¥®) = e ' — (1 — pac)2e ™™ > e "ABK — ¢~k The latter term would get a positive

value when nag < 7, resulting in a positive value for S{.

VI. CONCLUSIONS AND DISCUSSION

The security of prepare-and-measure QKD systems under certain restrictions on the eavesdropper was studied. We relaxed
the assumptions on the eavesdropper’s unrestricted capabilities in collecting and re-transmitting QKD signals. Such restrictions
could particularly find relevance in satellite-based QKD protocols. Our restrictive assumptions resulted in an under-explored
scenario, where the channel between Alice and Bob is not entirely controlled by Eve, but rather an uncharacterized bypass
channel could also carry signal. We found generic upper bounds on the key rate for QKD systems with a bypass channel, and in
the case of CV-QKD with reverse reconciliation showed the upper and lower bounds on the key rate are very close to each other
in certain practical regimes of interest. Such an upper bound offers a considerable boost to the key rate that can be achieved
under restricted Eavesdropping. In the case of CV-QKD with direct reconciliation, or that of BB84 protocols, the advantage was
limited to certain scenarios where Eve’s access to Alice’s signal is significantly hampered, as is the case, for instance, in wiretap
channels. Nevertheless, our approach to security proof relies only on a few assumptions, which can, in principle, be verified
with monitoring techniques.

The analysis of QKD systems in the presence of bypass channels can certainly be extended in several directions, where each
could be investigated independently. For instance, the difference between reverse and direct reconciliation in the CV-QKD case,

raises the question of whether DV-QKD with reverse reconciliation could offer any better performance. One way to answer such

22



1 Optical setup 23

questions is by developing numerical techniques for finding tight bounds on the key rate in such setups, which is an ongoing
research. While Theorem 1 is applicable to finite-size key settings, the issue of statistical fluctuations in the presence of the
bypass channel needs to be further investigated. Whether the bypass channel affects non prepare-and-measure QKD protocols,
e.g., entanglement-based QKD, also needs to be investigated. Overall, while the key application of such an analysis could be
in satellite-based systems, the whole area of QKD security under unconventional assumptions is a less explored territory, which

deserves more attention. We hope that works like this manuscript can open new avenues of research in this area.
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VII. APPENDICES

Appendix A: Estimating nar and ngg parameters

In this Appendix, we find nominal values for parameters nap and 7ngp if Alice and Bob are equipped with the LIDAR

technology for detecting unwanted objects around them.

1. Optical setup

In this section we specify the optical setup considered in our calculation for the two authorized QKD parties, Alice (A) and
Bob (B), and the eavesdropper, Eve (E). We assume A is located on a low earth orbit (LEO) satellite, travelling in a circular
orbit at an altitude L above the ground. It is equipped with a QKD source and a telescope with aperture radius r 4. B is instead
placed on the surface of the Earth and he collects the light sent by A using a telescope with radius rp. We address the static
situation in which the satellite is at a fixed position right above the optical ground station, so that the length of the link is exactly
L. In the following calculations, we will allow E to have two distinct satellites, one for collecting and one for re-sending the
light, with appropriate values of the aperture radius and position. However, it turns out that the configuration of a single satellite
is indeed optimal for her. We can therefore assume that E is represented by a spacecraft equipped with two telescopes, one
for collection (pointed towards A) and one for transmission (pointed towards B), both of radius 7. We also assume, as the

worst-case scenario, that the aperture of the telescope represents the whole projected area of E’s spacecraft.
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We assume that A’s telescope sends the QKD signals in the form of a Gaussian beam, with initial beam width W, equal to its
radius r 4, at wavelength \. For the light propagation we neglect the action of the atmosphere and the contribution of pointing
errors. We use the standard expressions for Gaussian optics, corrected through the quality factor M? in order to replicate the
far-field divergence of real optical elements. E’s telescope is instead perfect, meaning that she can send Gaussian beams with
M? =1.

In the following we will call z the coordinate along the propagation path, so that A is at z = O and B at z = L. After a

propagation of length z € [0, L], the beam width can be expressed as

2
W(z) = Woy/1+ (ZM2> : (Al)

2R
where zp = TWZ /X represents the Rayleigh range of the beam. Comparison between the far-field divergence of a perfect

Gaussian beam and the divergence measured for the Micius satellite suggests a value M? ~ 3. The transmittance of such a

beam, when impinging at the centre of a circular collecting aperture of radius p can be expressed as

2
n(p,z) =1—exp [ - 2Wg(z)] . (A2)

This expression can be used to compute the transmittance of A’s beam through B’s telescope, by setting z = L and p = rp:

2
nap =1 —exp {—2W’;§L)] , (A3)

which describes the efficiency of the QKD channel, apart from additional losses like atmospheric absorption, detection efficiency
and transmittance of the optical elements. The same formula can express the efficiency with which E can collect A’s signals,

while she is at position z and has a collecting aperture of radius 75 (z)

nag(z) = 1 — exp {—2:;52?} . (A4)

We assume here that E is positioned at the exact centre of the beam. The way we model the dependence of r(z) on the distance
from A and B will be specified in the next section.

We can use a similar approach to estimate the ability of E to re-send the signals that she has intercepted towards B. In order to
take full advantage of her optical system, we allow E to send focused beams. It is not necessary to take this into account in the
case of A, because for a typical LEO satellite the total propagation length L is much larger than the Rayleigh range zr ~ 70 km,
so focusing would not give much advantage. For our calculations, we suppose that E has a lens of focal length f just in front of
her sending aperture. We can then use the ray transfer matrix formalism and obtain the following expression for the optimized

width of a focused beam at distance d from its transmitter [54]:

M ML—-2)
We(z) = nrep(z)  wrp(z) (AS)

which agrees with Eq. (A1) when z > zg and rg = W),. Now, using Eq. (A2), we can compute the transmittance of E’s beam
through B’s aperture as follows
2

nes(2) = 1 —exp [— 2W;?Z)2} : (A6)

We point out that, even in this case, the dependence of rg(z) on the length of A-E and E-B links is important and will be

modelled in the next section.

24



1 Optical setup 25

2. Techniques for channel monitoring

In this section we obtain an upper bound on the size of an undetected E’s spacecraft, depending on the distance from A’s or
B’s position, if some sort of channel monitoring system is employed. Typical techniques are RADAR, LIDAR and direct optical
detection. We will not analyze the last one, as it requires rather stringent conditions: E’s spacecraft must be illuminated by the
sun while the receiver is in eclipse and the sky must be clear. A RADAR is very power-consuming, so we will address this
technique as operated only from B, on the ground (although examples of radars on spacecrafts can also be found). LIDARs

instead require much less power and share similar optical elements as those used for QKD, so may be placed on both A’s and/or

B’s sides.
The operation of a RADAR/LIDAR system can be described by the so-called RADAR equation:
PrG2ro \*
e T (A7)
Prin(47)3k

which expresses the maximum distance at which an object with radar cross section ¢ can be detected. We are interested in the

inverse dependence for the maximum o (z), for a space object at location z, i.e. distance L — z from B, which is given by

Prin(47)3kd 0y Prin(47)%k(L — 2)*

o(2) = PrG2N PrG2 A2

(A8)

Here, P,,;, represents the minimum power measurable by the receiving system, Pr is the total power emitted, G is the gain of
the radar antenna, and k is a parameter that accounts for all additional sources of loss.

In order to assess the applicability of a RADAR system on Bob’s end, we use the following parameter values:

G = % where ' = 0.6 is the antenna efficiency, ., = 2 m is the radius of the circular parabolic antenna and
R
Ar = 4 cm is the wavelength of the radar signals. We chose 7,,; = 2 m as a reasonable size for a dish to be put alongside

an optical ground station.
e Pr = 10° W, as it is the power usually used in systems of this size (like the ones used in airports).

* Punin = kpTF, B, with kp the Boltzmann constant, 7" the temperature, F;, = 8 dB is the so-called noise figure and
B = 2.5 x 10% Hz is the effective noise bandwidth of the setup.

* k = 7 dB takes into account attenuation from atmospheric effects, filters and other sources.
* We also assume that L = 500 km corresponding to a LEO satellite.

In general the radar cross section o is not equal to the geometric projected area and it strongly depends on the shape of the
object. Only for spherical objects these two quantities coincide and this is the case we consider here. In this way, we can set
the radius of E’s telescope to g = m. Figure 9 shows the minimum size of rg, calculated from Eq. (A8) at the above
parameter values, if a radar is located at Bob’s site, i.e., at z = L. Figure 9 suggests that, if we only use RADAR at Bob’s end,
we can easily miss eavesdropping objects of a few meters in radius. This implies that we may not achieve useful bounds on nag
and ngp, in Eq. (A4) and Eq. (A6), if we only rely on RADAR as a monitoring system. Even assuming that low-power radar
could be employed on the satellite to monitor the first tens of km around it, a telescope of 3 m in radius at 100 km from A would
be able to intercept and resend with transmittances very close to 1. In practice, radar techniques are currently used to monitor

the number of objects present in low orbits around the Earth [55]. However, much bigger facilities (antenna radius = 10 m)
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FIG. 9. The minimum radius for E’s telescope aperture detectable by a typical radar system located at Bob’s site. Note that the distance from
Bob is measured by L — z. An object 500 km away from Bob must have a radius greater than 4 m, for our chosen parameter values, to be

detectable by Bob’s radar system.

are necessary for such missions and the information is usually not in real-time, but used to build and update catalogues of the

objects. We would therefore consider the radar solution unsuitable for our purposes. We next consider the LIDAR option.

Much better performance can be achieved using LIDARs. The working principle is the same as with radars, but in this case
light in the near ultraviolet, visible, or near infrared range is sent and recorded after reflection from the object under study. In
this case, instead of enormous antennas, we only need telescopes of reasonable sizes. For example, the same telescopes used for
exchanging QKD signals, or alignment, can be used for LIDAR operation. Moreover, instead of powers of tens of kW, lasers
with power on the order of 1 W are sufficient, meaning that this technique can rather easily be implemented on the satellite,
as well as on Bob’s side. As expected, the big advantage comes from the much shorter wavelength of the employed light with

respect to the microwave signals used in the radar technique, resulting in much smaller diffraction of the electromagnetic beams.

In this case, we can try to use again the standard radar equation of Eq. (A8), with suitably chosen parameters. We report here
a simple calculation, using again Gaussian optics, that gives a result very similar to the radar equation (with LIDAR parameters),
for when the LIDAR is placed on the satellite. A similar calculations can be used for a LIDAR based in the ground station. We

use Eq. (A5) and modify it to take into account the realistic quality factor M? as estimated before

2
_ ALiparzM

Wipar(z) = e (A9)

where A ipar is the LIDAR wavelength. The intensity distribution of such a beam can be expressed as

2Pr 212 }
I(r,z) = ——F¢€ T (02| Al0
(r,2) TWimar(2)? T [WLIDAR(Z)2 o

where Pr is the total power carried by the beam and r is the distance from the beam centre in the plane transversal to the

direction of propagation. We assume that the reflecting object is at the centre of the beam.
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We compute the total power incident on the object integrating Eq. (A10) in the area corresponding to E’s spacecraft as follows
P(z) = / I(r,z)drdd =
|r|<re

_p(1_ __%h (Al1)
T P Wriar(z)] /)

We assume that the light is reflected back isotropically by the object under study, with reflectivity «, resulting in a received light

intensity of

P
_Praf [ 2R
=2 (1 exp { WLIDAR(Z):|) . (A12)

The total collected power reaching the satellite LIDAR is then Pr(z) = Ig(z)7r?%k, where we account for any additional loss
encountered during transmission and collection by factor k. In order to obtain the bound on the size of E’s object, we can then
invert this expression and equate Pr(z) to the minimum power P,;,, measurable by the receiving setup, as follows:

2P, k22 A ZM2\ 2
2 _ 1 1_ min LIDAR ) Al3
re(z) ( . aPr W2 Wo (A1)

For the rest of this section, unless otherwise noted, we use the following parameter values. We set A\, = 800 nm and assume
k = 0.25. The transmitted power is set to Pr = 1 W due to the limit on the power consumption on the satellite. For the ground-
based LIDAR, this value could even be higher, although, offering a small advantage, as we show by the end of this section. We
choose a rather conservative value for the reflectivity of the object, o = 0.1, considering that for different metals it is usually
around o = 0.5 or more. Coating can be used to lower this value, however, measurements at different wavelengths could limit
the effectiveness of this technique. We also assume that M 2=3,r4 = 15cm, and rg = 50 cm. These values are compatible
with the instruments used in the Chinese satellite mission Micius. All other relevant parameters are the same as the radar case.

Figure 10 shows the estimated maximum radius of E’s object that does not trigger our LIDAR monitoring system, versus
its distance from the satellite. The results obtained by using Eq. (A13) and Eq. (A8) are both shown. They differ because the
efficiency of the transmitter and the reflectivity of the object are modelled in different ways. We see that the bound on the size
of undetectable objects, r g, is much smaller as compared to the values shown in Fig. 9 using the radar technique, giving hope
that the values obtained for nag and ngp in this case may be low enough to be useful in the enhancement of the secret key rate.

The minimum measurable power P,;,, used in Fig. 10 is obtained by calculating the background light collected by the satellite
in normal working conditions. For the LIDAR placed on the satellite, the main source of background light during night-time

operation is represented by the light of the Moon reflected by the Earth [1], which can be expressed as follows
A 2 2 Q2 ov
Pmin = OKEOUWI%]\/[""A dTHsuanilter s (A14)
EM

where o and o, are the albedo of Earth and Moon, R, is the radius of the Moon, dg,; is the Earth-Moon distance, Hy,,,, is
the Sun irradiance at Ay, and ¢, is the field of view of the telescope and B t;jse, is the bandwidth of the spectral filters. For the

LIDAR on the ground, we estimate the background light from the analysis in [56], as follows

B
Pmin

= Hbeovﬂ'TZBBfilter , (A15)

where Hj, is the brightness of the sky background. The typical value for such background lights is very small suggesting that in

order to obtain some statistics about such sources we may need to use single-photon detectors in our LIDAR system [57].
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FIG. 10. Minimum radius for E’s telescope aperture detectable by LIDAR measurements performed, simultaneously, from the satellite and
from the ground. The bound on this quantity obtained from two different techniques: The blue curve is obtained from Eq. (A13), while the

orange curve from the radar equation Eq. (A8) using parameters suitable for a LIDAR system.

The previous analysis does not take into account the fact that the LIDAR detection from the ground will be strongly affected
by the presence of the atmosphere. The air can back-scatter the light sent by Bob’s LIDAR, especially when the sky is not
completely clear, giving a signal that can be attributed to Eve’s object. This means that, without additional analysis, every time
we will measure a reflected power greater than P;,,, we will think that this is because of Eve’s apparatus and the measured
power will be used to bound its size. If part of the back-scattered light is due to the atmosphere, we will end up over-estimating
the size of Eve’s object, and consequently its collecting efficiency. In that sense, while this issue can loosen our lower bound on

the key rate, it does not make our analysis unreliable.

3. Bounds on nag and 1B

In this section we report the numerical results for the E’s collecting and re-sending efficiencies, obtained using the analysis
provided in the previous sections. Figure 11 shows the values of nag and ngp, computed, resepctively, from Eq. (A4) and
Eq. (A6), as a function of z. In both graphs, the maximum value happens somewhere in the middle of the orbit. This is because
we are using LIDAR on both A and B, and the maximum value is achieved at the point where E’s telescope is the biggest, which
is roughly in the middle. This happens because the width of the beams, during the propagation, vary linearly with z, while
the bound on E’s size is proportional to 22 (equivalently, the cross-section in Eq. (A8) is proportional to z%). We see that nag
remains below 0.1, while ngg grows up to about 1. There are two main reasons for this behaviour. First, we allow E to use
perfect optics that generate Gaussian beams with minimal divergence and second, B’s telescope aperture is bigger than A’s.

Figure 12 shows the values of some quantities of the setup as a function of the coordinate z, useful to understand the behaviour
observed in Fig. 11. The rg curve close to the x-axis is the same as the upper curve in Fig. 10, which shows the maximum radius
of the undetected E. The W curve represents the width of the beam, sent by E at distance z from A with a telescope of radius
rg(z), when it arrives at B’s receiving plane. The Wy pag curve is, instead, the width of the beam sent by A as it propagates

towards B. We see that when it arrives at B, after 500 km of travelling, the beam is about 2.5 m in radius, which is several
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FIG. 11. Values of nag and neg, for an undetected Eve, computed using Eq. (A4) and Eq. (A6), respectively.

times larger than that of B’s telescope, giving a transmittance between the legitimate parties of 7o = 0.05 (only considering

diffraction losses, without collection and detection losses). As fro Eve, however, the minimum of the W curve is roughly 30 cm

at B, which is smaller than B’s telescope size, resulting in ngg ~ 1.
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FIG. 12. The maximum radius, r g, of the undetected Eve’s object, the width of the propagating beam, Wr,ipar, sent by Alice, and the width

of signal sent by Eve at point B, Wg, versus z.

The values in Fig. 11 can be lowered by raising the value of LIDAR’s transmitted power. Notice that g o P%/ %, so if we raise

the power by a factor 4, to 4 W, the bound on Eve size will be halved. In this case, smaller values of nar and ngp are expected,

as shown in Fig. 13. nag, in particular, reaches a maximum of about 3%, giving big room for improvement in the achievable key

rate. This bound very strongly depends on the minimum measurable power P,,;,. Any improvement in the filtering techniques

(defined by the parameters B ;e and f,,) will improve the performance. In the same way, going to lower wavelengths will

reduce the diffraction losses and improve the bound. We point out that, in practice, the monitoring can possibly be repeated with
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a rather low frequency, leaving the remaining time for the QKD signal exchange. This means that the power actually consumed

during monitoring operation should be manageable even by small satellites.
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FIG. 13. Values of nag and ngs, for an undetected Eve, computed using Eq. (A4) and Eq. (A6), for a power of 4 W.

The LIDAR technique, in the simplified approach we used in these calculations, is sensible to the total power reflected by
objects illuminated by the transmitted light. This means that we are safe even in the situation where E places more satellites,
which taken alone would be smaller than the detectable size. If we detect that an object or more are passing between A and B,
by measuring a received power Pr > Py, We can assume that they are all malicious, estimate their size by replacing Py
with P in the expressions above and bound 75 and ngp in the real case.

We point out again that the presence of back-reflections from the atmosphere would give an over-estimation of the size of
Eve when measured from B, which has not been considered here, leading to higher values of s and ngp. More sophisticated
techniques should be able to address this problem, using the timing information obtained when using the LIDAR in the pulsed
regime. The advantage introduced by sending a beam with higher power, analyzed in Fig. 13, would be less effective for B,
because it would correspond to more light back-reflected by the atmosphere, too.

Until now we have considered the static case where the satellite is fixed at the position closest to the ground station. We
study now how the maximum values of nag and ngp (optimal for E) vary during the passage of the satellite. We show the
results in Fig. 14 at Pr =1 W transmitted power for the LIDAR system, and in Fig. 15 at Pr = 4 W. As can be seen, both
configurations perform well for high elevation angles, however, the higher power level is required to put useful bounds at low
elevation angles. As pointed out before, if the available power output is limited, one can achieve the same performance by
changing other parameters of the setup.

For comparison, we report in Fig. 16 the behaviour of nap, from Eq. (A3), as a function of the position of the satellite. The
upper curve represents only the diffraction losses, while in the lower curve other sources of loss are also considered. In particular,
50% detection loss, 80% transmittance of the receiving optics and absorption in the atmosphere Y.,: = exp [— B sec(@)} , where
B = 0.7 for A = 800 nm and @ the angle from zenith. The inclusion of pointing errors should have a fairly small impact, about
2-3 dB.

In the previous analysis we fixed the reflectivity of E’s spacecraft to bound its size. The value chosen at the end of Sec. A2,

a = 0.1, is conservative enough if one considers standard spacecrafts. However, lower values of reflectivity parameters can be

30



3 Bounds on nag and ngp

31

500
1.0

0.8
0.6

0.4

Transmittance

0.2-

Total link length (km)

550 600 700 900 1200

néB

Mae

0.0

1 L L L

20 30 40 50 60 70
Angle from zenith (°)

FIG. 14. Maximum values of nar and nes, for an undetected Eve, as a function of the position of the satellite, for a LIDAR transmitted power

of 1 W.
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FIG. 15. Maximum values of nag and ngg, for an undetected Eve, as a function of the position of the satellite, for a LIDAR transmitted power

of 4 W.

reached if specific technologies are used. For example, nano-structured coatings [58] can be laid over opaque surfaces, which

can enable reflectivity values < 10~2. Similar values can be obtained on transparent surfaces (such as lenses), using multi-layer

interferometric coatings. In Fig. 17 we report the minimum value of reflectivity parameter of E’s surfaces to achieve nar < 1,

for different positions of the satellite with respect to the ground station. This means that, by fixing all other parameters, any
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FIG. 16. Transmittance of the beam sent by A through B’s aperture nag, Eq. (A3), as a function of the position of the satellite.

value of reflectivity o < auyin Will lead to nag = 1, so only values o > «y;, lead to useful bounds in our analysis. We see from
Fig.17 that if E uses such high-performances coatings, the LIDAR setup is no longer sensitive enough. In this case, we have to

compensate for the lower reflectivity by increasing the emitted power Pr, increasing the directionality of the beam (smaller Ay,

and/or larger Wy) or decreasing the minimum measurable power Py, .
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FIG. 17. Minimum value of reflectivity parameter of E’s surfaces to achieve nag < 1, as a function of the angle of the satellite with respect to

the zenith of the ground station.
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Appendix B: Proof of Lemma 1

Here we prove Lemma 1.

Proof. Under the conidtion of a quantum bob with access to B and Fy modes, the in-principle achievable asymptotic key rate of

the QKD protocol in Fig. 3 is given by the Devetak-Winter bound [14, 59]:
Tk :H(X|E)k—H(X‘BF0)k, k:a,b (Bl)

where, for scenario k = a,b in Fig. 3, H(X|E)j is the conditional von Neumann entropy of Alice’s classical outcome X
given Eve’s quantum information F, whereas H (X |BFp) is the conditional entropy of Alice’s outcome X given Bob’s quantum
information, which includes the joint state B Fj at the output of the telescope. This is effectively a classical-quantum-quantum
(CQQ) scenario, where Alice has a classical state, but Eve and Bob hold on to their quantum states.

The entropy functions in Eq. (B1) are computed on the quantum states px g and px pr,, which in turn are the reduced density
operators of the single-round global quantum state px gr, r, r, - In the following, we compute the latter state for the setups in
Figs. 3(a) and (b). We denote with 53 the map corresponding to the beam splitters, and add subscripts on the maps’ symbols to
indicate the subsystems on which they act.

The global state obtained after one round of the protocol in the setting of Fig. 3(a) is given by:

(a) _ /
PXBF,F\F,E = EroBpp, 0 &pyp, ©EE © Bpr, © Ma

(|YaB)(VaB| ®|0){(0]r, @ [¢¥F)(Yr| ® [YE)(WE| ®|0){(0]F,). (B2)
Then the reduced state on subsystems X F, over which the entropy H (X |E) is computed, is given by:

/’g?}a =TrermF, [pg?)BFgFl FQE}

= Trpr,[€8E 0 Br, © Ma([YaB)(¥aB| ® [0)(0|r, ® |vE)(VEl)], (B3)

where we used Kraus’ theorem to remove the outer quantum maps that act on the subsystems that are traced out.

Similarly, the global state for Fig. 3(b) is given by

p)l()BFUFngE =&ro&yvoBpr,© EIFOFI o€proBpr, oMy
(|YaB)(Wap| ®|0)(0|r, ® [¢¥F) (Y| @ [VE)(VE| ®[0)(0]R,). (B4)
Note that, compared to Eq. (B2), it only presents the additional CPTP map &y . For the reduced state we obtain:
b b
pe = TBR PP X R, F Py )
=Trpr [EsE 0 Bar, o Ma(|¢aB){(YaB| @ [0){(0]r, ® [Ve)(¥r])]. (BS)
From Eq. (B3) and Eq. (B5) we observe that the reduced states on X E' are the same for both scenarios, i.e., pg‘gg = p()?)E,

which implies that:
H(X|E)a = H(X|E)y, (B6)
since the entropy functions are computed on the same quantum state.
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From Eq. (B2) and Eq. (B4) we observe that pg?)B FoFy Fy  ©an be obtained from p()?jg FoF, F, 2 through the following CPTP

map:
pg?)BFOFngE =RBr, (Pg?gFoFleE)v (B7)

where
Rpr, :=Erofy ot (B8)

By tracing over I F3 E in Eq. (B7), the reduced state of X BFj in Fig. 3(b) can be obtained by applying the CPTP map R gp,

to the reduced state of Fig. 3(a), that is:

b a
pCpr = Ror (0 pm,)- (BY)

By the fact that quantum maps applied on the conditioning system can only increase the conditional von Neumann entropy [60],

we have that
H(X|BFy)a < H(X|R(BFp))a = H(X|BFo)sp. (B10)
Finally, by inserting Eq. (B6) and Eq. (B10) into Eq. (B1) we obtain
7y < Ta, (B11)

which concludes the proof. O

Appendix C: A Typical Telescope Model

In this Appendix, we look at the implication of the two-mode model we have in Fig. 3, and deduce that the telescope action
can be modelled by a beam-splitter like operation, where only one output mode is accessible. The gist of the idea is as follows.
Let us denote by a, the field operator that will be collected by the telescope, after proper focusing, at point r on the outer surface

S of the receiver telescope. We then have [a,, al | = 6(r — '), and the corresponding annihilation operator for the collected

r!

optical mode, in a particular polarization, is given by

a:/d'rg(r)ar, (CD)
s

where [ dr|g(r)|? = 1, hence [a,a] = 1. Here, we have assumed that the collected light is coupled to a single-mode fiber.

In principle, the operator Er, acting in input modes B and Fp should give us the same output relationship as in Eq. (C1). In
reality, in addition to the bypass channel and Eve’s channel, the telescope could capture other background modes as well. In
the worst-case scenario, however, we can always assume that all these other modes are controlled by Eve, and she can decide
whether leave them as they are, or control them, via its operator £. The implication of this assumption is that we can assume Er
is a unitary map, which fully models the action of the telescope. In particular, the collected light from mode F{; combined with
the collected light from mode B must fully recover the action modeled by Eq. (C1). That is, if we model the collected light for
mode Fj by

aF:/drf(r)ar7 (C2)
s
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with [ dr|f(r)|? = 1, and the collected light for mode B by
ag = /Sdrh(r)a,«, (C3)
with [, dr|h(r)|* = 1, we should then have [ap, ap] = 0, as they originate from different spatial modes, and
a = aar + Bag, (&)

to make sure the two modes fully model the collected light by the telescope. The choice of linear combination above matches
what a typical telescope does to different impinging modes of light. The first condition implies that the weight functions f and

h must satisfy the orthogonality condition [ drf(r)h* (1) = 0, whereas the second condition implies that

g(r) = af(r) + Bh(r), (C5)

which results in

a:/drg(r)f*(r),ﬂ:/drg(r)h*(r). (C6)
S S

In addition, given that g, f and h are normalized and the latter two are orthogonal, we have \a|2 +1|8 \2 = 1, which results in the

following relationship

a=/nrag ++/1—nrar, (€7

where

nr = /S drg(r)h*(r) =1 /S drg(r) f*(r). (C8)

The expression in Eq. (C7) resembles one output of a beam splitter with transmissivity 7, as we have used in the main text.

Appendix D: Covariance matrix calculations

In this Appendix, we calculate the covariance matrix (CM) for the setting given in Fig. 4. While this is a special channel
configuration, with proper choices of parameters, it can be used to model several cases of interest to our work. For instance, by
choosing 7g to be zero, we effectively remove the bypass channel, and the remaining setup would then correspond to an optimal
attack by Eve in the extended Alice-Bob model so long as the values assigned to nag, g, and i are within zero and one.

To calculate the CM between all parties involved, i.e., Alice, Bob, and Eve, we consider the entanglement-based picture in

Fig. 4 and start with the CM corresponding to the TMSV state )4 5) with variance V', given by

V1 cZ
Vap = ; (D1)

cZ V1
where ¢ = v/V2 — 1. On one leg of this TMSV state, Alice performs a heterodyne measurement, while she sends the other
beam toward Bob. On its way, the latter beam experiences some pure loss, modelled by nag, which splits the signal into two

beams. One undergoes Eve’s attack, whereby it would interfere, at a beam splitter with transmissivity 7g, with Eve’s TMSV

state [ g p/) with variance Vi, and the following CM

Vel cgZ
Vew = 77 P, (D2)
CEZ VE]].
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where cp = m . The other output of g beam splitter undergoes additional loss, which is modelled via the beam splitter
with transmissivity ng. Eventually, the two beams reconcile at the last beam splitter with transmissivity 7.

Using linear optics algebra, we have modeled the above beam splitter operations using relevant matrices to find the CM of the
purified state between all modes, i.e., ABEE'FyF;. After tracing out modes Fy and F1, as they are assumed inaccessible to all

parties, we obtain

V1 CagZ 01 CapZ

CagZ Vgl CggZ Cgpl
VuBEE = o o , (D3)
01 CgpZ Vgl CggplZ

Cup'Z Cpr'l CgpZ Vg1l

where the first row and column correspond to mode A and its covariance elements with other modes, the second to B, and the

third and forth to F and E’, respectively. In Eq. (D3),

Cap =\/TeqC
Capr =—/nas(1—np)c
Vi =Teq(V — 1) + 1+ &5
Cpr =V/(1 —ne)nren
Crp =v/ne(l — nE)nT( — (nap(V —1)+1) + VE)
—Vnae(l —nap)(1 —ne)ns(1 —no)(V — 1)
Cer' =/1NECE
Ve =(1 = ne)nae(V —1) + 1] + neVe

(D4)
where
Too = (vwsmems + VO meyis( =) ©3)
appearing in the coefficient of C'4 p entry, is the observed value of transmissivity in the link, and
o =Tog€ = 1= ne)nr(Ve — 1) (D6)

is effectively the observed value of excess noise at the receiver, with £ being its equivalent at the transmitter end. As one would
expect, the excess noise is a function of Eve’s variance Vg and is simply the amount of noise that enters Bob’s receiver via
the two beam splitters on the path between Bob and Eve. Similarly, \/ZTQ in Eq. (D5) is the sum of the amplitudes in the two
pathways from Alice to Bob. Similar calculations show that, if instead of the pure-loss bypass channel, we assume a thermal-loss
bypass channel with a noise variance Vs, there would be an additional term for £, given by (1 —ng)(1 —nr)(Vs — 1), which
accounts for the noise coming from the bypass channel, with no change in T¢.

The above CM can be used to calculate the key rate in different scenarios. For any given observed value of 7, < 1and § > 0,
we can search the g — 1t space for the minimum guaranteed key rate. One could also account for other sources of trusted noise

at the receiver, such as electronic noise, by adjusting the above parameters, but for the purpose of our discussion on CV-QKD in
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the restricted case, the above framework is sufficiently detailed.
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