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Abstract  When an autonomous system is deployed into a specific environment 

there may be new safety risks introduced. These could include risks due to staff 

interacting with the new system in unsafe ways (e.g. getting too close), risks to in-

frastructure (e.g. collisions with maintenance equipment), and also risks to the en-

vironment (e.g. due to increased traffic flows). Hence changes must be made to the 

local Safety Management System (SMS) governing how the system is deployed, op-

erated, maintained and disposed of within its operating context. This includes how 

the operators, maintainers, emergency services and accident investigators have to 

work to new practices and develop new skills. They may also require new ap-

proaches, tools and techniques to do their jobs. It is also noted that many autono-

mous systems (for example aerial drones or self-driving shuttles) may come with a 

generic product-based safety justification, comprising a safety case and operational 

information (e.g. manuals) that may need tailoring or adapting to each deployment 

environment. This adaptation may be done, in part, via the SMS. This paper focus-

ses on these deployment and adaptation issues, highlighting changes to working 

processes and practices.  

 

2 Introduction 

1.1 Background & Rationale 

Why a Safety Management System? Recent understanding of how accidents and 

incidents happen puts more emphasis on the causal factors external to the system 

and the organisational factors that contribute to errors being made (CAA, 2022). 
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The latter factors include how the organisation operates, how it sets out its proce-

dures, how it trains its staff and what level of importance it gives to safety issues 

identified. A Safety Management System (SMS) addresses this and allows a proac-

tive approach to safety by identifying causal factors and acting before an event hap-

pens. An SMS can therefore contribute to improving safety through a greater un-

derstanding of the hazards and risks affecting safety in the organisation.  

In summary an SMS is the set of processes, procedures, management activities 

and cultural aspects that an organisation uses to ensure safety in its operation. Two 

useful definitions are:  

 

“… a systematic and proactive approach for managing safety risks…[an] SMS 
includes goal setting, planning, and measuring performance. An effective 

safety management system is woven into the fabric of an organisation. It be-

comes part of the culture; the way people do their jobs” (CAA, 2022), and: 

 

“Safety Management Systems for product/service providers … integrate mod-
ern safety risk management and safety assurance concepts into repeatable, pro-

active systems. SMSs emphasize safety management as a fundamental business 

process to be considered in the same manner as other aspects of business man-

agement.” (FAA, 2022). 
 

These two SMS definitions include a common set of four process areas for compo-

nents of an organisation:  

 

1. Safety policy and objectives (management commitment, plans, methods, 

processes, and organizational structure needed to meet safety goals); 

2. Safety risk management (new or revised risk controls based on risk identifi-

cation and assessment of acceptable risk); 

3. Safety assurance (evaluates the effectiveness of risk control strategies; sup-

ports the identification of new hazards); 

4. Safety promotion (training, communication, and other actions to create a 

positive safety culture). 

 

Explicit SMSs exist in domains other than aviation. The European Union Agency 

for Railways (EUAR, 2022) has some concise statements that help to frame the 

nature of a typical SMS:  

 

“The purpose of the SMS is to ensure that the organisation achieves its business 

objectives in a safe manner and complies with all of the safety obligations that 

apply to it…[it] enables the identification of hazards and the continuous man-
agement of risks related to an organisation’s own activities, with the aim of 
preventing accidents…an SMS will provide an organisation with the necessary 
confidence that it controls and will continue to control all the risks associated 

with its activities, under all conditions…The SMS integrates into the business 

processes of the organisation…The SMS should be a living set of arrangements 



Introducing Autonomous Systems into Operations: How the SMS has to Change   319 

thescsc.org                                                      SCSC SSS’23                                    scsc.uk 

which grows in maturity and develops as the organisation which it serves does 

so”  
 

This paper focuses on changes or additions to the SMS where autonomous systems 

(AS) are introduced into an existing environment. 

1.2 Context 

We consider a new AS deployed into a specific environment. It could be an auto-

mated shuttle starting operations on a university campus; it could be an automated 

pallet system introduced into a factory; it could be a drone used by the military on 

the battlefield for the first time. It is assumed that this system will be delivered with 

a (product) safety case report, and that this comes with generic operational guidance 

and manuals covering a range of expected application situations. This guidance may 

reference a CONOPS (Concept of Operations) and also may have some operational 

restrictions or limitations which need to be observed. There may be a separate de-

ployment safety case, demonstrating how the AS will meet safety claims for the 

specific environment, but this is unlikely for generic AS and is not assumed in the 

analysis presented here. 

The AS is likely to be deployed in a staged process (see figure 1), involving1: 
 

(i) Commissioning (pilot, trials, introduction into service),  

(ii) Remote-controlled operations (possibly involving partial autonomy),  

(iii) Fully autonomous operational service, and finally  

(iv) Withdrawal from service.  

 

In all these phases additional support is required via processes that include: (a) Mon-

itoring, (b) Changes via maintenance and upgrades to functionality and (c) Incident 

and accident management. There may also be some generic supporting activities for 

the particular site or environment that the AS is working in; these include staff train-

ing and competency management. 

 
1 Stages could be based on the models of levels of autonomy used in, for example, the automotive 

sector. In this case, a vehicle may initially have an operator who can intervene while the vehicle 

drives itself before the later stages where there is no driver. 
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Fig. 1. Generic Deployment and SMS Areas for an Autonomous System 

All these processes have to be updated for the introduction of an AS. For brevity, 

this paper focuses on five of these areas. 

1.3 Structure of this paper 

The introduction in section 1 is followed by a description of the work currently 

being undertaken in the AAIP to produce a framework for production of additions 

to an SMS to support AS (informally the “SMS delta”). Section 3 is the main part 
of the paper that considers selected SMS areas and discusses the nature and type of 

the additions (and perhaps changes) required when introducing an AS. Section 4 

presents some conclusions on the work so far, and section 5 outlines some areas 

considered for future work.  
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2 SODA  

The University of York AAIP pro-

gramme (AAIP, 2022) is currently de-

veloping a management framework for 

the Safety of Deployed Autonomous 

Systems, (SODA), (SODA, 2023) as 

part of a family of developments for AS 

including assuring the machine learn-

ing (ML) based system components 

(AMLAS, 2022) and assurance of an 

AS within a complex environment 

(SACE, 2022).  

SODA produces the AS-specific 

elements of the SMS for operation of 

the AS at a specific site. SODA is a pro-

cess for systematic construction of an 

“SMS delta”, i.e. the changes required 
to the SMS to enable safe operation of 

an AS. It assumes that there is already 

an SMS in place for operations at the 

site.  

The result of applying SODA is a 

set of AS-specific processes and procedures to add into a standard SMS, including 

identifying a set of tangible inputs and outputs (documents and other artefacts).  

SODA comprises a set of processes covering the activities identified in Figure 1. 

Each process comprises a set of process steps with inputs and outputs for each step. 

The process for the Commissioning activity from Figure 1 is shown in Figure 2. By 

working through the process steps, an addition to the SMS will be produced sup-

porting the pre-operational commissioning of the AS at that site. The first three 

stages produce procedure fragments that are drawn together into a coherent proce-

dure based on the supplied template. 

The intent is that the SODA processes will be undertaken by safety professionals 

– site safety managers, safety engineers, etc. with the resultant processes and pro-

cedures produced in company-standard form to inform operators on the site or in a 

remote operations centre (ROC).  
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Fig. 2. Illustrative SODA Process for Commissioning 

3 Selected Additions 

This section considers some of the additions to the SMS needed for safe deployment 

of an AS, as might be expected to be derived from SODA. There could be many 

areas of the SMS that need updating. In this paper five of these areas are examined: 

 

1. Remote Control and Autonomous Operations 

2. Monitoring and Analysis 

3. Upgrades and Evolution 

4. Skills, Competency, Staffing 

5. Incident / Accident Management  

 

Figure 2 below shows how these areas relate to the original SMS scoping: 
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Fig. 3. Coverage of selected SMS areas from Figure 1 in this paper 

So, in each of the four typical SMS areas we consider the following as needing 

review and/or update: 

1. Safety policy and objectives. This needs to include contracts and agreements 

with the AS supplier and maintainer including Service-Level Agreements 

(SLA), that may also need to involve the site operator. These will include things 

like hours of support and call-out times. They will also include agreements - 

how much the AS supplier will attempt to do remotely and how often they may 

be required to attend site. Objectives should also be updated to cover the au-

tonomous aspects, given that certain aspects may not be predictable such as 

object recognition via machine learning. Targets for safety performance of the 

AS in its context should be set. Policies that may need to be in place regarding 

the AS include communications recording and playback facilities, data storage 

and retention, data sharing protocols and engagement agreements with certifi-

cation / accreditation bodies, regulators2 and accident investigators. It is im-

portant to ensure that everything is in place so that any accidents or incidents 

involving the control of the AS can be thoroughly investigated using replayed 

data. 

2. Safety risk management. This SMS element needs to consider issues of loss 

of communications, remote/local/autonomous behavioural conflicts, and inter-

actions with personnel on site, plus other autonomous systems, etc. New pro-

 
2 It is important to note that in certain sectors (e.g. nuclear, aviation) the regulator has an important 

role, and the agreements and methods of engagement put in place may need to be comprehensive. 

For instance, a regulator in these industries may want to be involved in reviewing any change 

applied to the AS, before it goes live. 
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cesses and protocols may need to be defined - on-site maintenance where re-

mote operation must be disabled and autonomy isolated. New hazards relating 

to conflicts may be added by personnel who have to interact with the AS on a 

daily basis. 

3. Safety assurance. The frequency and type of monitoring needs to be defined 

so that all issues can be recorded, analysed and eventually their resolutions au-

dited. The effectiveness of the SMS on the organisational safety performance 

must be evaluated and reviewed. When issues are found there may need to be 

temporary changes to operations (e.g. a fault found with the autonomy means 

that the AS is disallowed in certain areas of the site). Clearly the existing Safety 

Case for the site(s) will need to be reviewed in the context of including the AS. 

4. Safety promotion. Staff will need to be trained and regularly informed about 

how to interact with the AS, and what functionality is currently enabled. They 

will need a mental model of the AS behaviour that can be developed and en-

hanced through regular briefs. They need to be confident that the AS is fully 

under local control (i.e. autonomy isolated) when performing various duties, 

e.g. recharging and cleaning. 

3.1 Generic Additions to the SMS 

Generic additions to the SMS will be required taking into account the following 

(some of which can be seen as inputs to the Commissioning process in Figure 2): 

 
Table 1. Generic Additions to the SMS 

Name Description 

Operating Scenarios Scenarios (typically defined as Use cases) that describe 

the expected behaviour patterns of the AS at the site.  

Deployment Domain 

Specific Data 

This may include maps of the deployment domain indi-

cating key points, e.g. ingress and egress, no-go areas 

for the AS, etc. Local information may be needed, e.g. 

areas of the site prone to communications dropouts, the 

location of the "home" charging station, and "muster 

points" in the event of emergencies. 

Generic Operational 

Limitations 

Constraints on the operational design model (ODM) 

that will apply to the AS for an extended period (per-

haps throughout its operation), e.g. temporal (can't op-

erate outside working hours), or geographical (terrain 

where the AS is likely to get stuck, and thus must 

avoid), etc. 

Operational Tasking The task or set of tasks that the AS is expected to do, 

e.g. traverse the site looking for particular features or 

performing maintenance actions. 
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Name Description 

Hazardous Scenarios A subset of the scenarios that are identified as hazard-

ous; note that these will likely be included in the De-

ployment Safety Case report (if there is one). 

Existing Site SMS / 

Safety Procedures for 

Site 

The pre-existing safety management system for the 

site(s). This may consist of higher-level documents that 

flow down to all sites. This may be specific to the con-

tractor(s) that operate and maintain the site.  

3.2 Remote Control and Autonomous Operations 

When an AS is deployed it is often able to be remotely controlled as well as capable 

of fully autonomous operation3. However, this ability creates new risks and com-

plexities as these modes of operation may conflict. An example might be if the AS 

is a vehicle, and the remote operator mistakenly drives the AS at another vehicle or 

a static object potentially causing a collision. In this case the AS may try to avoid 

the collision by disobeying the remote-control commands.  

Hence, there may need to be operational rules (protocols, procedures, check 

lists) added to the SMS to ensure that a remote operator is fully aware of the situa-

tion the AS is in before issuing commands.  

In reality, the interaction between the operator and the AS is likely more com-

plex than this: the AS may have layered levels of functionality (including avoidance 

of harm behaviours and self-protection), and the remote control may only be able 

to override some of the functionality, even if trying to avoid an accident.  

Who has control of the AS and who is responsible when accidents occur could 

be a very difficult problem with typical remote, local and autonomous control: there 

may be several levels of remote operation, e.g. via an operations centre and via a 

local hand-held controller. Conflicts with both these and the autonomous functions 

need to be managed through SMS procedures and protocols, at least in part. 

In this context, the SMS will need to take account of: 

 

 
3 In some industries (e.g. UK civil aviation) autonomous operation is defined as only where there 

is no possibility of human intervention. If there is a remote link in place and a remote operator can 

intervene (to some extent) then it is not autonomous but rather “automatic with high authority”, 

and this is an important distinction. In some safety-critical industries, SMSs have been developed 

over many years to deal with those types of system and interactions involved. The real issue is 

where intervention is not (realistically) possible, e.g. some vehicle scenarios (land/air) or a cobot 

that works in a factory in an uncaged environment alongside humans. Also where AI is used to 

support the AS decision making; here SMSs need to be updated to account for non-deterministic 

(or at least not easily explainable) behaviours and decisions made and their effect on staff. 



326      John McDermid, Mike Parsons 

thescsc.org                                                      SCSC SSS’23                                    scsc.uk 

Table 2. Remote Control and Autonomous Operations 
Name Description 

AS Message Flow 

Definition 

Messages sent to and received from the AS either from 

a remote operations centre (ROC) or a hand-held de-

vice. 

Primitive Procedures 

Definition 

The set of basic procedures for interacting with the AS, 

e.g. to isolate autonomy (and report that this has been 

done), to start a pre-stored task, to report completion of 

the task, to "request assistance", etc. 

Remote Operations 

Centre Procedures 

Processes and procedures for the operations staff to fol-

low at the ROC (may cover many ASs and many sites). 

Local Operating Pro-

tocols 

Step-by-step instructions as to how to manage local op-

eration and autonomous operation of the AS at site 

 

3.3 Monitoring and Analysis 

In conjunction with the local / remote control issue, there is likely to be a need to 

have real-time or near real-time monitoring of an AS, to ensure everything is work-

ing within safe bounds. This is most likely done using radio networks that are sub-

ject to drop-outs, delays and interference (both unintended and intentional). Hence 

processes and procedures in the SMS are required to establish what to do if com-

munication is lost. Typically, a certain level of communication loss is tolerated but 

after a period must be re-established or the AS will have to perform contingency 

actions, depending on the circumstances (e.g. execute some sort of minimum risk 

manoeuvre or abort its mission)4 and enter a state enabling it to be recovered.  

Analysis is required of the safety performance of the AS. This could be near 

real-time (e.g. via a safety dashboard) or slower-time analysis (each day, week or 

month). This requires that data is available from the AS, so must either be transmit-

ted or stored for later uploading. Potentially, the amount of data produced will be 

very large, and it will be a significant effort to process it to look for early signs of 

faults that might lead to a safety event, or indeed no-fault cases that might cause a 

problem5. Processes and procedures for collecting, storing, processing and analys-

ing the data from the AS will therefore be required in the SMS. These will likely 

have to involve third-party organisations to provide communications services, plus 

possibly cloud storage provided by web service providers. 

 
 

4 It is recognised that for aerial AS it may be safer to continue to an intermediate safe location or 

indeed to complete the mission if it is close to a landing zone or airport 
5 In this case although an individual or fleet of AS are working to their specification, the combi-

nation of behaviours (perhaps involving other manufacturers’ AS or interactions with humans) is 

leading to unsafe situations 
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Table 3. Monitoring and Analysis 
Name Description 

AS Monitoring Data Data from interoception, assessing the state of the hard-

ware, e.g. from actuator built-in tests (BIT), and from 

assessment of the impact of the environment on the 

sensing suite, e.g. impairment due to fog or rain. This 

might inform temporary operational limitations. 

Environmental  

Monitoring Data 

Information about the state of the deployment including 

from sensors within the infrastructure and potentially 

from the AS itself or other AS on site. 

AS Safety  

Performance  

Analysis 

A report produced regularly that demonstrates the re-

quired safety performance is being met. Compilation of 

this report may require data from the manufacturer as 

well as from site. 

Agreements with 

Communications  

Providers 

Increased site communications needs may require 

changed agreements with communications providers, 

covering specific service levels including assurance and 

integrity targets 

Agreements with 

Cloud Storage  

Providers 

There will be a large amount of data produced by the 

AS and associated infrastructure and this will need to be 

stored in a secure cloud environment. 

Data Sharing and  

Retention Policy 

It is critical that data that has been saved (either stored 

in the AS or via site infrastructure) and is not lost (either 

deleted or overwritten). It must also be able to be shared 

with the appropriate parties: manufacturer, maintainer, 

site owner, independent investigator, etc6. 

3.4 Upgrades and Evolution 

Changes to an AS will typically be made via Over-The-Air (OTA) updates that can 

be done on site or in the field wherever communications are possible. OTA updates 

will be governed by the SMS (for instance, there may be restrictions on when an 

update can become active, and where it can be trialled) that may affect both the 

operating software and data used within the AS and site infrastructure. The data 

used by the AS may be of several different types, including: 

 

1. Configuration Data (to configure features within the AS itself) 

2. Navigation Data (including maps, allowable routes, prohibited areas, etc) 

3. Site Data (including changes to site infrastructure locations, etc) 

 
6 It is recognised that some data may need to be post-processed (e.g. anonymised) before sharing, 

for example, to obfuscate faces of people that a camera may have captured. GDPR requirements 

may apply. 
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4. Machine Learning Training Data, that may influence behaviours such as 

navigation or  object recognition 

 

What is different here is that the software and data will largely govern the behaviour 

of the AS, and that the changes in behaviour need to be understood by people work-

ing on site. 

Of course, changes may also be introduced to the hardware of the AS. Sensors 

could be replaced, functionality could be upgraded (e.g. higher-capacity batteries) 

and new features added (e.g. additional cameras). Changes may be undertaken at 

site or the AS may have to be returned to the manufacturer for the change to be 

performed. Different SMS processes and procedures are required in each case, for 

instance, AS removal from site and AS delivery to site. In all cases the disabling of 

autonomous functions, and verification of this action is paramount and procedures 

for this will have to be built into all SMS processes and supported by the AS itself. 

There may also need to be a proving area or testing ground at site where changes 

can be tested and verified, again this would largely come under site procedures 

within the SMS7.  
 

Table 4. Upgrades and Evolution 
Name Description 

Change Management 

Procedures 

The various procedures and processes to be used to 

make changes to the AS and the supporting infrastruc-

ture. May involve change at different locations and 

different types of change (hardware, software, data). 

OTA Update Protocol The steps to enable safe changes via OTA updates. 

Should cover fleet upgrades, mixed fleet issues and 

backing out unwanted changes. 

Upgrade at Site  

Procedures 

Procedures for making change at site, including isola-

tion of autonomy. 

Testing Ground  

Definition 

If the changes are to be tested at site then a definition 

of the test ground (environment) will be needed. 

Testing Ground  

Procedures 

If the changes are to be tested at site, then detailed 

procedures will need to be established for testing in a 

safe manner, away from operational infrastructure. 

3.5 Skills, Competency, Staffing 

The SMS will have to cover areas of staff training and competency for dealing with 

the AS. Depending on the nature of AS, this could range from simple awareness 

 
7 It is recognised that there may be local site operators operating under service contracts with their 

own SMS in place. In this case the prime should ensure that any higher-level SMS requirements 

related to the AS flow down to local operators as needed. 
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courses (for an AS unlikely to cause any harm) to specific and detailed training with 

examination and certification for larger, faster or perhaps airborne AS. This training 

will likely have to be tailored for the specific site to include local conditions (for 

instance, including procedures to deal with the muddy conditions or flooding for a 

land vehicle AS). The training should be such that it enables staff that may come 

into contact with the AS to interact with it safely and to minimise any operational 

difficulties for them or the AS. The SMS will have to contain mechanisms for staff 

to report issues with the AS, and to be able to be informed of updates and changes 

in behaviour as a result of reports.  

Of course, staff do not always behave as they should, and it is possible that 

protective actions are forgotten or ignored (e.g. not isolating autonomy before 

maintenance actions). Also, unauthorised actions or dangerous interactions with the 

AS may take place (for instance, ‘playing chicken’ in front of a vehicle AS), putting 
people at risk. In this case the SMS needs to anticipate as much foreseeable misuse 

as possible and contain warnings in manuals and provide regular training covering 

misuse. It may have links to site disciplinary procedures to deal appropriately with 

any actual misuse to discourage recurrence. 

 
Table 5. Staff Training & Safety Information 

Name Description 

Staff Handbook The staff handbook should outline how staff are expected 

to work with the AS, and detail warnings and limitations. 

Staff Training 

Courses 

Staff may require training before being allowed near the 

AS. 

Staff Briefings Staff may require regular briefings if the AS functionality 

changes due to frequent OTA updates. 

Incident and Fault 

Reporting 

There may have to be changes to the standard site incident 

reporting procedures (e.g. additional statutory infor-

mation required) when logging an incident involving an 

AS. 

Staff Welfare and 

Support 

Existing site staff may well feel threatened by the AS if it 

performs duties previously done by them. They may need 

retraining, redeployment and support services to manage 

the safe introduction of the AS.  

3.6 Incident / Accident Management 

An operational AS will require processes and procedures for managing accidents 

and incidents; dealing with them is an important part of any SMS. This will include 

everything from managing communications with the press and accident investiga-

tors, through analysis of the causes, to making the accident site safe. 
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Hence, with an AS, the parts of the SMS that require modification include pol-

icies for communications (and site security8), noting that there may be a lot of press 

interest in a major accident involving an AS, changes to procedures such as those 

used for accident management including how to establish a safe site, instructions on 

how to verify that the autonomous functionality is disabled (and cannot be mistak-

enly re-enabled remotely), and how to recover the AS. There may also be additional 

processes for how to deal with investigations internal to the organisation and also 

with external accident investigators. If people are involved in the accident there may 

be injuries to deal with and emergency services may need to operate special proto-

cols when autonomy is involved, requiring independent verification of autonomy 

isolation to ensure that emergency services staff are not put at undue risk. 

Hence the existing SMS may need to have updates related to: 

 
Table 6. Accidents & Investigations 

Name Description 

Agreements with  

Manufacturers and 

Maintainers  

It is important that the manufacturer of the AS and any 

maintenance organisation are ‘on side’ and able and 
willing share information and assist with any incident 

recovery and analysis. 

Agreements with  

Independent  

Investigators 

Agreements, permissions and working methods need 

to be in place with any independent investigators in 

advance. 

AS Manufacturer  

Supporting Information 

Any additional information that the manufacturer of 

the AS has regarding management of incidents or ac-

cidents, e.g. autonomy isolation, towing considera-

tions for land-based AS, etc. 

Site Information for 

Accidents 

Any site-specific information regarding accident 

management, e.g. site procedures for turning off 

power; isolation of autonomy; chain of command; 

emergency services call-outs; fire routes, etc. 

Tools and Equipment 

Required 

The AS may require special handling, tools and equip-

ment (e.g. for recovery and towing). 

Skills and  

Competencies Re-

quired  

The training, skills and competencies staff must have 

in order to deal with an accident involving the AS. 

Incident Handling  

Process Definition 

A site-specific process defining the staff, procedures 

and actions relating to handling a site incident involv-

ing the AS. May involve everything from handling the 

press to isolating part of the site. 

 
8 It is recognised that the inter-relationship between an SMS and security management processes 

is an important one. There can be issues and conflicts to resolve (for instance in sharing of opera-

tional data about the AS and access to certain areas of a site for accident investigation). This will 

be the subject of future work. 
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Name Description 

Configuration,  

Software and Data 

State of the AS  

It is important that the configuration data and software 

state of the AS is preserved after an incident so that it 

can be analysed9. This is likely to require a detailed 

procedure on site, especially if communications with 

the AS is lost. 
Configuration,  

Software and Data 

State of Site  

Infrastructure  

It is important that the configuration data and software 

state of the site infrastructure (including other AS) is 

preserved after an incident so that it can be analysed. 

This is likely to require a detailed procedure on site. 

Temporary Operational 

Limitations  

Constraints that apply for a limited period of time, e.g. 

spatial limitations whilst recovery operations are car-

ried out, or temporal limitations due to what is hap-

pening on site. 

4 Conclusions and Discussion 

This work has examined changes to an existing SMS when an AS is introduced. 

Five areas were discussed, and changes proposed. The nature, scope and scale of 

changes will depend on the deployment context (e.g. land, air, water, space) and 

characteristics of the AS (e.g. size, weight, actuators, proximity to staff). However, 

the generic AAIP SODA framework is designed to be comprehensive and detailed 

enough to be applicable to a wide range of AS modalities. Whilst not discussed in 

detail above, it is expected that developing the SMS will identify derived require-

ments on the AS, e.g. to be able to report that autonomy is isolated, to move to a 

“muster point” if informed of a site emergency. Thus, a level of co-design between 

the AS and the SMS may be valuable 

It is acknowledged that an SMS is rarely developed from scratch, instead it is a 

combination of knowledge, process, procedures and instructions that evolves over 

time and generally develops incrementally. Therefore, it has been assumed that only 

changes (deltas) need to be made to cover the AS introduction. However, it may not 

be so simple, as there may be conflicts with existing processes and procedures, and 

these may also need to be updated. Lastly, it may not be obvious what should be 

done in cases not covered by the SMS (perhaps collisions with other diverse AS 

that should not be on site, or unexpected human behaviours when interacting with 

the AS). Therefore, it is recommended that a full review of the SMS is undertaken 

after introducing the changes for the introduction of an AS. 

 
9 Note that local storage of data (vehicle, telemetry) for accident investigation purposes may im-

pose design requirements on the AS, necessitating a comprehensive “black box” in effect; the SMS 

may also need to support data transfer and storage as well. This is the subject of future work. 



332      John McDermid, Mike Parsons 

thescsc.org                                                      SCSC SSS’23                                    scsc.uk 

5 Further Considerations 

This section outlines some additional work that could be undertaken to further elab-

orate what is required for an SMS dealing with operations incorporating an AS. 

Firstly, the other identified areas of the SMS require analysis to see what 

changes may be required. In addition, the following areas are likely to be important 

considerations when developing the SMS: 

 

Regulators: In many safety-related industries (at least in the UK) there is strong 

regulation in place, backed up by legislation. This applies particularly to high-risk 

and well-established sectors such as nuclear, civil aviation and rail. It is expected 

that the regulators in these industries will take an active role in the introduction of 

an AS, setting out objectives and requirements, producing guidance, reviewing and 

approving changes to an AS, monitoring operational safety performance, and mak-

ing recommendations for safety improvement. Regulators may want to be involved 

in monitoring other aspects such as staffing issues (effects on absences, rostering, 

etc.) and the impact of introducing AS on safety culture within an organisation. 

 
Digital Twins: When an AS is deployed into an operational environment there may 

be a need to integrate it into the maintenance and operational models that the organ-

isation uses to monitor and maintain the operational status. For complex sites the 

models utilised can be very sophisticated. For this purpose, it may be necessary to 

create a digital twin model of the AS in its environment. This model can be as ab-

stract or detailed as required but may have to include modelling of autonomous 

decision making10. As an example, if the autonomous decision making within a land 

vehicle (say farm vehicle) always chooses a particular route over rough ground, this 

ground may become muddy and impassable and therefore increase risk over time. 

 

Replacement of the AS: When an AS is upgraded for a newer model or different 

variant, the SMS will need to be reviewed to see if any further changes are required. 

In fleet situations, the picture is more complex as generally not all AS can be re-

placed in one go and operation with a mixed fleet of, say, older and newer models 

together may be more likely. In this case the risks of operating with different AS 

models or versions together must be assessed and mitigated.  

 

Removal of the AS:  Where an AS performs a safety function, e.g. fire detection 

or suppression, then it cannot be removed without an increase in risk. This risk will 

have to be managed, either manually (e.g. increased monitoring by staff), or by re-

placing the AS by other systems (that may or may not have autonomous functions). 

 

 
10 Some digital twin models can take data from the physical system to continually refine the digital 

model. 
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Phased Introduction: It is recognised that an AS is usually not introduced into an 

operational setting in one go; typically, there may be a series of iterative trials, 

phases or stages where more functionality is exercised and additional parts of the 

domain (say areas of the land site or air space) are included in each phase. In this 

case, full safety documentation is unlikely to be available at the start of trials, so it 

is important that appropriate mitigations are put in place to address the risks at each 

stage, noting that these might be progressively reduced as confidence is built in the 

safe operation of the AS. 
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