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Abstract

This paper investigates the T-S fuzzy control of DC microgrids subject to
false data injection (FDI) attacks, premise mismatching, and network delays
using a dynamic event-triggered mechanism (ETM). Unlike the static ETMs
using the fixed triggering parameters, by adaptively adjusting the trigger-
ing parameters, the proposed novel discrete-time dynamic ETM can more
effectively reduce excessive usage of communication resources, and the Zeno
behavior is also avoided naturally. Then, a novel T-S fuzzy closed-loop sys-
tem model is built, which considers the FDI attacks, dynamic ETM, delays
and premise mismatching all in one unified framework. Mean-square expo-
nential stability criteria are derived, which establish the relationship between
system performance and the contributing factors. Further, unlike the two-
step emulation based method, the proposed co-design method can design the
injection current controller and the dynamic ETM in one step, which offers
a convenient framework for the tradeoffs between control and communica-
tion performances. Both simulation and experimental results confirm the
effectiveness of the proposed methods, achieving 27.5% savings of commu-
nication resources while effectively stabilizing the DC microgrid even under
the situation that 13.5% of the transmitted data are tampered by the FDI
attacks.
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1. Introduction

To achieve the decarbonization objective of energy systems, it is imper-
ative to develop greener electrification systems, which prompts a massive
growth of renewable generation technologies such as the solar photovoltaic-
s (PV) technology [1]. By seamlessly integrating these distributed energy
resources into the electric grid, the microgrid brings a suite of operational,
technical and economic benefits such as optimized energy economics and
increased reliability. Compared with AC microgrids, DC microgrids do not
have the issues of synchronization, reactive power flow, harmonics, etc., while
can easily interface with renewable energy resources, energy storage systems
(ESSs) and electric loads due to their natural DC behavior [2]. Thus, D-
C microgrids have been widely used in renewable energy systems, electric
vehicles/aircrafts/ships, remote households, etc.

In a DC microgrid, tightly regulated power electronic loads are likely to
draw constant power, which can be seen as constant power loads (CPLs).
However, the negative impedance feature of the CPLs decreases the system
damping and may even result in instability [3]. To handle the CPL-induced
issues, the passive damping method has been proposed by adding passive
components such as physical resistor. Although the passive damping method
is simple and effective, it is often costly and hard to implement due to physical
constraints. As an energy efficient alternative, the active damping strategy
has been presented by designing virtual impedances in the control loops
to mimic the same behavior of physical impedances. However, due to the
usage of small signal models, the active damping method can only guarantee
small signal stability near the equilibrium point [4]. To ensure a large signal
stability, advanced control strategy should be deployed. On the other hand,
the T-S fuzzy method works well in modelling nonlinear systems [5], and can
use simple linear controllers to achieve the semi-global stability. However, it
has not drawn enough attention to apply the T-S fuzzy method to the DC
microgrid, which is our first motivation.

To establish the hierarchical control structure in a DC microgrid, it is
necessary to establish communication networks to share data among mea-
surement devices and controller nodes, which makes microgrids vulnerable
to cyber attacks. These attacks can be mainly classified into FDI attacks
and denial of service (DoS) attacks. FDI attacks intend to tamper the orig-
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inal signals by injecting false data, while DoS attacks attempt to block the
communication network [6]. Since adversaries often intentionally design the
injecting attacks to bypass the conventional surveillance and security tech-
niques, FDI attacks are more stealthy and destructive, which motivates this
study.

Recently, some researches have been conducted on mitigating the impacts
of FDI attacks in DC microgrid. For instance, to address the impacts from
the FDI attacks which modify the onboard current and voltage sensors in a
four converter-based DC microgrid, the work in [7] proposes an adaptive s-
tate observer based attack detection and correction mechanism. For the FDI
attacks in DC microgrid formed by parallel DC-DC converters, the work in
[8] presents an attack detection and mitigation method using artificial neural
networks and model predictive control. While the aforementioned studies
focus on the attack detection methods, some other works investigate the se-
curity control of DC microgrids. For instance, for the FDI attacks affecting
the current sensors of distributed generation units (DGUs) in DC microgrids,
[9] proposes an adaptive observer to reconstruct the attacks and necessary
stability conditions are further derived. For the FDI attacks affecting both
the proportional current and the average voltage, the work in [10] presents
a resilient control methodology, including a state limitation method and an
integrated distributed control strategy. By modeling the distributed energy
resources as multi-agent systems, for FDI attacks affecting the leader and fol-
lower nodes, [11] proposes a secondary control method based on a distributed
sliding mode observer. Although many useful results have been presented in
these researches, the limited network bandwidth is often ignored.

The constrained network bandwidth often jeopardizes the performance
of DC microgrids in forms of delays, dropouts, congestion, etc. Since DC
microgrids traditionally adopt the periodic control strategy, to assure sys-
tem stability under the worst conditions, sampling period is often set small.
However, the high sampling frequency tends to cause network congestion.
Besides, when system has been in the steady state without disturbances, it
is often unnecessary to still frequently execute control tasks. Fortunately, an
alternative solution to the periodic control, namely the event-triggered con-
trol (ETC) strategy, has been proposed [12]. By executing control tasks only
when system needs attention, the ETC strategy can guarantee system per-
formance while saving communication resources. Recently, the ETC method
has been introduced in DC microgrids. For instance, using the triggering
condition derived from Lyapunov function to reduce communication cost,
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the work in [13] proposes a hierarchical distributed event-triggered consen-
sus algorithm for the ESSs in DC microgrid clusters. Using output current
information to design the triggering condition, [14] presents a voltage observ-
er based distributed ETC algorithm for accurate voltage profile regulation
and load current sharing in DC microgrids. Using control signals to design
the triggering condition with a constant triggering threshold, the work in
[15] presents a distributed secondary ETC strategy for DC microgrids. Us-
ing both system states and a constant to design the triggering threshold, [16]
studies the consensus-based secondary ETC for the DGUs in DC microgrids.
Although some interesting results have been achieved, there still exist the
following limitations. First, for the continuous time ETM, it is not easy to
exclude the Zeno behavior. Second, threshold parameters of the ETM are of-
ten fixed during system operation, which is conservative due to the ignorance
of system dynamics. Third, the existing ETMs may not be directly appli-
cable to the attacked DC microgrids. Thus, considering effects of the FDI
attacks, it is necessary to develop a novel Zeno-free dynamic ETC strategy
for DC microgrids, which is the second motivation.

To adddress the aforementioned issues, this paper investigates the T-S
fuzzy security control of DC microgrids using the dynamic ETM scheme,
subject to the FDI attacks, network delays and imperfect premise match-
ing, which has the following challenges: first, the dynamic ETM results in
non-continuous data transmission and premise mismatching between the mi-
crogrid and controller, which makes it difficult to build the closed-loop model
under the T-S fuzzy framework. Second, for stabilizing the microgrid under
the dynamic ETM, and subject to FDI attacks, delays, premise mismatch-
ing, and CPL-induced instability issue, to establish the relationship between
the controller gains and these affecting factors is a challenge. The main
contributions of the paper are summarized as follows.

• Compared with the continuous-time static ETMs [14, 15, 16, 17], the
proposed dynamic ETM can not only save more communication re-
sources by adaptively adjusting its threshold parameters, but also ex-
clude Zeno behavior naturally due to its discrete-time feature.

• Unlike the works [18, 19] which assume perfect premise matching, a
more generalized fuzzy closed-loop model for the DC microgrid is es-
tablished under the imperfect premise matching scheme, which provides
a way to study effects of the FDI attacks, the dynamic ETM, network
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delays, premise mismatching and CPL-induced instability issue all in
one unified framework.

• Unlike the work [20] which uses the robust linear control method, a
novel event-triggered fuzzy nonlinear control strategy is proposed, and
a mean-square exponential stability criteria is presented to establish the
relationship between the injection current controller and the aforemen-
tioned affecting factors. Further, a co-design method for the controller
and the dynamic ETM is provided, and both the simulation and ex-
perimental results confirm that the proposed controller performs better
than the robust linear controller [20] in terms of overshoot and settling
time.

Notation. Diag{·} is diagonal matrix, while col{·} is column matrix.
A + AT is marked by He{A}. I refers to identity matrix. E{·} indicates
mathematical expectation of random variables. Max{·} is the maximum
function, whilemin{·} is the minimum function. λmin indicates the minimum
eigenvalue. E{·} refers to the mathematical expectation of random variables.
R is real-number set, while N is natural-number set. * indicates a symmetric
item. Euclidean norm is marked by ‖ · ‖.

Figure 1: DC microgrid containing Q CPLs.
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2. System Modelling of the DC microgrid

2.1. System description

As shown in Figure 1, a typical DC microgrid comprises a DC source,
an energy storage system (ESS) and several CPLs. The constant DC source
supplies the DC bus, the ESS provides the injection current, and the CPLs
refer to the tightly-regulated AC or DC loads achieving constant power at the
input side of their converters. Figure 2 shows the circuit of the DC microgrid,
which consists of the DC source subsystem, the injection current source ies
and the Q CPL subsystems. The simplified circuits at the CPL side and the
DC source side are shown in Figure 3.
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Figure 2: Circuit of the DC microgrid containing Q CPLs.

Applying the Kirchhoff circuit laws to the jth CPL subsystem in Figure
3 (a) yields

{

i̇L,j =
1
Lj
vC,s − rL,j

Lj
iL,j − 1

Lj
vC,j

v̇C,j =
1
Cj
iL,j − 1

Cj

Pj

vC,j
, j = 1, 2, . . . , Q

(1)
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Figure 3: Simplified circuits at the CPL side (a) and the DC source side (b).

where vC,j and iL,j denote the voltage on the capacitor and the current in
the inductor of the filter which is in series with the jth CPL, respectively.
rL,j, Lj and Cj represent the resistance, inductance and capacitance in the
filter, respectively. Pj denotes the constant load power, and the voltage-
controlled current source Pj/vC,j refers to the CPL. vC,s refers to the voltage
on the capacitor in the filter in the DC source subsystem, which controls the
voltage of the DC bus.

Similarly, applying the Kirchhoff circuit laws to the DC source subsystem
in Figure 3 (b) yields

{

i̇L,s =
1
Ls
Vdc − rs

Ls
iL,s − 1

Ls
vC,s

v̇C,s =
1
Cs
iL,s − 1

Cs
ΣQ

j=1iL,j − 1
Cs
ies

(2)

where vC,s and iL,s represent the voltage on the capacitor and the current
in the inductor in the filter in the DC source subsystem, respectively. rL,s,
Cs and Ls denote the resistance, capacitance and inductance in the filter,
respectively.

Based on (1) and (2), one obtains
{

ẋj(t) = Ājxj(t) + Ājsxs(t)− djhj(xj(t)), j = 1, . . . , Q

ẋs(t) = Āsxs(t) +
∑Q

j=1 Ācnxj(t) + besies + bsVdc

(3)

where xj(t) = col{iL,j, vC,j}, xs(t) = col{iL,s, vC,s} and







Āj =

[

− rL,j

Lj
− 1

Lj

1
Cj

0

]

, dj =

[

0
Pj

Cj

]

, Ājs =

[

0 1
Lj

0 0

]

, hj(xj(t)) =
1

vC,j

Ās =

[

− rs
Ls

− 1
Ls

1
Cs

0

]

, bs =

[
1
Ls

0

]

, Ācn =

[

0 0

− 1
Cs

0

]

, bes =

[

0

− 1
Cs

]
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Remark 1. Unlike the work [20] which models the DC microgrid as a Lur’e
system and uses the robust linear analysis method, the T-S fuzzy method will
be introduced in the following. Due to advantages of the T-S fuzzy method in
analysing nonlinear systems [21], better performance can be achieved when
it handles the CPL-induced nonlinearity in DC microgrid. Besides, unlike
the work [22] which focuses on the microgrid control under DoS attacks, this
study will investigate the security control of the DC microgrid subject to FDI
attacks, network delays and premise mismatching under the dynamic ETM
scheme, which is a challenge given the complexity of the problem presented.

Using (3), the dynamic model of the DC microgrid is obtained as

ẋ(t) = Āx(t) + Besies(t)−DH(x(t)) + BsVdc (4)

where x(t) = col{x1(t), x2(t), . . . , xQ(t), xs(t)}, H(x(t)) = col{h1(x1(t)),
h2(x2(t)), . . . , hQ(xQ(t))}, Bs = col{0, 0, . . . , 0

︸ ︷︷ ︸

Q

, bs} and

Ā =










Ā1 0 . . . 0 Ā1s

0 Ā2 . . . 0 Ā2s
...

...
. . .

...
...

0 0 . . . ĀQ ĀQs

Ācn Ācn . . . Ācn Ās










, D =










d1 0 . . . 0
0 d2 . . . 0
...

...
. . .

...
0 0 . . . dQ
0 0 . . . 0










, Bes =










0
0
...
0
bes










To shift the equilibrium point to the origin based on a coordinate trans-
formation, the DC microgrid model is expressed as

˙̃x(t) = Āx̃(t) + Besĩes(t) +DH(x̃(t)) (5)

where x̃(t) = col{x̃1(t), . . . , x̃Q(t), x̃s(t)} = x(t) − x0, x̃j(t) = col{̃iL,j, ṽC,j},
x̃s(t) = col{̃iL,s, ṽC,s}, H(x̃(t)) = col{h1(x̃1(t)), . . . , hQ(x̃Q(t))} with

hj(x̃j(t)) =
ṽC,j

vC0,j(ṽC,j + vC0,j)
(6)

where x0 and vC0,j denote the equilibrium points of the DC microgrid and
the voltage vC,j, respectively.
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2.2. T-S fuzzy modeling of the DC microgrid

Considering that a microgrid with several CPLs can often be transformed
into a microgrid with one equivalent CPL [18], a DC microgrid with one CPL
will be studied in the following. Using the sector nonlinearity approach, for
the region −w̃2,1 ≤ ṽC,1 ≤ w̃2,1, the nonlinear term h1(x̃1(t)) in (6) falls inside
two linear sectors as follows

UminṽC,1 ≤ h1(x̃1(t)) ≤ UmaxṽC,1 (7)

where

Umin =
1

vC0,1(w̃2,1 + vC0,1)
, Umax =

1

vC0,1(−w̃2,1 + vC0,1)
(8)

Based on the sector nonlinearity method, it follows from (7) that
{

h1(x̃1(t)) = µ1(x̃1(t))UminṽC,1 + µ2(x̃1(t))UmaxṽC,1

µ1(x̃1(t)) + µ2(x̃1(t)) = 1
(9)

where membership functions µ1(x̃1(t)) and µ2(x̃1(t)) are derived as

µ1(x̃1(t)) =
UmaxṽC,1 − h1(x̃1(t))

(Umax − Umin)ṽC,1

, µ2(x̃1(t)) =
h1(x̃1(t))− UminṽC,1

(Umax − Umin)ṽC,1

(10)

Using (9), the DC microgrid system (5) can be rewritten as the T-S fuzzy
model as follows

˙̃x(t) =
2∑

i=1

µi(x̃(t)){Aix̃(t) + Besĩes} (11)

where

Ai =

[
Ãi Ā1s

Ācn Ās

]

, Ã1 =

[− rL,1

L1

− 1
L1

1
C1

P1

C1

Umin

]

, Ã2 =

[− rL,1

L1

− 1
L1

1
C1

P1

C1

Umax

]

2.3. Dynamic event-triggered mechanism

To save communication bandwidth in the DC microgrid, a novel dynamic
ETM (DETM) is proposed as

tk+1h = tkh+min
j∈N

{jh| jh satisfying (13) } (12)
{

‖Ω 1

2 (x̃(tkh)− x̃(tkh+ jh))‖2 > δ(t)‖Ω 1

2 x̃(tkh)‖2
δ(t) = δ0 + δd(t), δd(t) = δ1tanh(̺‖x̃(tkh)− x̃(tkh+ jh)‖)

(13)
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where the triggering threshold parameters δ0, δ1 ∈ [0, 1) and ̺ ≥ 0, positive
definite matrix Ω > 0, and tkh indicates the latest triggering instant.

As shown in Figure 4, at each sampling instant, the DETM determines
whether or not the triggering condition in (12) is satisfied. If yes, the sam-
pled data will be transmitted, and the sampling instant becomes the next
triggering instant. Otherwise, the data will be ignored, and no new trigger-
ing instant is generated. Namely, the DETM only sends out partial data
satisfying the triggering condition. Thus, the triggering instant set Tt =
{. . . , tkh, tk+1h, . . .} is a subset of the sampling instant set Ts = {h, 2h, . . .}.
Specially, if setting δ(t) = 0, the triggering condition is satisfied at each sam-
pling instant, and thus the DETM becomes the time-triggered mechanism
(TTM) (i.e., periodic sampling mode).

Remark 2. For an ETC system, it is essential to ensure a positive minimum
inter-event time (MIET). Otherwise, the Zeno behavior will occur, i.e., an
infinite number of events will be generated in finite time [23], which makes
the ETC system ineffective or even useless in practice. Unlike the continuous-
time ETMs [14, 15, 16] which require extensive computation to guarantee a
positive MIET, the MIET of the proposed discrete-time ETM (12) is not less
than the sampling period, which excludes Zeno behavior naturally.

Remark 3. Unlike the static ETM (SETM) which uses a fixed threshold
parameter [17, 24], the proposed DETM (12) uses a dynamic threshold ter-
m δd(t), which changes adaptively with the state error norm. During the
transient response, the large state error results in a large δ(t), which helps
the DETM save more communication resources than the SETM. Besides, the
SETM can be seen as a special case of the DETM with δd(t) = 0.

2.4. Closed-loop system modeling

Considering the network induced delays, the updating instants of the
current injection controller can be expressed as {. . . , tk + τk, tk+1+ τk+1, . . .},
where the delay τk satisfies τk ∈ [τm, τM ].

Divide the updating intervals of the controller as (as shown in Figure 4)

[tkh+ τk, tk+1h+ τk+1) =

ǫk⋃

ℓk=0

φtk
ℓk

(14)
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Figure 4: Division of the updating intervals of the controller.

where ǫk = tk+1 − tk − 1, φ̄tk
ℓk
= tkh+ ℓkh+ τk and

φtk
ℓk
=

{

[φ̄tk
ℓk
, φ̄tk

ℓk
+ h), ℓk = 0, 1, . . . , ǫk − 1

[φ̄tk
ℓk
, tk+1h+ τk+1), ℓk = ǫk

(15)

Define the state error function e(t) and the artificial delay function η(t)
as (as shown in Figure 4)

η(t) = t− (tkh+ ℓkh), e(t) = x̃(tkh)− x̃(tkh+ ℓkh), t ∈ φtk
ℓk

(16)

where e(t) is a piecewise-constant function, and η(t) satisfies η(t) ∈ [τk,max{h+
τk, h+ τk+1}) ⊆ [τm, h+ τM) and η̇(t) = 1(t ∈ φtk

ℓk
\(tkh+ τk + ℓkh)).

Using e(t) and η(t) in (16), the controller input (i.e., transmitted data of
the DETM) can be described as

x̄(t) = x̃(tkh) = e(t) + x̃(t− η(t)), t ∈ φtk
ℓk

(17)

Considering effects of the DETM, the controller can not share the same
premise variables as the fuzzy model of the microgrid, so the event-triggered
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fuzzy injection current controller is designed as

ĩes =
2∑

j=1

µ̄j(x̄(t))Kjx̄(t), t ∈ φtk
ℓk

(18)

where
{

µ̄1(x̄(t)) =
Umaxv̄C,1−h1(x̄(t))

(Umax−Umin)v̄C,1
, µ̄2(x̄(t)) = 1− µ̄1(x̄(t))

h1(x̄(t)) =
v̄C,1

vC0,1(v̄C,1+vC0,1)
, v̄C,1 = ṽC,1(tkh)

Remark 4. As shown in Figure 2, due to the DETM and communication
network, the injection current controller (18) can not share the same premise
with the microgrid. Thus, the premise mismatching issue is considered in
this paper when designing the controller (18), which is more comprehensive
and practical than the methods presented in [18, 19] which assume the per-
fect premise matching. To deal with the premise mismatching issue, the
slack matrices Ψi(i = 1, 2) will be introduced in Theorem 1, which helps to
establish the relationship between the premises µ̄j(j = 1, 2) and µj.

Further, considering effects of the random FDI attacks, based on the
controller (18), the event-triggered fuzzy security injection current (ETFSIC)
controller can be expressed as

ĩes =
2∑

j=1

µ̄j(x̄(t))Kjx̄(t) + α(t)F (t), t ∈ φtk
ℓk

(19)

where F (t) = f(x̄(t)) is the FDI attack function, and the Bernoulli distri-
bution α(t) ∈ {0, 1} has an expectation E{α(t)} = ᾱ. If the attack is active
(i.e., α(t) = 1), the control signal will be tampered, whereas the control
signal will not be affected if the attack is sleeping (i.e., α(t) = 0).

To reduce the chance of being detected by surveillance and security sys-
tems, adversaries often limit the attack energy as [25]

F
T (t)F (t) ≤ x̄T (t)GTGx̄(t) (20)

where G is the upper bound of the nonlinearity.
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Using the DC microgrid model (11) and the current injection fuzzy con-
troller (19), the closed-loop fuzzy system model is achieved as

˙̃x(t) =
2∑

i=1

2∑

j=1

µiµ̄j[Aix̃(t) + BesKj(x̃(t− η(t)) + e(t))

+BesᾱF (t) + Bes(α(t)− ᾱ)F (t)]

(21)

where µi = µi(x̃(t)) and µ̄j = µ̄j(x̄(t)) are defined to ensure a compact
format.

Remark 5. Unlike the works [18, 19] which assume perfect premise match-
ing, the system model (21) is more generic, which makes it possible to com-
prehensively study the effects of the FDI attacks, the dynamic ETM, network
delays, premise mismatching and CPL-induced nonlinear issue all in one u-
nified framework. Besides, unlike the active damping method which only
guarantees small signal stability, the T-S fuzzy system model (21) can be
used for the following large signal stability analysis.

3. Stability analysis of the DC microgrid

Definition 1. [26] For the solution of the system (21) with the initial con-
dition C , if there exist a1 > 0 and a2 ∈ [0, 1) satisfying

E{‖x̃(t)‖2} ≤ a1‖C ‖2at2, t ≥ 0 (22)

then, the system is said to be mean-square exponentially stable.

For simplification, define







ei = [

i−1
︷ ︸︸ ︷

0 . . . 0 I

6−i
︷ ︸︸ ︷

0 . . . 0 ] (i = 1, . . . , 6)

ξ(t) = col{x̃(t), x̃(t− η1), x̃(t− η(t)), x̃(t− η2), e(t),F (t)}
(23)

Theorem 1. For given sampling period h, delay bounds 0 ≤ τm ≤ τM ,
attack expectation ᾱ ∈ [0, 1] and attack-related matrix G, threshold pa-
rameters (δ0, δ1 ∈ [0, 1)) of the DETM, decay rate σ > 0, and scalars
ρj ∈ (0, 1)(j = 1, 2) satisfying µ̄j ≥ ρjµj, if there exist matrices P > 0, S >
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0, Q > 0, R1 > 0, R2 > 0,Ω > 0, symmetric matrices Ψi(i = 1, 2) and matrix
U satisfying

[
R2 ∗
U R2

]

> 0 (24)

Υij −Ψi < 0, 1 ≤ i, j ≤ 2 (25)

ρi(Υ
ii −Ψi) + Ψi < 0, i = 1, 2 (26)

ρj(Υ
ij −Ψi) + ρi(Υ

ji −Ψj) + Ψi +Ψj < 0, 1 ≤ i < j ≤ 2 (27)

where

Υij =







Υij
11 ∗ ∗ ∗

Υij
21 Υ22 ∗ ∗

Υ31 0 Υ33 ∗
Υ41 0 0 Υ44






,

Υij
11 = Ξij −Λij

1

T
(η21R1+η221R2)Λ

ij
1 − α̃2ΛT

2 (η
2
1R1+η221R2)Λ2−eT5Ωe5− ᾱeT6 e6,

Υij
21 =

[
η1Λ

ij
1

η21Λ
ij
1

]

, Υ31 = α̃

[
η1Λ2

η21Λ2

]

, Υ41 =

[
δ0.5(e3 + e5)
G(e3 + e5)

]

,

Υ22 = Υ33 =

[
−R−1

1 ∗
0 −R−1

2

]

, Υ44 =

[
−Ω−1 ∗
0 −ᾱ−1

]

,

Λij
1 = Aie1 +BesKj(e3 + e5) + ᾱBese6,Λ2 = Bese6,

Ξij = σeT1 Pe1+He{eT1 PΛij
1 }+eT1 Se1−e−ση1eT2 Se2+e−ση1eT2Qe2−e−ση2eT4Qe4+

Λij
1

T
(η21R1+η221R2)Λ

ij
1 + α̃2ΛT

2 (η
2
1R1+η221R2)Λ2−e−ση1(e1−e2)

TR1(e1−e2)−
e−ση2(e2 − e3)

TR2(e2 − e3) − e−ση2(e3 − e4)
TR2(e3 − e4) − e−ση2He{(e3 −

e4)
TU(e2 − e3)}, α̃ = (ᾱ(1− ᾱ))0.5,

then, the DC microgrid system (21) under the FDI attacks, the DETM, net-
work delays and imperfect premise matching is mean-square exponentially
stable.

Proof. Construct a Lyapunov-Krasovskii functional (LKF) as

V (t) =x̃T (t)Px̃(t) + η1

∫ 0

−η1

∫ t

t+s

eσ(θ−t) ˙̃xT (θ)R1
˙̃x(θ)dθds

+

∫ t−η1

t−η2

eσ(θ−t)x̃T (θ)Qx̃(θ)dθ +

∫ t

t−η1

eσ(θ−t)x̃T (θ)Sx̃(θ)dθ

+ η21

∫ −η1

−η2

∫ t

t+s

eσ(θ−t) ˙̃xT (θ)R2
˙̃x(θ)dθds

(28)

14



where positive definite matrices P > 0, S > 0, Q > 0, R1 > 0 and R2 > 0,
scalars η1 = τm, η2 = h+ τM , and η21 = η2 − η1.

Taking the time derivative of V (t) yields

V̇ (t) ≤ −σV (t)− e−ση1 x̃T (t− η1)Sx̃(t− η1) + x̃T (t)Sx̃(t)

+He{x̃T (t)P ˙̃x(t)}+ σx̃T (t)Px̃(t)

− e−ση2x̃T (t− η2)Qx̃(t− η2) + e−ση1x̃T (t− η1)Qx̃(t− η1)

+ ζ1(t) + ζ2(t) + ˙̃xT (t)(η21R1 + η221R2) ˙̃x(t)

(29)

where {

ζ1(t) = −η1e
−ση1

∫ t

t−η1
˙̃xT (s)R1

˙̃x(s)ds

ζ2(t) = −η21e
−ση2

∫ t−η1

t−η2
˙̃xT (s)R2

˙̃x(s)ds
(30)

Using Jensen inequality to ζ1(t) and ζ2(t), and then using reciprocally
convex method [27] together with (24) to ζ2(t), we have







ζ1(t) ≤ −e−ση1(x̃(t)− x̃(t− η1))
TR1(x̃(t)− x̃(t− η1))

ζ2(t) = −η21e
−ση2

[∫ t−η1

t−η(t)
R(s)ds+

∫ t−η(t)

t−η2
R(s)ds

]

≤ −e−ση2(ϕT
1R2ϕ1 − ϕT

2R2ϕ2 −He{ϕT
2Uϕ1})

(31)

where ϕ1 = [x̃(t − η1) − x̃(t − η(t))], ϕ2 = [x̃(t − η(t)) − x̃(t − η2)] and
R(θ) = ˙̃xT (θ)R2

˙̃x(θ).
Substituting (31) into (29), and computing the mathematical expectation,

we have

E{V̇ (t)} ≤ −σE{V (t)}+
2∑

i=1

2∑

j=1

µiµ̄jξ
T (t)Ξijξ(t) (32)

Using (32), the following equivalent inequality holds

E{V̇ (t)} ≤ − σE{V (t)}+
2∑

i=1

2∑

j=1

µiµ̄j

[
ξT (t)Ξijξ(t) + eT (t)Ωe(t)

+ᾱF
T (t)F (t)− eT (t)Ωe(t)− ᾱF

T (t)F (t)
]

(33)

Using the triggering condition (13) of the DETM and the attack related

15



condition (20), it follows from (33) that

E{V̇ (t)}+ σE{V (t)}

≤
2∑

i=1

2∑

j=1

µiµ̄j

[
ξT (t)Ξijξ(t)− ᾱF

T (t)F (t)− eT (t)Ωe(t)

+ (x̃(t− η(t)) + e(t))T (δΩ + ᾱGTG)(x̃(t− η(t)) + e(t))

≤
2∑

i=1

2∑

j=1

µiµ̄jξ
T (t)Υijξ(t)

(34)

where Υij = Ξij − eT5Ωe5 − ᾱeT6 e6 + (e3 + e5)
T (δΩ + ᾱGTG)(e3 + e5).

To handle the imperfect premise matching issue [28], using
∑2

j=1 µj =
∑2

j=1 µ̄j = 1, the following equation holds

2∑

i=1

µi

(
2∑

j=1

µj −
2∑

j=1

µ̄j

)

ξT (t)Ψiξ(t) = 0 (35)

Using (35), it follows from (34) that

2∑

i=1

2∑

j=1

µiµ̄jξ
T (t)Υijξ(t)

=
2∑

i=1

2∑

j=1

µiµ̄jξ
T (t)Υijξ(t) +

2∑

i=1

2∑

j=1

µi(µj − µ̄j)ξ
T (t)Ψiξ(t)

=
2∑

i=1

2∑

j=1

µiµ̄jξ
T (t)(Υij −Ψi)ξ(t) +

2∑

i=1

2∑

j=1

µiµjξ
T (t)Ψiξ(t)

(36)

Using (25) and µ̄j ≥ ρjµj, if follows from (36) that

2∑

i=1

2∑

j=1

µiµ̄jξ
T (t)Υijξ(t)

≤
2∑

i=1

2∑

j=1

µiµjξ
T (t)ρj(Υ

ij −Ψi)ξ(t) +
2∑

i=1

2∑

j=1

µiµjξ
T (t)Ψiξ(t)

≤
2∑

i=1

µiµiξ
T (t)

[
ρi(Υ

ii −Ψi) + Ψi
]
ξ(t) +

2∑

i=1

2∑

j>i

µiµjξ
T (t)

[
ρj(Υ

ij −Ψi) + ρi(Υ
ji −Ψj) + Ψi +Ψj

]
ξ(t)

(37)
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Substituting (26) and (27) into (37) yields
∑2

i=1

∑2
j=1 µiµ̄jξ

T (t)Υijξ(t) ≤
0, and thus it follows from (34) that

{

E{V̇ (t)}+ σE{V (t)} ≤ 0

⇒ E{‖x̃(t)‖2} ≤ λ−1
min(P )E{V (0)}e−σt, ∀t ≥ 0

(38)

Using Definition 1, one derives from (38) that the DC microgrid sys-
tem (21) under the FDI attacks, the DETM, network delays and imperfect
premise matching is mean-square exponentially stable. The proof is thus
completed.

Specially, without considering the deception attacks, the DC microgrid
system (21) changes into

˙̃x(t) =
2∑

i=1

2∑

j=1

µiµ̄j[Aix̃(t) + BesKj(x̃(t− η(t)) + e(t))] (39)

Corollary 1. For the given sampling period h, delay bounds 0 ≤ τm ≤ τM ,
threshold parameters (δ0, δ1 ∈ [0, 1)) of the DETM, decay rate σ > 0, and
scalars ρj ∈ (0, 1)(j = 1, 2) satisfying µ̄j ≥ ρjµj, if there exist positive definite
matrices P > 0, S > 0, Q > 0, R1 > 0, R2 > 0,Ω > 0, symmetric matrices
Ψ̃i(i = 1, 2) and matrix U satisfying (24) and

Υ̃ij − Ψ̃i < 0, 1 ≤ i, j ≤ 2 (40)

ρi(Υ̃
ii − Ψ̃i) + Ψ̃i < 0, i = 1, 2 (41)

ρj(Υ̃
ij − Ψ̃i) + ρi(Υ̃

ji − Ψ̃j) + Ψ̃i + Ψ̃j < 0, 1 ≤ i < j ≤ 2 (42)

where

Υ̃ij =







Υ̃ij
11 ∗ ∗ ∗

η1Λ̃
ij
1 −R−1

1 ∗ ∗
η21Λ̃

ij
1 0 −R−1

2 ∗√
δ(ẽ3 + ẽ5) 0 0 −Ω−1






,

Υ̃ij
11 = σẽT1 P ẽ1+He{ẽT1 P Λ̃ij

1 }+ẽT1 Sẽ1−e−ση1 ẽT2 Sẽ2+e−ση1 ẽT2Qẽ2−e−ση2 ẽT4Qẽ4−
e−ση1(ẽ1− ẽ2)

TR1(ẽ1− ẽ2)−e−ση2(ẽ2− ẽ3)
TR2(ẽ2− ẽ3)−e−ση2(ẽ3− ẽ4)

TR2(ẽ3−
ẽ4)− e−ση2He{(ẽ3 − ẽ4)

TU(ẽ2 − ẽ3)} − ẽT5Ωẽ5,
Λ̃ij

1 = Aiẽ1 +BesKj(ẽ3 + ẽ5),
then, the DC microgrid system (39) under the DETM, network delays and
imperfect premise matching is exponentially stable.

17



Proof. Use the LKF (28) and define







ẽi = [

i−1
︷ ︸︸ ︷

0 . . . 0 I

5−i
︷ ︸︸ ︷

0 . . . 0 ] (i = 1, . . . , 5)

ξ̃(t) = col{x̃(t), x̃(t− η1), x̃(t− η(t)), x̃(t− η2), e(t)}

The proof is similar to that of Theorem 1, which is omitted here.

Specially, if setting δ(t) = 0, the DETM becomes the TTM. When using a
small sampling period, a parallel distributed compensation (PDC) technology
is often adopted in T-S fuzzy control. Using the TTM and PDC technology,
the DC microgrid system (39) changes into

˙̃x(t) =
2∑

i=1

µi[Aix̃(t) + BesKix̃(t− η(t))] (43)

Proof. Considering that the TTM results in e(t) = 0, and using the PDC
technology with the common Bes, the DC microgrid system (39) can be
rewritten as

˙̃x(t) =
2∑

i=1

2∑

j=1

µiµj[Aix̃(t) + BesKjx̃(t− η(t))]

=
2∑

i=1

µi[Aix̃(t) + BesKix̃(t− η(t))]

(44)

The proof is thus completed.

Corollary 2. For given sampling period h, delay bounds 0 ≤ τm ≤ τM ,
decay rate σ > 0, if there exist matrices P > 0, S > 0, Q > 0, R1 > 0, R2 > 0,
and matrix U satisfying (24) and





Υ̂ii
11 ∗ ∗

η1Λ̂
ii
1 −R−1

1 ∗
η21Λ̂

ii
1 0 −R−1

2



 < 0, i = 1, 2 (45)

where
Υ̂ii

11 = σêT1 P ê1+He{êT1 P Λ̂ii
1 }+êT1 Sê1−e−ση1 êT2 Sê2+e−ση1 êT2Qê2−e−ση2 êT4Qê4−

e−ση1(ê1− ê2)
TR1(ê1− ê2)−e−ση2(ê2− ê3)

TR2(ê2− ê3)−e−ση2(ê3− ê4)
TR2(ê3−
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ê4)− e−ση2He{(ê3 − ê4)
TU(ê2 − ê3)},

Λ̂ii
1 = Aiê1 +BesKiê3, êi = [

i−1
︷ ︸︸ ︷

0 . . . 0 I

4−i
︷ ︸︸ ︷

0 . . . 0 ] (i = 1, . . . , 4),
then, the DC microgrid system (43) under the TTM and network delays is
exponentially stable.

Proof. Using the LKF (28), similar to (34), one obtains the following in-
equality

E{V̇ (t)}+ σE{V (t)} ≤
2∑

i=1

µiξ̂
T (t)Υ̂iiξ̂(t) (46)

where ξ̂(t) = col{x̃(t), x̃(t− η1), x̃(t− η(t)), x̃(t− η2)}.
Using Schur complement to (45) yields

Υ̂ii = Υ̂ii
11 + Λ̂iiT

1 (η21R1 + η221R2)Λ̂
ii
1 < 0, i = 1, 2 (47)

Substituting (47) into (46) yields E{V̇ (t)}+σE{V (t)} ≤ 0. Thus, the DC
microgrid system (43) under the TTM and network delays is exponentially
stable. This completes the proof.

In Theorem 1 and Corollaries, gain matrices (K1, K2) of the current in-
jection fuzzy controller (18) and the matrix P are coupled, which makes it
necessary to provide the controller design method in the following.

4. Co-design of the ETFSIC controller and DETM

Lemma 1. For a constant ε > 0 and matrices Q > 0 and X, the following
inequality holds

−XQ−1X ≤ ε2Q− 2εX (48)

Proof. For a given Q > 0, we have (X − εQ)Q−1(X − εQ) ≥ 0, which
implies −XQ−1X ≤ ε2Q− 2εX.

Theorem 2. For given sampling period h, delay bounds 0 ≤ τm ≤ τM , at-
tack expectation ᾱ ∈ [0, 1] and attack-related matrixG, threshold parameters
(δ0, δ1 ∈ [0, 1)) of the DETM, decay rate σ > 0, scalars εi > 0(i = 1, . . . , 5),
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and ρj ∈ (0, 1)(j = 1, 2) satisfying µ̄j ≥ ρjµj, if there exist positive definite
matrices X > 0, S̄ > 0, Q̄ > 0, R̄1 > 0, R̄2 > 0, Ω̄ > 0, symmetric matrices
Ψ̄i(i = 1, 2), and matrices U and Yj(j = 1, 2) satisfying

[
R̄2 ∗
Ū R̄2

]

> 0 (49)

Ῡij − Ψ̄i < 0, 1 ≤ i, j ≤ 2 (50)

ρi(Ῡ
ii − Ψ̄i) + Ψ̄i < 0, i = 1, 2 (51)

ρj(Ῡ
ij − Ψ̄i) + ρi(Ῡ

ji − Ψ̄j) + Ψ̄i + Ψ̄j < 0, 1 ≤ i < j ≤ 2 (52)

where

Ῡij =







Ῡij
11 ∗ ∗ ∗

Ῡij
21 Ῡ22 ∗ ∗

Ῡ31 0 Ῡ33 ∗
Ῡ41 0 0 Ῡ44







(53)

Ῡi
11 = σeT1Xe1+He{eT1 Λ̄ij

1 }+eT1 S̄e1−e−ση1eT2 S̄e2+e−ση1eT2 Q̄e2−e−ση2eT4 Q̄e4−
e−ση1(e1−e2)

T R̄1(e1−e2)−e−ση2(e2−e3)
T R̄2(e2−e3)−e−ση2(e3−e4)

T R̄2(e3−
e4)− e−ση2He{(e3 − e4)

T Ū(e2 − e3)} − eT5 Ω̄e5 − ᾱeT6 e6,

Ῡij
21 =

[
η1Λ̄

ij
1

η21Λ̄
ij
1

]

, Ῡ22 =

[
ε21R1 − 2ε1X ∗

0 ε22R2 − 2ε2X

]

,

Ῡ31 = α̃

[
η1Λ̄2

η21Λ̄2

]

, Ῡ33 =

[
ε23R1 − 2ε3X ∗

0 ε24R2 − 2ε4X

]

,

Ῡ41 =

[
δ0.5X(e3 + e5)
GX(e3 + e5)

]

, Ῡ44 =

[
ε25Ω̄− 2ε5X ∗

0 −ᾱ−1

]

,

Λ̄ij
1 = AiXe1 +BesYj(e3 + e5) + ᾱBese6, Λ̄2 = Bese6,

Ψ̄i = ΦT
2Ψ

iΦ2(i = 1, 2), S̄ = XSX, Q̄ = XQX, R̄1 = XR1X, R̄2 = XR2X, Ū =
XUX, Ω̄ = XΩX, Yj = KjX(j = 1, 2),
then, the DC microgrid system (21) under the FDI attacks, the DETM, net-
work delays and imperfect premise matching is mean-square exponentially
stable, and the gain matrices of the current injection fuzzy controller (18)
are obtained as Kj = YjX

−1(j = 1, 2).

Proof. Define the matrices as follows

X = P−1, Φ1 = diag{X,X}, Φ2 = diag{X, . . . , X
︸ ︷︷ ︸

5

, I, . . . , I
︸ ︷︷ ︸

7

} (54)
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Applying the following transform to the conditions in the Theorem 1
yields

[
R̄2 ∗
Ū R̄2

]

= Φ1

[
R2 ∗
U R2

]

Φ1 > 0 (55)

Υ̌ij − Ψ̄i = ΦT
2 (Υ

ij −Ψi)Φ2 < 0, 1 ≤ i, j ≤ 2 (56)

ρi(Υ̌
ii − Ψ̄i) + Ψ̄i = ΦT

2 (ρi(Υ
ii −Ψi) + Ψi)Φ2 < 0, i = 1, 2 (57)

ρj(Υ̌
ij − Ψ̄i) + ρi(Υ̌

ji − Ψ̄j) + Ψ̄i + Ψ̄j = ΦT
2 (ρj(Υ

ij −Ψi)

+ ρi(Υ
ji −Ψj) + Ψi +Ψj)Φ2 < 0, 1 ≤ i < j ≤ 2 (58)

where

Υ̌ij =







Ῡij
11 ∗ ∗ ∗

Ῡij
21 Υ22 ∗ ∗

Ῡ31 0 Υ33 ∗
Ῡ41 0 0 Υ44






= ΦT

2Υ
ijΦ2 (59)

Applying Lemma 1 to Υii(i = 2, 3, 4) in (59), we obtain Ῡii(i = 2, 3, 4)
in (53). Thus, if satisfying the conditions in Theorem 2, the DC microgrid
system (21) under the FDI attacks, the DETM, network delays and imperfect
premise matching is mean-square exponentially stable, and gain matrices
Kj = YjX

−1 of the current injection fuzzy controller (18) and the parameter
Ω = X−1Ω̄X−1 of the DETM (12) can be derived simultaneously.

Remark 6. Unlike the two-step emulation based method in [29] that a con-
troller is first designed without considering the ETM, and then the ETM is
designed to save communication resources while maintaining system stability,
the co-design method in Theorem 2 can compute parameters of the injection
current controller and the DETM simultaneously, which simplifies the whole
design procedure.

Remark 7. Unlike existing work on the dynamic ETM [30], FDI attack-
s [31] or fuzzy control [19], this paper considers the effects of the dynamic
ETM, FDI attacks, network delays, T-S fuzzy controller with premise mis-
matching and CPL-induced instability issue simultaneously all in one unified
framework, which is more comprehensive and practical but quite challeng-
ing to find a feasible injection current controller based on the linear matrix
inequalities given in Theorem 2. Fortunately, by using the reciprocally con-
vex method [27] and the slack matrices Ψi(i = 1, 2) in Theorem 1 to reduce
conservativeness, Theorem 2 can generate the feasible controllers as shown
in the following section.
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5. Case studies

5.1. Example of a DC microgrid with one CPL

Table 1: Parameters for a DC microgrid with one CPL.

r1 1.1 Ω x1,20 196.64 V Cs 500 µF
L1 39.5 mH w̃2,1 130.4 V Vdc 200 V
C1 500 µF rs 1.1 Ω
P1 300 W Ls 39.5mH

A benchmark DC microgrid system in [18] is introduced to verify the
proposed method. The circuit parameters of the DC microgrid with one
CPL are given in Table 1. Other parameters are given as: sampling period
h = 0.5ms, delay bounds τm = 0.1ms, τM = 0.2ms, parameters of the DETM
δ1 = 0.006, δ0 = 0.004, ̺ = 50, attack expectation ᾱ = 0.15, attack signal
F (t) = −tanh(Gx̄(t)) with G = 0.3I, scalars ρ1 = 0.9, ρ2 = 0.8, σ = 1, εi =
0.0015(i = 1, . . . , 5), and the initial condition x̃0 = [19 − 30 19 − 30]T .

Using Theorem 2, parameters of the current injection fuzzy controller and
the DETM can be simultaneously derived as







K1 =
[

1.1844 0.0641 0.3761 0.1698
]

K2 =
[

1.1799 0.0678 0.3779 0.1699
] (60)

Ω =







10.8648 0.5552 1.7276 0.5802
0.5552 0.1552 −0.0081 0.0302
1.7276 −0.0081 3.0344 0.1297
0.5802 0.0302 0.1297 0.1034







(61)

As shown in Figure 5, the DC microgrid is unstable in open-loop opera-
tion, which is consistent with the Figure 3 in [20]. Considering the effects of
the FDI attacks, the DETM, network delays and imperfect premise match-
ing, the designed current injection fuzzy controller can drive both voltage and
current responses of the DC microgrid to the equilibrium points, respectively.
Specially, the data tips show that the capacitor voltage and inductor current
of the CPL subsystem eventually converge to 196.64V and 1.5256A, respec-
tively, which are consistent with their corresponding state operating points
x1,20 = 196.64V (as shown in Table 1) and x1,10 = P1/x1,20 = 1.5256A.
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Figure 5: Voltage and current responses of the DC microgrid.
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Figure 6: The injection current ĩes.
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Figure 6 shows that the injection current ĩes eventually converges to zero.
Namely, when the DC microgrid arrives at the equilibrium point, it is unnec-
essary to inject current from the ESS. Besides, the zoomed graph indicates
that the injection current is piecewise constant during triggering intervals,
since ĩes does not change until the controller receives a transmitted data from
the DETM.

Figure 7 shows triggering intervals and triggering instants of the DETM.
Many triggering intervals are larger than the sampling period 0.5ms. The
triggering rate of the DETM can be computed as rt = nt/ns = 72.5%, where
ns = 1000 and nt = 725 denote the numbers of the sampled data and the
transmitted data, respectively. Compared with the TTM transmitting all the
sampled data (i.e., rt = 100%), the DETM can save 27.5% of communication
resources. The zoomed graph shows that the minimum triggering interval
0.5ms equals to the sampling period, which confirms the Zeno-free property
of the DETM in Remark 2.

Figure 8 shows sampling instants, triggering instants of the DETM and
attacking instants of the FDI attacks. Among the 1000 sampling instants,
only 725 of them satisfying the triggering condition become triggering in-
stants. Among these 725 triggering instants, 98 of them are attacked by
random FDI attacks, which implies the attacking rate is ra = 13.5%. The
zoomed graph describes the relationship among sampling instants, triggering
instants and attacking instants in detail.

In summary, considering effects of the FDI attacks, the DETM, network
delays and imperfect premise matching, although only 72.5% of the sam-
pled data are transmitted by the DETM, and 13.5% of the transmitted data
are tampered by the FDI attacks, the designed current injection fuzzy con-
troller can still obtain satisfactory control performance while the DETM
saves 27.5% of communication bandwidth, which confirms the effectiveness
of the proposed method.

5.2. Comparison with SETM [17] and DETM [30]

Considering the DC microgrid (39) without the FDI attacks, Corollary 1
is used to co-design the current injection controller and the DETM (12). As
shown in Figure 9, the triggering threshold of the SETM [17] is smaller than
that of the DETM (12), and thus, the transmitting rate 84.5% of the SETM
is higher than 67.5% of the DETM, which confirms Remark 3. Besides,
the state-error term ‖Φ 1

2 e(t)‖2 does not exceed the triggering threshold of
the DETM (12), and it becomes zero at each triggering instant. Moreover,
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although the DETM (12) consumes less communication resources, it still
achieves competitive control performance with respect to the SETM [17] and
the TTM.
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Figure 9: Comparisons among the SETM [17], the DETM [30] and the DETM (12) in:
(a) triggering performance, and (b) control performance.

It should be noted that the work [30] presents another DETM with a
triggering threshold parameter σ(t) = σ̂ + (σ̄ − σ̂)e−̺‖Φ0.5e(t)‖2 . During the
transient response, a large state error ‖e(t)‖ results in a small σ(t), and
thus, as shown in Figure 9 (a), the triggering threshold of the DETM [30]
is slightly larger than that of the SETM [17]. On the other hand, for the
proposed DETM (12), a large state error ‖e(t)‖ leads to a large dynamic
threshold parameter δd(t) = δ1tanh(̺‖e(t)‖), which provides a much larger
triggering threshold than that of the DETM [30]. As shown in Figure 9
(b), the proposed controller under the DETM (12) in this paper not only
consumes far less communication resources, but also achieves almost identical
control performance as the method [30]. In other word, the proposed method
achieves the similar control performance as the DETM [30] but consuming
much less communication resources.

Figure 10 describes effects of parameters ‖e(t)‖, δ1 and ̺ on the dy-
namic threshold parameter δd(t) of the DETM (12). Denoting δ̄d(t) =
δd(t)/max(δd(t)) and ‖ē(t)‖ = ‖e(t)‖/max(‖e(t)‖), Figure 10 (a) shows that
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Figure 10: Effects of the triggering threshold parameters in the DETM

the normalized dynamic threshold parameter δ̄d(t) varies adaptively with
the normalized state-error norm ‖ē(t)‖, which helps the DETM save more
communication resources during the transient response. Figure 10 (b) shows
that, a larger threshold parameter δ1 or ̺ leads to a larger dynamic threshold
parameter δd(t), which helps the DETM reduce the triggering rate further.

5.3. Comparison with the robust linear controller [20]

To further verify the proposed methods, as shown in Figure 11 (a), a
hardware-in-loop experiment platform is established, which consists of a
micro-controller TMS320F28069M, real-time system simulator Typhoon HIL
604 and a host computer. As shown in Figure 11 (b), using the host comput-
er, microgrid model and controller code are firstly embedded in Typhoon HIL
604 and TMS320F28069M through universal-serial-bus interfaces, respective-
ly. Then, Typhoon HIL 604 and TMS320F28069M work as the microgrid and
controller, respectively, and they communicate through a launchpad inter-
face. Typhoon HIL 604 generates real-time microgrid states and sends them
to TMS320F28069M for controller update. Meanwhile, TMS320F28069M
computes control signals and controls the microgrid in Typhoon HIL 604.

Considering the microgrid system (43) without the FDI attacks and the
DETM, and using the proposed Corollary 2 and the method in [20], the injec-
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Figure 11: Microgrid experiment platform (a) and its structure (b).

tion current fuzzy controller and the robust linear controller are respectively
obtained as

T-S fuzzy controller:







K1 =
[

0.8581 0.0420 0.8502 0.1751
]

K2 =
[

0.8562 0.0428 0.8508 0.1751
] (62)

Robust linear controller: K =
[
−1.0549 −0.1585 0.9932 0.1958

]
(63)

As shown in Figure 12 and Table 2, the proposed T-S fuzzy controller (62)
achieves the smaller maximum overshoot and faster convergence speed than
the robust linear controller in [20], where the settling time refers to the time
instant ts satisfying ‖vC,1−vC0,1‖ < vC0,1×5%, ∀t > ts. Namely, the T-S fuzzy
control strategy is more effective in handling the CPL-induced nonlinear
issues, which confirms Remark 1. When considering effects of the DETM
and FDI attacks, the ETFSIC controller (60) obtains the similar performance
as the T-S fuzzy controller but with a slower convergence speed. However,
the ETFSIC controller consumes 42.67% less communication resources than
the T-S fuzzy controller. Namely, the ETFSIC controller can make tradeoffs
between control and communication performances.

Remark 8. The control objective in this study is set to drive the unstable
DC microgrid to the equilibrium point by designing an ETFSIC controller,
while considering effects of the FDI attacks, the dynamic ETM, network de-
lays, premise mismatching and CPL-induced instability issue simultaneously.
Both simulation and experimental results show that the ETFSIC controller
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Figure 12: Microgrid states under the T-S fuzzy controller (62), the ETFSIC controller
(60) and robust linear controller [20].

Table 2: Maximum overshoot and settling time

Methods Maximum overshoot (%) Settling time (ms)
vC,1 vC,s iL,1 iL,s vC,1 vC,s iL,1 iL,s

Robust linear
controller [20]

87.17 62.36 1570 4959 122 123 254 320

T-S fuzzy
controller (62)

45.54 32.91 122.8 1820 26.6 18.4 53.3 112

ETFSIC
controller (60)

45.34 45.18 47.40 1740 47.6 29.1 107 158
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can stabilise the DC microgrid (as shown in Figure 5), and it performs better
than the robust linear controller in [20] in terms of overshoot and settling
time (as shown in Figure 12 and Table 2). Some other advanced control s-
trategies such as the memory-based dynamic event-triggered control method
[32] will also be investigated in the microgrid control as a future work.

6. Conclusions

The paper studies the dynamic event-triggered fuzzy control of DC mi-
crogrids with FDI attacks and imperfect premise matching. First, due to
the inclusion of the adaptive triggering threshold parameter, the proposed
DETM can save more communication resources than the SETM, and it is
Zeno-free due to its discrete time feature. Then, taking effects of the FDI
attacks, the DETM, network delays and imperfect premise matching into
account, a unified T-S fuzzy closed loop system model is built for DC micro-
grids. Next, using Lyapunov theory, sufficient conditions for the mean-square
exponential stability are achieved, which shed a light on how the factors af-
fect the system performance. Further, a co-design method of the current
injection fuzzy controller and the DETM is presented such that tradeoffs
between control and communication performances can be made in a unified
framework, which is more convenient than the emulation based method.

Finally, case studies confirm the effectiveness of the proposed method. To
stabilize the DC microgrid with one CPL, the DETM only transmits 72.5%
of the sampled data, which implies 27.5% of communication resources can be
saved. Particularly, even 13.5% of the transmitted data are tampered by the
FDI attacks, the designed current injection fuzzy controller still works well in
stabilizing the DC microgrid. Comparisons show that while achieving similar
control performances, the transmitting rate of the DETM is 67.5%, which is
lower than 84.5% of the SETM. Besides, due to the nonlinear feature of the
CPLs in DC microgrids, the proposed T-S fuzzy controller performs better
than the robust linear controller.
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