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Online security attack experience and worries of young
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Abstract. Online security issues continue to grow as a concern, amplified by the
coronavirus pandemic. The current cohort of young people (aged 18 — 30, “Gen-
eration Z”) are the first to have grown up with digital technologies, but to what
extent are they worried about online security attacks and what experience do they
have of them? An online survey of 81 young UK participants investigated their
experience with 12 scenarios presenting online security attacks, asked about their
level of worry with 9 online security attacks and their knowledge of computer
and online security, and their confidence in their ability to identity an attack. Ex-
perience with the online attacks ranged widely, from over 50% of participants
experiencing spear phishing to attempt identity theft, to only 2.5% experiencing
a spoofed website. A principal components analysis showed that worries clearly
fell into two components: Theft Worry and Phishing Worry. Levels of worry on
these two components could be predicted from the number of different online
security attacks participants had experienced. These relationships may be useful
for developing education and advice to encourage better online security behav-
iour.

Keywords: Experience of online security attacks, worries about online security
attacks, young adults, Generation Z.

1 Introduction

Issues of online security continue to grow and have been further amplified by the coro-
navirus pandemic. In 2020 it was estimated that in the area of identity theft alone, the
number of stolen online credentials available for sale on the dark web had quadrupled
in two years, with 15 billion sets of credentials available as a result of more than
100,000 data breaches [5]. It is well established that human error or risk-taking is often
a source of these security issues [4, 20].

Research some 15 years ago by Furnell and colleagues [9 - 11] showed that users
were superficially aware of online security issues, but often lacked detailed knowledge
and appropriate strategies to protect themselves online. More recent research suggests
the situation has not improved greatly. Furman et al [8] conducted in-depth interviews
with 40 American adults and found that they were aware of and concerned about online
security, but lacked skills to deal with the issues. Ion et al [13] investigated the practices



that novice and expert users considered most important to protect themselves from se-
curity attacks. They found that there was little overlap between the groups, with novices
relying on antivirus software, changing passwords frequently and visiting only those
websites they know, again suggesting that novices lack appropriate strategies. Fagan
and Khan [6] found that users were strongly motivated by a convenience/security trade-
off when considering online security, quite possibly to their detriment. A similar result
was found specifically in relation to password behaviour, although the relationship be-
tween perceived risk and benefit varied between different types of password behaviour
[17].

Recent research has also explored the individual characteristics which might predict
poor online security behaviour. McCormac et al [14] used the Human Aspects of In-
formation Security Questionnaire (HAIS-Q) to investigate the relationship between
knowledge, attitudes and self-reported behaviours in relation to online security and per-
sonality traits, age and gender. They found that a number of personality traits predicted
online security variables, but age and gender did not. A number of other studies have
also found that age is less important that might be expected in relation to online security
[2, 15]. However, other studies have found age differences [ 16, 25], although both these
studies were about password-related behaviour in particular, with both showing that
younger people were more likely to undertake at least some risky password behaviours.

One factor which may affect online security attitudes and behaviours which does not
seem to have been studied is whether people have experience with online security at-
tacks. Given the very robust psychological phenomenon of “optimistic bias” (that peo-
ple consistently overestimate the likelihood of positive events and underestimate the
likelihood of negative events [22]), when people experience online security attacks do
they become more worried and more cautious in their behaviour? In this research, we
set out to study the first component of that relationship — whether people who have
experienced online security attacks are more worried about online security issues.

Given the inconsistent results on age differences in online security attitudes and be-
haviours, we decided to concentrate on a specific age group of young people, currently
aged from 18 to 30 years. This group is also of particular interest, as they are the group
often referred to (particularly in the popular media) as “Generation Z”, the first gener-
ation to grow up with access to the internet and a wide range of personal digital tech-
nologies [23]. However, this does not mean that this generation is more expert about
digital technologies than older generations. For example, in a large recent survey in the
UK, only 28% of 18 to 24 year olds and 34% of 25 to 34 year olds were aware of four
main ways in which companies can collect personal data about us on the internet [19].

Compared to previous generations, research is beginning to show that this generation
of young people at least perceive themselves as more thoughtful and responsible and
less risk-taking than previous generations [21]. Given their familiarity (if not neces-
sarily expertise) with digital technologies, how does this play out in their attitudes to
online security? To explore this further, we decided to present participants with a range
of different online security attacks, and investigate whether they have experienced
them, how worried they are about them and what the relationship between these two
sets of variables.



2 Method

2.1  Participants

The inclusion criteria for participation in the study were to be aged 18 — 30 years old
and to be a self-defined British person currently living in the United Kingdom. 84
participants were recruited via the Prolific participant recruitment website (prolific.co).
Participants were offered compensation of GBP 2.00 for completing an online survey
taking appropriately 15 minutes. Data from three participants were omitted as they
failed an attention check (see section 2.2), leaving 81 participants. Table 1 summarizes
the demographics of the participants. Unfortunately, due to a technical error, partici-
pants were not asked their gender. However, a gender balanced sample was requested
in Prolific, so we can assume the gender balance is good.

Table 1. Demographics of the participants

Age
Range (Mean) 18 — 30 years (24.0
Highest educational level
High school 28 (34.6%)
Bachelors degree 34 (42.0%)
Postgraduate degree 15 (18.5%)
Professional qualification 3(3.7%)
Prefer not to say 1(1.2%)
Self-rating of general computer knowledge
Median (Semi Interquartile range) 5.0(0.5)
Z score (probability) 6.25 (<0.001)
Self-rating of online security knowledge
Median (Semi Interquartile range) 5.0 (1.0)
Z score (probability) 4.90 (<0.001)

Self-rating of ability to identify an attack

from a cybercriminal
Median (Semi Interquartile range) 5.00 (1.0)
Z score (probability) 5.57 (p <0.001)

Participants were asked to rate their general computer knowledge, their online security
knowledge and their confidence in their ability to identify an attack from a cybercrim-
inal, on 7-point Likert items (scored as 1 = not at all knowledgeable/confident to 7 =
very knowledgeable/confident). Ratings were not normally distributed, so non-para-
metric statistics are reported. Participants rated themselves significantly above the mid-
point of the rating item on all three items (Wilcoxon one sample ranked sign test with
a Ho that the median rating is 4, midpoint of the scale, Z scores are used as sample size
is greater than 25 [12]).



2.2 Online questionnaire

An online questionnaire was deployed through the Qualtrics survey software.

The questionnaire consisted of three parts: a set of 12 short scenarios about online
security issues; a set of 9 statements about online security worries; four attention check
statements; and a set of demographic questions.

The 12 scenarios were designed to describe in non-technical language the range of
online security attacks that young people in the UK may have heard about or experi-
enced (see Table 2). A very simple version of the frameworks from Lockheed Martin
(the “intrusion kill chain) [24] and Mitre [18] for describing the lifecycle of security
attacks was used to classify the types and stages of attacks. The range of attacks and
the concrete examples of these attacks were developed through a reading of the research
literature, documents advising people about attacks and how to avoid them, and several
brainstorming sessions of the authors. The attacks were then transformed into short
scenarios to reflect the experience of users possibly with little technical expertise.

The presentation of the scenarios in the questionnaire all followed the same format.
Firstly, presentation of a scenario. Participants were asked “has something like this has
ever happened to you?” on a 7-point Likert item (1 = never to 7 = many times). If a
participant answered “never”, they moved to the next scenario. If this type of scenario
had ever happened to them, they were asked a short set of questions, always very sim-
ilar, but appropriate to the scenario (not analysed for this paper, so not discussed fur-
ther).

The full set of scenarios is listed in Table 2. For each scenario, we identified the
adversarial strategy used for the delivery of the attack and the eventual exploitation
phase of the attack following the attack lifecycle frameworks. The order in which the
12 scenarios were presented to participants was randomized to avoid practice and fa-
tigue effects [7].

A set of 9 statements was developed to assess how worried participants were about
the various types of security attacks (see Table 4), using a similar method to the devel-
opment of the scenarios. Participants rated each statement on 7-point Likert items (1 =
not worried at all to 7 = very worried).

Demographic questions checked for nationality and location (these were filtered in
Prolific), asked for age and highest educational level, and asked participants to rate their
general computer and online security knowledge and confidence in their ability to de-
tect an attack from a cybercriminal (all on 7-point Likert items).

Table 2. The 12 scenarios representing online security attacks

Scenario Attack type and stage
1. Iclick on alink (e.g. on a website, in social media, in a SMS)  Delivery: Phishing (web-
and then notice my device acting strangely (e.g. the device  site, social media, SMS)
freezes, runs slowly or crashes repeatedly). I realise this may Exploitation: Denial of
have been caused by clicking on the link. Service
2.1 download an attachment (e.g. from an email or website) and  Delivery: Phishing (email,
then notice my device acting strangely (e.g. device freezes, runs  website)
slowly or crashes repeatedly). I realise this may have been Exploitation: Denial of
caused by downloading the attachment. Service




3. I download a free app or game from an unknown or possibly
untrustworthy source. Then I notice my device is running
slowly or crashing more frequently than normal.

Delivery: Malicious Code
(in free app or game)
Exploitation: Denial of
Service, Trojan Horse

4. I install some software or a file on my device from a link or
attachment I received in an email, then notice the device acting
strangely. I can’t access some or all of my files and then [ am
asked to pay a ransom to be able to retrieve these files. I realise
this may have been caused by installing that software/file.

Delivery: Phishing (at-
tachment in email, web-
site)

Exploitation: Ransomware

5. I realise that someone has made a purchase using my credit
card or bank account details. I remember that I have recently
entered these details online and they may have been stolen.

Delivery: unknown
Exploitation: Data Theft,
Identity Theft

6. I realise that someone has used my personal information or
something I have stored online (e.g. your name, a photo). I re-
member that I have stored that online and they may have been
stolen.

Delivery: unknown
Exploitation: Data Theft,
Identity Theft

7.1download some anti-virus/malware software to try to protect
my device. But it does not seem to be effective and it keeps
showing me advertisements on the device.

Delivery: Malicious Code

(free app)
Exploitation: Adware

8. Iclick on alink (e.g. on a website, in social media, in an SMS)
and then notice strange things happening on my device (e.g.
pop-ups appearing frequently, unrecognized apps being in-
stalled). I realise this may have been cause by clicking on the
link.

Delivery: Phishing (link
on website, social media,
SMS)

Exploitation: Malware

9. My friends report receiving strange messages from me (e.g.
requesting money because I’'m in trouble, including suspicious
links). I realise someone must have illegally used one of my
accounts.

Delivery: Spear Phishing
Exploitation: Identity Theft

10. I receive a message or call from what seems to be a trust-
worthy source (e.g. via email, social media, SMS or phone call)
asking me for personal information (e.g. account details, pass-
word) for a legitimate reason (e.g. updating data). At some point
I realise this is a fake message or call.

Delivery: Spear Phishing
(email, social media, SMS
or phone call)
Exploitation: Data Theft,
Identity Theft

11. I'receive a message or call which seems to be from someone
I know (e.g. via email, social media, SMS) asking me to give
them urgent assistance (e.g. transfer money). At some point I
realise this is a fake message.

Delivery: Identity Theft (of
another person), Spear
Phishing

Exploitation: Theft

12. I need to undertake an urgent task on the government web-
site (e.g. renewing my passport or driving licence). I search
quickly for the website in Google. The website asks for per-
sonal information (e.g. my name, date of birth or credit card de-
tails). After entering my personal information and making a
payment, [ realise it was not the actual government website, but
a fraudulent one with a very similar address and information.

Delivery: Spoofed Website
Exploitation: Data Theft,
Identity Theft




3 Results

The 12 scenarios were analysed for whether participants had ever experienced this kind
of online security attack, and if they had how frequently they had experienced it, sum-
marized in Table 3. It shows that the scenarios vary greatly in how many participants
reported having encountered them, from over half the participants (55.6%, 45) report-
ing having encountered a spear phishing attack to obtain personal data (Scenario 10) to
only 2 (2.5%) who had encountered a spoofed website (Scenario 12). It is notable that
the two scenarios which most participants had encountered involved spear phishing and
identity theft.

The 9 statements assessing how worried participants were about different security
attacks were initially analysed individually, as shown in Table 4. Levels of worry
ranged from on average just below the midpoint of the 7-point scale (median of 3.0 for
4 statements, 2, 3, 8, 9) to quite high (median of 5.0 on two statements, 6 and 7). Rat-
ings on all statements were significantly above the “not at all worried” point on the
scale, and one of the two statements with ratings of 5.0 was significantly above the
midpoint of the scale (Statement 6: Z = 2.09, p = 0.036), the other was not (Statement
7).

A principal components analysis' was conducted on the ratings of the 9 statements
and produced a very clear result with two components accounting for 71.7% of the
variance in the ratings. The first component (which accounted for 58.6% of the vari-
ance) included Statements 1, 4, 5, 6 and 7 (factor loadings above 0.74 in all cases) and
clearly related to data/identity theft and ransomware (for simplicity we will call this the
Theft Worry component). The second component (13.1% of the variance) included
Statements 2, 3, 8 and 9 (factor loadings above 0.68 in all cases) and related to phishing
and spear phishing (for simplicity we will call this the Phishing Worry component).

Median scores on these two components were calculated for each participant in order
to investigate the relationships between these two major worries and experience with
the security attacks, as measured by the scenarios and the individual characteristics of
self-reported computer and security knowledge and confidence in identifying security
threats.

There was no significant relationship between either self-reported computer or secu-
rity knowledge and scores on either Worry component. However, there was a signifi-
cant relationship between self-reported confidence in ability to identify security attacks,
but only with the Phishing Worry component (Phishing Worry: rho = -0.27, p = 0.015;
Theft Worry: rho = -0.15, n.s.). This showed that people who were more confident in
their ability to identify security threats were less worried about phishing attacks.

! Principal Components Analysis is a technique to reduce a number of variables to the set which
describes the data in the smallest possible number of variables with the least loss of information.
It is a non-parametric analysis method. A requirement is that at least 5 observations are needed
for each variable in the analysis. With 9 statements (i.e. variables), observations from 81 partic-
ipants comfortably met this requirement.



Table 3. The 12 scenarios by number of participants and frequency of encountering

Scenario % (N) participants Frequency of encountering ~ Type of security threat
No encountering Median
(Semi Interquartile Range)
10 55.6% (45) 6.0 (2.0) Spear phishing
identity theft
11 38.3% 3.0(1.5) Identify theft
Spear phishing
1 34.5% 3.0(1.5) Phishing, Denial of ser-
vice
8 29.6% 4.0 (1.5) Phishing
Malware
9 27.2% 3.0(1.5) Identity theft
7 24.7% 4.0 1.0) Adware
2 23.4% 2.0 (0.5) Phishing
Denial of service
3 21.0% 3.0 (1.5) Malicious code, Denial of
service, Trojan horse
5 17.3% 2.5(1.5) Identity theft
6 13.6% 5.0 (1.0) Identity theft
4 3.7% 5.0 (n/a)* phishing
ransomware
12 2.5% (2) 2.5 (n/a)* Spoofed website

* Semi interquartile range could not be calculated, as too few ratings

There were also interesting relationships between participants’ experience of secu-
rity attacks and their scores on the Worry components. In terms of whether participants
had experienced attacks at all, the more of the scenarios they said they had experienced,
the higher their scores on both Worry components (Theft Worry: rho = 0.27, p = 0.027;
Phishing Worry: tho = 0.23, p = 0.036). The effect of how frequently participants had
experienced an attack was less clear. Linear regressions were conducted to predict
Worry scores from the ratings of the frequency of experiencing the different scenarios.
The result for the Theft Worry scores was just above standard significance level (F 1,
g0 = 1.80, p = 0.066) with Scenarios 1 and 4 being individually significant predictors
(Scenario 1: p=0.008; Scenario 4: p=0.027). The result for the Phishing Worry scores
was significant (F 12,80 = 2.06, p = 0.031) with Scenarios 1 and 10 being individually
significant predictors (Scenario 1: p = 0.014, Scenario 10: p = 0.042). So Scenario 1 is
particularly predictive of being worried about security attacks.

Table 4. The 9 statements measuring level of worry about security attacks

Question Attack types Median

(SIQR)

1 My device will be accessed by an attacker and my Data theft/ 4.0 (1.5)
data will be destroyed destruction

2 I will receive an email with a link leading to a fake Phishing 3.0(1.5)

website Website spoofing




3 I will receive an email with an attachment that may Phishing 3.0(1.5)
include malicious code Malware

4 Someone will lock me out of my device(s) and de- Ransomware 4.0(1.5)
mand money to restore access

5 Someone will access my device(s) or account(s), Ransomware 4.0 (2.0)
look at my information and use it to blackmail me

6 Someone will steal my online identity and misuse it Identity theft 5.0(1.5)

7  Someone will access my device(s) or account(s), Identity theft 5.0 (1.5)

steal my data and use it for malicious purposes or to
their advantage (e.g. make illegal purchases)

8 I will receive a phone call from someone asking Spear phishing 3.0(1.5)
about my confidential data (e.g. password, bank ac- Identity theft
count details)

9 Iwill click on a link in a SMS message or email from Phishing 3.0(1.5)
a source that I cannot verify its origin, whether it is
trustworthy

4 Discussion and Conclusions

This study investigated the experience of online security attacks by a sample of young
British people (“Generation Z”) and their worries about online security, and how these
two groups of variables related to each other.

Firstly, we found that this sample of young people rated their knowledge of comput-
ers and online security highly and were confident in their ability to identify a security
attack, with median ratings on all three aspects significantly above the midpoint of the
rating scale. This finding is in agreement with the findings of Cain et al [2] who testing
their American participants’ “cyber hygiene knowledge” with a multiple choice quiz.
Participants in the 18 — 24 and 25 — 29 age groups achieved mean scores of over 80%.
However, our results contrast to a very recent survey of over 2750 participants in the
UK of 18 to 34 year olds, who were not very aware of how their personal data were
collected by companies [19], showing a distinct lack of awareness of security issues.

To investigate the numbers of participants who had any experience of a range of
online security attacks, and the frequency of those experiences, we created a set of 12
short scenarios presenting such attacks from the user’s perspective in non-technical
language. Participants were asked not whether they had experienced exactly the sce-
nario, but “something like” it, to allow for a range of similar experiences. There was a
wide range of experience with the security attacks, with over half the participants re-
porting experience with spear phishing for identity theft purposes (Scenario 10), which
was also reported as occurring very frequently, but only a very small number of partic-
ipants reporting having experienced a spoofed website (Scenario 12).

To investigate what participants are most worried about in relation to online security,
a principal components analysis of the 9 statements provided a very clear answer — over
70% of the variance in the ratings was accounted for by two components. The first
component was worry about identity and data theft and ransomware, this accounted for
over half the variance in the ratings. Identity theft featured in three of the five scenarios



reported as experienced by most participants, although ransomware has been experi-
enced by very few participants. However, in the period before and during the corona-
virus there was a considerable about of publicity about ransomware attacks, particularly
on hospitals in the UK [1, 3]. Of course, these attacks were on large organizations, not
individuals, but this publicity may have caused young British people to become more
worried about this type of attack. The second component was worry about phishing
and spear phishing, this accounted for a smaller proportion of the variance (13%). It
may be that participants are more worried about identity/data theft and ransomware as
they feel less in control of that aspect of their online security and that the consequences
can be very serious. Given their confidence in their knowledge of online security and
ability to identity attacks, they may well feel able to identity and deal with phishing and
spear phishing attacks. This was borne out by the fact that participants who were more
confident in their ability to identify attacks were less worried about phishing (as meas-
ured by the Phishing Worry component), but there was no relationship between their
rating of their confidence and their worry about identify and data theft (as measured by
the Theft Worry component).

There were also interesting results on the relationship between the two Worry com-
ponents and the reported experience of online security attacks. The measure of the
number of different scenarios (therefore the number of different security attacks) par-
ticipants had experienced was the best predictor of how worried they were, on both
Worry components. The frequency of encountering the attacks produced less clear re-
sults, with a significant relationship on the Phishing Worry component and a near sig-
nificant relationship on the Theft Worry component. Thus, the experience of attacks
may well mitigate the optimism bias which young people may have about online secu-
rity. Further analysis of our data may reveal more about these relationships as we also
have information on what the consequences of a attack was, which may affect the level
of worry. However, at the moment, this suggests that any experience of an online se-
curity attack adds to the level of worry about online security.

The challenge for security educators and advisors is how to build on that worry into
strong security behaviour. Given that some kinds of online attacks are encountered by
many young people, if these could be automatically detected, that may be a very useful
opportunity to provide advice and reinforcement of good security practices. On the
other hand, even if young people have not experienced an attack personally, creating
information in formats that appeal to them might be an effective substitute. For exam-
ple, TikTok videos about how security attacks occur and the consequences and how to
detect them, might help Generation Z become more careful about online security. Fur-
ther research is needed to test this idea.
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