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ABSTRACT

This paper presents a novel event-triggered dynamic output feedback dissipative
control of nonlinear systems under intermittent denial-of-service (DoS) attacks and
actuator saturation. Firstly, based on attack information, a secure event-triggered
mechanism (ETM) is introduced, which not only saves systems resources but also is
Zeno-free and resilient to DoS attacks. Secondly, a switched T-S fuzzy closed-loop
system model is built, which unifies the parameters of nonlinear plant, noises, ETM,
DoS attacks, switched output feedback fuzzy controller, and actuator saturation all
in one framework. Thirdly, low conservative exponential stability criteria are de-
rived while guaranteeing strict (G, H, Z)-dissipativity, and hence the relationships
between system performance and factors such as DoS attacks, secure ETM, noises
and actuator saturation are established. Further, sufficient conditions are given for
the co-design of the switched output-based fuzzy controller and the secure ETM. Fi-
nally, the effectiveness of the proposed method is confirmed by numerical examples,
achieving over 92% system resources.
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1. Introduction

Networked control systems (NCSs) are a kind of complex control systems, wherein the
spatially distributed components such as sensors and controllers exchange information
through a shared communication network (X. M. Zhang et al., 2020). Due to their
advantages of flexible system design, efficient data sharing, minimal wiring, and re-
duced cost, NCSs have been widely used in smart grids, unmanned vehicles (Gu, Yin,
& Ding, 2021), and intelligent agriculture systems, etc.

Although NCSs benefit much from the shared communication network, they are also
bearing increasing security problems induced by cyber attacks. These cyber attacks
can be mainly classified as DoS attacks and deception attacks (Qu, Tian, & Zhao,
2022). DoS attacks, induced by jamming signals, typically make communication net-
work inaccessible to the intended users (Gu, Sun, Lam, Yue, & Xie, 2021), whereas
deception attacks usually tamper communication data packages in order to generate
false feedback information (Peng, Sun, Yang, & Wang, 2019). Since DoS attacks can



be easily launched even without detailed knowledge of targeted system, they are more
likely to occur in NCSs, which motivates the study in this paper.

On the other hand, security control under DoS attacks has been drawing increas-
ing attentions in recent years (D. Zhang, Wang, Feng, Shi, & Vasilakos, 2021). For
instance, the work presented in (Qiu et al., 2021) uses model predictive control to
ensure the uniform global asymptotic stability of a networked multiple linear motors
system under DoS attacks and time delays. In (D. Zhang, Shen, Zhou, Dong, & Yu,
2021), a switched time-delay system model is developed to guarantee the exponential
platooning tracking of connected vehicles with DoS attacks and nonuniform sampling.
The work in (B. Zhang, Dou, Yue, Park, & Zhang, 2021) presents an evolutionary
game-based active defense strategy for consensus-based secondary control of islanded
microgrid under DoS attacks. Many existing results use time-triggered control strategy
(i.e., periodic control) for easy analysis and implementation. However, time-triggered
control may waste scarce system resources such as network bandwidth, since some
data do not have to be transmitted while system performance can be maintained.

To better utilize system resources while preserving satisfactory system performance,
an event-triggered control (ETC) is proposed (Shi, Tian, Shen, & Zhao, 2021). Due
to the distinctive merit that control tasks are only executed when necessary, the ETC
has also been introduced in the security control systems. To name a few, the work in
(Hossain, Peng, Sun, & Xie, 2022) proposes a dynamic bandwidth allocation based
event-triggered load frequency control stragety for smart grids under DoS and decep-
tion attacks. The work in (Y. Yang, Li, Yue, Tian, & Ding, 2021) develops a distributed
secure consensus control method for multiagent systems (MASs) under DoS attacks
and a dual-terminal ETM. In (Xu, Fang, Pan, Shi, & Wu, 2021), an event-triggered
control protocol is developed to ensure output synchronization for nonhomogeneous
MASSs under periodic DoS attacks.

For the ETC systems, a positive minimum inter-event time (MIET) is essential
to exclude Zeno behavior (i.e., an infinite number of triggering events in finite time
interval), and to enable practical system implementation. However, it is not an easy
task to identify a suitable positive MIET, and a positive MIET may even not exist
in some real control systems (Peng & Li, 2018). To this end, the periodic ETC is
proposed (Yue, Tian, & Han, 2013), where the triggering condition is verified only at
periodic sampling instants. Hence a positive MIET can be guaranteed to be sufficiently
larger than or at least equal to the sampling period, which directly excludes the Zeno
behavior. Recently, the periodic ETC is introduced into security control systems. For
instance, the work in (Y. Li, Song, Liu, Xie, & Tian, 2022) presents a decentralized
event-triggered synchronization control for complex networks under nonperiodic DoS
attacks. The work in (P. Chen, Liu, Chen, & Yu, 2022) uses a multi-agent deep
reinforcement learning algorithm to study the decentralized resilient secondary control
for multiple heterogeneous battery energy storage systems under DoS attacks. The
work in (Peng, Wu, & Tian, 2021) proposes a stochastic ETM and a switching-like
H, control strategy for NCSs under stochastic DoS attacks. Most existing works
focus on the state feedback ETC for linear systems, while little attention is paid to
the output feedback ETC for nonlinear systems. However, many practical systems are
nonlinear, and system states are not always available, which motivates this study on
the event-triggered dynamic output feedback security control for nonlinear systems
under DoS attacks.

Dissipative theory provides a unified framework for input-output energy-based char-
acterization including passivity theorem, circle criterion, bounded real lemma and
Kalman-Yakubovich lemma, which has been widely applied in areas such as circuits,



systems, networks and control engineering (R. Yang, Ding, & Zheng, 2021). From
the energy prospective, dissipativity means that the energy provided from outside is
not less than the increase of energy stored in the system. Dissipative control presents
a unified method for robust control design, which includes Hs, control and passive
control as its special cases. Recently, dissipativity is introduced into the ETC systems.
To name a few, the work in (Song, Zhang, Ahn, & Song, 2021) studies the dissipa-
tive synchronization of semi-markov jump complex dynamical networks using adaptive
event-triggered sampling control strategy. The work in (Mahmoud & Karaki, 2021)
proposes a cooperative event-triggered dissipative approach for output-synchronization
of discrete-time heterogenous MASs with time delays. Most existing works study event-
triggered dissipative control within ideal system framework, however, there often exist
DoS attacks and actuator saturation in NCSs, which motivates this study on dissipa-
tive ETC systems under DoS attacks and actuator saturation.

To address the aforementioned issues, this paper investigates event-triggered dy-
namic output feedback dissipative control of nonlinear systems under DoS attacks
and actuator saturation. The main contributions are listed as follows. Firstly, based
on the available information of the attacks and the plant, an output-based security
periodic event-triggered mechanism is introduced, which can effectively reduce the
number of data transmission, increase the resilience to DoS attacks and exclude Zeno
behavior naturally. Secondly, a switched T-S fuzzy closed-loop system model is built,
which makes it feasible to systematically analyze the effects of the nonlinear plan-
t, the secure ETM, DoS attacks, switched dynamic output feedback fuzzy (SDOFF)
controller, noises and actuator saturation all in one unified framework. Thirdly, ex-
ponentially stable criteria are derived while guaranteeing (G, H, Z)-dissipativity, and
its conservativeness is reduced with the aid of combining both the exclusive distribu-
tion method and the reciprocally convex approach. Further, sufficient conditions for
co-designing the SDOFF controller and the secure ETM are yielded.

Notation: He{X} refers to X + X7 for a matrix X. A positive definite matrix X
is denoted by X > 0. Col{X1, -+ ,Xn}, diag{X1, - ,Xn} and I indicate column
matrix, diagonal matrix and identity matrix, respectively. Apin(X) is the minimum
eigenvalue of matrix X. |z | marks the largest integer no larger than . R and N denote
sets of real numbers and positive integers, respectively. || - || refers to Euclidean norm.

2. Problem Formulation

2.1. System description

Figure 1 shows the framework of a nonlinear system under DoS attacks, the secure
ETM and actuator saturation. The sensors sample the plant outputs periodically. The
secure ETM determines whether or not the sampled data packets will be transmitted.
The SDOFF controller receives the transmitted data from the secure ETM through a
communication network subject to intermittent DoS attacks. The saturated actuator
receives the controller output through the shared network under attacks.

The following T-S fuzzy model with r rules is used to describe the nonlinear plant:

Plant rule i: IF 6,(t) is M;1, 02(t) is Mz and ... and 6,(t) is M;4, THEN

i(t) = Az(t) + Bia(t) + Diw(t)
y(t) = Ciz(t) (1)
z(t) = Fiz(t) + Giu(t)
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Figure 1. System configuration.

where z(t) € R™ is the plant state vector, u(t) € R™ is the saturated control input
vector, y(t) € R™ is the measured output vector, w(t) € R™ is the disturbance
vector satisfying w(t) € £3]0,00), z(t) € R™ is the controlled output vector. r is the
number of IF-THEN rules, §(t) = [01(t),62(t), . .., 04(t)] is the premise variable vector,
Mi(i =1,...,r,7 =1,...,9) is the fuzzy set, and A;, B;,C;, D;, F; and G; are gain
matrices with appropriate dimensions.

Using the singleton fuzzifier, product fuzzy inference and center-average defuzzifier
(Liu, Yin, Cao, Yue, & Karimi, 2021), the system (1) can be rewritten as

i(t) = S w(0()[Asa(t) + Bia(t) + Diwo(t)]
=1

y(t) =Y pi(0(t)Cix(t) (2)
=1

2(t) = D _pi(0(1))[Fia(t) + Giu(t)]
=1

where normalized membership function p;(6(t)) = y‘fi& satisfies p;(0(t)) > 0

@:(0(1))
and >0, wi(0(t)) = 1 with ¢;(6(t)) = H?leij(Gj(t)).

2.2. Intermittent DoS attacks

. DoS DoS DoS DoS DoS
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Figure 2. Intermittent DoS attacks.



Consider the intermittent DoS attacks in (Dolk, Tesi, De Persis, & Heemels, 2017)
(as shown in Figure 2)
0, t€Tin=[d"1d"1+d
(1) - bn =7 T dyr) ®
L, te€Ton=[d"+dy;,d"),neN

where 71, and 73, denote attack-sleeping and attack-active intervals, respectively. In
the following analysis, djy} = min{Ti»} and dg)*® = maz{Ts»} denote the attack’s
minimum sleeping interval and maximum active interval, respectively.

Definition 2.1. (DoS frequency): A sequence of DoS attacks satisfies DoS frequency
constraint, if there exist real scalars » > 0, 0 > 0 such that

ns(t) = card{n € N|d"~ 1+d" <t}<%+f vVt >0 (4)

where n¢(t) indicates the number of DoS off/on transitions occurring within the in-
terval [0,t], and card denotes the number of elements in the set.

Definition 2.2. (DoS duration): A sequence of DoS attacks satisfies DoS duration
constraint, if there exist real scalars b > 0,1" > 0 such that

=0l <o+ V20 9

where Z(t) = (UM [d !+ i L, ) U [ Ot 4 a0 min{dne®), )], and [Z(¢)]
indicates the sum of the lengths of all intervals in Z(¢) (i.e., the total length of DoS

attacks during the interval [0,t]).

Remark 1. During the attack-active intervals 73, network is jammed and thus da-
ta can not be transmitted. If the frequency and/or duration of DoS attacks can be
arbitrarily large, the data communication will be blocked all the time, and thus the
system runs in open-loop mode. Fortunately, there exist several techniques to mitigate
jamming attacks, e.g. high-pass filtering and spreading techniques (Hu et al., 2020).
These provisions can be exploited to decrease the success chance of DoS attacks aiming
at limiting in practice the attack’s frequency and duration.

Remark 2. If setting d"~! = (n — 1)T and d" = T,r¢ with given attacking period

T and sleeping period T, the intermittent DOS attack model (3) becomes a periodic
DoS attack model, which implies the periodic DoS attacks are a special case of the
intermittent DoS attacks (3).

2.3. Secure event-triggered mechanism

To save constrained system resources in NCSs under DoS attacks, a security event-
triggered mechanism is introduced as



terinh = {min{t] b7 > 0,t] h € Tin}}Ud"
T =19z [y(tunh) — y(t;, WP = 8l1Qzy(tnh) | (6)
tl,nh = dn_l € ﬂ,n

where triggering threshold parameter § € (0, 1), matrix Q > 0, ¢ ,,h is the triggering
instant, h is the sampling period, and ti:,nh =tgnh+ jh, j k,tkn € N.

During the attack-sleeping intervals 77 ,, the secure ETM checks the triggering
condition in (6) at each sampling instant. If the condition is satisfied, the secure
ETM releases the sampled data. Otherwise, the data packet will be discarded. Dur-
ing the attack-active intervals 73 ,, the secure ETM does not transmit any data.
Thus, the triggering-instant set {t11h,t21h,...} is a subset of the sampling-instant
set {h,2h, ...}, which makes it possible to save systems resources.

Remark 3. Unlike the continuous time ETM, the secure ETM has the following fea-
tures. First, the secure ETM only checks the triggering condition at periodic sampling
instants, which excludes Zeno behavior naturally. Second, at the beginning of each
attack-sleeping interval, an event is triggered, which guarantees at least one success-
ful communication after each attack-active interval. Third, the secure ETM does not
transmit data during attack-active intervals, which avoids attack induced dropouts.

2.4. Actuator saturation

Consider the following saturation function (Zhao, Shi, Xing, & Agarwal, 2021)
up, U > uj
sat(ug) = Q wi,  —uf <wu; <wui, i=1,2,...,n, (7)

S S

where u} is the maximum allowable output of the ith element in actuator.
Given (7), the saturated control input in (2) can be expressed as

u(t) = sat(u(t)) = u(t) = 7 (u(t)) (8)

where sat(u(t)) = [sat(u1),...,sat(uy,)], L (u(t)) = [L(u1),. .., (up,)] is the non-
linear dead-zone function and w(t) is control input without saturation. Then, there
exists a real number € € (0,1) such that

ST (u(t)S (u(t)) < eu” ()u(t) 9)
Remark 4. When DoS attacks are active, control input is blocked, and thus system
often moves away from equilibrium. Once the attacks turn to sleep mode, a larger
control input needs to be exerted in order to stabilize the system, which often results
in actuator saturation. Considering the saturation function (7), the saturated con-
trol input may not equal to the original control input, which often degrades system
performance. Thus, it is necessary to consider actuator saturation in security control.



2.5. Closed-loop switched system model

Divide the triggering interval of the secure ETM as (as shown in Figure 3)

E€k,n

[tk,nh7 tk-}—l n U ¢Z:’ g : = [tkz,nh + ék,nha tk,nh + (Ek,n + 1)h) (10)
Zk n—O

where €, = tpy1n — thn — L.

. @ sampling instants (O triggering instants [ arriving instants -

SETM @ @ @
1 ,h thth 2k i3k b
Controller Y ‘V Y =
e — e triggering‘ interval ””ir 777777777777 hi
T (DA | | | |

y(tk.nh) - y(tk,nh +3h)

(@, n =y ,h+h)

| | Lot
Yt )=y, ,h) 3 ! .
y(t,h) =y, h+2h)

Figure 3. Dividing triggering intervals of the secure ETM and defining 1y, , and eg .

Using definitions of the DoS attack (3) and the ETM (6), we have

m €k km
7-1,11 = U U (ﬁzk " C tk,nhatk+1,nh) (11)
k=14 ,=0 k=1

where 6" = ¢ O Tin, kit = maz{k € N| tpph < d"' +d2 1}, tigpinh = d7,
and tgm p h denotes the last triggering instant in 77 5.
Define the following piecewise functions (as shown in Figure 3)

{ek,n@) — y(trnh) — Y(thnh + by nh)

12
Mo (t) =t = (tknh + lenh), t € G (12)
where nk,n(t) € [07 h) and nk,n( ) =1 (t € ¢tk n\{tk nh + Ek nh})
Using (12), the released data of the secure ETM can be rewritten as
Y(trnh) = exn(t) +y(t = mea(t), t € ¢ (13)

Define the following switched dynamic output feedback fuzzy controller with dual
indexed rules:

Controller rule ij: IF 61(t) is M;1, and 61(t) is Mj1, ..., O4(t) is Mg and 6,4(t) is



M;,, THEN
Fo(t) = Ag,ze(t) + Bé,we(t = mi(t) + C d(t) 14
u(t) = D&,ae(t), t€Ten,C=1,2

where z.(t) € R" is controller state, 11 (t) = nn(t), m2(t) =t — | £] A, Agw, ng, ng
and Dgy are gain matrices. When the attack is active, no signal can be received by the

plant or controller, so CCQJ_ and ng are set to be zero. The controller input signal §(t)
is described as

N y(tknh)7 teﬂn
t) = ’ ? 15
0 {0’ ey (15)
Then the controller (14) can be expressed as
u(t) = 5oy wyDEzelt), £ € Temn( =12

where p; = p;(6(t)) and pj = p1(6(t)) are employed to simplify representation.

Remark 5. Due to the introduction of the delay term x.(t —n¢(t)), the controller (16)
is a memory controller. In general, a memory controller can obtain better performance
than a memoryless controller (Gao, Li, & Fu, 2020).

Using the T-S fuzzy plant (2) and the SDOFF controller (16), the switched T-S
fuzzy closed-loop system is obtained as

{»‘at) = Sy Sy it A () ALX(E — (1)) + Beewn(t) + Bewlt) + BLS (u(t))]
(1) = Sy Sy wistg [FeX(0) + Ge (ult)], t € Ton G =1,2

(17)
[ 2(t A; B;D!1 - 0 0 e 0 -
where X(t) = :Zj((t))],fh:[o Al J:| A?:[Clc. Bl]aBlz[Cl]7Bl =
¢ Cij ¢t Cij Cj

D] .. [-Bi] - _ 4, 071 o, [0 o0
{0]731: [ 0 :|:F1: [Fi GiD. ], Gy =—G;, Ay = [0 Az} , A = [0 Bg} ;
D,

BS:()’B;’: 0]’B§:07F2:[Fi O]andGZZO'

Remark 6. As shown in Figure 1, communication networks are employed in both of
sensor and controller channels. Network-induced factors such as delays or dropouts
usually have negative effects on system performance such as instability or quenching
phenomena. However, delays sometimes have positive effects on systems such as steel
jacket offshore platforms (X. M. Zhang, Han, & Ge, 2021). Unlike our previous work
(F. Li, Gao, Dou, & Zheng, 2018) using data processing units to handle different net-
work delays in both channels, we focus on event-triggered security control of nonlinear
system without delays here. By virtually dividing triggering intervals in (10), the re-
sultant subintervals can be used for system modelling in both channels. In future, we
will consider network-induced factors in security control of nonlinear systems.



3. Stability and dissipative analysis

3.1. Exponential stability analysis

Lemma 3.1. (X. Wang, Park, Yang, & Zhong, 2021) Parameterized linear matriz
inequality Y iy D5y pitj#ij < 0 is fulfilled, if the following conditions hold:

//“ <0,i=1,2,. (18)
%ﬁ@%+%mﬂlm#ﬁr
For simplification of expression, let
Xl(t) - COl{X(ﬂ? X(t)7 X(t - ni(t))7 X(t - %)? X(t - h)a
ern(t), S (u(t)),w(t)}, 1=1,2 (19)

e; =10,...,0,1,0,...,0], y=1,...,8
J [ J

Jj—1 8—j

Theorem 3.2. For given attack parameters d’;}’}l > 0, d}** > 0, sampling period
h < d;r}i}l, triggering threshold parameter 6 € (0, 1), saturation parameter ¢ € (0, 1),

and scalars a; > 0, & > 1(i = 1, 2), if there exist positive matrices Q > 0, P; > 0,Q; >
0,R; >0,5; > 0(i = 1,2), and matrices M;, My, N1, N2 such that

[ } [%A;}>Qi—L2 (20)
L0,1=23i=1,2,...r o)
4?% sl + ) <0,1<i#j<r
Jﬁ<0l_23z_12 (22)
Lo+ @Mhhmb<algi¢jgr
P < &P, Q1 < &Q2, R <R, 51 < 6257 (23)
Py < 2latadhe Py Qy < €Q1, Ry < &Ry, S2 < &5
1
p= E(?aldg}z}l - 2a2d;7:lax — 2(&1 + ag)h - ln({l&)) >0 (24)
<I>111 * *
where .%le = <I>21 (I)QQ * y
@331 0 Ps3

Jlgjl = \I/éj + He{(el +ed + eg)Ug[/lger— flge§ + [35?6 + B§e7 + BYes — e1]},

Pl = Téj—i—He{(elT—i—eg—&—e?)T)Ul [Area+ Afes+Bfeg+Bjer+BYes—ei]} —ek Qeg—eler,
P91 = C;Eres + eg, Poo = —6 Q7 @y = D, Boey, B3z = — 77,

T}, = 2a1e5 Pres + H€{€1TP1€2} + [ed 64]Q1[€2 er]” efalh[ ef]Qule] 1" +
(%) 1 (Rl + 51)61 (3 l) (62 — 63)TR1(62 — 63) (3 — l) (63 — 64)TR1 (63 —
eq) — (3—1e "He((ez —eq)TMy(ea —e3)) — (3 —De 2P (ey —e5)T S (e4 —e5) — (1 —
2)6_2a1h(64—63)T51(64—€3)—(l—2)6_2a1h(63—65)T51(63—65)—(l—2)6_2a1hH6((63—
e5)TNy(eq —e3)) — (I — 2)e™ " (eg — eq)T Ry (e2 — e4),



\Iféj —2asel Pyeg + He{el Poea} + [e] el]Qafel el]T — e®l[el elQalel ef]T +
(5)%ef (Ry + Sa)er — (3 — I)(ea — e3)" Ra(e2 — e3) — (3 — I)(e3 — ea)" Ra(ez — e4) —
(3—1)He((e3 — eq)T Ma(ea —e3)) — (3 — e®"(eq — e5)T Sa(eq — e5) — (I — 2)e®"(eq —
63)TSQ(€4 — 63) — (l — 2)6a2h(€3 — 65)TSQ(€3 — 65) — (l — 2)€a2hH€((63 — €5)TN2(€4 —
e3)) — (I = 2)(e2 — es) " Ra(ez — eq), By = [1 0], B2 = [0 1],

then, the system (17) under DoS attacks, the secure ETM and actuator saturation is
exponentially stable with a decay rate p = §

Proof. Construct the following piecewise Lyapunov-Krasovskii functional (LKF) as

h 0 t .
Ve(t) =xXT(t)PX(t) + 3 /h » XT ()9 ()R X (1) dudb

[T AT DI 0QAT0) AT
t

_h
2

“Nra (@)

ho[~5 [t . .
+ / XT()G:(0)Sc X (1)ddh, t € T, ¢ =1,2
2 ) n Jive

where positive matrices Pr > 0,Q¢ > 0, R > 0,S¢ > 0, scalars a¢ > 0, and ¥:(¢) =
62(—1)<a<(t—L)_
Two cases are considered as follows.

Case 1: if t € Ty p, taking time derivative of Vi(¢) in (25) yields

1) <3N i {—2a1 Vi () + 20 X7 (8) PLX (1)

i=1 j=1
F2RT(PLX () + (5 AT (1) (B + S (1) 26)
AT (- 3) AT (= QAT (- 3) AT~ )T
FIXT(0) X7~ DNQUAT() AT (¢~ DT 49+ 9s)
where
T Y (A Ny L AT 20y (27
- t—h

If m1(t) € [0, 2) applying Jensen inequality to ¥z and ¥g, and then using recip-

rocally convex approach (Park, Ko, & Jeong, 2011) with [R *

M R]>0t0193,we

have
Ir < — e (ol Ripr + @3 Rigs + He(pd Mipr))

Vg < — e 2mh(x(t — g) —X(t—h)TS(X(t — g) —X(t—h)) .

where o1 = X(t) — X(t —nu(t)) and 2 = X (¢t —nu(t)) — X(t -

|

).

10



If ni(t) € [%, h), using Jensen inequality to ¥ and g, and then applying recipro-

cally convex approach with [Sl - } > 0 to ¥g, we have
Ny S
I < — e M)~ X(t— )T RI(X (1)~ Xt~ 2)
= 2/ M 2 (29)
D5 < — e 2 (ol S1ps + 0l S104 + He (] Nip3))
where (g = X(t — 8) — X(t — 1 (1)) and 4 = Xt — i (£)) — X(t — h).
Using (28) and (29), it follows from (26) that
Vi(t) < —2aVi(t) + DY pani0d (Y (0}, 1=2,3 (30)

i=1 j=1

Using the system (17), define the following zero terms

Lo =(XT () + X1 (0) + X7 (¢ —ne(O))UAD Y mirg[AcX (t) + ALX(t = ne(1))
i=1 j=1

+ Bepa(t) + BEw(t) + BLS (u(t)] — X ()}, t € Tep, ¢ = 1,2

Using event-triggered conditions in (6), we have

Chn(D)Qern(t) < d(exn(t) +y(t —m(t) Qera(t) +yt —m())  (32)

Using (31), (32) and (9), it follows from (30) that

Vi(t) < =2a1Va(t) + Y Y pami{xd () T5x(8) = e (D Qern (1)
i=1 j=1

= ST (u()) S (u(t)) + ey (O)Qenn(t) + 77 (ut) (ult) + He{Z1}} (33)

s T

<=2 Vi) + > > pafxd O Thxa ()}, 1=2,3

i=1 j=1
where Tﬁj = Téj + He{(el + el + eI\ Uy [Areg + Afes + Bfes + Bjer + B¥es — e1]} —

engG — 6?67 + (CiEre3 + 66)T(SQ(CZ'E163 +e6) + €6§FE2TD£ ch FEses.
Using Schur complement to (21) yields

{T§i<0,l:2,3,i:1,2,...,r (34

AL (YL 4+ T <0, 1<i#j<r

Using Lemma 3.1 to (34) yields >3/, >°%_, muj{x{(t)Téjm(t)} < 0. Substituting
this inequality into (33), we have

Vi(t) € 20 Vi(t) = Vi(t) < e >V (7)), 7 = 7 (35)
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Case 2: if t € Ty, taking time derivative of Va(t) in (25) yields

Va(t) < 2a2Va(t) + ZZN@NJ{XZ WWixa(t)}, 1=2,3 (36)
i=1 j=1
Using the zero term 2% in (31), it follows from (36) that
Va(t) <2a2Va(t) + ZZMW{)@ Wixa(t)}, 1=2,3 (37)

=1 j=1

where \I/l = \IJZ + He{(el + el + el Us[Ages + Ades + BSeg + Bier + BSes — e1]}.
) Using Lemma 3.1 to (22) yields Y ;_,; ijl uzu]{XQT(t)\I/lijxg(t)} < 0, where Ji@l =
\Ifi] Substituting this inequality into (37), we have

Va(t) < 2a2Va(t) = Va(t) < 220V (7,), 7,y = d" !+ dl;} (38)

Using (35) and (38), the piecewise LKF (25) satisfies

—2a1 (t—7n)
V() < {<>VV(()) - %’; (39)
Using the condition (23), the LKF (25) satisfies
Vi(ma) < ©Va(ry), Va(m) < @ le () (40)
If t € 71, using (39) and (40), we have
V() < e 20TV (1) < gpe20 () 202 (0T )Y (7)) "

< e Vi(0) < M VA(0) < VA (0)e !

where by = 2(ns(t) — 1)(a1 + ag)h + (ns(t) — Vin(&1&) + 2as P (7 — 721) —
2a1 Y (Tiot —Tim1), by = (np(t) — 1)(2(ar + az)h + In(€162) + 2a2d30" — 2a1d47),
by = (3 — 1)(2(a1 + az)h + In(€1€) + 2ad™e* — 2a1d;’}i}‘), and p is shown in (24).

If t € T2y, using (39) and (40), we have

bg b2
V() < =tV (5) <L < ?Vl(m < ?Vl<0>e—”t (42)
2

where by = ns(t)(2(a1 +a2)h+In(&1€2) +2a2d T — 2a1dmm) and by = 5(2(ay +az)h+
ln(flfg) + 2a9dM** — 2a1dg}z?).
Using (41), (42) and (25), we have
allX@OIP <VE) <eVi(0)e ™, vi>0 = X)) <sge ™ Vt>0 (43)

where ¢; = min{ Amin(P1), Amin(P2)}, 2 = max{ebl = 2} G3 = (<2V1( ))% and p =

N
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Therefore, if the conditions in Theorem 3.2 are satisfied, the system (17) under DoS
attacks, the secure ETM and actuator saturation is exponentially stable with a decay
rate p. This completes the proof. O

Remark 7. To handle the second-order integral terms in the LKF (25), exclusive
distribution method (Y. L. Wang, Shi, Lim, & Liu, 2016) is introduced by dividing the
interval n;(t) € [0, h) into [0, g) and [%, h). Moreover, reciprocally convex approach is
employed to achieve a lower bound of the integral inequalities. By combining these two
methods, more relaxed results can be derived. Recently, some methods are proposed
to reduce conservatism such as Wirtinger-based inequality, Bessel-Legendre inequality
together with augmented Lyapunov-Krasovskii functionals (X. M. Zhang et al., 2021).

In future, we will introduce these methods in security control.

3.2. Dissipative analysis

Definition 3.3. (Gu, Yan, Ahn, Yue, & Xie, 2021) For given scalar o > 0, symmet-
ric matrices G, Z, and matrix H, if the following inequality holds under zero initial
condition:

tZTL zZ\v)at tZTL wlt)al thL wlt)at (8] thLWLL
/0 <>g<>d+/02 <>H<>d+/o <>I<>dz/0 (el (44)

then the system (17) is said to be strictly (G, H,Z)-dissipative.

Remark 8. The notion of strict (G, H,Z)-dissipativity includes the following special
cases: (i) if setting G = —y~'I, H = 0 and Z = (v + «)I with v > 0, the notion
becomes Ho, control. (ii) if setting G = 0, H = I and Z = (y+ «)I, the notion reduces
to passive control. (iii) if setting G = —y~1oI, H = (1 — 0)I and Z = (v + a)I with

€ (0,1), the notion changes into mixed H,, and passive control, where the weighting
parameter o provides a tradeoff between H,, control and passive control.

dmzn

Theorem 3.4. For given attack parameters off > 0, d** > 0, sampling period
h < dg’}”?, triggering threshold parameter ¢ € (0,1), saturation parameter € € (0,1),
scalars a; > 0, & > 1(i = 1,2), symmetric matrices G, Z, and matrix H, if there
exist positive matrices Q > 0,P; > 0,Q; > 0,R; > 0,.5; > 0(¢ = 1,2), and matrices
My, Ma, N1, Ny satisfying (20), (23), (24) and

M <0,1=23i=1,2... .1
L%l l%l %l 0.1<i < (45)
T M+ 5 (MG + M) <0, 1<iFj<r
N <0,1=2,3,i=1,2...r
L YA+ ) <0 1<i#]< (46)
oMt et A <0, 1<i#j<r
élll * * *
% Dy P * * ~ I *
1 _ | P21 Do 1 [T
where ,//U B3y 0 P % w/’@ |:H12 H22:| ,

®y 0 0 Dy
Dy = Fieo + Grer, Py = gi (I)lll = (I)lll He{(F1€2 + G1€7)T7‘[68} —eg (I O()eg,
I, = A} — He{(Fpez + G2€7)TH€8} —el(T — a)es, Iy = Fheg + Gaer,Ilag = G771,
and other terms are same as that in Theorem 3.2,
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then, the system (17) under DoS attacks, the secure ETM and actuator satuation is
exponentially stable and strictly (G, #H, Z)-dissipative.

Proof. Firstly, define F(t) = 27 (t)G2(t) + 22T (t)Hw(t) + wT (1) Tw(t) — awT (t)w(t). If
t € Tin, subtracting F(t) at both sides of (33) yields

Vi(t) + 2a1Va (1) <EZMN3{X1 Tha®}, 1=2,3 (47)
=1 j=1

W)here ’féj = Ti-j — (Frea + Grer)TG(Frea+ Grer) — He{(Fiea + Grer) T Hes} — el (T —
a)es.
Using  Schur  complement and Lemma 3.1 to (45), we have

D1 i ,ui,uj{x{(t)féjxl (t)} < 0. Substituting this inequality into (47) yields
Vi(t) + 2a,1Vi(t) < F(t) (48)

If t € T2, subtracting F(t) at both sides of (37) yields

Va(t) — 2asVa(t ) < ZZM%N]{XQ Wixa(t)}, 1=2,3 (49)

i=1 j=1

W)heI‘e \i/éj = \Tlij — (F2€2 + G2€7)TQ<F262 + 6267) — He{(Fgeg + 6267)T7'[68} — eST(I —
a)es.
Using  Schur  complement and Lemma 3.1 to (46), we have

Sy Z;’:l uiuj{xg(t)\iféjxg(t)} < 0. Substituting this inequality into (49) yields
Va(t) — 2a5Va(t) < F(t) (50)

For any t > 0, either ¢t € 71, or t € T3, holds.
Case 1: if t € T 5, we have

d'+d ;¢ .
D=) / , s; (Vi (0) + 2a1 Vi (0)]de
i=0 /'

di+t ¢
+ Z/ 2() — 2a2Va(v)]de + / st 1 (D[Va(e) + 2a1 Vi (2)]de
dt +doff dr=t (51)
:Z [ udess Vi (d + diy ) — g—Vl(di) + Va(dT
2
_g2a2(d"T—d off)Vz(dz + doff)] 51 62al(t_dnil)vl( t) — gV 1(d" 1)
2 2

where s} (1) = €201(=4) /g5 and s2(1) = e22(d7 1),
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Using (40), it follows from (51) that

n—2
Z [2e%ﬁwnﬁwk+ﬂﬁo—e%“d“”‘%H“““+@W&m«f+dgﬂ
1=0

. 1 , 1 n—1 1
_7‘/1(611) + 7V1(dz+1) + 762a1(t—d )Vl(t) - 7‘/1(dn—1)
&2 &2 &2

n—2
=2 [162“3“ — Paad =dimdy A atadhe | Vi (d + d )
=0 52
1 et 1
+ ==Yy () — ZV4(0)
&2 3

Using (24), we have 2a1d’g}i}l > 2a2d)i™ + 2(a1 + a2)h + In(£1€2). Applying this
inequality to (52) yields

n—2
1 min maz ; ;
D ZZ |:§262a1doff o 62a2d0n +2(a1+a2)h§1:| Vvl(dz + d?)ff)
=0

1 1
+ ==y ) — —v1(0) > 0
&2 &2

Using (48), (50) and (53), it follows from (51) that

i

i=0 =0 dideiff (54)

n—2 d'i+df)ff n—2 ,git+1
jZL smvmm{z/ s2(0) F()de

t
[ AL 0FOE 220 Ve,
d

n—1
Case 2: if t € Ty, using similar methods above, we have

n—1

di+dl g, . n—2 g+l ‘
Dy = Z /di sH)[Va(e) 4 2a1 Vi (1)]de + 2_% / s2(1)[Va(t) — 2a9Va(1)]de

i=0 ditdy

t ) . o s
+/d Sp1(1)[Va(t) — 2a2V2(2)]d

nidy
n—1 1 _
ZZ |:§2€2a1doff o 62a2don +2(a1+a2)h€1:| Vl(dz _i_déff)
=0

n 1
+ eQaz(d _t)‘/g(t) N g%(o) >0
(55)
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Using (48) and (50), it follow from (55) that

n—1

ditd . - )
DY RERSHOEOTES S M (0200

i=0 7 ¢’ i—0 YA tdy sy (56)

t
[ RLOFDEE 20 Ve T,
d

s

Using (54) and (56), we have
t t
/ CF()de> P >0, VteTen((=1,2) = / F()de >0, Vt>0 (57)
0 0

where ¢ = maz{s}(t),s?(t)} = maz{e?@9%T /&, €224} > 0, and dofy =
max{dgf f} denotes the maximum sleeping interval of DoS attacks.

Using Definition 3.3, we derive from (57) that the system (17) under DoS attacks,
the secure ETM and actuator saturation is strictly (G, H,Z)-dissipative. Besides, ex-

ponential stability has been proved in Theorem 3.2. The proof is thus completed. [

4. Co-design of the SDOFF controller and resilient ETM

Lemma 4.1. (Liu, Wang, Cao, Yue, & Xie, 2021) For scalar € > 0, positive matriz
Q > 0 and symmetric matriz &, the following inequality holds

~ PO P < Q- 2eP (58)

Theorem 4.2. For given attack parameters d;’}’? > 0, d)** > 0, sampling period
h < dg}i}b, saturation parameter ¢ € (0,1), scalars a; > 0, & > 1(i = 1,2),¢ > 0,
symmetric matrices G, Z, and matrix H, if there exist positive matrices 2 > 0, P; >
0,Q; >0,R; >0,8; > 0(i = 1,2), symmetric matrix Y, matrices X;, M;, N;(i = 1,2),
and scalar ¢ > 1 satisfying (24) and

*

B, *}>&[&,S}>&i:L2 (59)

M <0,1=2,3i=1,2,...,r

LA+ A+ ) <0, 1<i#£5< (60)
=17 T 2 ij Ji y L= J=r
N<0,1=2,3,i=1,2,...,r

1 7l 1 7 7l o (61)
M TN+ A <0, 1<i#j<r

P < &Py, Q1 < £Q2, R1 < &R2, 81 < &5 (62)

y < e2lamtadhe P Qy < Q1 Ro < E1R1, S0 <615
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(illl x * *
~ Py D T _ o,  «
I _ | *21 22 A |1
where 4;; = P31 0 Pgz i [Hm H22]’
dy 0 0 Dy
= 2aej Pres + He{e{Plez} +[e3 ef]Quled ef]" — e [ €1, ]Q1[64 ef]’ +

(2) (Rl + 51)61 (3 l) (62 — 63)TR1(62 — 63) (3 — l) (63 — 64) Rl (63 —
es) — ( Ne~™"He((e3 —eq)" Mi(ea —e3)) — (3 —1)e 2" (eg —e5)" S1(eq —e5) — (1 —
2)e 21 (eg—e3)T S1(ea—e3) — (1=2)e M (e3—e5)T S1(e3—e5) — (l— Je > He((e3—

65)TN1(64—€3)) (l— ) _alh(eg—64)TR1(62—64)+H6{(61 +62 +63)[A162+A163+
Ble6—|—Ble7—|—Bleg—%lel]}—EGQeg—6767—He{(F162—|—G167)T7-[68}—68(I a)es,
@21 = [ClY 01]63 +€67¢'22 = 20 — 26(5[,(5 =6 2,(1)31 = [.,% 0]62, P33 = —671,
Oy = Fres + Grer, @4 =G,

X AY + B2} A 0 0 R 01 - D; ] -
A= [ } Af = Lzﬂ.?% 320}7 Br = [z?]’ Br = [le]’ Bi =
1 17 J 3 7 1

[—_Bi } %N = [Y I] Fo= [FY+GZ F], 2} =DLY, 2} = (¥ -

X1)C, L5 = LPCY+(Y ' =X1)B, Y, & = X1 4; Y+XlBi§fj1 +(YI-X)ALY

I, = f2a262_P262 + He{el Prea} + [62 64]Q2[€2 ef " — e®ef el]Qale] eX]” +

(5)%e] (Ra + Sa)er — (3 — 1)(e2 — e3)" Ra(ez — e3) — (3 —1)(es — 64)TR2(63 —e4) —

(3 — {)He((eg — 64)TM2(€2 — 63)) ( l) a2h(€4 — 65)TSQ(€4 — 65) — (l — 2)€aih(€4 —

63)TSQ(€4 — 63) - (l — 2_)6a2h(€3 - 65) 52(63 - 65) (l —A2)€a2hf:’€((€3 - €5)TN2(€4 -
e3)) — (1 —2)(ex — 64)TR2(62 —eq)+ He{(el + 62 +e3 )[Ageg + Ageg + BSeg + Bjer +

32 eg — %261]} He{(F2€2 + G2€7)TH€8} —e3 (I 06)68,

Moy = Fhes + Gaer, oo = G4, By = [FY  F,

i AY A a_ 10 0 w | Di e _ fe _ Y I

Az = [35 XQA}’A - [36 0}3 - [XD] Bi=Bi=0%= x|

Lh = XoAY+ (Y =Xo) A2 Y, £ = (Y ' =X2) B2 Y, P; = pf Pipn, Qi = i3 Qi

Ry = i Rigua, S = ul Sagua, My = uf Migaa, Ny = i Nopa (i = 1,2),

then, the system (17) under DoS attacks, the secure ETM and actuator saturation

is exponentially stable and strictly (G, H, T)-dissipative. Besides, parameters of the
secure ETM (6) and the SDOFF controller (16) are obtained as (§ = §2,§) and

Aiz‘j = (Y_l - Xl)_l(cgé - X1A;Y — XlBi.iﬂjl)Y_l, ng = Dgﬂjly—l
Bl = (Y7l = X1) ML) - L2CY )Y L, Ol = (vl - Xy) L2 (63)
Agij = (Yil - X2)71($f;" - X2AiY)Y717 BZU = (Yfl _ XQ)*lazﬂi‘Gy'Yfl

Proof. Define the following matrices

U, =

. -1_ y.
X; Y X; Y I} (64)

Y_I—XZ' Xi—Y_l (12172)7 M1:|:Y 0

where X1, Xo,Y are real matrices with Y symmetric.
Using po = diag{p1, 1}, ps = diag{us, I, I} and pg = diag{p1, ..., p1,1,..., I},
—— N —
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transform the conditions in Theorem 3.4 as

—Rz’ * A Ri * SZ f T Sz * o
_MZ‘ R1:| =2 |:Mz Rz:| p2 > 0, |: S| T Ha N; ; po >0,1=1,2 (65)
—(illl * * * élll * *

o1 Pyy k% 7| P Poy k%

ol _ _ 5

(?31 0 P33 * K3 D3 0 i psz <0, 1 ,3 (66)

11 0 0 dy by 0 0 ®y

S T[Eh *

= = T M | = |ma<0,1=23 (67)
[Z21 =22 Zo1  Z92

pF Py < &opt Popuy, pd Qo < &opd Qapo, pF Ripn < Sopd Ropua,
pd S < &opd Sopn, uf Popy < 2@ty TPy 1l Qopn < €103 Qi (68)
pF Ropy < & pd Ryp, pd Sopn < & ut Sim

Using Lemma 4.1 to ®9y in (66) yields @90 in (60). Thus, if the conditions in
Theorem 4.2 are satisfied, the system (17) under DoS attacks, the secure ETM and
actuator satuation is exponentially stable and strictly (G, H, Z)-dissipative. Moreover,
the SDOFF controller (16) and the secure ETM (6) can be co-designed by (63). This
completes the proof. ]

Algorithm 1. Co-design algorithm of the ETM and the SDOFF controller.

Step 1. Using Theorem 4.2, find out the maximum allowable triggering threshold pa-
rameter &, satisfying system performance. Set the desired indexes of com-
munication and control performances such as an expected triggering rate
re = ny/ns of the ETM where n; and ns denote numbers of triggering da-
ta and sampling data, respectively.

Step 2. For given initial value §y and step value Ag, using a loop with § = dg : Ag : o,
calculate parameters of the ETM and controller based on Theorem 4.2. Using
the resultant ETM and controller, run the system and check the commu-
nication and control performances. Keep the loop running until satisfactory
communication and control performances are obtained.

Remark 9. Unlike the two-step emulation approach where a controller is first de-
signed in the absence of communication constraints, and then an event trigger is de-
signed using the known controller (W. Wang, Postoyan, Nesic, & Heemels, 2020),
Algorithm 1 can co-design the required ETM and controller simultaneously, which is
more convenient. Besides, Algorithm 1 establishes relationships between system perfor-
mance and the factors including the nonlinear plant, noises, secure ETM, DoS attacks,
SDOFF controller and saturated actuator. By choosing suitable parameters of these
factors, the desired system performance can be achieved.

5. Examples
Consider the T-S fuzzy system in (Guan & Chen, 2004) with the following parameters

0 1 0 1 0 0.01
A = [0.1 —2] A2 = [0.1 —0.5] B =5 = M D1 = D2 = [0.01] O1 =

Cy = [-0.1 —02],F = F, = [0.02 —0.03] ,G1 = G2 = 0.01. The membership
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. o B B 0 L
functions are pus = 1 — p1 and p; = <1 e

2>}> " Trean(—3(20+3))
Other parameters are given as: sampling period h = 0.01s, attack parameters d’or}z}‘ =
25, d}" = 112s, G = =02, H = 05,7 = 2, a; = 0.113,a2 = 0.19, & = & =
1.01,e = 0.001, actuator saturation parameters u; = 1.52,¢ = 0.051, disturbance
signal w(t) = sin(8nt), and initial states are z¢g = col{1.8,0.5}.

Using Theorem 4.2, parameters of the secure ETM and SDOFF controller are ob-
tained as (6 = 0.025,Q = 819.1611) and

(o _[-02323 oosw0] . [-02707 06622
e -2.8922 —6.4851|7 T | -3.0737 —9.4861
0 |-02779 L0564 | . [-02489  0.9768
e 13,0599 —3.6901]° % [-3.1608 —6.2918
g 18016 —20454 o [-4.9673 —6.7224
T 144333 —10.4458| 7 T |—4.2462 —11.4877
| 24312 10075 | [-12078 29312
e | 52380 —10.5955|  *  |—5.1193 —11.9809
— T pu -
CL = [-14.0543 —a7.2686| ,DL = |-1.4626 —2.1189
- T - - (69)

cL = |-13.9273 —56.5449} ,DL = |-1.4580 —3.2952
e |00 vowar ], [-747T42 —41487
“r 01631 —2.1601|7 T | 1.8775  —1.0228
L2 _ | 74664 63300 | ., [-0.0304 11975
e 11,6056 —1.7958|° T | 0.1697 —0.5730
g _ | 00190 o002 . 00162 0.0204
T 100750 —0.0214 @z 10,0418 —0.0611
pr o [F00166 00042, f-00063 —0.0210
=71 20.0421 —0.0569 = 1-0.0220 —0.0142

Figure 4 shows that the open-loop system is unstable. As shown in Figure 5, al-
though the unstable system is also affected by DoS attacks, the secure ETM and
actuator saturation, it can still be stabilized by the designed controller with gain ma-
trices (69). Figure 6 illustrates the saturated control input @(¢) and control input w(t).
During the attack’s active intervals, since the actuator can not receive signals, both of
saturated input @(t) and control input u(¢) become zero. The zoomed plot shows that,
due to actuator saturation, values of control input w(t) smaller than —u; are bound-
ed by the corresponding saturated control input @(t) = —1.52. In these figures, the
white bands denote the attack’s sleeping intervals, while the gray bands indicate the
attack’s active intervals [2.1s 3.1s), [5.1s 5.9s),[8.1s 9.2s), [11.3s 11.7s), [14.0s 14.9s)
and [17.3s 18.0s).

Figure 7 shows the triggering instants and triggering intervals of the secure ETM (6).
During the attack’s sleeping intervals, there are 1510 sampled data packets, however,
only 118 data packets are released. That is, transmission rate of the ETM is 7.81%,
and thus 92.19% system resources can be saved. Besides, the minimum triggering
interval 0.02s is larger than sampling period and hence it excludes Zeno behavior.
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State responses
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Figure 5. State responses of closed-loop system
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Saturated control input @(¢) and control input u(t)

Triggering intervals (s)
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Figure 6. Saturated control input @(t) and control input u(t).
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Figure 7. Triggering intervals and triggering instants of the secure ETM.
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2.5 ‘ :
DoS attacks — — — passive control
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Figure 8. State norms under different cases

There exists a triggering instant (e.g. 3.1s,5.9s,9.2s,11.7s,14.9s, 18.0s) immediately
after each attack-active interval, which helps offset the attack’s adverse impact. During
each attack-active interval, no triggering instant exists, which excludes attack induced
dropouts. These observations confirm Remark 3.

Remark 10. Based on Definition 3.3, using Remark 8 with v = 10 and a = 0.8, Hx
controller, passive controller, and mixed H,, and passive controller can be designed by
Theorem 4.2, respectively. As shown in Figure 8, the system can all be stabilized by
H, controller (yellow dashdot line), passive controller (black dashed line), and mixed
H, and passive controller (red dotted line), respectively. Besides, using dissipative
controller, state norms of system without actuator saturation (green dashdot line)
converge faster than that of system with actuator saturation (blue solid line).

Remark 11. As shown in Table 1, under different triggering threshold parameter
0, Theorem 4.2 achieves a bigger maximum allowable sampling period h,,q. than
the methods in (X. Chen, Wang, & Hu, 2018; Hu, Yue, Xie, Chen, & Yin, 2019)
and (Liu, Wang, et al., 2021), which confirms the advantages of combining both
the exclusive distribution method and the reciprocally convex approach in Remark 7.
For fair comparison in Table 1, we use the same system with DoS attacks, actuator
saturation and noises.

Remark 12. Table 2 shows that as the triggering threshold parameter increases, the
triggering rate of the secure ETM decreases. Namely, a larger triggering threshold pa-
rameter can save more communication resources. On the other hand, Table 1 indicates
that a larger triggering threshold parameter results in a smaller maximum allowable
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Table 1. The maximum allowable sampling period hmq, under triggering threshold parameter §.

0 0.004 0.008 0.012 0.016 0.020 0.024

Theorem 4.1 0.189s 0.126s 0.082s 0.055s 0.033s 0.014s
method in Liu, Wang, et al. (2021) 0.161s 0.108s 0.077s 0.050s 0.029s 0.012s
method in X. Chen et al. (2018); Hu 0.139s 0.101s 0.068s 0.048s 0.023s 0.010s
et al. (2019)

Table 2. The triggering rate of the secure ETM under triggering threshold parameter §.

0 0.004 0.008 0.012 0.016 0.020 0.024

triggering rate of the ETM (%) 12.19 1046 9.34 9.01 821 7.95

sampling period, which implies control performance is degraded. Thus, by choosing
triggering threshold parameter of the secure ETM, tradeoffs can be made between
communication and control performances.

6. Conclusion

This paper has investigated the event-triggered dynamic output feedback dissipative
control of T-S fuzzy systems under intermittent DoS attacks, secure ETM and actuator
saturation. First, based on the information of DoS attacks and output measurements
of the plant, an output-based secure periodic event-triggered communication scheme is
introduced, which is attack-tolerant, Zeno-free, and effective to save system resources.
Then, based on time-delay system theory, a switched T-S fuzzy closed-loop system
is built, which provides a uniform model to further study the effects of DoS attacks,
secure ETM and actuator saturation. Next, using piecewise LKF, we have derived
a set of sufficient conditions for exponential stability while ensuring strict (G, H,
7)-dissipativity. The combination of exclusive distribution method and reciprocally
convex approach is employed to reduce conservativeness. Further, a co-design method
has been developed to obtain both the parameters of the secure ETM and the gain
matrices of the SDOFF controller simultaneously. Finally, simulation studies confirm
the effectiveness of the proposed method, achieving 92.19% saving of system resources.
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