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ABSTRACT

Introduction This paper presents a mixed-methods
study protocol that will be used to evaluate a recent
implementation of a real-time, centralised hospital
command centre in the UK. The command centre
represents a complex intervention within a complex
adaptive system. It could support better operational
decision-making and facilitate identification and mitigation
of threats to patient safety. There is, however, limited
research on the impact of such complex health information
technology on patient safety, reliability and operational
efficiency of healthcare delivery and this study aims to
help address that gap.

Methods and analysis We will conduct a longitudinal
mixed-method evaluation that will be informed by public-
and-patient involvement and engagement. Interviews
and ethnographic observations will inform iterations with
quantitative analysis that will sensitise further qualitative
work. Quantitative work will take an iterative approach
to identify relevant outcome measures from both the
literature and pragmatically from datasets of routinely
collected electronic health records.

Ethics and dissemination This protocol has been
approved by the University of Leeds Engineering and
Physical Sciences Research Ethics Committee (#MEEC
20-016) and the National Health Service Health Research
Authority (IRAS No.: 285933). Our results will be
communicated through peer-reviewed publications in
international journals and conferences. We will provide
ongoing feedback as part of our engagement work with
local trust stakeholders.

INTRODUCTION

Fragmented healthcare delivery adversely
affects patient safety and care.' > Health infor-
mation technology might help information
flow across fragmented organisations® * but
investment and adoption has been limited,
and is not a completely sufficient solution.”
The result is a complex sociotechnical organi-
sation that challenges healthcare delivery.® In
the face of dynamic risks and organisational
complexity, high-reliability organisations, like

,'2 Carolyn McCrorie,>® Jonathan Benn,?* Ibrahim Habli,*
,! Rebecca Randell

28 Naeem Sheikh,?

Strengths and limitations of this study

» The study design was informed by patient and pub-
lic representatives.

» The study will use rich electronic health records
data and real-time information to assess patient
safety and flow.

» This is a longitudinal mixed-method evaluation
study designed to focus on both outcomes and
organisational behaviour, informed by a multidisci-
plinary coinvestigator team.

» The study may be limited in its capability to dis-
tinguish between contributions motivated by the
response to COVID-19 and the impact of command
centre.

nuclear power plants and air traffic control
systems, nevertheless demonstrate how safety
can be maintained.”®

Such high-reliability organisations use
centralised ‘mission control’ structures to
integrate intelligence in real time and facil-
itate safe and efficient operational decision
making. Within acute care settings, a hospital
‘command centre’ or ‘mission control’ is a
relatively novel concept but one that is now
achievable given recent advances in elec-
tronic health records, data integration and
investment from commercial developers.
There is, however, limited research on the
impact of such complex health information
technology on patient safety, reliability and
operational efficiency of healthcare delivery.
It is also unknown whether such centralised
structures are appropriate for coordinating
a hospital given that (1) healthcare provi-
sion is not bounded within the hospital,
unlike energy provision within a nuclear
power plant, (2) the system under ‘control’
is composed of people, unlike non-living
materials in offsshore oil and (3) healthcare
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operates on a demand-pull dynamic, rather than the
supply-push dynamic.

The sociotechnical requirements for effective command
centres have been studied in transport and military situ-
ations,” and there have been attempts to use artificial
intelligence (AI) principles within command centres
since Project Cybersyn in Chile as early as 1971."° There
is a limited evidence base for this form of digital tech-
nology in healthcare''—although some successes have
been reported in the USA'”—but there is an increasing
belief, supported by the UK Government’s Life Sciences
Strategy, that Al should play a key role in transforming
and modernising the National Health Service (NHS)
in the UK. Thus, there is a need to understand how
hospitals manage their operations through advances in
health information technology, and how this affects the
quality and safety of patient care.

There is a mismatch between the factors required for
successful implementation, and end users and provider
perspectives.”” The disruptions to workflow are signifi-
cant challenges for users, particularly in systems that have
limited modularity and configurability."” There have been
very few published attempts to evaluate effectiveness,
except for use as a clinical decision support tool'® and
most of the evidence originates from North America.'”
Given the major differences in the social, political and
economic foundations of their healthcare system, it is
important to explore whether these issues are relevant to
the UK context."

Even less is known about the potential of electronic
health records developments to improve patient
outcomes. Patient journeys are poorly understood, with
aggregate statistics obfuscating detail. What has not been
achieved is real-time command and control using the
data generated by routine systems, despite a rise in the
number of state-of-the-art dashboards, flow and simula-
tion models.

Bradford Teaching Hospitals NHS Foundation Trust
provides hospital services for around half a million
people in the district of Bradford, West Yorkshire, UK.
In 2019, the Trust implemented a hospital command
centre, working with commercial suppliers from the USA.
Located at the Bradford Royal Infirmary hospital, this
command centre is made up of GE Kryptonite software
and display screens (also known as ‘tiles’). The tiles serve
various functions according to the needs of the organisa-
tion and its patients—some display or summarise infor-
mation pulled directly from hospital computer systems,
while others provide augmented intelligence by inter-
preting data, such as in the ‘deteriorating patient’ tile that
highlights patients at high risk of poor outcomes. Predic-
tive models and automated algorithms generate metrics
for display on the tiles in order to provide new insights to
support human decision making, based on pre-existing
data, including information that hospital staff enter into
electronic health records.

The Bradford Al command centre aims to provide
faster and safer care by reducing unnecessary waiting by

anticipating and avoiding bottlenecks in care delivery
before they cause problems. Such Al command centres
have the potential to improve future patient flow and
safety, and research to understand the health service
delivery, safety and operational factors should be consid-
ered an area of major importance for hospitals.

We hypothesise that the implementation and integra-
tion of a real-time, centralised hospital command centre
will improve patient flow, enhance situational aware-
ness, support operational decision making and facilitate
identification and timely mitigation of threats to patient
safety. Supported by funding from the National Insti-
tute for Health Research (NIHR), we have proposed
a mixed-methods project that combines ethnographic
observations, qualitative process evaluation and quasi-
experimental methods to study the evolving sociotechnical
nature of the systems and processes within hospitals. Our
protocol is theoretically informed by contemporary safety
science theory concerning system resilience,' ** human
factors models of situational awareness®' ** and command-
and-control in high reliability organisations.”*°

Aim and objectives

Our aim is to evaluate the safety and patient impacts of

the Bradford Al command centre. Our objectives are:

1. To evaluate the impact of the command centre on pa-
tient safety, hospital operational efficiency and related
organisational processes (‘Impact Evaluation’).

2. To understand the process of implementation and
integration of the command centre with data infra-
structure and organisational processes (‘Process Eval-
uation’).

3. To contextualise the findings through cross-sector and
cross-industry perspectives on hospital command and
control technologies (‘Cross-industry perspectives’).

4. To synthesise findings into practical outputs to engage
service stakeholders and inform future investment and
practice (‘Synthesis and dissemination’).

Further breakdown of the objectives is shown in online
supplemental appendix 1, indicating the contribution of
the research activities described in the next section.

METHODS AND ANALYSIS

Design and data collection

System implementations such the Bradford AI command
centre are complex interventions into complex adaptive
systems that could provide improvements but might also
result in emergent unforeseen consequences.26 2T We
will conduct a longitudinal mixed-method evaluation
informed by the multidisciplinary co-investigator team
and public and patient involvement and engagement. A
mixed-method approach is well suited to study complexity
interventions® and the complex adaptive systems to
which they are applied. Mixed-method approaches
have been used to study information flow and organi-
sational networks,29 integration of organisational inter-
ventions, ¥ effectiveness of service models,*® and how
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Figure 1 Schematic overview of the research project’s components. BRI, Bradford Royal Infirmary; CIO, chief information
officer; HS&DR, health service and deliver research funding programme; PPIE, patient and public involvement and engagement;

WS, work stream.

health information technology affects communication,”

patient monitoring,”*° care provision37 and clinical deci-
sion making.”®

Our study comprises five substudies across five work
streams (figure 1). The five substudies are conducted by
the qualitative and quantitative work streams (WS3 and
WS4 in figure 1). These work streams mutually inform
each other as part of an iterative synthesis of findings,
rather than solely a summative synthesis. Qualitative
and quantitative work streams will work in parallel, with
qualitative interviews and ethnographic observations
informing iterations for quantitative analysis that will
sensitise further qualitative work. Quantitative work will
take an iterative approach to identify relevant outcome
measures from the literature and pragmatically from the
dataset. These will be subsequently verified by the quali-
tative work.

The main research activity will be guided by the proj-
ect’s Study Steering Group (see WS1 in figure 1) and by
patient-and-public involvement and engagement (PPIE;
see WS2 in figure 1). Our study steering group is an inde-
pendent body ensuring the project is conducted to the
rigorous standards set out in the Department of Health’s
Research Governance Framework for Health and Social
Care and the Guidelines for Good Clinical Practice.™

The Study Steering Group will also facilitate stakeholder
engagement in research and dissemination, and will
advise on policy communications (see Ethics and dissemi-
nation, below). Membership of our Study Steering Group
includes clinical, technical, commercial and academic
healthcare representatives from the UK, Canada, USA,
China, Australia (online supplemental appendix 2).

Substudy 1: data quality

This substudy will contribute to objectives 1 (‘Impact
Evaluation’) and 2 (‘Process Evaluation’) based on the
hypothesis that the introduction of the command centre
will affect the awareness of, recording of and processing
of electronic healthcare data, which are inextricably
related to data infrastructure, operational efficiency and
organisational processes. We will apply Weiskopf et al’s
3x3 matrix to assess the quality of healthcare data.*’ This
framework maps Patient, Variables and Time data items
in terms of Completeness, Correctness and Currency (in
other words, presence, accuracy, and timeliness). Further
detail on how to implement the 3x3 matrix is available
in Weiskopf et al.*' Our initial identification of variables
will be informed by our qualitative substudy (substudy 4);
case-description work will define the command centre
tiles of interest. The data presented or used to inform
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variables that are presented on these tiles will then be
requested as data abstracts. We will require clinical input
to determine the expected attributes of the variables of
interest. For example, if a patient has a weekly timestamp
in their record but blood pressure is only expected to be
taken fortnightly, then we will not consider empty entries
every other week as incomplete.

Substudy 2: patient flow
This substudy will contribute to objectives 1 (‘Impact
Evaluation’) and 2 (‘Process Evaluation’) based on the
hypothesis that operational efficiency, organisational
processes and patient safety are affected by the flow of
patients through the hospital. To study patient flow, we
will use process-mining methods® to describe patients’
journeys through their hospital care.* We will construct
process models to represent patients’ logs of clinical
events (see examples in dentistry," oncology,” sepsis,*
and primary care'’). We will evaluate these models by
comparing their performance when constructed using
various process-mining algorithms. The performance of
the models will be measured by**:

1. Replay fitness: a measure of how many traces from the
log can be reproduced in the process model, with pen-
alties for skips and insertions; range 0-1.

2. Precision: a measure of how ‘lean’ the model is at rep-
resenting traces from the log. Lower values indicate
superfluous structure in the model; range 0-1.

3. Generalisation: a measure of generalisability as indi-
cated by the redundancy of nodes in the model. The
more redundant the nodes, the more variety of possi-
ble traces that can be represented; range 0-1.

Patient flow as defined by the best-performing process
model will be described using the multi-level approach
of Kurniati et al,49 which include activity, trace and model
measures. As all substudies progress, other measures of
patient flow might be suggested for study, for example,
patient-level measures.

Substudy 3: patient safety

This substudy will contribute to objectives 1 (‘Impact
Evaluation’) and 2 (‘Process Evaluation’) by directly
evaluating the differences in patientsafety outcomes
before and after the implementation of the command
centre. The evaluation will use longitudinal data-analysis
methods, for example, including interrupted time-series
analysis and latent growth modelling. We will model
trends behaviour before, during and after the imple-
mentation of the command centre, with consideration
for the onset of the COVID-19 pandemic. Unobserved
confounders will be handled by including a control site
from the same geographical region that uses the same
electronic health record system, but which does not use a
command centre.

We will approach the analysis in a responsive manner,
adding or removing interrupts in response to unfolding
understanding of the command centre’s implementation,
based on our qualitative process evaluation. Candidate

Table 1 List of proposed variables for analysis

Patient Patient Data
flow safety quality

Variable

Ambulance diversion rates X
Ambulance handover times X

Cancelled operations (electives
and non-electives)

x

Completeness

Correctness

COVID bed availability X

Currency X
Diagnostic process time

Early discharges

Falls in hospital

Hospital-acquired infections

In-hospital transfers

X

Intensive care unit bed usage
Left without being seen rates X

Length of stay X

Marked ‘hospital discharge’ X
Mortality in hospital X

Mortuary crowding X

No of patients awaiting surgery
(inpatients/at home)

x

Postoperative sepsis rate X
Pressure sores in hospital X

Readmission rates for same X
condition (within 48-72 hours)

Time to admission X

Time to be seen

Time to discharge X

Time to treat stroke patients X

Waiting time benchmarks, for X
example, 4 hours/18 hours

variables of interest will include the Patient Safety Indi-
cators from the Agency for Healthcare and Research
Quality, for example, pressure ulcer rate, in-hospital fall
with hip fracture rate, post-operative sepsis rate.”” These
will be supplemented by variables of interest informed by
the qualitative substudies and early PPIE workshops. See
table 1 for the potential list of variables for analysis. The
final included set of variables will be defined based on
availability of historic data, data quality and relationship
with the intervention logic, as established through the
parallel qualitative work.

We assume that patient safety is influenced by the flow
of patients and the quality of information (as encoded in
electronic health records). Therefore, we also intend to
use the aforementioned substudies on data quality and
patient flow to inform clinically meaningful outcomes
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logically related to patient safety. These outcomes will
be subject to longitudinal analysis like the patient safety
outcomes.

Substudy 4: ethnography and qualitative interview

This study will contribute to objectives 1 (‘Impact Evalua-
tion’) and 2 (‘Process Evaluation’). Ethnographic enquiry
has been selected to facilitate deep understanding of
the technology in its broader social and organisational
context, including human experience, engagement
and interaction.”’ > We aim to achieve a comprehensive
description of how the command centre is integrated and
embedded within the broader sociotechnical hospital
system through observation of enacted working practices,
communication, decision making and operating culture.
In this sense, we will not simply be relying on the model
for the system implementation as planned by programme
leads, but will explore the differences between work as
intended and work as done' and describe any unin-
tended consequences and implementation barriers as
they emerge. The ethnographic and qualitative interview
substudy is composed of three main research activities,
detailed below.

Unstructured observations

We will conduct unstructured observations in the
command centre to gather information of staff inter-
actions with data, and the ways in which this influences
decision making. Through research field notes and inter-
views, we will seek to understand the role of the command
centre in coordinating care, from the perspective of staff
in and around the command centre. Two researchers will
undertake up to 36 hours of observation, completed in
up to 4-hour windows that represent different times of
day and days of the week. Observation periods will be
prespecified through arrangement with command centre
leads. In addition, the researchers will record incidents
of observer effects to allow analysis of whether partici-
pants’ awareness of the researchers’ presence changed
over time.”® We will also explore behaviour and meaning
around specific events, drawing on the critical incident
technique.”

We will review emerging hospital policies and guidance
related to the command centre (eg, meeting minutes
and operational procedures) where practicable as an
alternative to data collection involving staff. A sampling
framework to guide collection of documents will be
informed through earlier qualitative interviews with
command centre leads and iterated during the research
process. Documents that meet inclusion criteria will be
recorded in a document inventory and a data extraction
template will be created to obtain the necessary infor-
mation from the documents. The extracted data will
be analysed through an inductive process to capture
key developments in design and functioning of the
command centre.

Longitudinal stakeholder and process evaluation

Our process evaluation framework™ will systematically
explore the experiences, beliefs and expectations from
multiple user perspectives in relation to operational
planning and delineate the trajectories by which patient
safety, operational and other intermediary outcomes are
impacted by command centre processes.

We will use qualitative research interviews at multiple
time points within the command centre programme.
This will include building on the ethnographic work to
explore interactions with prior theory concerning how
the command centre might work. The evaluation will
address the factors that govern engagement with and use
of this technology, using technology adoption theory.”®
The evaluation will also address the efficiency and effec-
tiveness of processes for generating new intelligence for
decision making and quality improvement, at the level of
the hospital. A key output will be a logic model to describe
the command centre as a complex, health-informatics
intervention.

Sampling will be theoretically driven, based on
emerging insights from the structured observations, and
will include command centre programme leads, key roles
working in the centre, clinical leads in frontline areas
interacting with the command centre and organisational-
level stakeholders representing senior information
systems, operational strategy, clinical governance and
financial interests. Up to 20 interviews will be undertaken
at the study site focusing on two timepoints: one during
the early phase of the project and the second towards the
end of data collection. Representation of comparable
roles will be sought at the control site, for comparative
analysis of how the implicated functions are delivered in
conventional operational planning processes.

Structured observations
We will undertake structured observations to inform
use-cases of operational planning, control and deci-
sion making in priority areas, at the hospital level. Our
approach to structured observation will draw on engi-
neering use-case methodology’” to understand usability
of the system in context. We will follow key information
from the command centre’s visual displays to decision and
actions taken by key professional roles. This will involve
shadowing various roles, such as bed managers, risk
management, quality assurance, clinical leads and others,
as they act and make decisions based on Command Centre
information. We will produce up to six use cases, based on
60 hours of observation. We will use the use cases iden-
tified in structured observations as a probe to compare
operational planning, control and decision making in
specific priority areas, with and without the support of
a centralised command centre function, to enrich our
understanding of how a command centre operates within
a health service context.

Field notes and interview transcripts will be entered
into NVivo (V.12.6) software to facilitate data manage-
ment. Data analysis will comprise both inductive and
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deductive analyses, employing frameworks derived from
prior theory and a comparative perspective across the two
study sites.” ™

Relevant theoretical frameworks for sense making
in our analysis will include models of situational aware-
ness,60 operational command and control,m_63 socio-
technical evaluation,® high reliability organisations’ ** ©°
and resilience in healthcare.”® *” From the perspective of
situational awareness theory, for example, we will seek to
understand how the command centre enhances human
perception of the environment and events within time
and space, including projection of future states, and facil-
itates comprehension of meaning.”

Substudy 5: cross-industry consultation and chief information
officer survey

The substudy will contribute to objective 3 (‘cross-industry
perspectives’). We will undertake a cross-industry review
as part of our work, comprising qualitative literature
review and consultation with subject-matter experts in a
range of safety-critical domains. Such an approach has
been applied successfully in previous work, which sought
to elicit and apply knowledge from high-risk industry
to the development of incident reporting systems in
healthcare.”

Data collection will involve scoping the literature in a
range of domains for conceptual and empirical models of
causal mechanisms for centralised command and control.
We will additionally consult with up to 10 industry experts,
including representatives of similar command centre
programmes in other health systems, accessed through
UK healthcare human factors and other professional
networks. This process will be supported by the project’s
Study Steering Group. The results will be synthesised to
inform analysis and interpretation of our data.

We will also conduct a survey of the perceptions of
NHS information personnel in acute care across England
and Wales to understand variations in electronic-data-
facilitated command and control within hospitals beyond
the two research sites. The survey instrument will be
informed by earlier qualitative research work and liter-
ature review. We will capture views on current practices
in data-supported operational planning and control, the
costs-benefits of investment in centralised command and
control ‘centres’, information/data readiness, implemen-
tation barriers and perceptions of the need for further
development in this area.

The survey will be broadcast to NHS information
personnel through the University of Leeds Online Surveys
network. Data will be transferred into SPSS (v24) software
to facilitate data analysis.

Sampling and recruitment

For the qualitative work, we will recruit relevant staff at
the command centre and control site in key roles. NHS
staff working in and around the command centre will be
asked to take part in ethnographic observations. Up to 40
NHS staff will be interviewed, 20 from each site. We will

sample <10 cross-industry experts for interviews, and <40
NHS hospital information personnel in England and
Wales will be asked to take partin the survey. Sampling will
be theoretically informed in accordance with qualitative
research practices to maximise variation in stakeholder
perspectives. Potential participants will be identified
through clinical leads and early observations.

For the quantitative work stream, we will use complete
sampling of electronic health records within relevant
periods. The duration of relevant periods will be informed
by the initial case description and unstructured observa-
tions in the qualitative work, which will sensitise us to the
information handled by the command centre.

Consent and data handling

Research participants will be told that they do not have
to take part in the research if they wish and that they can
withdraw up to the point that their data has been anony-
mised (<2 weeks following research interviews; <1 week
following survey). The quantitative work will analyse
routinely collected healthcare records data. These data
will have been deidentified and processed by the hospi-
tals” data teams and accessed via Connected Yorkshire—
an ethically approved regional integration of healthcare
and other data available for research purposes.*”

Patient and public involvement and engagement (PPIE)

PPIE is an integral part of our study design, delivery
and dissemination. Figure 1 shows how the PPIE work
stream is engaged throughout all phases of the project.
Pre-study PPIE included a patient and public represen-
tative as co-applicant (NS), input on research design by
the PPIE Research Fellow at the NIHR Yorkshire and
Humber Patient Safety Translational Research Centre,
and an informal survey of visitors to the hospital in which
the command centre was implemented.

Early project PPIE activity includes workshops at the
command centre and control site to engage PPIE repre-
sentatives to give lay perspectives on care coordination in
hospitals, to inform the development of interview ques-
tions for hospital staff, and to suggest measures of patient
safety. Representatives have been recruited by advertise-
ment through the patient groups both associated and
not associated with the Bradford hospital site. Represen-
tatives will be reimbursed in accordance with the NIHR
standards and the INVOLVE framework, for example,
monetary or voucher reimbursement for contribution to
workshops and additional reimbursement remote partic-
ipation. Our PPIE co-applicant will support qualitative
data analysis through review and further development of
emerging themes in the dataset. Towards the end of the
project, a joint workshop will host PPIE representatives
from both hospital sites to help interpret findings and to
draft a PPIE communication plan. Our PPIE Lay Leader
and project co-applicant will also co-develop case descrip-
tions with the qualitative research team and will coau-
thor all publications to provide a PPIE perspective. We
will provide ongoing feedback as part of our engagement
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work with local trust stakeholders, including patient
representatives

Ethics and dissemination

This protocol has been approved by the University of
Leeds Engineering and Physical Sciences Research
Ethics Committee (#MEEC 20-016) and the NHS Health
Research Authority (IRAS No.: 285933). The protocol
was developed by a multidisciplinary team of coappli-
cants, including PPIE representatives, and by the NIHR
as part of the NIHR 19/16 HSDR Digital Technologies to
Improve Health and Care funding processes.

At the end of the study, we will provide a report detailing
design feedback to improve the implementation of the Al
command centre at the Bradford site and more gener-
ally for the system supplier and the digital technology
industry. Our results will be communicated through
peerreviewed publications in international journals and
conferences.

To contribute to objective 4 (‘synthesis and dissemina-
tion’), we will involve the research team, project co-ap-
plicants, the study steering committee, stakeholders and
PPIE representatives to consolidate research findings,
PPIE perspectives and study steering committee insight
into outputs to appropriate audiences.

After the project has completed, data that is approved
to do so will be offered to the University of Leeds Research
Data Repository, in accordance with our Data Manage-
ment Plan (online supplemental appendix 3).

Limitations

This proposed protocol was planned prior to the
COVID-19 pandemic, which has caused substantial
changes to the structures and processes used in health-
care systems. Our substudies on data quality, patient flow
and patient safety are intended to provide quantification
of the influence of the command centre implementation
but will be limited in their capability to distinguish such
contributions from those motivated by the response to
COVID-19. Our mixed-method approach and involve-
ment from our international study steering group will
help to define the context of this turbulent period and to
describe the processes of change in the hospitals studied.
Under the epistemic constraints of our pre-COVID,
funder-approved protocol, we will interpret our research
through these contextual descriptions.
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Appendix 1-Research Aim-Activities Matrix

Below is a matrix that indicates which research activities address which research aims and objectives
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Aim 1 Evaluate the impact of the CC on a Describe (qualitatively) and evaluate (statistically)

patient safety, hospital operational any effect on patient safety, including monitoring of

efficiency and related organisational deteriorating patients and sub-optimal care

processes. pathways, risk of harm due to cancellation/delays X X X X

and situational awareness in safety-critical areas
such as the emergency department.

b  Describe (qualitatively) and evaluate (statistically)
any effect on patient flow, including capacity-
demand ratio, transfer delays, bed utilisation, timely X X X X
discharge and cancellations of scheduled care.

¢ Qualitatively investigate any effect on organisational
processes, such as situational awareness,
operational decision-making, risk and X X X
coordination/communication across organisational
units, from multiple stakeholder perspectives.

Aim 2  Understand the process of a Using qualitative methods, describe the process of
implementation and integration of development and implementation of the CC,
the CC and associated data including critical implementation factors and any X X X
infrastructure and organisational unintended consequences.
processes within the primary study _ . _
site b Through ethnographic methods, investigate the
process by which the CC system and outputs are
embedded at all levels of the organisation, from X
frontline operations to strategic quality and safety
governance.

¢ Develop and validate a logic model for this health
informatics intervention that maps system
preconditions, processes, technology and X
outcomes, at the primary study site.

d Describe (statistically and qualitatively) the effect of
the CC implementation on the local data
environment, including data infrastructure, quality X X X X
and integration (i.e. system interoperability).

Aim 3 Elicit cross-sector and cross-industry a  Review and understand command and control

perspectives on hospital command processes in non-healthcare safety-critical
and control technologies to operations and the key principles and contextual X
contextualise the findings from the factors that may influence transferability of these

models into a hospital setting.
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primary study site for broader b  Survey the perceptions of senior health informatics
application. professionals on current command and control
processes, viability of novel “mission-control” X

systems, data readiness and potential
implementation barriers.

Aim 4  Synthesise the research findings a Share learning concerning cross-industry and
into practical outputs that will empirical findings on the costs-benefit of investment
engage service stakeholders and within NHS management and Chief Information X
inform future investment and Officer networks.
practice

b  Construct an empirically-informed implementation
framework that describes contextual factors and
implementation pathway for development of X
centralised, data-driven mission-control systems in
acute care, including data infrastructure maturity.
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Appendix 2- Study Steering Group membership

Below are the details of the members of the Study Steering Committee for the NIHR HS&DR project entitled “Evaluating the safety and patient impacts of an Al Command
Centre in the NHS” (NIHR129483).

Name Affiliation Reason for nomination

lain Buchan | University of Liverpool; University of Manchester Executive Dean, Institute of Population Health Sciences; Director of Digital Strategy and

(Chair) (Honorary) Partnerships, Liverpool Health Partners; Chair of Public Health and Clinical Informatics

Paul Wirral NHS Teaching Hospitals Trust Director of IT and Information at Wirral NHS Teaching Hospitals Trust

Charnley

Sarah Culkin | NHS England; NHSX Artificial Intelligence lead for NHS England

Cindy Fedell | Regional Chief Information Officer at Northwestern Former Chief Information Officer at Bradford Teaching Hospitals NHS Foundation Trust
Ontario Hospitals

Hamish Brown University, USA A health informatics academic and clinical lead for OpenMRS, the most-widely used open-source

Fraser medical record system

Charles Koo | Envive Technology, Ltd.; Visiting Scholar (Stanford Implemented large scale Artificial-Intelligence, hospital systems at six hospitals in Shanghai,
University); Visiting Expert (National Taiwan China.
University)

Farah Macquarie University Associate Professor Australian Institute of Health Innovation

Magrabi

Sue Mason Sheffield University; Sheffield NHS Teaching Hospitals | Professor of Emergency Medicine at Sheffield University and clinician at Sheffield NHS Teaching
Trust Hospitals Trust

Mark Sujan University of Warwick; Human Factors Everywhere Human Factors expert

Hilary NIHR Yorkshire and Humber Patient Safety Patient representative and NIHR YH PSTRC Lay Leader

Thompson Translational Research Centre

Sean White | NHS Digital Senior Safety Engineer

Patrick Loughborough University Reader in Human Factors and Complex Systems

Waterson
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University of Leeds Data Management Plan (DMP) Template

Researcher Name Owen Johnson

Project Title Evaluating the safety and patient impact of an
Artificial Intelligence Command Centre in the UK
National Health Service

Faculty Engineering and Physical Sciences

KRISTAL Reference Number (if applicable) | 118684

Supervisor(s) name (if applicable) n/a

Funder National Institute for Health Research

Scheme

15t March 2021
30 Sept 2022
Not available, yet
3 May 2021

Research Start Date
Research End Date
Ethical review number
DMP review due

Carolyn McCrorie

Date Version Author Change notes
11" Nov 2020 V1.0 Ciaran Mclnerney n/a
16" Dec 2020 V2.0 Ciaran Mclnerney and | Added data
Carolyn McCrorie management plan for
qualitative work.
10" Feb 2021 V3.0 Ciaran Mclnerney and | Added details of the

standards with which

Yorkshire and Humber
Care Record’s Google
Cloud Platform are
compliant.

Please provide a brief overview of your project including proposed research methods

Al Command Centre in Bradford NHS Bradford Teaching Hospitals NHS Foundation Trust is
implementing an artificial intelligence (Al) command centre in Bradford Royal Infirmary, which is
regarded as the first of its kind in Europe. The command centre follows an approach successfully
used in the USA (Johns Hopkins, Baltimore) and Canada (Humber River, Toronto) to provide real-
time, rapid response to clinical, management and patient-flow challenges. Similar to an air traffic
control command centre, hospital staff work together in a purpose-built operations room and
monitor a ‘wall of analytics’ of high-definition screens that display real-time data from the
hospital’s clinical systems. The team review, monitor and react to the ‘big picture’ of how
efficiently patients are flowing through the hospital, where bottlenecks might occur, where
pressure is building and where safety breaches are predicted. The command centre software
makes use of Al technologies that are refined through operation to provide increasingly more
intelligent alerts and warnings. There is a very limited evidence base for this form of digital
technology in hospitals but an increasing belief that Al can and should play a key role in
transforming and modernising the NHS. Our research team in the NIHR Yorkshire & Humber
Patient Safety Translational Research Centre (YH-PSTRC) are based in Bradford and in a unique
position to collect and study the evidence. Research Framework We propose a mixed-method
study with three phases over 18 months, commencing in 2020. In the first phase, we will carry out
initial scoping work with relevant stakeholders. The second and third phases will involve
longitudinal case studies describing the impact of an Al command centre on safety. We will also

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
project
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Comma

conduct a mixed-method comparison with hospitals such as Calderdale and Huddersfield NHS
foundation Trust, which has shared systems and learning through close collaboration with
Bradford. Outputs Our aim in this study is to provide a robust academic evaluation of the Al

nd Centre so that other hospitals and healthcare providers can consider how best to

exploit this emerging technology. The findings from our study will be reported to the NHS trusts,
including local dissemination of findings. They will also be reported in a white paper for
distribution to NHS Chief Information Officers, in academic publications, to NIHR as part of the
annual report for funding body for the YH-PSTRC and as funders for this specific project and
dissemination of findings via the NIHR PSTRCs’ networks.

Collect:

Create:

Collect:

Create:

1. What data will be produced? What data will be used from other sources?
With respect to the quantitative component of the project:

1. Study on patient safety.

What? - Routinely-collected electronic health record data that informs the measures of
patient safety identified during early qualitative work. This data is created and stored in
Bradford Teaching Hospital NHS Trust's electronic health record system, Cerner
Millennium. This data will be de-identified and aggregated within the Yorkshire Health
and Care Record, from which we will request extracts.

Why? - This data is created by the hospital system being studied and so reflects the safety
performance of the hospital system.

What? - Summary statistics of the distribution and dynamics of patient-safety measures at
both sites. Visualisations of the values. Models of variable dynamics. We will also create R
scripts, which are text documents containing instructions to run commands in the R
statistical programme.

Why? - The measures of patient-safety are the variables of interest in this study. The R
scripts are needed to process the data. The visualisations will facilitate investigations and
some will be used to communicate the research.

2. Study on patient flow.

What? - Routinely-collected electronic health record data created and stored in Bradford
Teaching Hospital NHS Trust's electronic health record system, Cerner Millennium. This
data will be de-identified within the Yorkshire Health and Care Record, from which we will
request extracts.

Why? - Pseudonymised patient identifier, a description of a clinical event, and the
timestamp for the event are the minimal requirements to build a process model of a
patient flow through a hospital.

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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Create:

What? - We will create R scripts, which are text documents containing instructions to run
commands in the R statistical programme. These R scripts will produce R files containing
process models and summary statistics describing the process models. Visualisations of
the models and values.

Why? - The models describe patient flow, which is a marker of patient safety. These
models need to be evaluated so we compute summary statistics of their performance.
The R scripts are needed to process the data. The visualisations will facilitate
investigations and some will be used to communicate the research.

3. Study on data quality.
Collect:

What? - Routinely-collected electronic health record data that are presented or used to
inform variables that are presented on the Al Command Centre tiles. This data is created
and stored in Bradford Teaching Hospital NHS Trust's electronic health record system,
Cerner Millennium. Identifying the variables of interest will require an audit of the tiles of
interest, which will be conducted in early qualitative work.

Why? - This data is created by the hospital system being studied. We wish to assess how
the quality of this data might have changed as the Command Centre was gradually
implemented.

What? - We will be using the Weiskopf et al. (2017) tool for assessing the quality of the
data, which will create the data indicated in the table below, as per their 3x3 data-quality
matrix. Each cell of the matrix will inform a visualisation of the data. We will also create R
scripts, which are text documents containing instructions to run commands in the R
statistical programme.

Complete Correct Current

Details of the expected period
within which the data were
recorded. A citation for the

Details of expected value source of the expectation. For

Counts and limits for the variables each non-static variable, Counts
percentages of across patients. A citation and percentages of patients
patients Variables, Times with  [for the source of the \Whose data do not fall within

recorded data, and expectation. Counts and the desired date range.

Overall points of data [percentages of patients Summary statistics of the

present. whose data are within the discrepancies between actual

value limits. recording dates and desired

date ranges (mean, median,
mode, 1st quartile, 3rd quartile,

interquartile range, minimum,

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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maximum, standard deviation,
variance)

Variables

Counts and
percentages of Patients
with the variable,
Times with the variable
present, and Overall
points of data present.

Details of criteria that
indicate concordance for
each variable. A citation for
the source of the
expectation. Counts and
percentages of patients
who meet each criterion.
Counts and percentages of
patients whose data violate
any of the criteria.

Details of the expected
sequence or intervals between
events. A citation for the source
of the expectation. Counts and
percentages of patients that
meet expectations, for each
variable. Counts and
percentages of patients that
meet all expectations.

Times

Counts and
percentages of Patients
with data recorded for
that time, Variables
with data recorded for
that time, and Overall
points of data present.

Details of criteria that
indicate valid changes over
time, for each variable. A
citation for the source of
the expectation. Counts and
percentages of patients
who meet each criterion.
Counts and percentages of
patients whose data violate
any of the criteria.

The I-score for each variable for
which regularity is to be
assessed. Summary statistics for
the I-score across all variables
(mean, median, mode, 1st
quartile, 3rd quartile,
interquartile range, minimum,
maximum, standard deviation,
variance). The IxN-score to
measure "effective data points".

Collect:

Create:

With respect to the qualitative component of the project:
1. Case description and unstructured observation

e What? -Researcher field notes

e Why? - The data created using the Weiskopf et al. (2017) tool for assessing the quality are
the variables of interest in this study. The R scripts are needed to process the data. The
visualisations will facilitate investigations and some will be used to communicate the
research.

e  What? -Ethnographic observations within the Command Centre (CC) Unit. Up to 36 hours
over 4-hour periods.

e  Why? -In order to immerse and sensitise the research team to the context of hospital
operational command and control. The data will help us to understand events and actions
as they unfold from the actor’s perspective (and the meanings that CC users attach to
them).

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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2.

Create:

Create:

4.

Create:

Collect:

Why? -To draw upon the concepts of Grounded Theory in which we will adopt an
inductive qualitative analysis approach to understand way in which the CC system
integrates within the broader hospital information and operational planning systems in a
formal model grounded in our data.

System-wide structured observation

Collect:

What? -Ethnographic observations within and beyond the Command Centre. Up to 10
hours observation each of specific tracer issues/professional roles that represent
interaction with CC processes and outputs.

Why? -In order to explore the impact of the CC beyond the operations room and at all
levels of the organisation, including micro-level (frontline clinical workflow in specific
specialties), meso-level operational planning (e.g. bed management) and macro-level
strategic planning (e.g. use of data in quality and safety governance).

What? -Researcher field notes
Why? -To draw upon concepts of Realist Evaluation in our analysis to understand usability
of the system in context.

Longitudinal stakeholder and process evaluation

Collect:

What? -Qualitative research interviews with up to 24 staff relative to the initiative
Why? -To evaluate the efficacy of the system from multiple user perspectives

What? -Interview transcripts

Why? -To draw upon a process evaluation framework approach to analysis in order to
understand intervention mechanisms, implementation processes, interaction with context
and overall outcomes.

Cross-industry study

What? -Qualitative research interviews with up to 10 consultants in safety critical
industries

Why? -To elicit and apply knowledge from high-risk industry to the development of
strategies for implementing command and control centres to improve quality and safety

What? -Interview transcripts

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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e  Why? -To draw upon a process evaluation framework approach to analysis in order to
understand intervention mechanisms, implementation processes, interaction with context
and overall outcomes.

5. Survey study
Collect:
e What? -Survey of a sample of Chief Information Officers in acute care across England and
Wales
e  Why? -To capture views on current practices in data-supported operational planning
Create:
e  What? -Survey responses captured through UoL Online Surveys

e Why? -The data is required to understand variations in electronic data-facilitated
command and control beyond the 2 research sites

2. Where will data be stored? How will data be structured? Include file formats and approximate
volume.

Where will data be stored?

The electronic health records used in the quantitative work will not be copied for storage or back-
up, by the research team. Instead, it will be hosted by the Yorkshire and Humber Care Record and
accessed via their virtual research environment. The Yorkshire and Humber Care Record system is
built on Google Cloud technology with Identity Access Management following the principle of
least privilege, i.e. minimum permissions of access and functionality. Google Cloud technology is
compliant with GDPR, ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, ISO/IEC 27701, NHS Digital
Commercial Third-Party Information Governance Requirements, UK’s Cloud Security Principles.
Further details are available at https://cloud.google.com/security/compliance.

Toward the end of the project, summative research output for publications and all R scripts used
for data processing will be exported from the Yorkshire and Humber Care Record portal and
stored on the University of Leeds SAN (Storage Area Network), which comprises enterprise level
disk storage and file servers located in physically secure data centres with appropriate fire
suppression equipment. Snapshots are taken every day at 10pm (and accessible for 1 month). A
second level of snapshots is taken every month and are kept for 11 months. Snapshots are user
recoverable from the desktop.

A full back-up to tape is taken once every month and an incremental copy to backup tape is taken
every night (and kept for 28 days). Every quarter, the most recent set of full dump tapes are
moved to a long-term storage facility where they are kept for 12 months. Tapes are initially stored
in on-campus fireproof safes and then moved to off-campus secure locations. The SAN is located
behind the University's Institutional firewall to protect against external attacks.

During the life of the qualitative work, the data will be stored on the University of Leeds SAN. The
audio-recording equipment will be encrypted. Survey data will be stored in UoL Online Surveys
After the project has completed, data will be offered to the University of Leeds Research Data
Repository (Research Data Leeds) or another appropriate data repository service in order to
ensure the data can be shared, reused and cited beyond the end of the project. Research Data
Leeds holds deposited data for a minimum of 10 years and datasets are associated with digital
object identifiers (DOIs).

How will data be structured?

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
project
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With respect to the ‘collected’ quantitative data (in so far as 'data collection' refers to the method
by which data is obtained):

e Format - The data is expected to be accessible in the Yorkshire Health and Care Record
portal as a CSV file or in one of the SQL database file types, which we would subsequently
transform into a CSV file type.

e Volume - The size of the dataset will be informed mostly by the count of patients, rather
than by the count of variables. Both hospital sites under study typically see in the range of
70,000 - 80,000 unique patients every month, each with at least two events (admission
and discharge). This translates to a volume of data in the order of millions of observations
across multiple variables. File sizes are likely to be in the order of MBs.

With respect to the created quantitative data:

e Format - The data will be stored as R files and CSV files, outputted using RStudio. The R
format will facilitate analysis while the CSV formats are preferred to transferability to
other software. All visualisations will be stored in PNG and JPEG formats. The JPEG
formats are have smaller file sizes and will be used only when the higher quality PNG
format is not supported.

e Volume - Likely no more than low double figures of megabytes.

With respect to the collected qualitative data:

e Format — The interview transcripts and field notes will be stored as files within NVivo 12
version. Survey data will be stored in SPSS software.

e Volume — The size of the data set will be informed by the number of interviews
undertaken, size of the field notes and number of responses to the survey.

With respect to the created qualitative data:

e Format - The interview transcripts and field notes will be stored as files within NVivo 12
version. Survey data will be stored in SPSS software.

¢ Volume —The size of the data set will be informed by the number of interviews
undertaken, size of the field notes and number of responses to the survey.

3. Access to data during the project. Give details of collaborators and any controls.

During the life of the quantitative work, access to the 'collected' data will be controlled by the
Yorkshire and Humber Care Record, with whom our research team will have a contract stipulating
the terms of use of the Yorkshire and Humber Care Record portal. The created data that will
occasionally be exported and stored on University of Leeds' Storage Area Network. These data will
only be accessible by university staff with user privileges and password access.

During the life of the qualitative work, the data will be stored on UOL SAN. Only members of the
research team will have access via user privileges and password access.

After the project has completed, the data that will be stored with the data repository service will
only be accessible on request and following approval criteria that will be co-developed by the
research team and the data repository service.

4. Ethics and legal compliance: are there any ‘special’ requirements for your data? Any
contractual or consent issues? Key policies (internal and external)

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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Consent — all interviewees will give informed consent for the interview to be audio-recorded
and transcribed.

5. How will data be documented and described? Methodologies and protocols.

All folders will contain a README in a TXT file format that explains what files are in the folder.
Each file will be named, its provenance (including source and steps taken to process it), and
details of any restrictions on sharing. No formal standard will be adhered to.

6. Training and support

All researchers have completed Uol training in Information Security Essential.

7. What are the plans for data sharing beyond project partners? Include justification if some of
your data needs to be restricted. Include data and code. Include repository.

After the project has completed, the data that will be stored with a data repository service will
only be accessible on request and following approval criteria that will be co-developed by the
research team and the data repository service. Data will be made available via the University of
Leeds data repository and, where possible, as supplementary material accompanying academic
publications.

The electronic health records used in the quantitative work will not be made available outside of
the Yorkshire and Humber Care Record in which it was accessed.

8. What Intellectual Property will be generated? How will IP be protected and exploited?

We are not expecting to generate Intellectual Property beyond the academic outputs produce vai
the research process.

9. Who is responsible for managing the data? What resources will you need?

The Principal Investigator will have ultimate responsibility for data management during the
project but the quantitative and qualitative study leads will have day-to-day responsibilities. After
the project, the data will be managed by the University of Leeds data repository staff.

10. Ongoing data curation / data housekeeping - you may find it useful to include a retention
table

All summative data used to communicate research findings in published output will be stored in
the University of Leeds data repository. This repository holds deposited data for a minimum of 10
years and datasets are associated with digital object identifiers (DOls).

End of Project

At the end of a project and/or before you leave the institution, you should ensure that data and
research materials are deposited with the School or a trusted data repository and documented in
such a way that they can be found and understood.

Dataset name Location Person responsible

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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University of Leeds Data Management Plan (DMP) Template: Prompt Sheet

1. What data will be produced or used? (Including original software)

[J  What physical data will you study? (e.g. artefacts, samples, paper archives, etc.)

[J What digital data will you generate? (e.g. field-notes, images, spreadsheets, audio interviews,
survey data, annotated bibliography, etc.)

[J  What original software will you generate?

J What third party data will you reuse?

2. Where will data be stored? How will data be structured?

[J Estimate how much data you will produce over time — do you have enough storage?

[J Do you know what University storage is available and how to access it?

[J  What file formats and software will you use?

[J Do you have a logical file naming convention and directory structure?

L] How will you use versioning so you can identify the current version of documents / data?

[J How will data generated in the field be saved to safe University storage?

3. Access to data during the project. Give details of collaborators and any
controls.

[] Have you discussed data sharing with your research collaborators/ supervisor?

[J  Who needs to access data during the research? How will they access data?

[J Do you need a data sharing agreement? (see also section 4.)

4. Ethics and legal compliance: are there any ‘special’ requirements for your
data?

[J  Have you read the University’s Information Protection Policy? Data must be assessed for
sensitivity and storage in line with this policy
https://it.leeds.ac.uk/it?id=kb article&sysparm article=KB0011140

L] Are you familiar with the University’s advice on data protection and GDPR?

https://dataprotection.leeds.ac.uk/

[1 Does your research funder have specific data management and sharing requirements?

[J Are there other policies and protocols you need to be aware of and observe? For example, NHS
codes of practice?

[J  Will you anonymise your data?

J Should some data be destroyed? When and how?

]  How and where will you record any participant consents and/or contractual requirements which
impact data management and sharing? The DMP can be a good place to record this information.

5. How will data be documented and described? Methodologies and
protocols.

[J  Will others understand your data? Write documentation. Make sure table and spreadsheet
values are clearly labelled.

[J  What information about data collection methodology will be recorded?

[ Isitimportant for the research to be reproducible? Why/why not? What additional
documentation will be required?

L) Will you write software? Where will this be documented and stored for future use?

Adapted from University of Cambridge DataTrain project & University of Edinburgh MANTRA
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6. Training and support

[l What training do you need for data gathering, organisation, analysis or presentation?

|

Are there relevant courses available at the University? Online? Who can provide support?

What are the plans for data sharing beyond project partners?
Have you considered reasons for and against sharing data? Will data be openly available to
everyone or will there be access restrictions?

- N

If your research involves people, have you obtained appropriate consent for data sharing?
Can your data be released immediately, or should you embargo (delay access to) the data?
How long will / should data be available for?

Iy

Will you use a data repository? Which one? Are there subject specific data repositories in your
field?

©

What IPR will be generated? How will IPR be protected and exploited?

(] Will you be applying for a patent? Will your research have commercial applications? Do you
need to contact the Commercialisation team in the Research and Innovation Service?

[J Have you read the University Intellectual Property Policy?

http://ris.leeds.ac.uk/downloads/download/600/university of leeds ipr policy

9. Who is responsible for managing the data? What resources will you need?
Who is responsible for data at different stages in its lifecycle?

[

[J On projects with complex data management requirements, different types of role should be
specified.

[J  How will best practice and guidance be shared across the project partners?

[J  Are sufficient resources (skills, people, storage, technology) available to deliver your plan?

10.0ngoing data curation / data housekeeping - you may find it useful to
include a retention table

[J  What data will you keep? Who decides?

LI  Where will data be kept and for how long.

0 Who needs to know what data exists on the network, where it is, how it should be managed and
how long it should be retained?

Don’t forget to review and update your data management plan regularly

But | don’t have any data! Anything can become research data if it is used for research
purposes — data is not just numbers on a spreadsheet. Think creatively about the materials you are
using and producing: what could be shared with other researchers who are interested in your work;
what could be reused to produce new insights? Any evidence or material which underpins or sheds
light on your findings, your academic publications, your thesis or your project can be considered
research data.
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