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The core of security proofs of quantum key distribution (QKD) is the estimation of a parame-
ter that determines the amount of privacy amplification that the users need to apply in order to
distill a secret key. To estimate this parameter using the observed data, one needs to apply con-
centration inequalities, such as random sampling theory or Azuma’s inequality. The latter can be
straightforwardly employed in a wider class of QKD protocols, including those that do not rely
on basis independent sources, such as the loss-tolerant (LT) protocol. However, when applied to
real-life finite-length QKD experiments, Azuma’s inequality typically results in substantially lower
secret-key rates. Here, we propose an alternative security analysis of the LT protocol against gen-
eral attacks, for both its prepare-and-measure and measurement-device-independent versions, that
is based on random sampling theory. Consequently, our security proof provides considerably higher
secret-key rates than the previous finite-key analysis based on Azuma’s inequality. This work opens
up the possibility of using random sampling theory to provide alternative security proofs for other

QKD protocols.

Quantum key distribution (QKD) allows two distant
users, Alice and Bob, to generate a shared secret key in
the presence of an eavesdropper, Eve, with unbounded
computational power [1, 2]. To prove the security of
QKD, we often consider the error rate that Alice and Bob
would have obtained in a fictitious scenario, known as
the phase-error rate, which directly bounds the amount
of sifted-key information that could have leaked to Eve,
and determines the amount of privacy amplification that
the users need to apply to distill a secret key [3-6]. Since
Alice and Bob cannot directly observe the phase-error
rate, they must estimate it using the data collected in the
test rounds, i.e. the detected rounds which are not used
to generate the sifted key. For this estimation, it is indis-
pensable to employ statistical techniques. For example,
in the case of the BB84 protocol [7] without source flaws,
one can use the fact that Alice’s source is basis indepen-
dent to estimate the Z-basis phase-error rate from the
X-basis bit-error rate, and vice-versa, using random sam-
pling theory [8, 9]. In protocols where the user sources are
basis dependent, the detection statistics of a particular
round may depend on the basis choices made in previous
rounds, and Azuma’s inequality [10] has been typically
applied to deal with this dependency [11-14]. However,
recently, Maeda et al. [15] have successfully applied a
non-trivial security analysis based on random sampling
theory to a twin-field QKD variant in which the users do
not employ a basis independent source. This work raises
the obvious question of whether random sampling theory
could also be applied to other protocols that do not use
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a basis independent source, and whose security proofs
currently rely on Azuma’s inequality. Since the estima-
tion of Eve’s side information is the core of QKD security
proofs, investigating the possibility of using different es-
timation techniques deepens our understanding of QKD
protocols and their security. Moreover, it has important
experimental implications, in terms of the secret-key rate
obtainable, since concentration bounds for independent
random variables, such as the Chernoff bound, are typi-
cally tighter than those for dependent random variables,
such as Azuma’s inequality.

One obvious candidate to investigate is the loss-
tolerant (LT) protocol [12], a three-state protocol that
is resistant to losses in the presence of state prepara-
tion flaws (SPFs), which arise from the finite precision
of modulation devices. Earlier attempts to address SPFs
[16] resulted in a performance that degraded very quickly
with moderate-to-high channel losses. Conversely, even
in the presence of large SPFs and high losses, the perfor-
mance of the LT protocol is close to that of a perfect four-
state BB84 protocol, at least in the limit of infinitely-long
keys [12]. Recent works [17-19] have shown that one
can prove the security of the LT protocol in the pres-
ence of additional source imperfections, such as mode
dependencies, Trojan horse attacks or pulse correlations,
as long as one can ensure that their magnitude is suf-
ficiently small. Also, the LT protocol can be combined
with measurement-device-independent (MDI) QKD [20]
to guarantee the security in the presence of arbitrarily
flawed detectors. Moreover, the LT protocol is highly
practical and can be implemented with off-the-shelf de-
vices. In fact, several experiments have implemented the
LT protocol [21, 22], and a variation of it [23] set a fi-
bre QKD distance record. For these reasons, a deep un-



derstanding of its security is of theoretical and practical
interest.

Clearly, in the LT protocol, Alice’s source is not basis
independent. For starters, in its standard three-state for-
mulation, Alice only emits one of the two X-basis states.
However, even if one were to apply the LT idea to a four-
state protocol, the source would still be basis dependent,
due to the SPFs. Thus, Azuma’s inequality has been
used in both the asymptotic [12] and finite-key [13] secu-
rity proofs of the LT protocol. In the asymptotic regime,
the specific statistical technique employed does not affect
the performance, since the deviation terms vanish in the
limit of infinitely-long keys. However, choosing the tight-
est statistical technique available does have an impact on
the key rate obtainable in (existing and future) real-life
finite-length implementations of the LT protocol.

In this paper, we show how the finite-key security of the
LT protocol against general attacks can be reduced to a
random sampling problem, for both its original prepare-
and-measure (P&M) version and its MDI version. This
random sampling problem can be solved using concen-
tration inequalities for sums of independent random vari-
ables, which results in tighter bounds than those of a pre-
vious analysis [13] based on Azuma’s inequality. Our pa-
per is structured as follows. In Section I, we present our
general statistical analysis, inspired by that of Ref. [15],
and apply it to a generic scenario. In Section II, we show
how this analysis can be used to estimate the phase-error
rate of the P&M LT protocol, and in Section III, we do
the same for the MDI LT protocol. In Section IV, we
give an expression for the secret-key rate obtainable in
both protocols. In Section V, we simulate the secret-key
rate obtainable for different values of the block size, and
compare it with that of alternative analyses. Finally, in
Section VI, we conclude our paper.

I. GENERAL STATISTICAL ANALYSIS

In this section, we present our general estimation pro-
cedure and apply it to a generic scenario, which we denote
as the Tagged Virtual Protocol (TVP). Its name refers
to the fact that, as we will see in Sections II and III, one
can draw an equivalence between the TVP and the vir-
tual protocols of both LT P&M QKD and LT MDI QKD,
once the users probabilistically assign tags to their emis-
sions.

In the TVP, the users emit, amongst others, the states
Pvirs Ppos and Preg> with probabilities pyir, Ppos and Pneg-
These may be states sent by Alice, in the P&M protocol,
or joint states sent by Alice and Bob, in the MDI proto-
col. Also, pyiy is one of the virtual states, emitted only
in the virtual protocol, while ppos and ppeg are actual
states, emitted also in the actual protocol. These states
satisfy

Pvir = CposPpos — CnegPneg (1)

where cpos and cpeg are some non-negative coefficients
such that cpos — Cneg = 1. For reasons that will become
clear later on, we assume that the users assign a tag of
t € {vir,pos,neg} to each emission of p;. That is, each
emission of pyi is trivially assigned a tag ¢ = vir, and
so on. In the quantum communication phase of the pro-
tocol, some of these emissions will be detected. Here, a
“detection” refers to any process that depends on Eve’s
attack and distinguishes some emissions from others. For
the P&M protocol, we will define a detection as an event
in which Bob obtained a particular measurement result,
and for the MDI protocol, as an event in which Char-
lie reports a projection to a particular Bell state. We
denote by NN; the number of detected emissions with a
tag of ¢, i.e., the number of detected emissions of p;.
In the actual protocol, the outcome of the random vari-
ables Npos and Nyee can be directly observed by the
users, but the outcome of Ny cannot, and must be es-
timated. Thus, the objective of the analysis is to find
a statistical relationship between Nyir, Npos and Npeg;
more specifically, we want to find a function f such that
Pr[Nyir > f(Npos, Nueg; €)] < &, where € can be made ar-
bitrarily small.

The starting point of the analysis is Eq. (1), which we
now rewrite as

Ppos = Ppyic|posPvir T Pp,eq|posPreg: (2)

where p, . pos = 1/Cpos and Py pos = Cneg/Cpos- Equa-
tion (2) implies that sending ppos is equivalent to sending
pvir With probability p, . |pos and pneg With probability
Ppneg|pos- Lhat is, the TVP is indistinguishable from the
following scenario:

— The users select tag t € {vir, pos, neg} with proba-

—If ¢t = pos, the users emit pyi, with probability
Dpyirlposs O Pneg with probability Dpreg [pos-

— If ¢t € {vir, neg}, the users emit p;.

In the above scenario, some emissions of pyi, will have a
tag of “vir”, and some will have a tag of “pos”, but they
are otherwise identical. The same is true for emissions of
Pneg With tags of “neg” and “pos”. Thus, one can go even
further, and think of another equivalent scenario in which
the users first decide the quantum state that they emit,
and then probabilistically assign a tag to it. Namely:

Modified scenario

e The users select and emit the state p, €
{pvirapneg} Wlth probablhty ﬁpx = Dg —+
PposPpg|pos-

e Next, they assign their emission the tag t =
x with probability p,|,, := pz/pPp,, or the
tag ¢ = pos with probability ppes|,, = 1 —
Palp, -




This modified scenario is equivalent to the TVP in
terms of tags, because:

1. The overall probability to assign a particular tag
t € {vir,pos,neg} is the same in both scenarios,

i.e. Pt-

2. The quantum state emitted given a particular tag
t is the same in both scenarios, i.e. p;.

In the modified scenario, let N¥* be the number of de-
tected emissions of p, with a tag of t, NP= = Dot NP=
be the total number of detected emissions of p,, and
N; = Y, N/* be the total number of detected emis-

sions with a tag of t. That is, Ny = N2 Npos =

vir
ng’g'; + Npses and Nneg = Njze5. The equivalence above
implies that, for any attack by Eve, the set of random
variables { Nyir, Npos, Nneg } inn the TVP has an identical
distribution as the set {Nvir,Npos,Nneg} in the modi-
fied scenario. Hence, if we find a function f such that
Pr [Nvir > f(NpOS,Nneg;a)] < ¢ in an execution of the
modified scenario, then it must also be the case that
Pr [Nvir > f(Npos,Nneg;e)] < £ in an execution of the
TVP. The equivalence between the two scenarios is shown
in Fig. 1.

vir vir

¥ \TPvir
Nyir Pvir Nyir Pvir Nvir _
vair
l)UH 1)()\ . 7 vir
> pViI‘ Ngos
Npos pPOS Npos pos .
Pneg  Npe:®
neg neg ~
B o aneg
Npeg  Pneg Npeg  Pneg Nné’geg
Tagged Virtual Protocol Modified Scenario
(TVP)
Figure 1. Relationship between the Tagged Virtual Proto-

col (TVP) and the modified scenario. In the modified sce-
nario, each emission of pvir (pneg) is assigned a tag of either
“vir” (“neg”) or “pos” with a fixed probability, in such a way
that emissions with a tag of ¢ € {vir,neg, pos} are equiva-
lent to emissions of p; in the TVP. In the modified scenario,
the detection statistics of each emission must be independent
of the tag assigned to it, since Eve does not have any tag
information. Hence, each of the N?vir (Nnes) detected emis-
sions of pvir (pneg) 1s assigned a tag of either “vir” (“neg”) or
“pos” with the a priori fixed probability. This allows us to
find a statistical relationship between the random variables
Nyir 1= NO Npos 1= NESE + NH5s® and Npeg 1= Niog® us-
ing a random sampling analysis, see Eq. (5). Since the TVP
is equivalent to the modified scenario, the same relationship
must hold for the random variables Nyir, Npos and Npeg in
the TVP, see Eq. (6).

The random tag assignments in the modified scenario
allow us to find a bound on Ny by using a random sam-
pling analysis. The key idea is that the probability to

assign a particular tag to a particular emission must be
independent of whether the emission is detected or not,
since the tag assignment does not change the emitted
quantum state, and Eve does not have any tag informa-
tion. Thus, each of the N*vir detected emissions of py;, is
assigned a random tag of “vir” or “pos” with probabili-
ties Puirjpyi A Dpos|pyie = 1 — Dvir|py;,» TeSPectively. This
implies that Nf,’lvr“ is a random sample of a population of
Npvie = NPvir N{jgg elements, where each item is sam-
pled with probability pyi|,,;,- In Appendix A, we show
that this implies that, except with probability €/2,

Nflvr” <gu (Nggisrﬂﬁviﬂpvir? 5/2> ) (3)

where gy is defined in Eq. (A3). Similarly Njac is the
size of a random sample of a population of Nnez =
N{f{)‘;’g + N{fggg elements, where each item is sampled with
probability pyos|p,.,- This implies that, except with prob-
ability €/2,

Nggsg Z gL (Nnegaﬁposmmga 5/2) ) (4)

where gy, is defined in Eq. (A3).

Using the relations Ny, = N2, Nyos = Ny + Njss#,
and Nneg =
we have that

Vises in combination with Egs. (3) and (4),

Nvir S gu (Npos - N SS aﬁvir|pvir75/2)

< gu (Npos — gL (Nnegaﬁpoﬂpnega 5/2) aﬁvir|p\,ira 5/2>

(5)

except with probability e, where in the first inequality

we have used Eq. (3), and in the second inequality we

have used Eq. (4) and the fact that gy is an increasing
function with respect to its first argument.

As explained above, the random variables
{Nvir, Npos; Nneg} in the TVP are identically dis-
tributed as the random variables {NvithosaNneg} in
the modified scenario. Thus, Eq. (5) implies that, in the
virtual protocol

Nvir < gu (Npos — gL (Zvrleg7ﬁpos|pncg 5 5/2) 7ﬁvir|pvira 8/2)

= f(NpOS7NHEg; E),

(6)
except with probability €, as required. Since Np.s and
Nyeg are observables of the actual protocol, Alice and
Bob can use their observed values to obtain an upper
bound on Nyi;.

In Sections IT and III, we explain how to apply this
statistical analysis to the LT protocol, for both its P&M
and MDI versions. In this protocol, the virtual states
and the actual states are all in the same qubit space. Be-
cause of this, each virtual state can be expressed as an
operator-form linear function of the actual states. How-
ever, this linear function does not necessarily have one



positive term and one negative term, as in Eq. (1). To
apply the analysis above, the users will first probabilis-
tically assign tags of “pos” and “neg” to some of their
emissions, in such a way that the average state with a
tag of t € {pos,neg} is p;. After these tag assignments,
the resulting tagged virtual protocol will be equivalent to
the TVP, shown on the left side of Fig. 1.

II. PREPARE-AND-MEASURE PROTOCOL

In this section, we apply our analysis to the P&M LT
protocol [12]. For each round, Alice sends Bob a pure
state |¢;), with probability p;, j € {0z,1z,0x}, where
emissions of 1o ), (|%0,), and [11,),) are considered to
belong to the X (Z) basis. The only assumption needed
to apply our analysis is that Alice’s states are charac-
terised and linearly dependent, i.e. they are all in the
same qubit space. For simplicity, in this discussion we
assume that the states are in the X Z plane of the Bloch
sphere; in Appendix B, we show how to apply our results
in the general case. Bob measures the incoming signals
in the Z or in the X basis, with probabilities pz, and
Dx g, respectively. We do not need to assume that Bob’s
measurement bases are mutually unbiased, but we do as-
sume that his choice of basis is fully random, and that
the detection efficiency is the same for both bases. After-
wards, Bob reveals which rounds were detected, and both
users reveal their basis choice in those rounds. The sifted
key is generated from the detected events in which Alice
and Bob both chose the Z basis. The detected rounds in
which Bob chose the X basis are considered to be test
rounds. In these, Bob will reveal his measurement result.
The full protocol description is given in Appendix C.

The objective of the security analysis is to estimate
the number of phase errors in the sifted key, using the
test data. To define this quantity, we consider an equiva-
lent entanglement-based virtual protocol, in which Alice
replaces the key emissions by the generation of the en-
tangled state

1
Vz) a0 = ﬁ(|0Z>A|"/}OZ>a+|1Z>A W12)a)s  (7)

where a is the photonic system sent to Bob and A is
Alice’s fictitious qubit ancilla, which she keeps in her
lab. For simplicity, in Eq. (7), we have assumed that
Do, = p1,- The key generated in the actual protocol is
equivalent to the key that Alice and Bob would obtain by
performing a Z-basis measurement on the systems A and
a of the detected rounds in which Alice generated |¥z) ,..
The number of phase errors is defined as the number of
errors that Alice and Bob would have observed if they
had measured these systems A and a in the X basis in-
stead. This is equivalent to a scenario in which, in the
key rounds, Alice sends Bob the virtual states

X _ |¢0z>a + (_1)a ‘¢1z>a
[oteala V20— (—D)° (@0, 101,),) ®

with probabilities

1
DPvir, = ipZA(l - (_1)a <¢Oz|wlz>a)a (9)
and Bob measures these states in the X basis. Here,
pz, is the probability that Alice selects the Z basis, and
a € {0,1}. Thus, Alice’s choice of state in the virtual
protocol can be equivalently described by assuming that
she fictitiously prepares the entangled state

|\I/Vir>sa = \/DviroPZp ‘O>S |wvir0>a + VDPvir1PZp |1>S ‘wvir1>a

+V/PozPxXp |2>S ‘w02>a + VP12Px5 ‘3>S |'(/le>a

+ VPoxPxp [4) s [Yox)q + VPoxPzs [5) g Wo;zig)’
and then performs a measurement on system S. Note
that S holds information about Alice’s and Bob’s setting
choices. For instance, |2) 4 represents the events in which
Alice selects the virtual state ¢, ), and Bob chooses the
X basis. In the right-hand side of Eq. (10), the first two
terms are associated with virtual events. That is, the
events in which Alice and Bob select the Z basis in the
actual protocol, but their basis choice is replaced by the
X basis in the virtual protocol. All the other terms in
Eq. (10) correspond to actual events that occur in the
actual protocol.

In the virtual protocol that we have just defined, the
occurrence of a phase error is defined as an event in which
Alice measures system S, obtains the outcome 0 (1), and
Bob’s X-basis measurement outputs the bit value 1 (0).
The measurement statistics associated with these events
cannot be directly observed, since the virtual states are
never sent in the actual protocol. However, as we show
in Appendix B, one can exploit the fact that the virtual
states and the actual states live in the same qubit space
to find an operator-form linear relationship between the
virtual states and the actual states. Namely,

Pvirg = Cogz|virg POz + Clz|virgPlz + Cox |viroPOx

Pvir, = COZ\virlpOZ + CIZ|Vir1plz + COx|Vir1p0X7 (11)

where Pvir, = |7/}vira><wvira|aa pj = |wj><wj|aa and the
coefficients cj)yiy, can be positive, negative or zero de-
pending on the form of the actual states {[+);) }. For
example, when there are no SPFs, the emitted states are

[Y02)a = 102)4: W12)q = [12), and [P0y ), = |0x),; and
Eq. (11) becomes Pvirg = Pox and Pvir; = L0z TP1; —POx -
Next, in order to employ the analysis in Section I, we
rewrite Eq. (11) as

Pvirg = CposgPposy — CnegoPnegp s (12)
Pvir; = Cposy Ppos; — Cneg; Pnegy » (13)
where, for ¢ € {pos,neg} and « € {0,1},

Cto, = Z ‘cj\vira|a (14)

JESt,

Pty = Z Pjlta |1/1j><¢j|a- (15)

JESty



In Eq. (15), Spos., (Sneg..) is the set of indices j such that

c% is positive (negative), and

J

¢ vira |
pjltoz = J‘vu : (16)
Ct

@

Now, each of Egs. (12) and (13) is identical to Eq. (1), the
starting point of the statistical fluctuation analysis intro-
duced in Section I. We will apply this analysis to estimate
the detection statistics of each virtual state, separately.
Recall that, in the TVP defined in Section I, the states
sent are pPyir, Ppos and pneg (see Fig. 1). However, in
the virtual protocol defined above, Alice does not emit
the states Pposys Pposi> Pneg A pPreg,- Instead, Alice
will probabilistically assign tags of tg € {posg,negp} and
t; € {posi,negy } to some of her emissions, in such a way
that the average state with a tag of tg (¢1) is pt, (pey)-
After doing so, we can draw an equivalence between the
virtual protocol and the TVP.

More concretely, let us consider the events in which
Alice emits |v;) , j € {0z,12,0x}, and Bob chooses the
X basis, corresponding to measuring system S of Eq. (10)
in 2, 3 or 4. Each of these events occurs with probability
Pj x5 = PjPxp, and is assigned a tag of t, € {pos,,negy}
with probability

PtoDj|t,
DPt.lj, X = ) 17)
el X PiPXp (
or a tag of t, = junk, otherwise; where a@ € {0,1},

Pjlt.. is given by Eq. (16), and p;,, is the total probability
of assigning tag t,. Note that the assignment of tag
to and of tag t; is done independently: each of these
emissions will have both a tag of ¢ty and a tag of 1. This is
allowed because our key idea relies only on a probabilistic
assignment of a tag, and even if multiple assignments
are made for a single pulse, the argument still holds. In
Eq. (17), the conditional probabilities p;_|; x, become
fixed once one chooses the value of p;_ , which must be
such that p,, < p;px,/pjp., for all j € {0z,12,0x},
since py,|j,x, < 1. In order to waste as few test rounds as
possible, and thus obtain a tight estimate of the number
of phase errors, we assume that Alice chooses the largest
possible value of p;_, given by

P, = min PiPXp (18)
7 Pjlta

Moreover, in the virtual protocol, Alice assigns a deter-

ministic tag of ¢y = virg (¢t = viry) to each emission of

[Vvirg )y (|%vir,),), corresponding to S =0 (S =1).

After these tag assignments, an emission with a tag
of t, is equivalent to an emission of p, . Thus, if Alice
disregards the outcome of her measurement of system 5,
and considers only the tags of t,, that she assigns, the vir-
tual protocol becomes equivalent to a scenario in which
Alice actually emits p,, with probability p; , and then
trivially assigns her emission a tag of ¢,. This scenario,
which we denote as the the Tagged Virtual Protocol «

and depict on the right side of Fig. 2, is identical to the
TVP defined in Section I and shown on the left side of
Fig. 1.

Virg

|¢vira> Pvir,,
S=a«a
POSa
|¢Oz>
G > pposa
Y1)
S = pnega
junk,
Pjunk,

Virtual Protocol

(before tagging)

Tagged Virtual Protocol a

Figure 2. Relation between the virtual protocol and the
Tagged Virtual Protocol «, where a € {0,1}, for the
P&M scheme. In the virtual protocol, events for which
S € {2,3,4} are probabilistically assigned a tag of t, €
{posa, negq, junks} (dashed arrows), in such a way that the
average state with a tag of ¢, is p¢,. Events for which S = «
are deterministically assigned a tag of to = vir, (solid arrow).
If one considers only the tags of t, that Alice has assigned,
the virtual protocol becomes equivalent to the Tagged Virtual
Protocol a. The ellipses at the top of the diagram represent
events which are identical in both scenarios, but which are
not relevant for the analysis.

Let Ntlox (Ngx ) be the number of detected events with
a tag of ty (¢1) in which Bob obtained measurement result
1x (0x). Equation (6) of Section I implies that, in the
Tagged Virtual Protocol 0, it holds that, except with
probability /2,

1 1 1 ~
Nio <gu (Npé(so — gL (Nnexg07 PposO|pnego 5/4) )
(19)
ﬁvir0|pvirg 3 5/4) 5

and in the Tagged Virtual Protocol 1, it holds that, ex-
cept with probability €/2,

0 0 0 ~
No <gu (Npé(sl — gL (Nne)z(g17pp081|pnegla€/4),

(20)

f)vir1|pvir1 ; 5/4> 5
Where» for a € {07 1}7 ﬁvira\pvim pvira/(pvira +
pposa/cposa) and ﬁposa|pnega 1 - pnega/(pnega +
PposaCnega/Cposa ). Moreover, since the virtual protocol
is equivalent to the Tagged Virtual Protocol 0 (1), in
terms of the assigned tags of ¢y (t1), Eq. (19) (Eq. (20))
must also hold for the virtual protocol. Thus, combining
Egs. (19) and (20), we have that, in the virtual protocol,



— Nlx Ox ;
the number of phase errors Ny := N5, + IV satisfies

1 1x =
Nph < gu (Npc))(s() — 9L (Nné(g()apposmpnego,&/ll),
ﬁVir0|Pvirov 5/4)
0 0x =
+ gu (Np(i(sl — 4L (Nné(glapposﬂpncgl,ff/él)’

ﬁvir1|pvir1 ) 5/4> )

(21)

except with probability €.

In order to use Eq. (21) to prove the security, the
quantities NpX and N{*, for a € {0,1} and t, €
{posa,neg,}, must be observables in an actual imple-
mentation of the protocol. Thus, the probabilistic tag
assignments defined in Eq. (17) must happen in the ac-
tual protocol too. However, note the following: (1) the
tag assigned to a particular emission must be indepen-
dent of Bob’s measurement result, since the tag assign-
ment does not change the emitted quantum state; and
(2) the assignment of tag t, is only relevant for the anal-
ysis if Bob happens to obtain a measurement outcome of
(a®1)x in that round. This implies that it is only neces-
sary for Alice to probabilistically assign a tag of ¢y (¢1) to
the events in which she sent |¢;)_, j € {0z,12,0x}, and
Bob obtained measurement result 1x (0x). For a full
description of the protocol, including the tagging step,
see Appendix C.

III. MEASUREMENT-DEVICE-INDEPENDENT
PROTOCOL

In this section, we apply our analysis to the LT MDI
QKD protocol. For each round, Alice (Bob) selects the
state [1p;), (]1%),) with probability p; (p)), where j (s)
€ {0,1,7}, and sends it to an untrusted middle node
Charlie. As in the P&M case, the only assumption re-
quired to apply our analysis is that all states emitted
by Alice (Bob) are in the same qubit space. For sim-
plicity, in this discussion we assume that all states lie in
the X Z plane of the Bloch sphere; in Appendix D, we
show how to treat the case in which they do not. Emis-
sions for which j € {0,1} (s € {0,1}) are considered to
belong to the Z basis, and for simplicity their selection
probability is assumed to be equal, i.e. pg = p1 = pz/2
(ph, = Py =’ /2). We denote Alice and Bob’s joint state
by [¥).s) 0 = [15), @ [¥%),, and its associated probability
by pj.s = pjpl-

Alice and Bob expect Charlie to perform a Bell state
measurement on each incoming joint pulse, and announce
the result. In most MDI protocols, including the original
MDI QKD proposal [20], Charlie may obtain a projec-
tion to one of two Bell states. However, for simplicity,
for now we assume that Charlie attempts to obtain a
projection to only one of the four Bell states, and that
if he is successful (unsuccessful), he reports the round as

“detected” (“undetected”). At the end of the section, we
show how to generalise the analysis to the case in which
Charlie may report a projection to two or more different
Bell states. Also, note that Charlie is untrusted, and may
even be fully controlled by Eve. Thus, in what follows,
we directly assume that it is Eve who performs the mea-
surements and announces the results. Importantly, Eve
is not limited to measuring each round independently: if
she performs a coherent attack, her full set of announce-
ments may depend on an arbitrary general measurement
acting jointly on the photonic systems of all the rounds
in the protocol.

After Eve’s announcements, Alice and Bob reveal,
for each round, whether or not they used the Z ba-
sis, thus learning whether or not (j,s) € Z :=
{(0,0),(0,1),(1,0),(1,1)}. The rounds for which (j, s) ¢
Z are automatically considered to belong to the set of test
emissions, which we denote as 7. The rounds for which
(j,8) € Z receive a special treatment: with probability
pi|z they are considered key emissions, and with prob-
ability pr |z they are considered test emissions, where K
is the set of key emissions, and pi|z + p7r|z = 1. This is
needed because we want to use data from some Z-rounds
to estimate the phase-error rate. The resulting scenario
is shown on the left-hand side of Fig. 3. For all rounds
in T, Alice and Bob reveal their choice of (7, s).

Alice (Bob) defines her (his) sifted key as her (his)
choices of j (s) in the detected rounds in K. The objec-
tive of the analysis is to use the detection statistics of
the T-rounds to estimate the number of phase errors in
their sifted keys. This quantity is defined as the num-
ber of errors that Alice and Bob would have obtained if
they had run a virtual scenario in which they replaced
the KC-emissions by the generation of the virtual state
|[Ur) = %Zj,s:O,l 172,82) A |1),s) 4 fOllowed by an X-
basis measurement on their local ancillas A and B. Let
HZ% be the projector onto the phase-error subspace in
AB. Note that the definition of a phase error depends on
the particular Bell state onto which Charlie is supposed
to project the incoming pulses. The average state of a
key emission may be written as

1

pe=7 D 10isXislay = Ponicron + Ppmpcrin- (22)

7,s=0,1

where ppn and pgp are quantum  states such that

Ponikcpon = Trap[IBy W) Wxl] and pogcopn
Trap[(I — T15%) [¥xc)(Wil]. Thus, the virtual protocol
may be regarded as the following scenario: the users
jointly select K or T with probabilities px = pzpx|z
and pr = 1 — pg, respectively, and

o If they select KC, they emit pp, and Ppl with prob-
abilities ppypx and Pphik respectively.

o If they select 7, they emit [¢; ), with probabil-
ity pj.o|T = PjsPTj.s/PT, Where pri; o = priz if
(J,s) € Z and pr; s = 1if (j,5) ¢ Z
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Figure 3. Relationship between the actual protocol and the
Tagged Virtual Protocol in the MDI scenario. In the actual
protocol, shown on the left, emissions such that (j,s) € Z are
probabilistically assigned to either K or 7, while emissions
such that (j,s) ¢ Z are always assigned to 7. In both the
actual and virtual protocols, events in 7 are probabilistically
assigned a tag of t € {pos,neg,junk}, in such a way that
the average state with a tag of ¢ is p;. The dashed arrows
represent this tagging process. In the virtual protocol, K-
emissions are substituted by emissions of ppn and pgp, and
are assigned tags of “ph” and “ph”, respectively. If Alice and
Bob consider only the tags that they have assigned, the virtual
protocol becomes equivalent to the tagged virtual protocol,
shown on the right.

The number of phase errors, Npp, is defined as the
number of detected emissions of p,, that Alice and Bob
would have observed if they had run this virtual proto-
col. To estimate this quantity, we use again the random
sampling analysis of Section I. To apply this analysis,
however, we need to first show that ppn can be written
in the form of Eq. (1), i.e.,

Pph = CposPpos — CnegPneg (23)

and then add a tagging step to the protocol, so that
it becomes equivalent to a scenario in which the states
Ppos and ppee are actually emitted. In Appendix B, we
show that pp, can be expressed as an operator-form lin-
ear function of the actual states, that is

Poh = D CjsPjs (24)
7,8

where pj s = [1;,s)(1;,s],, and the coefficients c; ; are real
and can be negative. Thus, if we denote by Spos (Sneg)
the set of pairs (j, s) such that ¢; ; is positive (negative),

and, for t € {pos,neg}, we set

Ct = Z |cj, sl (25)

J,SES:
Pt = Z Dj s|tPs,s5 (26)
J,SESt
where
lcjsl/ce if (4, ) € S,
el = ’ 27
Pislt {0 otherwise, (27)

we obtain Eq. (23).

In the tagging step, Alice and Bob need to probabilis-
tically assign tags of “pos” and “neg” to their emissions
in T, in such a way that the average state with a tag of
t is p;. To achieve this, in the actual protocol, Alice and
Bob must assign a tag of ¢t € {pos, neg} to each emission
of [1;s),, in T with probability

Dt|TPj,s|t
pt|j,s,T = Ma (28)
Dj,s|T

where p; 4 is given by Eq. (27), and py 7 is the probabil-
ity that a round in 7 is assigned a tag of . Note that the
assignment probabilities py|; s 7 become fixed once one
chooses pyr. From Eq. (28), it follows that the value of
pyT must be such that Pyt < pj,s|7'/pj,s|ta V(], 5) €St
Hence, its maximum possible value is

. DPjs|T
pyT = iy (29)
and we assume that Alice and Bob choose this value,
in order to waste as few T-rounds as possible and thus
obtain a tight estimate of the phase-error rate. Finally,
Alice and Bob assign the tag “junk” to all the remaining
rounds in 7 that have not been tagged as “pos” or “neg”.

Since T-emissions are identical in the actual and vir-
tual protocols, the previous tag assignments can be re-
garded as taking place in both protocols. Besides, let
us further assume that, in the virtual protocol, Alice
and Bob assign trivial tags of “ph” and “ph” to each
emission of pp, and i respectively. Then, if Alice and
Bob disregard their choice of state, and consider only the
tags that they have assigned, the resulting tagged virtual
protocol becomes equivalent to the scenario depicted in
the right-hand side of Fig. 3, in which Alice and Bob
emit p;, ¢ € {ph, ph, pos, neg, junk}, with probability p;;
where p; = prpyc for t € {ph,ph}, and pr = prpyr
for ¢t € {pos,neg, junk}. This scenario is identical to the
starting point of the random sampling analysis in Sec-
tion I, the TVP shown on the left side of Fig. 1. The
only differences are that here we have denoted the vir-
tual state of interest as ppn, not pyir; and that we have
some extra emissions of Pol and pjunk, which we simply
ignore in the analysis. Using Eq. (6), we have that, ex-
cept with probability €, the number of phase errors N,



satisfies

Nph <gu (Npos — 9L (Nnegaﬁposh)nega 5/2) aﬁph|ppha 5/2) y

(30)
where N; is the number of detected events with a tag
of tv ﬁph|pph = pph/(pph + ppos/cpos) and }5pos|pneg =1~
pneg/(pneg + pposcneg/cpos)-

In the analysis above, we have assumed that Alice and
Bob reveal their choice of basis for all rounds, and then
probabilistically assign all events such that (j,s) € Z to
either 7 or K with probabilities prz and px|z. How-
ever, note the following: (1) the probability to assign a
particular emission to 7 or K must be independent of
whether or not it is detected, since Eve has no infor-
mation about this assignment when she makes her an-
nouncements; and (2) the set assigned to the undetected
rounds is irrelevant, since their data is not used at any
point in the analysis. This implies that it is only neces-
sary for Alice and Bob to reveal their choice of basis in
the detected rounds, and then assign each detected event
such that (j,s) € Z to either Tq or Kq with probabilities
p7|z and pkz, respectively, where T3 (Kq) is the set of
detected test (key) rounds. By a similar argument, we
conclude that Alice and Bob only need to reveal their
choice of (j,s) for the emissions in 73, and then assign
each of them a tag of t € {pos,neg} with probability
DPy)j,s,7- For a full description of the protocol, including
these assignments, see Appendix D.

Case in which Charlie reports several projections

The analysis above can be easily generalised to the case
in which Charlie may report a projection to two or more
Bell states. Essentially, the procedure is simply repeated
separately for each successful projection announcement
Q). Note that, because the definition of a phase error
depends on 2, so does the operator associated with a
phase error, which we now denote as ppn,,. By repeating
the procedure in Eqgs. (23) to (27), we define the operators
Pposg aNd Pheg,,, and the coefficients cpos, and cpeg,, for
each €. Then, we imagine that, for all 2, Alice and Bob
assign a tag tq € {posq,negn} to each emission in T
with probability py,;,s7, defined similarly to Eq. (29),
in such a way that the average state with a tag of tq is
Pt,,- In the virtual protocol, we also imagine that Alice
and Bob assign a tag to = phg to each emission of pp,, .
Then, if Alice and Bob look only at the assigned tag
of tn, the scenario becomes equivalent to the “Tagged
Virtual Protocol €27, in which Alice and Bob emit p,,
with probability p:,. Let N, be the number of events
with a tag of tg in which Charlie announced 2. Applying
the results of Section I to the “Tagged Virtual Protocol
Q7 we have that, except with probability eq,

Nth <gu (NPOSQ — gL (NnegQ 7ﬁposg|pnegﬂ 5 59/2) 5

~ . U
pphsz\pphg ) 59/2) = Nphg’

(31)

and because of the equivalence between the “Tagged Vir-
tual Protocol 2” and the virtual protocol, Eq. (31) must
also hold for the latter, for all 2. Thus, the total number
of phase errors is upper bounded by

Nph < ZN;JLQa (32)
Q

except with probability ¢ = Y ,eq. By a similar ar-
gument as in the main analysis above, we deduce that,
in the actual protocol: (1) Alice and Bob only need to
reveal their choice of basis in the detected rounds, and
then assign each detected event such that (j,s) € Z to
either 74 or K4 with probabilities p7|z and px|z, respec-
tively, where Tq (Kq4) is the set of detected test (key)
rounds; and (2) Alice and Bob only need to reveal their
choice of (j,s) for the emissions in T3, and then assign
each of them a tag of tq € {posq,negn} with probabil-
ity pig|j,s,7> where (2 is Charlie’s announcement on that
round.

IV. SECRET-KEY RATE AND SECURITY
PARAMETER

In Sections II and III, we have shown how to obtain
an upper bound N;{l on the number of phase errors Ny
such that

Pr [N}, > Npy] <e. (33)

After calculating this bound, Alice and Bob perform error
correction, error verification, and privacy amplification.
They obtain a secret key of length

K = Ns(1 — h(Npn/Ns)) — Agc — log, Ei —log, %,
where Ny is the length of the sifted key, Agc is the number
of bits revealed in the error correction step, and e is
the probability that Alice and Bob’s keys will not be
identical after the error verification step. It is known
[5, 15] that, if the number of phase errors is bounded as
in Eq. (33) and the secret-key length is set as in Eq. (34),
then the protocol is e;-secret, with e, = v/2v/ + €. Since
the protocol is also e.-correct, then it is €5.-secure, with
€sec = €c T €s.

(34)

V. NUMERICAL RESULTS

In this section, we simulate the secret key obtainable
for both the P&M and MDI LT protocols, using the anal-
ysis introduced in the previous sections. As usual, we
assume the nominal scenario in which no eavesdropper is
present. Moreover, we assume that the users’ sources
emit three different imperfectly-encoded single-photon
states in the form

[95) = cos(8;)[0z) +sin(0;) [1z) , (35)



where {|0z) ,|1z)} forms a qubit basis, and 6; € [0, 27) is
the encoded phase. For the P&M scheme, we assume that
Alice’s states satisfy 0pz = 0, 617 = kr/2, and Oyx =
km/4, where Kk = 1+ ¢/ and ¢ quantifies the magnitude
of the SPFs. For the MDI setup, we assume that Alice’s
and Bob’s states satisfy 0y = 6, = 0, 6, = 0] = x7/2,
0, = kr/4 and 0, = —km/4, where 6; (0,) denotes the
angle of Alice’s (Bob’s) state when she (he) emits state
j (s).

To simulate the data that would be obtained in an ex-
periment, we use the channel model in Ref. [17] for the
P&M protocol, and the channel model in Appendix E
for the MDI protocol. For simplicity, in the latter we
assume that Charlie only announces a detection if he ob-
tains a projection to the Bell state ¥ ~. The experimental
parameters considered are: SPF’s parameter 6 = 0.126,
error correction inefficiency f = 1.16, dark count proba-
bility of the detectors pq = 10~® and fiber loss coefficient
a = 0.2 dB/km. Moreover, we select the correctness and
secrecy parameters to be €, = 107® and e, = 1078, re-
spectively, and for simplicity we set £ = ¢ in Eq. (34),
which means that ¢ = €2/4. In our simulations, we op-
timise over Alice and Bob’s basis selection probabilities,
and in the MDI protocol, we also optimise over the value
of priz. Also, we consider different values of the block
size Niot, which represents the total number of rounds
in the protocol. Finally, we assume an error-correction
leakage of Agc = fh(ez) bits, where ey is the bit-error
rate of the sifted key. The results for the P&M and the
MDI LT protocols are shown in Fig. 4(a) and Fig. 4(b),
respectively.

For completeness, we compare our results with those
of an alternative analysis based on the application of
Azuma’s inequality. This alternative analysis, presented
in Appendix F, is essentially a simplified version of the
security proof in Ref. [13], which considers the emission
of weak coherent pulses rather than single photons. The
results in Fig. 4 show that our analysis based on random
sampling offers significantly higher performances for both
the P&M and MDI LT protocols. The difference in per-
formance is larger for lower values of Ny, while as Ny
increases, the two analyses slowly converge. In the case
Niot — 00, both analyses provide a perfect estimation of
the phase-error rate, and thus offer the same secret-key
rate.

We note that a novel concentration inequality for sums
of dependent random variables has been recently up-
loaded to a preprint server by Kato [24]. This result can
be regarded as an improved version of Azuma’s inequal-
ity that is much tighter when the success probability of
the random variables is low. In Appendix F, we give a
statement of the result, and use it to substitute Azuma’s
inequality in the alternative finite-key analysis of the LT
protocol. However, it must be said that, when applied
to QKD protocols, Kato’s inequality requires an extra
condition that is not needed in either our analysis based
on random sampling or analyses based on Azuma’s in-
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Figure 4. Secret-key rate obtainable using our analysis based
on random sampling theory (solid lines), for the P&M (a)
and MDI (b) LT protocols, as a function of the overall chan-
nel loss and for different values of the block size Niot. For
comparison, we include the secret-key rate obtainable using
an alternative analysis based on Azuma’s inequality (dashed
lines), similar to that of Ref. [13]. For both LT protocols, our
analysis clearly outperforms the alternative analysis based on
Azuma’s inequality.

equality. Namely, it requires users to attempt to predict
the results that they expect to obtain in the experiment,
before they actually run the experiment. This is an im-
portant step, since the inequality is only tight when the
actual experimental data was reasonable close to their
predictions [25].

In Fig. 5, we compare the performance of our analysis
based on random sampling theory with that of our alter-
native analysis based on Kato’s inequality. For simplic-
ity, in the alternative analysis, we assume that the users
could perfectly predict the experimental data that they
obtain in the experiment, which maximises the secret-key
rate obtainable. Fig. 5(a) shows that, in the case of the
P&M protocol, the difference between the two analyses
vanishes almost completely. Conversely, Fig. 5(b) shows
that, in the case of the MDI protocol, our analysis based
on random sampling still retains an advantage, although



significantly smaller than that observed in Fig. 4(b). We
emphasise that, unlike the alternative analysis based on
Kato’s inequality, our analysis based on random sampling
does not require the users to make any prediction before
running the experiment.
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Figure 5. Comparison between the secret-key rate obtain-
able using our random sampling analysis (solid lines) and our
alternative analysis based on the application of a novel con-
centration inequality for dependent random variables (dashed
lines), for both the P&M (a) and MDI (b) versions of the LT
protocol and different values of the block size Niot. For the
P&M protocol, the performance of the two security proofs
is almost identical, while for the MDI protocol, our analysis
based on random sampling provides slightly better secret-key
rates.

VI. DISCUSSION

In this work, we have proved the finite-key secu-
rity of the loss-tolerant (LT) QKD protocol against
general attacks, for both its prepare-and-measure and
measurement-device-independent versions. Our security
analysis reduces the parameter estimation task to a clas-
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sical random sampling problem, which can be solved us-
ing Chernoff bounds, and provides higher secret-key rates
than previous results based on the application of Azuma’s
inequality [13].

Although we have assumed single-photon sources, we
believe that our analysis can be extended to the case in
which the users employ weak coherent sources, as long
as the single-photon components of the three encoded
pulses satisfy the requirements of our proof, i.e. they are
characterised and belong to the same qubit space. In
that case, the users should assign tags to their emissions
in such a way that Eq. (1) holds for their single-photon
components; i.e. pu) =c p(l) —c p(l) where p(l) is

’ vir posf/pos neg/neg, t

the average quantum state of a single-photon pulse with
a tag of t. If so, Eq. (6) holds, although it now has the
form N\Silr) < f(NI(,él,NI(léé;E), where Nt(l) denotes the
number of detected single-photon pulses with a tag of ¢.
Note that now N;(,é)s and Néig are not directly observable,
since the users do not know the photon number of their
emissions. However, by using different laser intensities p,
they are able to observe the values { N} } and { N/, } for
all 1, where N/ is the number of detected emissions with
a tag of ¢ that originated from intensity p. Thus, they
can apply the decoy-state method [26-29] to obtain an
upper (lower) bound on Né},l (Néé%), using for example
the numerical techniques introduced in Ref. [30].

Also, in our random sampling analysis, we have as-
sumed that the three encoded states live in the same
qubit space. In a future work, it would be interesting
to consider if our security proof can be extended to the
case in which the qubit assumption is not satisfied, due
to additional imperfections such as mode dependencies
[17] or correlations between different rounds of the pro-
tocol [18, 19]. In that case, one can no longer derive
an operator equality between the virtual and the actual
states, such as e.g. Eq. (11). Instead, one needs to find an
operator dominance condition [15] between them, which
is non-trivial if the side-channel states are not charac-
terised, as assumed by Refs. [17-19].
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Appendix A: Random sampling analysis

Here, we prove the statements in Egs. (3) and (4),
and give an expression for the functions gy, and gy. Let
us assume that we have a population of n items, where
n is unknown. Each item is assigned to either K; with
probability p or to Ky with probability 1—p. We know the
value of Ko = |K2| and we would like to obtain bounds
on Kl = |’C1‘

Let & = 1 if the i-th trial is assigned to Ko and §; = 0
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otherwise. We have that

> & =K.
i=1

Clearly, E[K3] = (1 — p)n, and therefore n = E[K3]/(1 —
p). Using the inverse multiplicative Chernoff bound [25,
31, 32], we have that

(A1)

sz ()

Ine—Ko
E[K,] < —KaW_, <—e = )

where Wy and W_; are branches of the Lambert W func-
tion, and each of the bounds fails with probability at most
€. From this and the fact that n = K; + K5, we have
that

Ine— Ko
EIK. K2W0 —e K2 )
Ki=n—-Ky;= 1[_2]} — Ky > max | — g_p _KZvO = gL(K27p7E)a
(A3)
K W lnE};K2
Bl W (e %)
Klzn—K2:1[_2p}—K2S— 1_p KQZ:QU(KQapvs)a

where each of the bounds fails with probability . It can
be shown that gy is an increasing function of Ks. Note
that Eq. (A3) is only valid for K5 > 0. In the special
case Ky = 0, we have that [31]

gL(Oapv 6) =0
_ Ine (A4)
1—p

gu(0,p,€) :=

We note that this random sampling problem can also be
solved using the method introduced in Ref. [15].

Appendix B: Operator-form linear relationship
between the virtual and actual states

In this Appendix, we show how to find an operator-
form linear relationship between the virtual states and
the actual states, see Eq. (11) and Eq. (24). For simplic-
ity, we provide first the procedure for the P&M protocol;
then, at the end of this Appendix, we show how to ex-
tend it to the MDI case. The only assumption on Alice’s
emitted states, [¢;), for j € {0z,12,0x}, is that they
are linearly dependent, i.e. all three states live in the
same qubit space. However, the analysis simplifies sig-
nificantly if they are all in the same standard basis plane
of the Bloch sphere, such as the XZ, XY or ZY plane.
First, we consider this simpler case, and then provide the
analysis for the general case.

1. Case in which all states are in a standard basis
plane

Without loss of generality, we assume that the three
states are in the X Z plane of the Bloch sphere, i.e. they
can be expressed as

[¥3), = cos(6;) [0z), +sin(0;)[12),,  (B1)

where 6; = (—m, w]. Alice generates her sifted key from
the detected emissions of |t ), and |11 ,),. To prove the
security of the sifted key, we consider an entanglement-
based virtual protocol in which Alice prepares the state

1
U2) a0 = 7

In this virtual protocol, Alice measures her local ancilla
A in the complementary basis {|0x),,|1x) 4}, where
lax) s = 1/V2[|02) 4 + (=1)*[12) 4] for a € {0,1}. If
Alice obtains |ax),, she effectively emits the virtual
state

(102) 4 [%0,) g +112) 4 [¥1,),) .  (B2)

1
\Pvir, | Z

where puir,jz = [[Y0,), + (=1 [1,),]7/4 = (1 +
(=1)*cos(fy, — 01,))/2 is the probability that Alice ob-
tains |ax),. Since |¢,), and |¢1,), are in the XZ
plane, [¢yir, ), is also in the X Z plane.

|Yvira)q = ([os)q + (=) Y1), ), (B3)



Let [S7, S, 5] be the Bloch vector of the state
|1hj),- We have that S7 = cos(26;), S;* = sin(26;) and
S’]Y = 0. Thus, in operator form, the state |+;), can be
expressed as

= [0, = 3 (01 + 702 + SFox),

(B4)
where o7 is the identity operator and ok, for K €
{Z,X,Y}, is a Pauli operator. It is useful to see Eq. (B4)
as a system of linear equations, with three unknowns (o7,
0z, 0x ) and three equations (one for each [1);) ). We can
write this system in matrix form:

p=So. (B5)
T T
Wherep:[pOvalzaPOX] 70-:[017 07, UX] ; and
157, S
1 0
si=35 |1 Si Sﬁ ; (B6)
1 Sg, Sty
and express its solution as
o=S8""1p. (B7)

Equation (B7) essentially says that the operators
o1, 0z, ox can be expressed as a linear combination of
the actual states p;. This implies that every state that
can be expressed as a linear combination of oy, 0z, ox
(i.e., every state in the X Z plane) can also be expressed
as a linear combination of p;. In particular, the virtual
states |tvir, ), are in the X Z plane, and in operator form
they can be expressed as

1
Pvirg, = |¢vira ><wvira| 5 (0'[ + S .0z + S\fi(ra UX)7
(B8)
where S‘%ro = _S\/Z1r1 = COS<60Z + 912) and S\fro —
Sﬁrl = sin(fp, + 61,). Or equivalently,

Pvirg, = Svirao' (Bg)

where Syi;, = 5 [1 SZ  §X

virg» Mvirg ]

and (B9), we have that

. Combining Egs. (BT7)

pvira - Svira Silp = fapa (BlO)
where f, := Sui;, S~ is a row vector. If we express f,
as fa = [Co4)ar Cl4]as Cox|al, We Obtain Eq. (11), i.e

(B11)

Pvirg, = COZ|virapOZ + Clz|viraplz + COX|virapOZy

for a € {0, 1}, as required.

In our numerical simulations, we assume that the three
states emitted by Alice are in the XZ plane, and that
when written as in Eq. (B1), their phases satisfy 6y, = 0,
01, = km/2 and kw/4, for some k. For this particular

case, an analytical expression for the coefficients is given
by
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Coz|virg = Clz|virg = 0,

COleiro = 17

_ _ 2

- Clz|vir1 = CsC (Hﬂ—/4)/27

— cot?(km/4)).

COZ|vir1

COX|Vir1 =

2. General case

Here, we consider the case in which the three states
are not all in the same standard basis plane. Formally,
we assume that for all K € {Z, X,Y}, there is at least
one j such that SJK # 0. Therefore Eq. (B4) becomes

pi = [N, = = (01+S70z+5 ox+5  oy), (B12)

N —

and now we have a system of three equations with four
unknowns. We have to find a way to modify Eq. (B12)
such that it becomes a system with three unknowns.

For any basis {|0v),, ,|1v),} of the qubit space, Alice’s
emitted states can be expressed as

i), =€ (g |0u), + e\ /1—u;|ly),). (BL3)
where 0 < u; < 1, v; € [0, 27), ¢; € [0,27). Since the

end points of the three Bloch vectors associated to Alice’s
emitted states form a plane, there must be a basis U such
that u; has the same value Vj. Expressed in this basis,
which we denote as 17, the states are

;). (\[\0 +ei¢j\/1fg|1?>a), (B14)

for some 0 < y < 1. Let V be a unitary operator such
that V|0y>a = |017>a and V|1y>a = |1)7>a. V' can be
regarded as a transformation from the set of mutually
unbiased bases Z, X, Y to the set of mutually unbiased
bases Z, X, Y. Let us define the modified Pauli operators
0K = VO'KVT, for K € {Z, X, Y}, and express the actual
states in terms of these, i.e.

(O[+S Uz—i-SXO')(—i—Syay) (B15)

l\')\»—l

p;j

Note that the three states have the same Y component,
ie. S{/ = Sy := 2§ — 1, V4. This allows us to define the

operator 6o = o7 + Sy &y, and rewrite Eq. (B15) as

i X, = (B16)

1
(0'0+S UZ+SXUX)

which has a similar form as Eq. (B4), i.e. it can be re-
garded as a linear system of three equations and three
unknowns. If we define p = [po,, pi,, porl , & =
[50, 5’2, C~Tx}T, and

[ S, SOZ
S::5 187, 5% | (B17)
1 SE, SOX



we have that p = So, and therefore,

o= S"1p. (B18)
The previous equation implies that the modified Pauli
operators o, 0z, 0x can be expressed as a linear com-
bination of the actual states p;. Therefore, any state that
can be expressed as a linear combination of 6o, 6z, 6x
(i.e. any state whose Y-component is Sy) can also be
expressed as a linear combination of the p;.

If we define the virtual states as in Eq. (B3), it is likely
that they will not satisfy the condition that their Y-
component is Sy. However, note that to obtain Eq. (B3),
we have assumed that Alice measures the ancilla A of the
entangled state in Eq. (B2) in the X basis. In reality, Al-
ice could have decided to measure it in any other basis
that is mutually unbiased with Z. Equivalently, we can
express this degree of freedom by assuming that Alice
does measure in the X basis, but defines the entangled
state as

1z
V2

for some ¢ € [0, 2m). Thus, the virtual states now be-
come

W2)aa = (102) 4 [%0), + € [12) 4 Ith1),), (B19)

1
v/ Pvir,, |Z

where pyir, |z = ||[¢0), + (—1)%e |1/Jl>a||2/4 is the prob-
ability that Alice obtains |ax) 4. Substituting Eq. (B14)
in Eq. (B20), one can easily show that if Alice chooses
® =", — V1, + (0, — ¢1,) /2, then the modified Bloch
vector of the virtual state [tyir,),, [SZ S'\fi(ra, Syre],

virg ?

satisfies Sy = Sy for both a € {0,1}. Therefore

[Yvira)q = ([t0)q + (=1)% [ih1), ), (B20)

Pvirg = %(50 + SVZira&Z + gji(raﬁx)7 (B21)
or equivalently,

Pvire = Svir, T, (B22)
where Sy, = %[1, Sinra’ S’V)i(ra}T. Combining
Egs. (B18) and (B22), we have that

puira = Svie, S71p = fap, (B23)

where f, := Sui;, S~ ! is a row vector. If we express f,
as fa = [Co4|ar C14)as Cox|al, We obtain Eq. (11), i.e.

|¢Vira><wvira|a = Cozla |w02><¢02|a + Clzla |¢lz><¢1z|a

+ Cox|a |w0x ><w0x |a )
(B24)
for a € {0, 1}, as required.
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3. MDI protocol

In the MDI scenario, we essentially perform the above
procedure separately for Alice’s and Bob’s states. Let
[¥5), (|¥5),), with j (s) € {0,1, 7}, denote Alice’s (Bob’s)
states, and let p; = [v; ) ;] (p) = |Wi)¢%]) denote their
operator form. Using the analysis in the previous sec-
tions, we have that

Pvire, = Colvirg PO T Cl|vira P1 T Cojviry Prs

/ o / / / ’ /. (B25)
pvirg - CO|Virng + cl\virgpl + CO\virgp‘ﬂ

where o, 8 € {0,1}, and pyir, (p,) denotes one of

Alice’s (Bob’s) virtual states, emitted with probability
Dvira|K (P(,irm,c). We can define Alice and Bob’s joint
virtual states as

pvir(,yﬁ = Pvirs & pizirﬁ = Z Cj,s|vi1r0475 Pj,s» (B26)
7,8
emitted with probability pyir, 4k = Dvir,| ;Cpi,iral i Where

= Cjlvira c;‘virﬁ. Depending on Charlie’s Bell
state report, the definition of a phase error will change.
If Charlie reports a projection to either ¥~ or ®~, the

phase-error operator is defined as

Cj,s|vira, g

Pph = (pviro,opviro,o + pvir1,1pvir1,1)/pph7 (B27)
where ppn = Pyirg, + Pvir, - Conversely, if he reports a
projection to either ¥+ or ®*, the phase-error operator
is defined as

Pph = (pViro,lpViro,l +pVir1,0pVir1,o)/pPh7 (B28)
where ppn = Dyirg, + Pvir, o- 1D any case, one can express
the phase-error operator as

Poh = Y Cj.sPiss: (B29)
7,8

where the coefficients c¢; s are a linear function of the
coefficients Cj slo,B and can be obtained by substituting
Eq. (B26) in either Eq. (B27) or Eq. (B28).

In our numerical simulations we assume that Alice and
Bob’s states are in the X Z plane, and that when written
as in Eq. (B1), their phases satisfy 6y = 6 = 0, 61 =

! = km/2, 0, = —0, = kmw/4. For this particular case,
we have that Alice’s virtual states satisfy

Co|virg = Cllvirg = 0,

Colvirg = 1, (B?)O)
C0|Vi1r1 = C1|vir1 = CSCZ(HW/4)/2a
Crlvir; = — COtQ(HTr/ZL);



while Bob’s virtual states satisfy

C()\viro =1,
C/ . = —C/ . = ;

1viro TIvito 7 49 cos(km/2)”

, cos(km/2) csc?(km/4)
Colvir, = 2 ; (B31)
, _cos(r/2) esc(km/4) csc(3km/4)

cl\virl - 2 )

o _ cot?(km/4)

T|viry

1+ 2cos(km/2)

Appendix C: Description of the P&M protocol

(1) Preparation

~—

~—

~—

~

For each round, Alice chooses a pure state [¢;),
with probability p;, where j € {0z,1z,0x}, and
sends it to Bob through the quantum channel.
Emissions of |0y ), (|%0,), and [¢1,),) are con-
sidered to belong to the X (Z) basis.

Detection

Bob measures the incoming signals in either the Z
or the X basis, which he chooses with probabilities
pz and px = 1 — pz, respectively.

Sifting

Bob announces which rounds were detected, and
Alice and Bob reveal their basis choices in those
rounds. Let Kz be the set of detected rounds in
which both users employed the Z basis, and let Tx
be the set of detected rounds in which Bob em-
ployed the X basis. Then,

(3.1) Alice (Bob) defines her (his) sifted key as the
bit values associated with her emissions (his
measurement results) in the rounds in K.

(3.2) For all rounds in Tx, Bob announces his mea-
surement result.

Tag assignment

Alice probabilistically assigns a tag to all rounds in
Tx, depending on her choice of state and Bob’s
measurement result. Namely, if she chose the
state [1);)  and Bob obtained measurement result
(a ® 1)x, for a € {0,1}, she assigns a tag of
to € {P0OSa,negy} with probability p;, |, x,, given
by Eq. (17). Then, she calculates Nt(:@l)x, the
number of detected events with a tag of ¢, in which
Bob obtained measurement result (v @ 1)x.

Parameter estimation

Alice uses the values of {Nt(j@l)x } to obtain an up-
per bound ngl on Npp, the number of phase errors
in her sifted key, using Eq. (21).

(6)
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Postprocessing

(6.1) Error correction: Alice sends Bob a pre-
fixed amount Agc of syndrome information
bits through an authenticated public channel,
which Bob uses to correct errors in his sifted
key.

Error wverification: Alice and Bob compute
a hash of their error-corrected keys using a
random universal hash function, and check
whether they are equal. If so, they continue to
the next step; otherwise, they abort the pro-
tocol.

Privacy amplification: Alice and Bob extract
a secret key pair (Sa4,Sp) of length |Sa| =
|Sp| = £ from their error-corrected keys using
a random two-universal hash function.

Appendix D: Description of the MDI protocol

(1)

(5)

Quantum communication

For each round, Alice (Bob) selects the state [1;),
(|¥%),) with probability p; (p)), where j (s) €
{0,1, 7}, and sends it to an untrusted middle node
Charlie, who announces whether or not he obtained
a successful projection to a Bell state. Emissions
for which j € {0,1} (s € {0,1}) are considered to
belong to the Z basis.

Sifting

Alice and Bob announce their basis choices in the
detected rounds. Then, they assign all detected
rounds in which at least one of them used the X
basis to set Tgq. Also, for each detected round in
which both chose the Z basis, they assign it to set
Kq with probability px|z, or to set Tq with proba-
bility p7jz = 1 — px|z. Then, they announce these
assignments, and

(2.1) Alice (Bob) defines her (his) sifted key as her
(his) choices of j (s) in the rounds in Kq.

(2.2) For all rounds in 74, Alice and Bob announce
their choice of j and s.

Tag assignment

Alice and Bob assign a tag t € {pos,neg} to
each round in 73 with probability py ;. 7, give by
Eq. (29). Then, they calculate N;, the number of
detected events with a tag of ¢.

Parameter estimation

Alice and Bob substitute the values of N and
Nheg in Eq. (30) to obtain an upper bound Ng{l on
Nph, the number of errors in the sifted key.

Postprocessing



(5.1) Error correction: Alice sends Bob a pre-
fixed amount Agc of syndrome information
bits through an authenticated public channel,
which Bob uses to correct errors in his sifted
key.

(5.2) Error verification: Alice and Bob compute
a hash of their error-corrected keys using a
random universal hash function, and check
whether they are equal. If so, they continue to
the next step; otherwise, they abort the pro-
tocol.

(5.3) Privacy amplification: Alice and Bob extract
a secret key pair (Sa,Sp) of length |Sa| =
|Sp| = ¢ from their error-corrected keys using
a random two-universal hash function.

Appendix E: Channel model for the MDI protocol

In this Appendix, we present the channel model used
in our simulations of the MDI LT protocol, which is
based on the single-photon version of the original MDI
QKD scheme [20]. Specifically, we assume that Alice and
Bob prepare polarised single-photon states in the form
of Eq. (35), where here |[0z) and |1z) denote the hor-
izontally and vertically polarised single-photon states,
respectively. After the preparation, Alice (Bob) sends
the transmitted states to the intermediate party Char-
lie through a lossy quantum channel of transmittance 74
(nB), who interferes the two incoming signals in a 50:50
beamsplitter, which has on each output port a polaris-
ing beamsplitter (PBS) that separates the horizontal and
vertical modes. Now, let hy and v; (he and v2) be the
threshold detectors placed at horizontal and vertical out-
put port of the first (second) PBS, respectively, and let
pq be the dark-count probability of each detector. After
the measurement, Charlie announces the Bell state U+
(U7) if he observes clicks in hy and vy, or he and vy (hy
and ve, or hy and vy). Then, it is easy to prove that the
conditional probability that Charles announces the Bell
state UT given that Alice and Bob selected the states
|¥;), and [1s),, respectively, is

P = (- pa)? 2 s £ 60)
nAnNB /
1+ cos(2x6;) cos(2k6,
(1 cos2ut) cos2r)
+pa(l = na)ns + pana(l — ns)

+2p5(1 —na)(1 - m)} :

+ Dd
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Appendix F: Alternative analysis using
concentration inequalities for dependent random
variables

In this Appendix, we present an alternative analysis
that requires the application of a concentration inequal-
ity for sums of dependent Bernoulli random variables.
This alternative analysis is a simplified version of that of
Ref. [13], which considers the emission of weak coherent
pulses rather than single photons. In Ref. [13], Azuma’s
inequality [10] is the concentration inequality applied.
Here, we also present a new security proof based on the
application of the recently proposed Kato’s inequality
[24]. First, we introduce the concentration inequalities
that we consider, and then we provide the analysis.

1. Concentration inequalities

Let &1,...,&n be a sequence of Bernoulli random vari-
ables, and let A; = 22:1 &, Let F; be its natural filtra-
tion, i.e. the o-algebra generated by {1, ...,&}.

a. Azuma’s inequality

According to Azuma’s inequality [10],

N
b2

Pr|A, — ;Pr(fu = 1|Fu-1) > bx/ﬁl < exp [2} 7
N .

Pr ;Pr(fu = l‘fu—l) - An > b\/ﬁl < exp |:2:| .

(F1)
Equating the right hand sides to to €5 and solving for b,
we have that

N
ZPY (Cu =1[&1, ., &um1) S AN + An,
u=t (F2)

N
An <D Pr(6 =10&, & 1) + A,
u=1

except with probability at most e for each of the bounds,

where Ap = 1/2N1n5g1.



b. Kato’s inequality

According to Kato’s inequality [24], for any n, and any
a,b such that b > |al,

p
' N

u=1

<ex
Rk

—2(b? — az)]

(F3)
By replacing § — 1—¢&; and a — —a in Eq. (F3), we also
derive [25]

N
Pr|Ay =) Pr(& =1|F, 1) >

u=1

Pr(&, = 1|/Fuc1) — An > [b+a <2AN - 1>} W]

()] ]
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which holds when a < VN /2.
In the following, we will use Eq. (F3) to obtain an up-
per bound on Zle Pr(¢, = 1|Fu—1), Eq. (F4) to obtain

a lower bound on 25:1 Pr(&, = 1|Fu-1), and Eq. (F5)
to obtain an upper bound on A .

Upper bound on the sum of probabilities

Before running the protocol, one should use previous
knowledge of the channel to come up with a prediction
A of the value of Ay that one expects to obtain. Then,
one calculates the values of a and b that would minimise
the deviation term in Eq. (F3) if the realisation of Ay
equalled Ay, for a fixed failure probability ex. These are
the solution of the optimisation problem

—2(b* — a®) 24
SeXP[(_W . min |b+a| =X 1| VN
3V N ( ) a,b N
F4
By isolating Ay in Eq. (F4), we derive, st exp| 20 a2)] e (F6)
. IR )
Pr Ay > N L NP( 1|.F b (1+3\/ﬁ)
T —_— (&, = u—1) +Tb—a
VEUN 2 \vn 2= ) b> al,
—2(b% — a?) which can be expressed as
Sexp | g |
(F5)
|
3 (72\/ﬁ/~\N(n — Ay)Ineg — 16N3/21n® e + 9vV2(N — 21~\N)\/_N2 Ineg(9AN(n — Ay) — 2N lneK))
a = = = ’
4(9N —8Inek)(9AN(n — An) — 2N Inek) (F7)

b

_ /18a2N — (1642 + 24ay/n + 9IN) Inek

3V2N

Then, we have that

N
D Pr(éu=1/&, . bu1) < Ax + AR, (F8)
u=1
except with probability ek, where
AY = {bJra(Qﬁ[Nl)}\/N. (F9)

Lower bound on the sum of probabilities

Similarly to the previous case, one should use previous
knowledge of the channel to come up with a prediction

(

A ~ of the value of Ax that one expects to obtain after
running the protocol. Then, one calculates the values of a
and b that would minimise the deviation term in Eq. (F4)
if the realisation of Ax equalled Ay, for a fixed failure
probability ex. These are the solution of the optimisation

problem
2A N
— -1 N
m( A )] Ve

min
a,b
2(b% — a?) (F10)
s.t. exp 1 = €K,
(1-37%)?
3VN

which can be expressed as
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3 (-72\/N]\N(n — Anx)Ineg + 16N3/21In? e 4 9v/2(N — QAN)\/—N2 Ineg(9An(n — Ay) — 2N In eK)>

a =

4(9N—81n5K)(9/~\N(n—/~XN)—2N1n5K) ’
- V182N — (16a2 — 24a\/n + 9N) Inek
3V2N )

Then, we have that

N
S Pr(€, = 1|Fu1) > Ay - Ak, (F12)
u=1
except with probability ek, where
AL = {b+ a (%XVN - 1>} VN. (F13)

Upper bound on the actual value

In this case, we assume that we have an upper bound
Sx on the sum of probabilities SN | Pr (&, = 1|F,_1),

J

a =

(F11)

(

and we want to obtain an upper bound on Ay. Before
running the protocol one should use previous knowledge
to come up with a prediction Sy of the value of the up-
per bound Sy that one expects to obtain. Then, one
calculates the values of a and b that would minimise the
deviation term in Eq. (F5) if the prediction comes true.
These are the solution of the optimisation problem

i N ( L 5 +b )
min _— — —a
ab VN —2a0 \VN N

) 2 2
S.t. exp [M

(- 3%/%)2

(F14)

= €K,

b > |al,

whose analytical solution is

3VN (9 Inex (3N2 — 8N Sy + SS%V) +9(N — 2§N)\/N Inex(NInek + 185y (Sy — N)) + 4nln2(5K)>

4 (36 Inex (N2 —9NSy + 25%) L AN In?ex + SINSy (N — S*N))

)

b:

\/ 1842N — (16a2 — 24av/N + 9N> Ine,

Then, we have that,

N 1
Ay> —  (——Sy+b—a),
N=UN — 24 <\/N N a)

except with probability ex.

(F16)

2. Analysis

We assume a virtual protocol in which Alice prepares
Niot copies of the entangled state in Eq. (10), and sends
all subsystems B to Bob through the untrusted quantum
channel. Then, Bob performs a quantum non-demolition
measurement on each system B, learning which rounds
produce a click on his detectors, and saving the sys-
tem B of these detected rounds in a quantum mem-
ory. Let N be the number of detected rounds. For
each detected round u = {1,2,..., N}, Alice measures
her ancilla .S, and Bob measures B in the X basis; ex-

3V2N

(F15)

(

cept if Alice obtained S = 5, in which case Bob mea-
sures B in the Z basis. Let &, = (i,j) represent the
event “Alice learns that she emitted ¢ and Bob obtains
measurement result j7. More specifically, Alice learns
that she emitted ¢ = {virg,viry,0z,12,0x} if she ob-
tained S = {0,1,2,3,4} in her measurement of system
S, respectively. Events in which she obtained S = 5 are
ignored in the analysis. Then, using the fact that the
virtual states can be written as an operator-form linear
function of the actual states as in Eq. (11), one can show
that

N
Z Pr[&, = (vire, a ® 1)|Fy-1]

u=1

N
vir Ci|vir .
=y DoPEelie NPpie, = (i, a @ 1)|Fusil,
i={02,12,0x} PiPxp u=1 ( )
F17
where F,_1 is the o-algebra generated by {1, ...,&u—1}-

Now one needs to apply a concentration bound for sums



of dependent random variables to substitute the sums of
probabilities in Eq. (F17) by the actual values.

a. Using Azuma’s inequality
Applying Eq. (F2) to Eq. (F17), we have that

adl
Nvira < Z
i={0z,12,0x}

—ahl
= Nvira ’

DviroPZp ci|vira (

NP 46,) + Aa
PiPxp

(F18)
except with probability 4e o, where €4 is the failure prob-
ability of each aplication of Azuma’s inequality, which
has been applied four times; and §; = Ap (§; = —Ay) if
Cilvir,, 18 positive (negative). Then, the number of phase
errors is upper bounded by

Nph S N\I/irg + Ngirla (Flg)
except with probability € = 8ex.

Using a similar analysis, for the MDI protocol, we have
that

Npn < Z M(Nj,sﬂ’ +0j,s) + Aa (F20)
Jos DPj,s, T

except with probability € = 9ea, where N; ;7 is the

number of detected test rounds in which the user emitted

[Vjs)ap and 05 = Ax (0,5 = —An) if ¢; 5 is positive

(negative).
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b. Using Kato’s inequality

Applying Eq. (F8) and Eq. (F12) to Eq. (F17), we have
that

N
ZPr[gu = (Vire, a® 1)|Fu-1]

u=1

S

1={0z,12,0x}

ire Cilvi o

Pviro PZg Ci|vir (Nia@l +5Z) — Svira,
PiPxp

(F21)
except with probability 3ex, where 6; = AY (6; = —AL)
if ¢;jvir, 1s positive (negative). Substituting S, — Syir,
and A,, — N“,’iil in Eq. (F16), we obtain an upper bound
N?fj which fails with probability 4ex. Then, the num-
ber of phase errors is upper bounded by
+ Ny

viry

Nph < Nl

virg

(F22)

except with probability € = 8ek.
Similarly, for the MDI protocol, we have that

N

Z Pr[fu = ph‘]:u—l] < Z M(Nj,s,T_F(S',S) ‘= Oph
u=1 j,s pj,s,T

(F23)
except with probability e = 824, where §; s = AY (§;,s =
—AL) if ¢j 5 is positive (negative). Then, substituting
Syp — Sph and A, — Npp, in Eq. (F16), we obtain an
upper bound on Ny, which fails with probability 9ek.
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