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Twin-field (TF) quantum key distribution (QKD) fundamentally alters the rate-distance relationship
of QKD, offering the scaling of a single-node quantum repeater. Although recent experiments have
demonstrated the new opportunities for secure long-distance communications allowed by TF-QKD,
formidable challenges remain to unlock its true potential. Previous demonstrations have required
intense stabilisation signals at the same wavelength as the quantum signals, thereby unavoidably
generating Rayleigh scattering noise that limits the distance and bit rate. Here, we introduce a novel
dual-band stabilisation scheme that overcomes past limitations and can be adapted to other phase-
sensitive single-photon applications. Using two different optical wavelengths multiplexed together
for channel stabilisation and protocol encoding, we develop a setup that provides repeater-like key
rates over record communication distances of 555 km and 605 km in the finite-size and asymptotic
regimes respectively, and increases the secure key rate at long distance by two orders of magnitude

to values of practical significance.
INTRODUCTION

Quantum key distribution (QKD) [I} 2] allows two dis-
tant users to establish a common secret string of bits by
sending photons through a communication line, often an
optical fibre. The photons, however, are scattered by the
propagation medium and have only a small probability
of reaching the end of the line, which restrains the QKD
key rate and transmission range. A rigorous theorem [3]
(see also [4]) limits to 1.44n the number of secure bits de-
livered by QKD over a line with small transmission prob-
ability n, a limit known as ‘repeaterless secret key capac-
ity’ (SKCp) or PLOB bound [3]. Quantum repeaters offer
a theoretical solution to extend the range of QKD [Gl-
8]. However, a full-fledged quantum repeater remains
outside the reach of present technology, due to the diffi-
culty in building and reliably operating a low-loss quan-
tum memory. A partial implementation of a memory-
assisted repeater has been recently achieved [9] in the
form of measurement-device-independent QKD [10] (see
also [11]).

An alternative method to extend the transmission
range of QKD without using a quantum memory has
been recently discovered and named ‘twin-field’ (TF)
QKD [12] due to the peculiar interference between two
fields that have related, though not necessarily identical,
optical phase. The secret key rate (SKR) of TF-QKD
scales proportionally to /7, similar to a quantum re-

peater with a single node, thus entailing a major increase
in the SKR-vs-distance figure of QKD. This has led to the
realisation of several experiments that display formidable
long-range (or high-loss) characteristics [I3HIS].

The security of the original TF-QKD protocol was first
proved in [12] for a limited class of attacks and then ex-
tended to general attacks in [I9] and [20]. Soon after,
its experimental implementation was also considerably
simplified thanks to protocol variants that waived the
need for phase randomisation and reconciliation for sig-
nal states [21H26]. The ‘phase-matching’ protocols [21-
23] feature signal states with a constant global phase
while the ‘sending’ or ‘not-sending’ protocol (SNS) [24-
26] encode qubits upon optical pulses with random and
unknown phases. With the help of ‘two-way classical
communication’” (TWCC) [27], 28], the SNS protocol is
able to remove the quantum bit error rate (QBER) floor
intrinsic to the encoding method thereby extending the
communication distance [29]. By running the TWCC
protocol over ultralow-loss (ULL) optical fibres, a dis-
tance of 509 km has been achieved [18], which represents
the current record distance for secure quantum commu-
nications over optical fibres.

RESULTS

Dual-band phase stabilisation
In order to perform TF-QKD, it is necessary to com-



pensate the phase drift of the encoded pulses interfer-
ing in the intermediate node (Charlie) after travelling
through hundreds of kilometres in fibre. The typical
phase drift for a 100 km fibre was measured to exceed
1000 rad/s [12]. Active compensation of rapid drift re-
quires bright reference light to be transmitted in the same
fibre along with the quantum signals for phase calibra-
tion. The longer the fibre, the brighter the reference
pulses have to be, as phase calibration requires a mini-
mum power level to be received at the detectors. So far,
all the TF-QKD experiments used the same wavelength
for both quantum and reference signals, with the help of
time-divisional modulation to achieve the necessary in-
tensity contrast. However, this approach ceases to work
for ultralong fibres. The ever-increasing intensity of the
reference pulses causes a strong Rayleigh scattering that
travels back and forth along the fibre and dramatically
reduces the quantum signal to noise ratio. As proven
n [I8], the noise due to double Rayleigh backscatter-
ing becomes comparable with the dark counts noise of
Charlie’s detectors around 500 km of ultralow-loss fibre.
Moreover, the performance of a system using a single
wavelength for both dim and bright signals will be in-
evitably limited by the finite dynamic range of the detec-
tors. These two aspects fundamentally limit ‘single-band’
TF-QKD.

In this work, we adopt a novel ‘dual-band’ phase con-
trol using two wavelengths multiplexed on a single fibre,
which as well as solving the phase stabilisation problem
in TF-QKD, could have broad applicability in a range of
optical applications that require space-separated phase
control. The technique allows strong intensity contrast
between reference and quantum signals while the wave-
length separation prevents the Rayleigh scattering from
contaminating the quantum signals. An active phase
compensation of the intense reference light leads to an
immediate reduction of the phase drift by more than a
factor 1000, allowing the residual drift to be compensated
at a much slower pace using light signals that have com-
parable intensity and identical wavelength as the quan-
tum signals. It is worth noticing that the two wavelengths
are generated by independent lasers and are not phase-
locked, i.e., the stabilisation mechanism works also with-
out an exact phase relation between the two bands. This
counter-intuitive detail is fundamental to guarantee the
practicality of the setup, which makes ultra-stable cavi-
ties or complex light modulation schemes unnecessary.

The resulting setup is versatile, capable of implement-
ing all kinds of TF-QKD protocols proposed so far, in-
cluding the phase-matching ones [21H23], which cannot
be efficiently run without an active phase stabilisation
method. With this setup, clocked at 1 GHz, we run vari-
ous protocols and achieve record SKRs and distances for
secure quantum communications over optical fibres. The
SKR overcomes the absolute SKCq at several distances,
thus proving the quantum repeater-like behaviour of our
system. In addition to estimating the SKR, we also ex-
tract, for the first time, actual raw bits from a TF-QKD

protocol. This is a necessary requisite for a system that
aims to distribute secure cryptographic keys to remote
users in a real-world scenario.

Setup

The experimental setup (Fig. [I)) is composed of three
modules. The modules of Alice and Bob, who are the
communicating users, transmit their quantum signals
to Charlie’s module via the quantum channel, made of
spools of Corning SMF-28 ULL fibre. The spools are
spliced into different sets, thus enabling experiments over
5 different communication distances, ranging from 153.2
t0 605.2 km. The average loss coeflicient of the fibre chan-
nel, including splices and connectors, is 0.171 dB/km.
For detailed information on the fibre properties, refer to
Table IT in the Supplementary Material.

The setup uses two wavelengths: A; (1550.12 nm) and
A2 (1548.51 nm), disseminated by Charlie’s L1 and L2
lasers over long servo fibre links. Each servo link spans
305.7 km of standard single mode fibre, giving a total sep-
aration between the two communicating users exceeding
611 km. To ensure sufficient power arriving at each user,
two erbium-doped fibre amplifiers (EDFAs) are placed
in each servo link to compensate for channel losses: one
EDFA is placed mid-span and the other is just before the
entrance to Alice/Bob. Despite the long distance and
periodic amplification, we verified the absence of detri-
mental nonlinear optical effects (i.e., stimulated Brillouin
scattering, four-wave mixing etc.).

The users’ local lasers (L14 and L1g) have a free run-
ning linewidth of 50 kHz. They are locked to the dissem-
inated A; signal through an optical phase-looked loop
(OPLL), and generate light for encoding dim quantum
signals. The encoders in the users’ stations operate at
1 GHz, and they carve the \; input light into a train of
250 ps pulses. The even-numbered pulses are modulated
in intensity and phase, according to the requirements of
the different TF-QKD protocols to be implemented. We
refer to these as ‘quantum signals’. The odd-numbered
pulses do not receive any further modulation and are used
to track the phase drift of the quantum signals. Hence,
we refer to them as ‘dim reference’. All pulses are attenu-
ated to the single-photon level before entering the quan-
tum channel. A step-by-step description of the encoder
modulation is given in the Methods. The disseminated
Ao signal is routed via dense wavelength division multi-
plexing (DWDM) within users’ modules for transmitting
to Charlie together with the quantum signal.

Alice and Bob provide independent pre-compensation
of the polarisation rotation of the signals at the two wave-
lengths so that all photons arrive with identical polarisa-
tion at Charlie’s receiving 50/50 beam splitter (for more
details on this aspect refer to Sec. III of the Supple-
mentary Material). The interference output at the beam
splitter are is separated by DWDM filters before detec-
tion by three superconducting nanowire single photon
detectors (SNSPD’s): Do and D; for A; photons and
Dy for Ay photons. Charlie’s module further contains
a phase modulator (PM) in one input arm and a fibre
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FIG. 1. Experimental setup. Charlie’s L1 (A1) and L2 (A2) lasers provide continuous-wave signals for wavelength dissemina-
tion and phase tracking, respectively. Combined via a beam splitter (BS), they are transmitted to the symmetric users (Alice
and Bob) over long servo links (305.7 km in each arm) equipped with periodic erbium doped fibre amplifiers (EDFAs). Each
user owns an optical phase-locked loop (OPLL) to clone the A1 wavelength to their local lasers (L14 and L1g). The cloned
output is encoded before being wavelength multiplexed with the disseminated Az light into the quantum channel. Alice and
Bob’s signals meet at Charlie’s second BS and interfere. Detectors Do and D; record the interference output for A\;, while
D, records the one for 2. The dual band phase stabilisation realised by a phase modulator (PM) and a fibre stretcher (FS)
removes fast and slow phase drifts respectively. Encoder boxes. A set of intensity and phase modulators inside each user’s
Encoder allow them to run different TF-QKD protocols. IM: intensity modulator, EPC: electrical polarisation controller, VOA:

Variable optical attenuator, PW: Power meter, DWDM: dense wavelength division multiplexer/demultiplexer.

stretcher (FS) sandwiched between a pair of DWDMs in
the other arm. Full stabilisation of the quantum signal
is achieved in two steps (a block diagram representation
of the feedback systems is reported in Fig. 2 of the Sup-
plementary Material), each step using a specific wave-
length of the dual-band stabilisation. First, Charlie mea-
sures the bright reference and uses a field programmable
gate array (FPGA) with an integrated counter to apply
a proportional-integral-differential (PID) control to the
bias of his PM. The brightness of the signal detected by
D5 allows this control loop to operate at 200 kHz, suffi-
cient to stabilise the phase drift caused by the long fibre
channels. Since \; and Ay are spectrally close and travel
along the same fibre between the users and the central
node, the A9 light can be used to stabilise the phase of
the pulses at A;. Assuming unidirectional phase drift,
the Ag-stabilisation will reduce the phase drift in Ay by
approximately A1 /|Aa — A1] &~ 1000. In the real scenario,
the non-unidirectionality of the phase drift makes the ac-
tual reduction even greater, as we will show later. The
slowed drift can then be comfortably corrected through
a second PID controller adjusting the bias of the FS at
a rate of 10-20 Hz, without requiring an intense input
signal. The input signal for this feedback is provided by
the interference outcome of the dim reference pulses at
A1 recorded by Dy. More information about the feedback

systems and on the sources of the residual slow drift is
provided in the Methods.

Experimental Results

Figure [2] shows the interference outcome for Ay, over a
605 km long quantum channel, at different stages of the
stabilisation process. The purple dots in Fig.[2h represent
the interference when no phase stabilisation is applied.
At this distance, the free drift is so rapid (in the order
of 10* rad/s) that it is impossible to discern any interfer-
ence fringe over a 1 s time scale. Only on a millisecond
time scale (Fig. [2b) we can distinguish the interference
fringes. The phase drift rate distribution associated with
this measurement is shown in the purple histogram in
Fig. k. Its standard deviation allows us to quantify the
phase drift in 11.89 - 103 rad/s.

After activating the stabilisation from Ao, the phase
drift rate for A\; reduces drastically (see orange points in
Fig. 2h). It is now possible to follow the evolution of
constructive or destructive interference over a time scale
of tens of seconds. The effectiveness of this stabilisa-
tion is quantifiable by the reduction in the phase drift
rate for the recorded data (orange histogram in Fig. )
When feedback from the bright reference at Ao is en-
abled, the standard deviation of the drift rate decreases
to 1.74 rad/s, a value ~6800 times smaller than without
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FIG. 2. Dual-band stabilisation. Data in this figure
shows the interference of A\; light at different stabilisation
stages. Data was acquired over 605 km quantum and 611 km
servo fibres, in a configuration identical to that in Fig. [1| ex-
cept Encoder boxes were bypassed. Detector Dy (Fig. Was
used to record the data. The colour code is: purple for free
drift, orange for \o-stabilised data and teal for Ai-stabilised
data. a, Comparison between free drifting and A2-stabilised
data. Integration times were 20 ps and 60 ms for free drifting
and A2-stabilised data, respectively, due to the different time
scales. An interference visibility measurement over the free
drifting (Ao-stabilised) data yields 98.22% (96.24%). b, Same
data set as in (a) but over a ms time scale. ¢, Histogram
of the free drifting phase drift. The standard deviation is
11890 rad/s. d, Histogram of the A-stabilised phase drift.
The standard deviation is 1.74 rad/s , i.e. about 6800 times
smaller than in sub-figure (c). e, Comparison between Ao-
stabilised data (orange) and data stabilised using both wave-
lengths, A1 and A2 (teal). f, Phase offset distributions for
the data shown in (e). A2-stabilised data has an almost uni-
form distribution over [0, 7] whereas A;-stabilised data has a
distribution peaked around /2.

the bright reference stabilisation. This reduction is con-
siderably better than the estimated factor 1000 due to the
cancellation of rapid opposite drifts. The residual slow
phase drift of A can be readily compensated by using the
dim reference pulses at this wavelength, which leads to a
stable interference output (teal dots in Fig. [2p). Figure[2f
shows the phase distribution between the interfering \;
signals locked to have 7/2 difference. The locking error is
only 0.10 rad (standard deviation of the teal coloured dis-
tribution in the figure), which contributes to the QBER
by approximately 2%.

Using the described dual-band stabilisation, we per-
formed four experiments with different TF-QKD pro-
tocols, varying the operational regimes and optimising
the parameters in each case. Firstly, the CAL [22] and
SNS [24] protocols in the asymptotic regime, then the
SNS with the TWCC method [29], both in the asymp-
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FIG. 3. Key rate simulations and results. Secret key
rates are plotted against the quantum channel length. This
is constituted by ultra-low loss (ULL) fibres of 0.171 dB/km
loss. The SKCy bound for unitary detection efficiency (black
line) is plotted along the simulations for the TWCC SNS
TF-QKD protocol in the asymptotic and finite size regimes
(blue and red curves respectively). Filled markers show the
experimental results we obtained for the different protocols
whereas unfilled markers are the state-of-the-art results in
term of SKR over distance for fibre-based TF-QKD [17] [I8]
(diamonds) and QKD [30] (squares).

totic and in the finite-size regimes [25] 26]. In the practi-
cally relevant case of finite-size TWCC-SNS, we also ex-
tracted real bits of the raw key. We performed these ex-
periments in two stages. First, we developed a simplified
asymmetric setup to assess the feasibility of long-distance
TF-QKD with dual-band phase stabilisation, featuring a
single OPLL and a 51 km servo fibre. We then moved on
to a symmetrical configuration where the frequency refer-
ence is disseminated by Charlie (Fig. [1)) via 611 km servo
fibre for the final experiments over the two longest quan-
tum channel fibre distances. Details about the asymmet-
ric experimental setup, the protocol parameters, together
with additional information on the patterns used for en-
coding, are given in Sec. I and V of the Supplementary
Material.

In Fig. [B] we report our results in terms of SKR ver-
sus distance, together with the simulation curves and the
state-of-the-art SKRs for long-distance TF-QKD [I77] [1§]
and QKD [30] over optical fibres. In the same graph
we also plot the absolute SKCy, which assumes ideal
equipment for Alice and Bob and hence is the most dif-
ficult bound to overcome. Surpassing this limit proves
the repeater-like behaviour of our setup. The complete
experimental results can be found in Sec. VI of the
Supplementary Material. The CAL and SNS protocols
have been implemented on a 368.7 km-long optical fibre
(62.8 dB loss) and analysed in the asymptotic scenario.
For CAL, we obtain an SKR of 852.7 bit/s, 2.39 times
larger than SKCy. For SNS, the SKR is 549.2 bit/s, 1.54



times larger than SKCj.

Using the TWCC SNS version of TF-QKD, we take
measurements at 153.3, 368.7, 522.0, 555.2 and 605.2 km,
i.e., from 26.5 dB to 104.8 dB loss, and we extract pos-
itive SKRs both in the asymptotic and in the finite-size
regimes. In Fig. [3l blue (red) symbols refer to the ex-
perimental results obtained in the asymptotic (finite-
size) case scenario. Stars (dots) represent results ob-
tained through the symmetric (asymmetric) setup with
a 611 km (51 km) servo fibre. Despite periodic optical
amplifications, the longer servo link introduces only a
marginal reduction of the secret key rate. At a 555 km
quantum channel and a 611 km servo link, with less than
2 h of continuous measurement, we are able to extract a
finite-size SKR of 1.777 bit/s, a value 7.68 times higher
than the absolute SKCy. Extending the quantum chan-
nel to 605.2 km, with a loss budget of 104.8 dB, we
achieve an asymptotic SKR of 0.778 bit/s, which is 24
times higher than the SKCy. This represents the first
fibre-based secure quantum communication beyond the
barriers of 600 km and 100 dB.

To further appreciate the progress entailed by our new
technique, we compare our results with the experimen-
tal points setting the current record distances for fibre-
based QKD (421 km [30]) and TF-QKD (502 km [I7],
509 km [I8]). Distance-wise, there is an increase of
tens of (more than a hundred) kilometres over TF-QKD
(QKD) prior art. The main element enabling the dis-
tance improvement over previous TF-QKD implemen-
tations is the dual-band stabilisation technique, which
leads to negligible contamination of the encoded signal
by the bright reference. In previous experiments, the
bright stabilisation signal was emitted at the same wave-
length as the encoded signal, thus causing an intense dou-
ble Rayleigh backscattering that ultimately limited the
maximum communication distance. In our case, on the
other hand, even at the longest distance the noise intro-
duced by the stabilisation signal was below the detectors’
dark counts.

The dual-band stabilisation technique leads also to an
even more pronounced enhancement of the SKR, with
an improvement of 2 orders of magnitude at 500 km, the
furthest distance achieved by prior art. This is possible
because we could keep the clock rate of the encoded sig-
nals at the high value of 500 MHz at all distances. In
previous experiments, where the stabilisation signal was
time-multiplexed, the protocol clock rate had to be re-
duced considerably to accommodate for reference signals,
and to leave some recovery time at the detectors (after
these received the bright intensity reference pulses).

All the TF-QKD experiments performed so far, as well
as the vast majority of long-distance QKD experiments,
have only provided an in-principle estimation of the SKR
without a real extraction of the bits that form a crypto-
graphic key after suitable post-processing. In our experi-
ment, we extract real strings of bits from the SNS proto-
col and process them with the TWCC method. The gen-
eration of raw bits is a challenging task, especially with a

clock rate as high as 1 GHz, as it requires individual tag-
ging and real-time manipulation of the signals recorded
at the detectors. Figure [4] gives a graphical representa-
tion of the TWCC method applied to a raw bit string
extracted during the experiment performed at 522 km.
The bits of the strings are displayed as white or black
pixels depending on their value 0 or 1, respectively. The
leftmost and central panels in the first row show Alice’s
and Bob’s raw strings, distilled from the SNS protocol,
whereas the rightmost panel reports the bitwise addition
of the two strings. The density of the dots in the first
two panels reveal a slight bias (53.8%) in the bit value
which is intrinsic to the SNS protocol [24]. A simulation
shows that with our parameters a bias of 52.7% has to
be expected. On the other hand, the black dots in the
rightmost panel highlight the conflicting bits in the users’
raw keys, which amount to a 16% of the total. The sec-
ond row of Fig. ] shows the effect of TWCC on the users
strings. TWCC induces a considerable reduction of the
errors, from 16% to 3.5%, and of the bias in the strings
at the expenses of the strings length, which decreases by
~T70%. However, the overall effect of TWCC is benefi-
cial, as it increases the signal-to-noise ratio of the raw
keys and so also the range of TF-QKD.

DISCUSSION

We have shown that dual-band phase stabilisation can
dramatically reduce the phase fluctuations on optical fi-
bre by almost four orders of magnitude. This has allowed
us to overcome the fundamental noise limitation of long
distance TF-QKD and increase its secret key rate from
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FIG. 4. Binary maps of the extracted bit strings. Sam-
ples of the bits extracted from the experiment performed at
522 km before (top panels) and after (bottom panels) TWCC
is applied. Top: The first two squares on the left (128 x 128
pixels) are a sample of the users’ raw strings before TWCC
is applied, with white (black) pixels associated with the bit
value 0 (1). The third square on the right is obtained by
modulo-2 addition (XOR) of the first two. The black dots in
this square represent the errors in the strings. Bottom: Re-
fined keys after TWCC has been applied. The strings shrink
by 70% into rectangles with 128 x 38 pixels. Reduction in
key size is accompanied by a substantial reduction in the key
errors, as is apparent from the rightmost rectangle.



the current millibit per second range to the bit per sec-
ond range for the longest fibre length. We notice here
that 1 bit/s key generation rate is sufficient to enable
fast key refresh of symmetric cryptographic protocols,
such as AES, several times per day. Our setup toler-
ates a maximum loss beyond 100 dB allowing quantum
communication over 600 km of fibre for the first time.
We believe these techniques will have more general ap-
plication in quantum communications, for example en-
abling DLCZ-type quantum repeaters [6], longer-baseline
telescopes [31], quantum fingerprint [32H34] over longer
distances or a phase-based architecture for the quantum
internet [35].

Note added - During the completion of our work, one
of the anonymous referees noted that the finite-size equa-
tions we borrowed from Refs. [25] [26] only hold if the vari-
ables are i.i.d., a result not known at the time of writing.
A full analysis of this point has only recently appeared in
a preprint [36] and suggests that the removal of the i.i.d.
assumption only entails a slight increase in the failure
probability of the protocol.
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METHODS

Encoder boxes. For a detailed representation of the com-
ponents inside the encoder boxes see inset diagram in Fig. [T}
The incoming CW light arrives already aligned in polarisa-
tion with the optical axes of the subsequent modulators. The
first components in the encoders are three intensity modula-
tors (IMs), used to carve 250 ps long pulses at a 1 GHz rate,
with three possible intensity levels (u, v, w). The intensity
ratios between the different intensity levels can be adjusted
by the AC amplitude driving the IMs.

Two phase modulators (PMs) are then used to encode the
phase of the optical pulses. In this system, we cascade two
PMs instead of using just one to reduce their RF signal ampli-
tudes. Limiting each PM to a modulation range of [-7, %),
we achieve a phase modulation that covers the whole [0, 27)
range and that is linear with its driving signals amplitude.
Each PM is driven by a 8-bit DACs, and with two cascaded
we are able to encode 512 different phase values over the 27
phase range.

All the modulators are driven by two synchronised
12 GSa/s waveform generators, one for each user, pro-
grammed to encode a 25040-pulse long pseudo-random pat-
tern. For more information on the encoded pattern refer to
Sec. VI of the Supplementary Material.

The PMs are followed by an electrically driven polarisation
controller (EPC), a variable optical attenuator (VOA), and
a 99:1 beam splitter (BS). The EPC is used to control the
polarisation of the A1 photons after transmission through the
channel. Each user has a continuous polarisation optimisation
routine that aligns the quantum signals along the preferred
optical axis at Charlie.

The VOA sets the flux of the quantum signal before in-
jection into the quantum channel, through a flux calibration
control loop that continuously adjusts the VOA so as to have
a stable optical output, monitored at the strong output of the
BS.

Feedback systems. The dual-band phase-stabilisation
strategy employed in this experiment enabled us to stabilise
the quantum channel without affecting the encoding in the
wavelength reserved for the quantum signal (A1) or the clock
rate of the protocol, which was kept at 500 MHz at all the
tested distances. Its general design is presented in Fig. |I|and
its detailed block diagram is given in Fig. 2 of the Supple-
mentary Material.

There, Fig. 2a shows the stabilisation method based on
the bright reference at A2. It features a closed loop cycle
that locks the interference between Alice’s and Bob’s bright
reference beams to a given intensity level. This, in turn, locks
the phase offset between these signals to a fixed value. The
bright reference interference is monitored by the SNSPD D5.
Single photons detected by D2 are integrated over a period
of 5 us. The difference between the integrated number of
counts and the set value, constitutes the error signal of a PID
controller implemented with an FPGA clocked at 200 kHz.
By tuning the DC offset of a phase modulator (PM) that
acts on the light coming from Bob, the FPGA controls the
interference between the bright references. It is important to
notice here that the phase shift applied by the PM affects
both the wavelengths A2 and Ai. The feedback based on A2
fully stabilises the bright reference light while it only partially
stabilises the quantum one.

The remaining (slow) phase drift on A; is related to two

factors: the fact that A1 and A2 travel separately in certain
sections of the setup (necessary for the protocol encoding over
A1 at the transmitting stations), and the fact that the fast
feedback introduces a phase drift over A1 when the length
difference between the two channels varies over time. The
former component of the slow phase drift can be seen as the
phase noise picked up by an asymmetric Mach-Zender inter-
ferometer having the dimensions of those sections of the setup
where the two wavelengths travel separately. The latter com-
ponent can be explained as a consequence of the finite range
of the PM, and of the phase locking of the fast feedback over
A2, rather than A;p.

The PM in the fast feedback actively compensates the fast
phase drift. However, its finite adjustment range is incapable
of compensating at entirety the phase drift caused by fibre
length variation. It must rely on multiple (M) resets in order
to maintain the A2 phase difference to ¢ = 27 M + ¢+, where ¢,
is the target phase. Due to the A2 — A1 wavelength difference,
this compensation will introduce a residual phase drift (Ag¢)
over \; equal to:

A¢=27TM-<’\2 Al). (1)
A1

The residual drift introduced by the Aq2-stabilisation over
A1 is estimated to be A— = —2_ ~ 1000 times smaller
than the original fibre phase drlf%c 1f1 assuming unidirectional
fibre length drift. In reality, the ﬁbre length drift direction is
random. With cancellation of positive and negative 27 resets,
we obtain experimentally a higher reduction factor of ~ 6800
(as shown in Fig. |2).

Supplementary Material Fig. 2b shows the stabilisation
mechanism that corrects the residual phase drift on A;. The
error signal for it is provided by the overall interference of
quantum signals and dim reference. The quantum signals are
interleaved with the dim reference pulses, which are unmodu-
lated and have the same intensity as the brightest decoy pulse
(u). The presence of dim reference pulses guarantees that
the averaged output of the interference is directly related to
the residual phase offset in A;. This is retrieved by integrat-
ing the single photons detected by SNSPD D; over 50 ms or
100 ms, depending on the distance. The difference between
this value and a set value provides the error signal for a PID
controller implemented with a micro-controller operating at
the frequency of 20 Hz or 10 Hz, depending on the distance.
The micro-controller corrects the phase offset by modulating
a fibre stretcher acting on the quantum signal coming from
Alice. Differently from the stabilisation in A2, the one in Ay
acts solely on the quantum signals and can therefore correct
its residual phase drift.

Due to the different expansion/contraction rates of the
channels connecting Charlie to the two users, during the pro-
tocol execution we had to compensate for the change in length
of the quantum channels. We did that by opportunely de-
laying the pattern encoding of one user with respect to the
other, aiming at obtaining always optimal time alignment of
the users’ pulses at Charlie’s BS. The intervals between these
alignment adjustments depended on the stability of the envi-
ronmental conditions in the lab, and varied from once every
4 minutes, up to once every of 30 minutes. From the highest
adjustments frequency, we estimated an upper limit of the
length difference drift between the two sides of the communi-
cation channel (in our air-conditioning temperature stabilised
lab) of ~3 mm/min in the longest experimental setting.




Protocols. To demonstrate the multi-protocol aspect of
our system, we implemented different variants of TF-QKD,
in different regimes. We list them as CAL [22], SNS [24-26]
and TWCC-SNS [29]. Their detailed description and secu-
rity proofs can be found in the referenced papers. See also
Methods in [I3]. Here we describe our encoding method and
the equations used to extract the secret key rate from each
protocol.

In all protocols, we consider a symmetric situation, with
identical photon fluxes for the users Alice and Bob. This is
the real situation in the experiment, where fibre lengths and
losses between the users and Charlie are nearly identical (see
e.g. Table IT in Supplementary Material). Therefore we only
describe the relevant steps for the user Alice; Bob will execute
similar operations in his own location. During the prepara-
tion stage, Alice generates weak coherent states of the form
|\/ﬁei9). She randomly selects a basis X or Z with probabili-
ties Px or Pz (Px+Pz = 1). If she chooses X (test basis), she
randomly selects a flux value u = {u, v, w} with conditional
probability Pu|X = {Pu‘x, Pv|X7 Pw|X}7 Pu\x +PU|X+PUJ|X =
1, and a random global phase value ¢ € [0,27). She then
prepares and send the phase-randomised weak coherent state
|\/me'?). 1If she chooses Z (code basis), she randomly se-
lects a bit value @ = {0,1} and sets the photon flux to
i = {s,n} with conditional probability P,z = {Psz, Pn 2},
P,z + P,z = 1. In CAL, bits are encoded as coherent states
|v/s€>™). In SNS, bits are encoded on the photon flux, with
s (n) representing a bit value 1 (0) for Alice and a bit value
0 (1) for Bob. With our encoder, the photon fluxes w and n
are both very small, in the order of 10~*. Therefore sending
out a photon flux n, or w, is equivalent by all practical means
to not sending out any flux at all. We denote the probability
of ‘not sending’ conditional on choosing the Z basis as P, |z
and the probability of sending a photon flux s conditional on
the Z basis as Pz or simply €. The detailed values of the
parameters used in the experiment depend on the protocol
(CAL, SNS, TWCC) and on the regime (asymptotic or finite-
size) adopted. They are listed in Tables III and IV in the
Supplementary Material.

After the preparation stage, Alice and Bob send their pulses
to central node, Charlie. Charlie should interfere the received
pulses on a beam splitter and measure the result, announc-
ing publicly which detector click. If Charlie is malicious and
adopts a different detection and announcement strategy the
security of TF-QKD remains unaffected. After a total of
Ny signals have been sent, the quantum transmission is over
and Charlie publicly announces his measurements. When
Charlie’s announcement is complete, the users announce their
bases. For the X basis, they also disclose their intensities u
and, limitedly to the SNS protocol, they announce the val-
ues of their global phases ¢. Alice and Bob post-select the
events for which they used matching bases and intensities.
For SNS, they also select the events with global phase values
not mismatched by more than A modulo 7 . The users ex-
tract the bits from the Z basis events and use the X basis
events to perform the security analysis. In TWCC, the bits
in the string distilled from the Z basis are randomly paired
and bit-wise XOR~ed. More specifically, Bob randomly pairs
the bits up and announces the positions and parities of each
pair. Alice uses this information to repeat this step with her
own string and announces the instances for which her parity
calculation matches Bob’s one. The users will discard both
bits in the pair if the announced parities are different. If the

parities are the same, the users keep the first bit of the pairs
and form a new shorter string from which they will extract
the final key. To this end, they run classical post-processing
procedures such as error correction and privacy amplification.
The amount of privacy amplification needed to securely distil
a key depends on the security analysis and the resulting rate
equation. In the following, we list the rate equation adopted
for each situation analysed in the experiment.

CAL proTOCOL. This protocol is analysed in the asymp-
totic scenario for which Pz = 1. The corresponding SKR
equation is the one given for ‘protocol 3’ in [22] and the pro-
cedure we use to calculate it is similar to the one described
in [I3]. See also [16]. The SKR is the sum of two separate
contributions, calculated from each detector Dy and D; inde-
pendently: Roar, = RG%y, + RSAy. We write the contribution
from Dg as

RERy = Q°[1 — fech(E7) — h(g}")]. (2)

The SKR pertaining to D; has a similar expression. In
Eq. (), h is the binary entropy function, fgc is the error
correction factor and @° and E* are the gain and the bit
error rate, respectively, of the protocol, measured in the ex-
periment from the Dg clicks when the users announce the Z
basis. The quantity Epl’h is the upper bound to the phase error
rate, for which we have [22]

Necut
_ph
ey = E E D)
Qz

7=0,1 Lm,n=0

(Vo Ycut)] -3

In Eq. (3), the coefficient cg)) (c 1)) is defined as c(o) =

e H/2 WQ/\F when the integer k is even (odd) and 0 other-
Wise; gmn (Y s Yeut) is a function equal to Y, if m +n <
Yeut and equal to 1 otherwise; Yeut, Neut are two integers such
that Yeus < Newt. In our experlment we set Yeus = 8 and
Necuwt = 12. The quantities Ymn are upper bounds for the
yields obtained when Alice (Bob) sends m (n) photons. These
are estimated using a constrained optimisation linear program
[13] similar to the standard decoy state technique [37] [38],
with the difference that the yields have to be maximised
rather than minimised to provide the worst-case phase error
rate. In our implementation, we measured all the intensity
combinations wuu, uv, uw, vv, vw and ww to improve the
decoy-state estimation. In parallel to this numerical estima-
tion, we also implemented the analytical estimation given in
[16] to verify the correctness of our results.

SNS prOTOCOL. The SKR for this protocol in the asymptotic
scenario (Pz = 1) can be written as [24] [29)

Rsns = Q, + Q,[1 — h(&")] — fecQ*h(E®).  (4)

In Eq. , Q? and E* are the gain and the bit error rate,
respectively, of the protocol, measured in the experiment. The
0-photon gain and 1-photon gain in the Z basis are Qo =

2¢(1—€)e e "y, and Q = 2¢(1— e)(se_se_" +ne e )y,
respectively. The parameters Y, (y 0) and El are, respectively,
the lower bound for the single- photon (zero-photon) yield and
the upper bound for the single-photon phase error rate. These
quantities are drawn from the X basis of the protocol using
equations similar to the ones seen in decoy-states QKD [24]
37, 138].

TWCC proTOocOL. With the addition of two-way classical
communication (TWCC), the users can improve the quality of



their data before performing the standard error correction and
privacy amplification operations. The SKR in the asymptotic
scenario for this protocol is [29]

1 . .
Rrwce = F{m[l — h(e™)] — leakgc}, (5)
0

with 7 n?/(2n:) , " = 2" — &), leakgrc

fecnah(Eq) + nph(Eq) + nch(E:)]. Here, ni = Nng is the
number of untagged bits, i.e. the number of bits generated
by Charlie’s detections when the users send out single-photon
states in the Z basis. ny = NoQ? is the number of successful
detections, an observable of the protocol, with Ny the total
number of prepared states. The term ‘leakgc’ represents the
number of bits to be exchanged during the error correction
procedure. The quantities n, and E, are the number of bits
and the error rate, respectively, in Bob’s string associated
with an odd parity when paired during the TWCC proce-
dure. Similarly, the quantities n, and E, (n. and E.) are
the number of bits and the error rate, respectively, in Bob’s
string associated with an even parity and when both bits are
0 (1), when paired during the TWCC procedure. The other
quantities are as in Eq. .

FINITE-SIZE SNS AND TWCC. The finite size analysis of
TWCC [I8] is derived directly from the one of SNS [25] [26].
The error correction term of the asymptotic rate equation
remains unchanged but the remaining terms are modified to
take into account the leakage of information due to finite-size
statistical effects. The number of secret bits in the finite-size
regime after TWCC has been performed is given by

NTWCC-FS = N1 [1 — h(élfh)] — leakgc — A, (6)
with A = log,(2/erc) — 21log,(v/2epaé) the finite-size correc-
tion term and with egc, epa and € the failure probabilities for
error correction, privacy amplification and the choice of the
smoothing parameter, respectively. With the right choice of
parameters, our implementation features a security parame-
ter of 2.2 x 1077, which is the same as in [I8]. The hatted
quantities 1 and éll’h correspond to the tilded quantities in
Eq. , but calculated in the finite-size regime using a com-
posable definition of security and the Chernoff bound. Their
detailed expressions can be found in the reference paper [25].

Binary maps generation. From experiments of the SNS
TF-QKD protocol described, real keys were extracted. To
achieve this, single time-tagged events, acquired in 500 ps
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windows, were processed individually. Sifting Charlie’s an-
nouncements, clicks in the Z basis from both detectors were
isolated and concatenated. They were then used by Alice and
Bob to separately generate their own initial key string. For
every photon click recorded in Z basis, Alice (Bob) registers
a bit 1 (0) if she (he) had sent a weak-coherent pulse within
the time slot and a bit 0 (1) if she (he) had chosen not to
send anything. As a result, they obtain matching bits in the
cases where only one user has prepared and sent a pulse and
opposite bits if both sent. The latter, accompanied by dark
counts, contributes to the QBER in the key generation basis.
A sample of these initial keys for Alice and Bob are shown
in the first two squares of Fig.[d] in the form of binary maps
comprised of 128x128 pixels, for the finite-size measurement
taken at 522 km. Zeroes and ones are represented by white
and black pixels respectively. The white-bias of Alice and
black bias of Bob are expected and attributed to the send-
send clicks that have the highest occurrence probability and
in which Alice will always obtain a 1 while Bob will obtain a
0.

Initial keys were post-processed according to the two-way
classical communication method to reduce their initial QBER
of 16% and allow successful QKD at such long distances. Dur-
ing this process, Bob’s bits are randomly paired up and their
parity calculated. The pair positions and resulting parity
must be publicly announced so that the procedure can be
repeated by Alice who will also announce her results. The ini-
tial keys are then further sifted to include only the first bit of
pairs whose parity matched in both users. For instance, given
the SNS encoding in the key generation basis, pairs encoded
as ‘sm’ by Alice (see Protocols in Methods) in a randomly
selected pair will provide a matching parity if paired with
bits encoded as ‘ns’ by Bob whereas will provide unmatched
parity if paired with bits encoded as ‘ss’ by Bob. Although
TWCC reduces the length of the secret key, it also signifi-
cantly reduces the QBER so that the overall signal to noise
ratio is increased. The effect of the process on the 522 km data
is shown in the first two rectangles at the bottom of Fig. [4
The binary map is reduced in dimension by 70% to represent
the equivalent reduction in the entire bit strings. The white,
black bias is also visibly reduced. To better depict the QBER
reduction the binary maps are bitwise XORed before and af-
ter TWCC in the rightmost boxes of Fig. ] Matching and
opposite bits are represented by white and black pixels re-
spectively. In this case, the QBER is reduced by over a factor
4.5, from 16% to 3.5%, thus allowing us to extract a secret
key at distances up to 605.2 km.
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