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A well-known empirical rule for the demand of wireless communication systems is that of Edholm’s
law of bandwidth. It states that the demand for bandwidth in wireless short-range communications
doubles every 18 months. With the growing demand for bandwidth and the decreasing cell size
of wireless systems, terahertz (THz) communication systems are expected to become increasingly
important in modern day applications. With this expectation comes the need for protecting users’
privacy and security in the best way possible. With that in mind, we show that quantum key
distribution can operate in the THz regime and we derive the relevant secret key rates against
realistic collective attacks. In the extended THz range (from 0.1 to 50 THz), we find that below
1 THz, the main detrimental factor is thermal noise, while at higher frequencies it is atmospheric
absorption. Our results show that high-rate THz quantum cryptography is possible over distances
varying from a few meters using direct reconciliation, to about 220m via reverse reconciliation. We
also give a specific example of the physical hardware and architecture that could be used to realize
our THz quantum key distribution scheme.

I.

INTRODUCTION

The demand for wireless service data rates has increased exponentially in the last decade. However, such
a trend is fundamentally limited by Shannon’s channel
capacity [1]. Beyond this point higher carrier frequencies
must be utilized to provide sufficient data rate capacity [2–7]. There are two competing carrier bands for high
data rate (> 100 Gb/s) wireless links. The most wellknown option is free-space optical communications. The
second option is to increase the current wireless carrier
technology from the gigahertz range into the terahertz
(THz) range and beyond. In fact, while the conventional
THz range spans frequencies from 0.1 to 10 THz [8], in
this work we consider also the mid infrared (MIR) and
far infrared (FIR) frequency range, considering communication channels up to 50 THz.
Both the THz and free-space optical bands have some
common features; for instance, both require highly directional beam propagation from the source to the detector.
However, one of the most striking and important differences between free-space optical and the THz bands
is the practical aspect of weather impact. Atmospheric
attenuation, due to ambient humidity and water absorption, limits the maximum link distance achievable at the
THz range. However, in the presence of dust, fog, and
atmospheric turbulence (scintillation), THz wireless links
exhibit very little degradation in performance compared
to free-space optical links [9–13]. Under fog conditions,
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free-space optical links are completely blocked while THz
links exhibit minimal impact. Similar transmission windows can be exploited at the MIR and FIR ranges, in
particular, between 15 and 34 THz [14].
An important aspect of THz communication is that
of achieving the highest levels of security possible where
secure distances need to range from 1 m up to 1 km. Applications for secure links include stealthy short distance
communications between military personnel and vehicles
(manned or unmanned). Security has been considered
before in terms of THz communication by exploiting various characteristics and properties of the THz band [2, 3].
Unfortunately, the security of all such ‘classical’ communication schemes have their limit in the sense that they
can never be unconditionally secure. This problem can
be fixed by quantum key distribution (QKD) [15, 16].
QKD profits from the peculiar properties of quantum
physics and quantum information [17, 18], in particular
the no-cloning theorem [19] and the monogamy of entanglement [20], to achieve levels of security that are not
possible using classical cryptography.
Continuous-variable (CV) QKD [16, 21, 22] has attracted increasing attention in the last years. This is
due to the high rates achievable that allow one to approach the ultimate limit of point-to-point private communication [23–25], i.e., the PLOB bound [23], equal
to − log2 (1 − T ) secret bits per transmission over a
bosonic pure-loss channel with transmissivity T . Several CV-QKD protocols have been proposed relying
on one-way [26–29], and two-way communication [30–
33], measurement-device-independence [34] and exploiting entanglement in the middle [35]. Several experimental tests [36, 40, 41] have shown the capacity of CV-
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QKD to achieve high-rate secure communication over
metropolitan distances [42] and beyond [43]. Recent
studies focused on improving the achievable distance by
Gaussian post-selection [44, 45], exploiting noiseless linear amplifier [46], and also refining the performance of
classical error correction and privacy amplification stages
[47, 48]. Others works have shown the feasibility of CVQKD at wavelengths longer than optical down to the
microwave regime [37–39], also incorporating finite-size
effects [49]
In this work, we study the feasibility of CV-QKD at
the terahertz and the extended teraherz range, i.e., from
100 GHz to 50 THz. We assume directional beam propagation, and the best communication windows available
that are between 15 to 34 THz. We consider asymptotic key rates under collective Gaussian attacks [50–52],
which represent the optimal eavesdropping [53] after de
Finetti symmetrization [54, 55]. In particular, we consider single-mode Gaussian attacks that are optimal [56]
in the context of one-way protocols, while two-mode
strategies [31] are typically more effective against twoway quantum communications [57] and measurementdevice-independent protocols. In addition to this, we give
a specific description of the hardware for the optical-THz
conversion, inspired by techniques based on the coupling
of microwave and optical fields [58, 59] to phonons of a
mechanical resonator [60, 61].
The structure of this paper is the following. In Sec. II,
we introduce the communication protocol at THz frequency, we describe the encoding mechanism and the
general aspects of the security analysis. In Sec. III, we
study the performances of THz QKD. In Sec. IV, we
describe the hardware implementation of the optical-toterahertz frequency conversion. Finally, Sec. V is left to
discussions and conclusions.

II.

TERAHERTZ QKD

In this section we describe the THz QKD scheme for
Gaussian encoding, along with the corresponding secret
key rates. We assume an eavesdropping where the injected thermal noise matches the amount of trusted thermal noise used by the encoder [37, 38].

A.

Encoding

The encoding of a protocol for THz QKD is based
on the Gaussian modulation [26] of thermal states, as
also typical in other studies of QKD at different wavelengths [37–39]. It goes as follows: Alice randomly displaces the two quadratures, q and p, of a quantum THz
source state (thermal state) according to a bivariate zeromean Gaussian distribution. She does this many times,
sending each displaced signal state to the receiver (Bob),
over an insecure quantum channel. The latter can be
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FIG. 1: THz QKD protocol with noisy (i.e., realistic) homodyne detection. Alice prepares thermal THz states by displacing their generic quadarature 0̂ by some Gaussian variable a.
She then sends the displaced states through a thermal-loss
channel which is controlled by Eve. This channel can be described as a beam splitter with transmissivity T subject to
thermal noise variance W . This noise is produced by mode E
of a two-mode squeezed vacuum (TMSV) state with variance
W . Eve’s output modes e and E ′ are stored in a quantum
memory (QM) and coherently detected by Eve at the end of
all the communication (collective entangling cloner attack).
At the detection stage, Bob randomly switches the setup of
his homodyne detection, measuring quadrature q or p. Bob’s
output variable is denoted by b. The beam splitter η describes
the efficiency of the detector, which is also subject to trusted
thermal noise with variance S. We study the performance
of the protocol for several values of the efficiency, assuming
η = 10% in a realistic implementation.

realistically modelled as a Gaussian thermal-loss channel [16] with transmissivity T and thermal variance W .
At the output of the channel, Bob measures the incoming thermal states by using a THz shot-noise-limited
quantum detector; this consists of a noisy homodyne detection which is randomly switched between the q- and
the p- quadrature. As depicted in Fig. 1, Bob’s detection
can be described as a beam splitter with transmissivity η
(mimicking the detector efficiency) before an ideal homodyne detector. One input port is fed with the incoming
signals, while at the other input is subject to trusted thermal noise with variance S. The detection is followed by
steps of classical post-processing which allows Alice and
Bob to extract a perfectly-correlated bit string. This is
the secret key which can be used to encrypt confidential
messages via the one-time pad.
We can describe Alice’s mode with the generic quadrature operator A = 0̂ + a, having total variance VA =
V0 + Va . Here a is a real number used to denote Alice’s
classical encoding variable with a variance of Va . Now 0̂
is the ‘THz quadrature operator’ which can be thought
of as the thermalness of the quantum modes due to the
background thermal noise at the THz frequencies [37].
This mode has a corresponding variance given by V0 , the
‘terahertz parameter’, defined as V0 := 2n̄ + 1, where 1 is
the vacuum shot noise unit (SNU) and n̄ is the mean
thermal photon number. The latter is obtained from
Planck’s black-body formula n̄ = [exp(hω/kB t) − 1]−1 ,
where t is the temperature (here assumed to be 296 K),
h is Planck’s constant, kB is Boltzmann’s constant, and
ω is the frequency.
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The range of frequencies considered in this work goes
from 100 GHz, for which we have V0 = 123.3 SNU, to
50 THz (V0 ≃ 1.001 SNU). Bob’s measurement device
extracts the best estimate of Alice’s variable a. Specifically, this is achieved by using a shot-noise-limited THz
homodyne detector that randomly switches between the
two quadratures. Bob’s corresponding output variable is
denoted by b. Unlike previous schemes [37–39], here we
also take into account and analyze the effect of a realistic
detector at Bob’s side.

B.

Security of terahertz quantum cryptography

We will now discuss the eavesdropping strategy against
the THz QKD protocol. First, note that all the elements
of the protocol are Gaussian [16], i.e., the source state is
Gaussian and the detection is Gaussian. It is known that
the most powerful attacks against Gaussian protocols are
Gaussian, whose general form has been characterized in
Ref. [52]. In particular, this attack can be assumed to be
collective under a suitable symmetrization in the limit
of large key length [50, 51, 55]. The most important
and practical implementation of this attack is a collective
entangling cloner attack [62]. This is described in Fig. 1,
where a beam splitter with transmissivity T simulates
the channel attenuation. Then the thermal noise W is
simulated by injecting part of a two-mode squeezed state
(TMSV), which is a zero mean Gaussian two-mode state
ΦeE (W ) with covariance matrix (CM)
VeE =



√ WI
W 2 − 1Z

√

W 2 − 1Z
,
WI

with a highly-entangled TMSV state ΦeE (W ) which is
therefore very destructive and represents the main bottleneck for long-distance implementations.
In order to avoid this problem, Bob’s detector should
be able to filter the background noise. However, this approach increases the complexity of the protocol and seems
to require the use of entanglement at the input source.
For instance, in quantum illumination [63–67], the use
of entangled photons allows the receiver to distinguish
the reflected signal photon (still quantum-correlated with
a corresponding idler photon) from the background of
uncorrelated thermal photons. Thanks to this “labeling”, quantum illumination works very well at the microwave frequencies, therefore providing a basic mechanism for quantum radar [67]. This quantum illumination approach was adopted for private communication in
noisy conditions [68, 69] but, as mentioned above, it requires a two-way protocol based on the use of quantum
entanglement at the input.
C.

The security performance of the protocol is assessed
by computing key rate R in the asymptotic regime. Depending on which variable, a or b, the parites reconciliated their data, we have direct reconciliation (DR) [26]
or the reverse reconciliation (RR) [27]. The definitions
of the key rate in DR (◮) and RR (◭) is given by the
following formulas
R◮ := I(a : b) − I(E : a),

(1)

where I := diag(1, 1) and Z := diag(1, −1). According to
Fig. 1, the output ancillas e and E ′ are stored in a quantum memory and measured by the eavesdropper (Eve)
after Alice and Bob finish the classical communication
stage. To quantify the amount of information gained by
Eve, it is then sufficient to study the total output CM
VeE ′ and the conditional CMs VeE ′ |a and VeE ′ |b , depending on the variable (a or b) used for the reconcilation.
Let us remark a peculiarity of Eve’s attack against
a thermal protocol at lower frequencies, compared to a
convential protocol working at optical or telecom wavelengths (1550 nm). In the optical range, we can set
V0 = 1 SNU for the signal states (coherent states). At frequencies lower than the optical ones, the shot-noise level
of Bob’s detector is larger than 1 SNU and this is equal
to the preparation noise V0 . For this reason, Eve may
potentially hide herself in this background noise [37, 38].
For any attenuation T introduced in the communication
line, she can compensate for the reduction of the preparation noise T V0 by additing a thermal noise W = V0 ,
so that Bob’s detector still gets the same shot-noise level
T V0 +(1−T )W = V0 . Because the value of V0 can become
very large at lower frequencies (e.g., below 1 THz), this
means that Eve may simulate the environmental noise

Secret key rates

R◭ := I(a : b) − I(E : b),

(2)
(3)

where I(a : b) is Alice and Bob’s mutual information,
while I(E : a) and I(E : b) are Eve’s accessible information with respect to the variable a and b, respectively.
These are bounded by the Holevo information [70, 71]
χ◮ = χ(E : a) in DR, and χ◭ = χ(E : b) in RR.
Recall that the Holevo information χ is defined as
χ := H − Hc ,

(4)

where H (Hc ) is the von Neumann entropy of Eve’s total
(conditional) state [16]. For a Gaussian state ρ, the von
Neumann takes the simple expression
X
H=
h(x),
(5)
x

where x ≥ 1 are the symplectic eigenvalues of the CM
associated with ρ, and
h(x) :=

x+1
x+1 x−1
x−1
log2
−
log2
.
2
2
2
2

(6)

The total von Neumann entropy H is obtained first
by computing the CM VeE ′ of Eq. (A7), corresponding
to Eve’s output state ρeE ′ . From VeE ′ it is simple to
obtain the pair of symplectic eigenvalues (see Appendix A
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for details). In the asymptotic limit of high modulation
(Va ≫ 1), the total von Neumann entropy is given by
e
H = h (W ) + log2 (1 − T )Va
2

(7)

To study DR we compute the conditional CM VeE ′ |a
from which one obtains the corresponding von Neumann
entropy Hc◮ for Eve’s output state conditioned to Alice’s
encoding, i.e., ρeE ′ |a . After some algebra, one obtains
the following asymptotic expression
Hc◮ = h(ν̄1 ) +

1
e2
log2 (1 − T )Λ(W, V0 )Va ,
2
4

(8)

where
Λ(x, y) := T x + (1 − T )y,

III.

In this section, we study the perfomances of the key
rates in DR and RR. In particular, in subsection III A,
we plot the secret-key rates and the security thresholds, while in subsection III B we express the security
thresholds in terms of maximally-achievable frequencies
versus channel transmissivity. We assume a collective
entangling-cloner attack where Eve hides in the detection/preparation noise W = V0 . Then, in order to optimize the protocol, one can check that the DR rate in
Eq. (12) is maximized by S = 1, so that we may write

q
◮
2
T + (1 − T )V0 − h(V0 )
R (V0 , T, η) = h

(9)

and the explicit expression of the eigenvalue ν̄1 is given
in Eq. (A12) of Appendix A.
For RR we only need to compute the CM describing
Eve’s output state conditioned to Bob’s variable b, i.e.,
ρeE ′ |b . This is obtained by completing the CM VeE ′ with
the entries describing Bob’s mode b and its correlation
with Eve’s output modes. Then we apply homodyne detection to Bob’s mode b, to obtain the conditional CM
VeE ′ |b , whose explicit expression is given in Eq. (A20) of
Appendix A. From VeE ′ |b , we compute the conditional
symplectic spectrum and, taking the asymptotic limit, we
derive the following conditional von Neumann entropy

+

1
e2 (1 − T ) [S (1 − η) (1 − T ) + W η]
log2
Va , (10)
2
4
Tη
where the explicit expression of the symplectic eigenvalue
ν̄3 can be found in Appendix A 3.
Using the expression for the Alice and Bob’s mutual
information
1
ηT Va
log2
, (11)
2
ηT V0 + η(1 − T )W + (1 − η)S

whose derivation is detailed in Appendix A, we obtain
the following key rate in DR
◮

R (V0 , T, W, η, S) = h
−h(W ) +

"s

W Λ(1, W V0 )
Λ(W, V0 )

#

(12)

1
T ηΛ(W, V0 )
log2
,
2
(1 − T )[ηΛ(V0 , W ) + (1 − η) S]

and the following one in RR
R◭ (V0 , T, W, η, S) = h (ν̄3 ) − h (W )
1
(1 − η) (1 − T ) S + W η
+ log2
.
2
(1 − T )[ηΛ(V0 , W ) + (1 − η)S]

(13)

1
T ηV0
log2
.
2
(1 − T )(ηV0 + 1 − η)

(14)

For the RR rate in Eq. (13), we consider both the absence of trusted noise (S = 1) and its presence by setting
S = V0 . Therefore, our rate is the maximum
R◭ (V0 , T, η)
:= max{R◭ (V0 , T, V0 , η, 1), R◭ (V0 , T, V0 , η, V0 )}, (15)
where
R◭ (V0 , T, W = V0 , η, S = 1)
#
"s
[(1 − T ) (1 − η) + η] V0
− h (V0 )
=h
(1 − T ) (1 − η) + V0 η

Hc◭ = h (ν̄3 ) +

I(a : b) =

PERFORMANCES IN THE EXTENDED
TERAHERTZ RANGE

and

1
(1 − η) (1 − T ) + V0 η
+ log2
,
2
(1 − T )[ηV0 + 1 − η]

(16)

R◭ (V0 , T, W = V0 , η, S = V0 )
"s
#
(1 − T ) (1 − η) V0 + η
=h
− h (V0 )
(1 − T ) (1 − η) + η

1
1
log2 η (1 − η) − log2 (1 − T ).
(17)
2
2
Now notice that the preparation noise V0 is uniquely
determined by the frequency ω (at fixed temperature t ≃
296 K), so that we may set R = R(ω, T, η) in the previous formulas. Then, solving the equation R(ω, T, η) = 0
provides the security threshold ω = ω(T, η) in terms of
minimum-tolerable or accessible frequency versus tranmissivity T and detector efficiency η. In the following
section, we study the behavior of the rates in DR and
RR, finding an optimal frequency at ωmax = 30 THz. We
then compare these optimal rates with the PLOB upperbound, which is computed for a thermal-loss channel [23]
with transmissivity T and thermal noise W = V0 (ω) determined by the optimal frequency ωmax = 2n̄max + 1.
This upper-bound takes the analytical form
+

B = − log2 [(1 − T )T n̄max ] − h[V0 (ωmax )],
−1

for n̄max < T (1 − T )

, while B = 0 otherwise.

(18)
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FIG. 2: (Color online) Secret-key rates (bits/use) versus distance (m) assuming a detection efficiency η = 10%. The left panel
refers to DR. The curves are as follows: (a) 30 THz, (b) 20 THz, (c) 15 THz, (d) 100 GHz, (e) 200 GHz, and (f) 40 GHz.
We also show the PLOB upper bound B for a thermal-loss channel which is computed assuming the parameters of the optimal
curve (a). For each curve we have a specific value of δ [8, 14], playing a crucial role in the achievable distance. We have δ = 50
dB/Km for 15 − 34 THz, therefore for curves (a), (b) and (c) (and the PLOB bound). For ω in the range 40 − 55 THz, we
have δ = 1.77 × 103 dB/Km. From 100 GHz to 10 THz, there are several transmission windows, within a generally rising
atmospheric absorption: At 100 GHz δ = 0.6 dB/Km, at 200 GHz δ = 1.2 dB/Km, at 1 THz δ = 102 dB/Km, while at 10 THz
δ = 103 dB/Km. The right panel refers to RR. The curves are as follows: (a) 30 THz, (b) 20 THz, (c) 15 THz, (d) 50 THz
(purple line) and 40 THz (blue line), (e) 10 THz. Here too we show the PLOB upper bound B for a thermal-loss channel.

A.

Behaviour of the secret key rates

Let us analyse the behaviour of the previous rates
R = R(ω, T, η). We assume detection efficiency η = 10%
and, for several frequencies ω, we study the behaviour of
δd
the rate R versus distance d (km) by setting T = 10− 10 ,
where δ describes the atmospheric loss (dB/km). As
shown in the left panel of Fig. 2, we find that the best
performance of the DR rate R◮ is obtained for the frequency range 15 − 34 THz. In particular, the optimal
key rate occurs at ω = 30 THz and follows the scaling of
the PLOB bound B until about 200 m. This result shows
that THz QKD is possible in DR, with a key rate of 10−3
(bit per use) over short distances of order of meters, despite the low detector efficiency η. Then, in the right
panel of Fig. 2, we see that the best performance of the
RR rate R◭ is also achieved at ω = 30 THz, which may
allow a secret-key rate of 10−4 bit/use over a distance of
about 220 m.
There are two features that mainly deteriorate the performance: one is the large thermal background that demands to consider entangling cloner attacks with increasingly large thermal variance W = V0 (ω), as we move
to the low frequency range of the electromagnetic spectrum. The other is the atmospheric absorption condition that, after starting very low in the microwave range
(ω < 100 GHz), grows exponentially as we move towards higher frequencies. The atmospheric attenuation
is caused by the increasing coupling of the electromagnetic signals with the gases and molecules composing the
atmosphere and may even varying drastically, depending
on the weather conditions [8, 14].
For the sake of simplicity we assume attenuation under
fairly clear atmospheric conditions noticing that, even in

this case, it can vary considerably from δ = 0.6 dB/km at
100 GHz to δ = 102 dB/km at 1 THz to arrive to δ = 103
dB/km at 10 THz. After this range of frequencies absorption decreases and several transmission windows become
available, for instance between 15 and 34 THz, where the
loss rate is estimated to be around δ = 50 dB/km, under pristine conditions [14]. Then, the attenuation rises
again for frequencies above this range, but less sharply
than before: at 50 THz we have again losses as high as
approximately δ = 1.77 × 103 dB/km.
B.

Accessible frequencies

Let us now study the security threshold expressed in
terms of accessible frequencies versus channel transmissivity and detector efficiency, i.e., ω = ω(T, η). This
analysis follows and extends a similar approach described
in Refs. [37–39]. We show the performance in DR and
RR, and we also compare it with the threshold coming
from the PLOB upper bound B = 0, which is equal to
n̄ = T (1 − T )−1 , i.e.,
ω=

1+T
.
1−T

(19)

In Fig. 3 positive rates are those above the thresholds.
As we can see there is a window of positive rates opening
already at 1 THz according to the PLOB bound. However, our protocols start to work well (in both DR and
RR) from about 10 THz, where wide ranges of transmissivities are accessible.
In particular, note that the RR security threshold
ω ◭ = ω ◭ (T, η), coming from R◭ = 0, is computed assuming detection efficiency η = 10%. This efficiency can
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FIG. 3: (Color online) Security thresholds in terms of accessible frequencies ω (Hz) versus channel transmissivity T .
Regions above the thresholds are secure. The curves are: (a)
DR with η = 10%, (b) DR with η = 100%, (c, solid blue) RR
with η = 100%, (c, dashed red) RR with η = 10% and detector’s trusted noise S = V0 . We compare these results with
the threshold associated with the PLOB bound of Eq (19).

be obtained as a two-step operation by combining a preliminary conversion from the THz frequencies to optical,
followed by an optical homodyne detection, which can be
performed with nearly unit efficiency [72, 73]. Therefore
the overall efficiency η is limited by the efficiency η̃ of
the THz-optical conversion. Recent works [58, 61] suggests that it is reasonable to set this efficiency η̃ = 10%.
In the following section, we describe a possible hardware
realization for a coherent THz-optical converter.

IV.

*+,$
7;</%1$
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PHYSICAL HARDWARE REALIZATION

Terahertz sources, modulators and detectors (see Fig. 4
(a)) are substantially less well-developed than their optical counterparts. Here we sketch a hardware realization
of a terahertz quantum communication system based on
coherent terahertz-optics conversion and existing optical technology. In particular, we describe the operation
of a coherent terahertz-optical interface, mediated via a
low-frequency mechanical resonance. This approach for
THz QKD is motivated by recent progress in the development of coherent microwave-optical interfaces [58, 74, 75]
which can be used to create a hybrid quantum network [76–78]. Such interfaces operate via the coupling
of microwave and optical fields to a common phononic
mode in a solid-state material.
The proposed bidirectional terahertz-optical converter
(see Fig. 4 (b)) consists of a THz and optical cavity mode,

FIG. 4: (Color online) Potential hardware implementation of
a THz-optical converter. (a) Optical signals generated by a
laser are optically modulated (OM) and then converted from
optical frequencies to THz. The THz signals are sent through
the channel, and their outputs are converted back to optical. Finally, Bob performs an optical homodyne detection
(hom). Note that the attenuation of the first optical-to-THz
conversion can be mitigated by increasing the input power
level before the converter. (b) We show how a THz-optical
converter could work, exploiting the mediation via a common
mechanical mode. The cavities are schematically represented
as Fabry-Perot, but also implementation based on co-locating
optical, THz and phonon modes in photonic/phononic crystals could be considered. Co-location of optical and phonon
modes has been proved in Ref. [80], as well as photonic crystals implementation [81].

each coupled to a common (linearized) phononic mode,
and out-coupled to a THz and optical waveguide, respectively. The phononic mode is sideband-coupled to both
the THz and the optical cavity modes. The terahertz and
optical cavity mode resonance frequencies are denoted by
ωt and ω0 , and the decay rates into the coupled waveguide modes are denoted by κt and κ0 , respectively. The
phononic mode frequency is denoted by ωm , and its effective coupling rates to the terahertz and optical cavity
modes are given by gt and g0 , respectively.
This device may be analyzed using the input-output
theory of quantum optics [79], as described in detail in Appendix B. Denoting the quadrature frequency
components of the optical input and output fields by
qo,in/out [ω] and of the terahertz input and output fields
by qt,in/out [ω], the terahertz-optical and optical-terahertz
frequency-dependent transmissivity may be defined by
t(ω) =

hqo,out (ω)i
hqt,out (ω)i
=
,
hqt,in (ω)i
hqo,in (ω)i

(20)

where ω is defined with respect to ωt (ωo ) for the terahertz (optical) mode. It may be shown that the zerofrequency transmissivity is given by
√
8go gt κo κt
|t(ω = 0)| =
.
(21)
4(go2 κt + gt2 κo ) + κo κm κt
This transmissivity goes to one in the limit of negligible
damping κm → 0, symmetric couplings go = gt = g, and
symmetric out-couplings κo = κt = κ.
Now for high-fidelity conversion, in addition to a nearunity zero-frequency gain, the converter must also have a
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flat magnitude response and a linear phase response over
a reasonable bandwidth. As detailed in Appendix B, this
would be the case over a range of frequencies ω such that
|ω| ≪ g, κ, 4g 2 /κ.

(22)

This might lead to a useful modulation bandwidth of the
order of ∼ 10 MHz, sufficient for the required coherent
field modulation.
V.

DISCUSSION AND CONCLUSION

In this work, we have studied the feasibility of quantum
cryptography working in the THz range of frequency of
the electromagnetic spectrum, going from 0.1 to 50 THz.
This frequency range is attractive for the potential boosting of data rate of wireless communication. To perform
this study we assumed unidirectional, plane-wave emission setup, and we performed the security analysis in the
asymptotic limit of many uses of the quantum channel,
bounding the eavesdropper’s accessible information by
the Holevo bound. We focused on a switching protocol,
where the receiver decoding is performed by randomly
switching between the two possible quadratures to homodyne. We assumed detections performed in the THz
range with an efficiency of 10%, which represents the performance of recent optical-to-microwave conversion rate
and state-of-the-art THz devices [58, 61, 74, 75, 80].
We found that QKD at THz frequencies is possible
in both direct and reverse reconciliation, over short distances, because of the following trade-off: THz radiation
is strongly affected by atmospheric loss, caused by suspended molecules in atmosphere, which sharply increase
losses as we move away from the microwave regime. By
contrast moving towards the microwave regime, we have
to deal with a large thermal background. This second
aspect is particularly harmful for signals below 1 THz,
where the thermal background is already more than one
order-of-magnitude higher than the vacuum noise. The
eavesdropper can exploit this high level of shot noise for
her attack.
The range of distances over which it is possible to implement THz QKD is indeed short, if compared to optical
communication. In particular, we found that in direct
reconciliation we can achieve a key rate of 10−2 bit/use
over a distance of meters, about 4 m at 0.1 THz and 7.5 m
at 30 THz. This can be used for short-range applications,
such as credit card/ATM transactions or proximity and
access cards, e.g., for secure access of buildings. Then,
using reverse reconciliation at 30 THz, we obtain a key
rate of 10−3 bit/use, over a distance of about 220 m.
The analysis of the security thresholds at various frequencies, summarized in Fig. 3, shows that direct reconciliation is limited to high-transmission conditions,
mainly as a consequence of the low-efficiency of 10% of
Bob’s detector. By contrast, reverse reconciliation is less
affected by the low detector efficiency and it is possible to
obtain a positive key at transmissivity as low as T ≃ 0.1.

In addition to this, the use of trusted-noise-assisted detection helps to increase the security threshold, despite
the fact that the benefit is incremental.
In conclusion, we have explored the possibility of implementing quantum cryptography in the THz regime,
finding that this is possible over short distances with suitably high rates. The distance range depends crucially on
the transmission windows considered. Further analysis
may take into account the impact of finite-size effects,
and the possibility of using other communication protocols, like two-way schemes. Let us also remark that working in the THz range of frequencies can also provide some
technical advantage with respect to the standard optical
regime. At optical frequencies, an intense oscillator signal is typically used to keep synchronized the phases of
Alice’s and Bob’s systems. By contrast, at much lower
frequencies as the THz ones, we may use local clocks to
mantain the relative phase of the quadratures.
VI.
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Appendix A: Details of the computation of the
secret-key rates
1.

Mutual information

We begin the security analysis by noting that, at Bob’s
side, the loss and noise affecting his detector can be modeled by a beam splitter with transmission η processing the
incoming mode with a trusted mode with variance S an
part of a TMSV with CM
√


SI
S 2 − 1Z
√
VS =
.
(A1)
SI
S 2 − 1Z
The first quantity to calculate is the mutual information
between Alice and Bob I(a : b), which is identical for
both DR and RR. It is defined as
1
Vb
I(a : b) = log2
(A2)
2
V (b|a)
where Vb is the variance of Bob’s output mode b and is
given by
Vb = ηT VA + η(1 − T )W + (1 − η)S.

(A3)

The conditional variance is instead given by
V (b|a) = ηT V0 + η(1 − T )W + (1 − η)S.

(A4)

Therefore, using Eq. (A3) and Eq. (A4), we may write
Alice and Bob’s mutual information
ηT VA + η(1 − T )W + (1 − η)S
1
. (A5)
I(a : b) = log2
2
ηT V0 + η(1 − T )W + (1 − η)S
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This expression simplifies in the asymptotic limit of large
signal modulation Va ≫ 1, where it becomes
I(a : b) →

ηT Va
1
log2
. (A6)
2
ηT V0 + η(1 − T )W + (1 − η)S
2.

3.

Reverse Reconciliation

Note that Eve and Bob’s joint CM is given by


VE C
VeE ′ B =
,
(A17)
CT B

where

Direct Reconciliation

The CM of Eve’s output modes e and E ′ is given by
p


T (W 2 − 1)Z
W
I
. (A7)
VeE ′ = p
T (W 2 − 1)Z T W + (1 − T )VA I

and

B = η[Λ(V0 , W ) + T VA + ((1 − η)/η)S]I,
C=


 p
2
p η(1 − T )(W − 1)Z
.
ηT (1 − T )(W − VA )I

(A18)

(A19)

In the limit of large modulation (Va ≫ 1), we can compute its symplectic spectrum by finding the eigenvalues
of ν = |iΩVb | [16], which are

Because Bob uses homodyne detection, Eve’s conditional covariance matrix is given by

ν1 → W
ν2 → (1 − T )Va .

where Π := diag(1, 0) [16, 82–84]. After some algebra,
we find that Eve’s conditional covariance matrix is given
by

(A8)
(A9)

Consequently, we find that Eve’s entropy is given by
e
H = h(ν1 ) + h(ν2 ) → h(W ) + log (1 − T )Va , (A10)
2
where
x+1
x+1 x−1
x−1
h(x) :=
log2
−
log
.
(A11)
2
2
2
2
Eve’s conditional CM VeE ′ |a can be computed by setting Va = 0 in matrix VeE ′ , given in Eq. (A7), for one
of the two quadratures. The corresponding asymptotic
symplectic eigenvalues are then given by
s
W Λ(1, W V0 )
,
(A12)
ν̄1 →
Λ(W, V0 )
p
ν̄2 → (1 − T )Λ(W, V0 )Va ,
(A13)

where we define Λ(x, y) := T x + (1 − T )y. Eve’s conditional entropy is therefore given by
ep
Hc◮ → h(ν̄1 ) + log
(1 − T ) [T W + (1 − T )V0 ] Va .
2
(A14)
Using Eqs. (A10) and (A14), Eve’s Holevo information
is given by
χ(E : a) = H − Hc◮
→ h(W ) − h(ν̄1 ) +

(1 − T )Va
1
log
.
2
Λ(W, V0 )

(A15)

By using Eq. (A15) and Eq. (A5) we can write the final
key rate as
1
T ηΛ(W, V0 )
log
2
(1 − T )[ηΛ(V0 , W ) + (1 − η) S]
#
"s
W Λ(1, W V0 )
− h(W ) ,
+h
Λ(W, V0 )
(A16)

R◮ (V0 , T, W, η, S) =

which is given in Eq. (12) of the main text.

VeE ′ |β = VeE ′ − C(ΠBΠ)−1 CT ,

VeE ′ |b =
with



A D
DT C



,

(1 − T )(W 2 − 1)
Π,
θ
α
C = Λ (W, VA ) I − Π,
θ
p
γ
2
D = T (W − 1)Z − Π,
θ
where we defined
A=W I −

2

α = (1 − T ) T [W − Va + V0 ] ,
1−η
S,
θ := Λ (VA , W ) +
η
p
γ := (1 − T ) (W − VA ) T (W 2 − 1).

(A20)

(A21)

(A22)
(A23)
(A24)

(A25)
(A26)
(A27)

We then compute the conditional symplectic spectrum.
In the limit of large modulation (Va ≫ 1), we derive
s
W [S(1 − T ) (1 − η) + η]
ν̄3 →
,
(A28)
S (1 − T ) (1 − η) + W η
s
(1 − T ) [S (1 − η) (1 − T ) + W η]
Va . (A29)
ν̄4 →
Tη
These can be used to compute Eve’s conditional entropy
Hc◭ . Therefore, we find
χ(E : b) = H − Hc◭ ,
→ h(W ) − h(ν̄3 ) +

(A30)
1
(1 − T )T ηVa
log2
.
2
S(1 − η)(1 − T ) + W η

Finally, by using I(a : b) previously computed, we can
derive the asymptotic secret-key rate in RR
R◭ (V0 , T, W, η, S) = h (ν̄3 ) − h (W ) +
(A31)
(1 − η) (1 − T ) S + W η
1
log
.
2
(1 − T )[ηΛ(V0 , W ) + (1 − η)S]
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Appendix B: Coherent Bidirectional
Terahertz-Optical Converter

The proposed converter consists of a terahertz cavity
mode, an optical cavity mode, and a phononic mode
treated in a linearized approximation. Introducing the
vector of quadrature operators
T

~x = (qo , qt , qm , po , pt , pqp ) ,

(B1)

the Hamiltonian, defined in a frame rotating with respect
to the oscillator resonance frequencies, is H = ~xT G~x/2
where G = Diag(g, g) with


0 0 go
g =  0 0 gt  .
(B2)
go gt 0

The Heisenberg-Langevin equations corresponding to
this Hamiltonian are
~x˙ = M ~x + N ~xin ,

(B3)

with the input noise operators are defined in the usual
way [79] and the matrices as


−n2 /2
g
,
(B4a)
M=
−g −n2 /2
N = Diag(n, n),

(B4b)

√ √ √
where n = Diag( κo , κt , κqp ).
Taking the Fourier transform of Eq. (B3) and rearranging the resulting equation, we obtain the Fourier transform of the intracavity quadrature operators in terms of
the input field quadrature operators as
(M + iω1)~x(ω) = −N ~xin (ω).

(B5)

Substituting the standard input-output boundary condition [79], in the form
~xin (ω) + ~xout (ω) = N ~x(ω),

(B6)

into Eq. (B5), and again rearranging, we obtain the output fields in terms of the input fields as


~xout (ω) = − N(M + iω1)−1 N + 1 ~xin (ω).
(B7)

Taking the expectation values of this equation, we obtain
h~xout (ω)i = H(ω)h~xin (ω)i,

(B8)

H12 (ω) =

hq̂o,out (ω)i
hq̂t,out (ω)i
, H21 (ω) =
,
hq̂t,in (ω)i
hq̂o,in (ω)i

(B10)

respectively. It turns out that, aside from the differing reference frames which have been transformed out
of this description, the terahertz-to-optical frequency response is the same as the optical-to-terahertz frequency
response. Therefore, we may define a single frequencydependent transmissivity, as indicated in Eq. (20) of the
main text, by
t(ω) ≡ H12 (ω) = H21 (ω),
Now using Eq. (B9), we find that
√
−8go gt κo κt
t(ω) = 2
,
4gt (κo − 2iω) + (κt − 2iω)d(ω)
d(ω) = 4go2 + (κo − 2iω)(κqp − 2iω).

(B11)

(B12a)
(B12b)

Setting ω = 0, corresponding to a terahertz signal at
ωt and an optical signal at ωo , then leads to the zerofrequency gain quoted in Eq. (21) of the main text.
In the limit of negligible quasiparticle damping (κqp →
0), symmetric couplings (go = gt = g), and symmetric
out-couplings (κo = κt = κ), we have |t(ω = 0)| → 1.
The frequency-dependence of the magnitude and phase
response may also be studied in this limit, in order to
ascertain the useful bandwidth of the converter. They
are given by
16g 4
κ2
,
κ2 + 4ω 2 16g 2 (g 2 − ω 2 ) + ω 2 (κ2 + 4ω 2 )
(B13a)


2
2
2
ω(8g + κ − 4ω )
,
(B13b)
φ(ω) = tan−1
4κ(g 2 − ω 2 )

|t(ω)|2 =

respectively. The group delay through the converter,
g(ω) = dφ/dω, is obtained from Eq. (B13b) as

where H(ω) is the matrix of frequency responses,
H(ω) = −N(M + iω1)−1 N − 1.

Now we are interested in the elements of H(ω) relating an input terahertz quadrature to an output optical
quadrature, or an input optical quadrature to an output terahertz quadrature. It turns out that the nonzero frequency responses relate either input and output
q quadratures, or input and output p quadratures. In
fact, the form of the frequency responses are independent of whether we are considering q or p quadratures.
So henceforth we focus exclusively on the q quadratures,
with the understanding that the same results apply to
the p quadratures.
Next, the q quadrature terahertz-to-optical frequency
response and optical-to-terahertz frequency response are
given by the matrix elements

(B9)

Assuming that the outputs and inputs are initially in the
vacuum state, this matrix of frequency responses enables
a complete description of the input-output behavior of
the converter.

2κ(2g 2 + ω 2 )
2κ
+
.
κ2 + 4ω 2
16g 2 (g 2 − ω 2 ) + ω 2 (κ2 + 4ω 2 )
(B14)
To determine the bandwidth across which the magnitude
response and group delay are approximately constant, we
g(ω) =
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Taylor expand Eqs. (B13a) and (B14) in the (assumed)
small parameters ω/κ and ω/g. This yields the approximations


(κ2 − 8g 2 )2 2
ω + O (ω/κ)4 , (ω/g)4 ,
4
2
16g κ
(B15a)


3
2
2
8
κ
3κ
8g + κ
ω2
− 3−
+
g(ω) =
2
4
4g κ
8g
κ
64g 6


+ O (ω/κ)3 , (ω/g)3 .
(B15b)

|t(ω)|2 = 1 −
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