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❋✐❣✉r❡ ✶✿ ❆❞✈❛♥❝❡❞ ▼❡t❡r✐♥❣ ■♥❢r❛str✉❝t✉r❡ ✭❆▼■✮ ❆r❝❤✐t❡❝t✉r❡

✶✳✶ ❘❡❧❛t❡❞ ❲♦r❦

❙❡❝✉r❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ❛♥❞ ❦❡② ❡①❝❤❛♥❣❡ ❝♦♥❝❡r♥s ✉s✉❛❧❧② ❛r✐s❡ ✐♥ ♠❛♥② ❛♣♣❧✐❝❛t✐♦♥s✳ ▼❛♥②

r❡s❡❛r❝❤❡rs ❛r♦✉♥❞ t❤❡ ✇♦r❧❞ ❤❛✈❡ ♣r♦♣♦s❡❞ s❡✈❡r❛❧ ❛✉t❤❡♥t✐❝❛t✐♦♥ ❛♥❞ ❦❡② ❡①❝❤❛♥❣❡ s❝❤❡♠❡s

s✉✐t❛❜❧❡ ❢♦r t❤❡ s❡❝✉r❡ s♠❛rt ❣r✐❞ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✇✐t❤ ❝♦♥s✐❞❡r❛t✐♦♥s ♦❢ s❡❝✉r✐t② ❣♦❛❧s✳ ▼♦✲

❤❛♠♠❛❞❛❧✐ ❡t ❛❧✳ ❬✹❪ ♣r♦♣♦s❡❞ t✇♦ ✐❞❡♥t✐t②✲❜❛s❡❞ ❦❡② ❡st❛❜❧✐s❤♠❡♥t ♣r♦t♦❝♦❧s✱ ❜❛s❡❞ ♦♥ ❊❈❈✳

❍♦✇❡✈❡r✱ t❤❡② ❛r❡ ✈✉❧♥❡r❛❜❧❡ t♦ s✐❞❡ ❝❤❛♥♥❡❧ ❛tt❛❝❦s✱ ♣r♦❜✐♥❣ ❛tt❛❝❦ ❛♥❞ ❢❛❧s❡ ❞❛t❛ ✐♥❥❡❝t✐♦♥

❛tt❛❝❦✱ ❛♥❞ t❤❡② ✐♥❝✉r ❤✐❣❤ ❝♦♠♣✉t❛t✐♦♥❛❧ ❝♦st ❞✉r✐♥❣ ❦❡② ❡st❛❜❧✐s❤♠❡♥t✳ ❲✉ ❛♥❞ ❩❤♦✉ ❬✺❪

❝♦♠❜✐♥❡❞ s②♠♠❡tr✐❝ ❦❡② ❛♥❞ ♣✉❜❧✐❝ ❦❡② t❡❝❤♥✐q✉❡s t♦ ♣r❡s❡♥t ❛ ❢❛✉❧t✲t♦❧❡r❛♥t ❛♥❞ s❝❛❧❛❜❧❡ ❦❡②

♠❛♥❛❣❡♠❡♥t s❝❤❡♠❡ t❤❛t ❝❛♥ ❡❧✐♠✐♥❛t❡ ♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❛tt❛❝❦ ❛♥❞ r❡♣❧❛② ❛tt❛❝❦✳ ❳✐❛ ❛♥❞

❲❛♥❣ ❬✻❪ ❧❛t❡r s❤♦✇❡❞ t❤❛t ❬✺❪ ✐s ✈✉❧♥❡r❛❜❧❡ t♦ ♠❛♥✲t❤❡✲✐♥✲♠✐❞❞❧❡ ❛tt❛❝❦✳ ❋✉rt❤❡r♠♦r❡✱ P❛r❦

❡t ❛❧✳ ❬✼❪ ❢♦✉♥❞ t❤❡ s❝❤❡♠❡ ♦❢ ❬✻❪ ✈✉❧♥❡r❛❜❧❡ t♦ ✐♠♣❡rs♦♥❛t✐♦♥ ❛tt❛❝❦ ❛♥❞ ✉♥❦♥♦✇♥ ❦❡② s❤❛r❡

❛tt❛❝❦✳ ❚s❛✐ ❡t ❛❧✳ ❬✽❪ ❝♦♠❜✐♥❡❞ ✐❞❡♥t✐t②✲❜❛s❡❞ s✐❣♥❛t✉r❡ s❝❤❡♠❡ ❛♥❞ ✐❞❡♥t✐t②✲❜❛s❡❞ ❡♥❝r②♣t✐♦♥

s❝❤❡♠❡ t♦ ❛❝❤✐❡✈❡ s❡❝✉r✐t② ❛♥❞ ❡✣❝✐❡♥❝② ❢♦r ❦❡② ❞✐str✐❜✉t✐♦♥ ✐♥ t❤❡ s♠❛rt ❣r✐❞✳ ❚❤❡② ♣r♦♣♦s❡❞

❛ t❛♠♣❡r✲♣r♦♦❢ ♠♦❞✉❧❡ ✭❢♦r st♦r✐♥❣ ❦❡② ❞❛t❛✮✱ ✇❤✐❝❤ ❝❛♥ ♠✐t✐❣❛t❡ ♣r♦❜✐♥❣ ❛tt❛❝❦✳ ❍♦✇❡✈❡r✱

❖❞❡❧✉ ❡t ❛❧✳ ❬✾❪ r❡♣♦rt❡❞ t❤❛t t❤❡ ❚s❛✐ ❡t ❛❧✳✬s s❝❤❡♠❡ ♣r♦✈✐❞❡s ✇❡❛❦ s❡❝✉r✐t② t♦ t❤❡ s❡ss✐♦♥ ❦❡②

❛♥❞ t❤❛t ❧❡❛❞s t♦ ♠❛♥② ♦t❤❡r s❡❝✉r✐t② ❛tt❛❝❦s✳ ❈♦♥s❡q✉❡♥t❧②✱ ♠♦st ♦❢ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡s ❛r❡

❡✐t❤❡r ✈✉❧♥❡r❛❜❧❡ t♦ s❡❝✉r✐t② ❛tt❛❝❦s ♦r r❡q✉✐r❡ ❤✐❣❤ ❝♦♠♣✉t❛t✐♦♥ ❝♦sts ❛t r❡s♦✉r❝❡✲❝♦♥str❛✐♥❡❞

❙▼s✳ ❋✉rt❤❡r♠♦r❡✱ ♥♦♥❡ ♦❢ t❤❡ ❡①✐st✐♥❣ s❝❤❡♠❡ ❝❛♥ ❡♥s✉r❡ t❤❡ ♣❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢ t❤❡ s♠❛rt

♠❡t❡rs✱ ✇❤✐❝❤ ✐s ✐♠♣❡r❛t✐✈❡ t♦ r❡s✐st ❛♥ ✐♥s✐❞❡ ❛tt❛❝❦❡r ✭❤♦♠❡ ✉s❡r✮ t♦ ❝♦♠♣r♦♠✐s❡ ❛♥❞ ❝♦♥tr♦❧

♦❢ t❤❡ s♠❛rt ♠❡t❡r ❢♦r t❤❡✐r ♦✇♥ ♣r♦✜t✳ ■♥ t❤✐s ♣❛♣❡r✱ ✇❡ ♣r♦♣♦s❡ ❛♥ ❡✛❡❝t✐✈❡ s♦❧✉t✐♦♥✱ ✇❤✐❝❤

❝❛♥ ❛❞❞r❡ss ❛❧❧ t❤❡ ❛❜♦✈❡ ✐ss✉❡s✳

❚❤❡ ♣❛♣❡r ✐s ♦r❣❛♥✐③❡❞ ❛s ❢♦❧❧♦✇s✳ ❙❡❝t✐♦♥ ✷ ❞❡❛❧s ✇✐t❤ ♣r❡❧✐♠✐♥❛r✐❡s✳ ■♥ ❙❡❝t✐♦♥ ✸✱ t❤❡

♣r♦♣♦s❡❞ s❝❤❡♠❡ ✐s ❞❡s❝r✐❜❡❞✳ ■♥ ❙❡❝t✐♦♥ ✹✱ ✇❡ ❣✐✈❡ ❛ ❢♦r♠❛❧ ♣r♦♦❢ ♦❢ t❤❡ s❡❝✉r✐t② ❛♥❞ Pr✐✈❛❝②✳

❚❤❡ ❝♦♠♣✉t❛t✐♦♥❛❧ ❛♥❞ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❝♦st ✐s ❡①♣❧❛✐♥❡❞ ✐♥ ❙❡❝t✐♦♥ ✺✳ ❋✐♥❛❧❧②✱ ❝♦♥❝❧✉s✐♦♥s

✸



❛r❡ ❞r❛✇♥ ✐♥ ❙❡❝t✐♦♥ ✻✳ ❚❤❡ s②♠❜♦❧s ❛♥❞ ❝r②♣t♦❣r❛♣❤✐❝ ❢✉♥❝t✐♦♥s ♦❢ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡ ❛r❡

❞❡✜♥❡❞ ✐♥ ❚❛❜❧❡ ■✳

✷ Pr❡❧✐♠✐♥❛r✐❡s

✷✳✶ ❋✉③③② ❊①tr❛❝t♦r

❆ ❢✉③③② ❡①tr❛❝t♦r ✭❋❊✮ (d, λ, ǫ) ❬✶✶✲✶✹❪✱ ❬✶✼❪✐s ❛ ✐s ❞❡✜♥❡❞ ❛s ❛ ♣❛✐r ♦❢ ❢✉♥❝t✐♦♥s ❋❊✳●❡♥✭✳✮

❛♥❞ ❋❊✳❘❡❝✭✳✮✱ ❝♦rr❡s♣♦♥❞✐♥❣ t♦ t❤❡ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛♥❞ r❡♣r♦❞✉❝t✐♦♥ ♣r♦❝❡❞✉r❡s r❡s♣❡❝t✐✈❡❧②✳

❋❊✳●❡♥✭✳✮ ✐s ❜❛s✐❝❛❧❧② ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t ❣❡♥❡r❛t❡s ❛ ❦❡② K ❛♥❞ ❤❡❧♣❡r ❞❛t❛ hd ✱ ✐✳❡✳✱

✭❑✱ ❤❞✮ ❂ ❋❊✳●❡♥✭❘✮ ♦♥ ❛ ❣✐✈❡♥ ✐♥♣✉t ❜✐t str✐♥❣ R✳ ❋❊✳❘❡❝✭✳✮ ✐s ❛ ❞❡t❡r♠✐♥✐st✐❝ ❢✉♥❝t✐♦♥✱ ✇❤✐❝❤

t❛❦❡s ❛ ♥♦✐s② ✐♥♣✉t R′ ❛♥❞ t❤❡ ❤❡❧♣❡r ❞❛t❛ ❤❞ ❛♥❞ t❤❡♥ ✐t ♦✉t♣✉ts t❤❡ ❦❡② ❑ ✐✳❡✳✱ ❑ ❂ ❋❊✳❘❡❝

✭R
′

✱ ❤❞✱✮ ✐✳❡✳✱ ❑ ❂ ❋❊✳❘❡❝ ✭R
′

✱ ❤❞✮ ✇❤❡♥ t❤❡ ❤❛♠♠✐♥❣ ❞✐st❛♥❝❡ ❜❡t✇❡❡♥ R′ ❛♥❞ R ✐s ❛t ♠♦st ❞✳

✷✳✷ ❘❡✈❡rs❡ ❋✉③③② ❊①tr❛❝t♦r

❚❤❡ ❝♦♥❝❡♣t ♦❢ r❡✈❡rs❡ ❢✉③③② ❡①tr❛❝t♦r ❡♥s✉r❡s ❢❛st ✐♠♣❧❡♠❡♥t❛t✐♦♥ ♦❢ s❡❝✉r❡ s❦❡t❝❤ ❛♥❞ ❢✉③③②

❡①tr❛❝t♦rs✳ ■♥ t❤✐s ❝♦♥t❡①t✱ t❤❡ P❯❋✲❡♥❛❜❧❡❞ s♠❛rt ♠❡t❡rs ❞♦ ♥♦t r❡q✉✐r❡ t♦ ♣❡r❢♦r♠ t❤❡ ❝♦♠✲

♣✉t❛t✐♦♥❛❧❧② ✐♥t❡♥s✐✈❡ r❡❝♦♥str✉❝t✐♦♥ ❛❧❣♦r✐t❤♠ ❋❊✳❘❡❝✳ ■♥st❡❛❞ ♦❢ t❤❛t✱ t❤❡ s♠❛rt ♠❡t❡rs ❛r❡

r❡q✉✐r❡❞ t♦ ❡①❡❝✉t❡ t❤❡ ❤❡❧♣❡r ❞❛t❛ ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠ ❋❊✳●❡♥✳ ❚❤❡r❡❢♦r❡✱ ❡❛❝❤ t✐♠❡ ✇❤❡♥

t❤❡ P❯❋ ✐s q✉❡r✐❡❞✱ ♥❡✇ ❤❡❧♣❡r ❞❛t❛ hd ✐s ❣❡♥❡r❛t❡❞✳ ❚❤❡♥✱ t❤❡ ✈❡r✐✜❡r ❝♦rr❡❝ts t❤❡ r❡❢❡r❡♥❝❡

✈❛❧✉❡ R ♦❢ ✐ts ❞❛t❛❜❛s❡ t♦ t❤❡ ♥♦✐s② P❯❋ r❡s♣♦♥s❡ R′✱ ✇❤✐❝❤ ✐s ❞✐✛❡r❡♥t ❡❛❝❤ t✐♠❡ t❤❡ P❯❋ ✐s

❡✈❛❧✉❛t❡❞✳

✷✳✸ P❤②s✐❝❛❧❧② ❯♥❝❧♦♥❡❛❜❧❡ ❋✉♥❝t✐♦♥

❲❡ ❝❛♥ ❞❡✜♥❡ P❯❋ ❛s ❛ ❝❤❛❧❧❡♥❣❡✲r❡s♣♦♥s❡ ♣❛✐r ✭❈❘P✮✳ ❋♦r ❛ ❣✐✈❡♥ ✐♥♣✉t ❝❤❛❧❧❡♥❣❡ C✱ t❤❡ P❯❋

♦✉t♣✉ts ❛ r❛♥❞♦♠ str✐♥❣ R ✐✳❡✳✱ R = P(C)✳ ❆ P❯❋ P ✐s s❛✐❞ t♦ ❜❡ (d, n, l, λ, ǫ)✲s❡❝✉r❡ ✐❢ t❤❡

❢♦❧❧♦✇✐♥❣ ❝♦♥❞✐t✐♦♥s ❤♦❧❞✿

✶✳ ❈♦♥❝❡✐✈❡✱ t❤❡r❡ ❛r❡ t✇♦ P❯❋s P1 (·) ❛♥❞ P2 (·)✱ ❛♥❞ ❢♦r ❛♥② ❣✐✈❡♥ ✐♥♣✉t C1 ∈ {0, 1}
k✱

Pr[HD(P1 (C1),P2 (C1)) > d] ≥ 1− ε✳

✷✳ ❋♦r ❛♥② P❯❋ Pi(·) ❛♥❞ ❢♦r ❛♥② ✐♥♣✉t C1, · · · , Cn ∈ {0, 1}
k✱ Pr[HD(Pi(C1),Pi(C2)) > d] ≥

1− ε✳

✸✳ ❈♦♥❝❡✐✈❡✱ t❤❡r❡ ❛r❡ t✇♦ P❯❋s Pi(·) ❛♥❞ Pi∗(·)✱ ❛♥❞ ❢♦r ❣✐✈❡♥ ❛♥② ✐♥♣✉ts C1, · · · , Cn ∈

{0, 1}k✱ Pr[Ĥ∞(Pi(Ck ),Pi∗(Cj ))1≤j ,k≤n,i 6=i∗,j 6=k > λ] ≥ 1− ε✳ ❚❤❡r❡❢♦r❡✱ ✇❡ ❝❛♥ s❛② t❤❛t

✐♥ ♦r❞❡r t♦ ❡✈❛❧✉❛t❡ ❞✐✛❡r❡♥t P❯❋s ✉s✐♥❣ ♠✉❧t✐♣❧❡ ✐♥♣✉ts✱ t❤❡ ♠✐♥✲❡♥tr♦♣② ♦❢ t❤❡ P❯❋

♦✉t♣✉ts ≥ λ ❛♥❞ t❤❡ ✐♥tr❛✲❞✐st❛♥❝❡ ≤ d✱ ❛♥❞ t❤❡ ✐♥t❡r✲❞✐st❛♥❝❡ ≥ d ✳

✹



❋✐❣✉r❡ ✷✿ ❊♥r♦❧❧♠❡♥t ♣❤❛s❡ ♦❢ t❤❡ ♣r♦♣♦s❡❞ P▼❆❑❊ s❝❤❡♠❡

✷✳✹ Ps❡✉❞♦r❛♥❞♦♠ ❋✉♥❝t✐♦♥s

❆ ♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥ P❘❋✿{0, 1}k×{0, 1}∗→{0, 1}k
′

✇❤✐❝❤ t❛❦❡s ❛ s❡❝r❡t s❡❝✉r✐t② ♣❛r❛♠❡t❡r

K ǫ{0, 1}k ❛♥❞ ❛ ♠❡ss❛❣❡ M ǫ{0, 1}∗ ❛s ✐♥♣✉t ❛♥❞ ♣r♦✈✐❞❡s ❛♥ ❛r❜✐tr❛r② str✐♥❣ P❘❋✭K ✱ ▼ ✮ ✇❤✐❝❤

✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❢r♦♠ r❛♥❞♦♠ str✐♥❣✳ ◆♦✇✱ ❛ss✉♠✐♥❣ t❤❛t ❤ ❜❡ ❛ ♣♦❧②♥♦♠✐❛❧✲t✐♠❡ ❝♦♠♣✉t❛❜❧❡

♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥✳ ❋♦r ❞✐st✐♥❣✉✐s❤✐♥❣ ❤✱ ❛ ♣r♦❜❛❜✐❧✐st✐❝ ♣♦❧②♥♦♠✐❛❧✲t✐♠❡ ✭PP❚✮ ❛❞✈❡rs❛r②

A ♠❛② r❡q✉❡st ♣♦❧②♥♦♠✐❛❧ ❜♦✉♥❞❡❞ q✉❡r✐❡s ✇✐t❤ ✐ts s❡❧❡❝t❡❞ ✐♥♣✉ts ❛♥❞ ♦❜t❛✐♥ t❤❡ ♦✉t♣✉ts

❝♦♠♣✉t❡❞ ❜② ❤ ❢♦r tr❛✐♥✐♥❣✳ ❆❢t❡r t❤❡ tr❛✐♥✐♥❣ ♣❤❛s❡✱ A ✐s ❣✐✈❡♥ ❛ ❢✉♥❝t✐♦♥✱ ✇❤✐❝❤ ✐s ❡✐t❤❡r ❤ ♦r

❛ tr✉❧② r❛♥❞♦♠ ❢✉♥❝t✐♦♥✳ ❲❡ s❛② t❤❛t ❤ ✐s ❛ ♣s❡✉❞♦✲r❛♥❞♦♠ ❢✉♥❝t✐♦♥✱ ✐❢ ✐t ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡

❢r♦♠ ❛ tr✉❧② r❛♥❞♦♠ ❢✉♥❝t✐♦♥ ✉♥❞❡r A ✳ ◆❛♠❡❧②✱ A ✐s ❣✐✈❡♥ ❡✐t❤❡r ❤ ♦r ❛ tr✉❧② r❛♥❞♦♠ ❢✉♥❝t✐♦♥

❛❝❝♦r❞✐♥❣ t♦ ❛ r❛♥❞♦♠ ❜✐t ④✵✱ ✶⑥ ❛♥❞ ✐t ❤❛s ♦♥❧② t❤❡ ♣r♦❜❛❜✐❧✐t② 1
2 + ε✱ t♦ ❞✐st✐♥❣✉✐s❤ ❤✳

✸ Pr♦♣♦s❡❞ ❙❝❤❡♠❡

❆♥ ❡✣❝✐❡♥t ♣r✐✈❛❝②✲♣r❡s❡r✈✐♥❣ ♠✉❧t✐✲❢❛❝t♦r ❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡st❛❜❧✐s❤♠❡♥t ✭P▼❆❑❊✮ s❝❤❡♠❡

❜❛s❡❞ ♦♥ t❤❡ P❯❋✱ r❡✈❡rs❡ ❢✉③③② ❡①tr❛❝t♦r✱ ❛♥❞ ❝r②♣t♦❣r❛♣❤✐❝ ♦♥❡✲✇❛② ❤❛s❤ ❢✉♥❝t✐♦♥ ✐s ♣r♦♣♦s❡❞

❤❡r❡ ❢♦r ❛❝❤✐❡✈✐♥❣ s❡❝✉r❡ s♠❛rt ❣r✐❞ ❝♦♠♠✉♥✐❝❛t✐♦♥✳ ❚❤❡ ♠❛✐♥ ♦❜❥❡❝t✐✈❡ ♦❢ t❤✐s ♥♦✈❡❧ s❝❤❡♠❡

✐s ♦❢ t✇♦ ❛s♣❡❝ts✿ ✭✶✮ ❚❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣❤❛s❡ ✐s ♣r♦✈✐❞❡❞ t♦ ❛❝❤✐❡✈❡ ♠✉t✉❛❧ ❛✉t❤❡♥t✐❝❛t✐♦♥

❛♥❞ ✉♥tr❛❝❡❛❜✐❧✐t② ♣r♦♣❡rt② ❛♥❞ ✭✷✮ ✐t ❝❛♥ ✇✐t❤st❛♥❞ ❛❧❧ ❦♥♦✇♥ ♣❛ss✐✈❡ ❛♥❞ ❛❝t✐✈❡ ❛tt❛❝❦s ✭✐♥✲

❝❧✉❞✐♥❣ t❤❡ ♣❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢ t❤❡ s♠❛rt ♠❡t❡r✮✳ ❚❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡ ❝♦♥s✐sts ♦❢ t✇♦ ♣❤❛s❡s✿

❊♥r♦❧❧♠❡♥t✱ ❛♥❞ ❆✉t❤❡♥t✐❝❛t✐♦♥✳

✺



✸✳✶ ❊♥r♦❧❧♠❡♥t P❤❛s❡

❆s ❞✐s♣❧❛②❡❞ ✐♥ ❋✐❣✳ ✶✱ t❤❡ ♥❡✇ ❝♦♥s✉♠❡r r❡❣✐st❡rs ❤✐s✴❤❡r s♠❛rt ♠❡t❡r t♦ t❤❡ s❡r✈❡r ❛s t♦

❜❡❝♦♠✐♥❣ ❛ ✈❛❧✐❞ ❝♦♥s✉♠❡r ♦❢ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✳ ■♥ t❤✐s ❝♦♥t❡①t✱ ❛ s♠❛rt ♠❡t❡r ❙▼ ♥❡❡❞s

t♦ s❡♥❞ ✐ts ❡♥r♦❧❧♠❡♥t r❡q✉❡st t♦ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✳ ❆❢t❡r r❡❝❡✐✈✐♥❣ t❤❡ r❡q✉❡st✱ t❤❡ s❡r✈✐❝❡

♣r♦✈✐❞❡r ✜rst r❛♥❞♦♠❧② ❣❡♥❡r❛t❡s ❛ ❝❤❛❧❧❡♥❣❡ Ci ❢♦r t❤❡ ✐✲t❤ r♦✉♥❞ ✐♥t❡r❛❝t✐♦♥ ✇✐t❤ t❤❡ ❙▼✳ ❚❤❡♥

t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ❛❧s♦ ❣❡♥❡r❛t❡s ❛ s❡t ♦❢ ♥❡✇ ❝❤❛❧❧❡♥❣❡s Cem❂ ④c1✱ ✳✳✳✱cn⑥✳ ❚❤❡s❡ ❝❤❛❧❧❡♥❣❡s

✭Cem✮ ✇✐❧❧ ❜❡ ✉s❡❞ ✐❢ t❤❡r❡ ✐s ❛♥② ❞❡s②♥❝❤r♦♥✐③❛t✐♦♥ ♦❝❝✉rs ❜❡t✇❡❡♥ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ❛♥❞ t❤❡

s♠❛rt ♠❡t❡r✳ ◆❡①t✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r s❡♥❞s ④Ci ✱ Cem⑥ t♦ t❤❡ ❙▼✳ ❆❢t❡r r❡❝❡✐✈✐♥❣ t❤❡ ❝❤❛❧❧❡♥❣❡s

④Ci ✱ Cem⑥✱ t❤❡ s♠❛rt ♠❡t❡r ❙▼ ❡①tr❛❝ts t❤❡ P❯❋ ♦✉t♣✉ts Ri❂ PSM ✭Ci✮✱ Rem❂ PSM ✭Cem✮ ❛♥❞

s❡♥❞s ④Ri ✱ Rem⑥ t♦ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✳ ❚❤❡♥✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✜rst r❛♥❞♦♠❧② ❣❡♥❡r❛t❡s ❛

✉♥✐q✉❡ s❤❛❞♦✇ ✐❞❡♥t✐t② SID ✱ ❛♥❞ ❛ s❡❝r❡t ❦❡② Kms ✳ ◆❡①t✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ❛❧s♦ ❣❡♥❡r❛t❡s ❛

s❡t ♦❢ ✉♥✐q✉❡ ♣s❡✉❞♦ ✐❞❡♥t✐t② ❛♥❞ s②♥❝❤r♦♥✐③❛t✐♦♥ ❦❡② ♣❛✐r ✭P■❉✱ Kem✮ ❂④✭pid1✱kem1 ✮✱✳✳✳✱ ✭pidn ✱

kemn✮⑥ ❛♥❞ s❡♥❞s ④✭❙■❉✱ Kms✮✱ ✭P■❉✱ Kem✮⑥ t♦ t❤❡ s♠❛rt ♠❡t❡r✳ ❋✐♥❛❧❧②✱ ❢♦r ❡❛❝❤ ❡♥r♦❧❧❡❞ s♠❛rt

♠❡t❡r ❙▼✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✇✐❧❧ st♦r❡ ④✭SID✱ Kms✮✱ ✭Ci ✱ Ri),✭Cem ✱ Rem),✭P■❉✱ Kem✮⑥ ✐♥ ✐ts

❞❛t❛❜❛s❡ ❛♥❞ t❤❡ ❞❡✈✐❝❡ st♦r❡s ④✭❙■❉✱ Kms✮✱ ✭P■❉✱ Kem✮⑥✳

✸✳✷ ❆✉t❤❡♥t✐❝❛t✐♦♥ P❤❛s❡

❖✉r ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣❤❛s❡ ❝♦♥s✐sts ♦❢ t❤❡ ❢♦❧❧♦✇✐♥❣ st❡♣s✿

❙t❡♣ ✶✿ ❲❤❡♥ t❤❡ s♠❛rt ♠❡t❡r ❙▼ ✐♥t❡♥❞s t♦ ❝♦♠♠✉♥✐❝❛t❡ ✇✐t❤ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✱ t❤❡♥

t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✜rst s❡❧❡❝ts t❤❡ s❤❛❞♦✇ ✐❞❡♥t✐t② SID ❛♥❞ t❤❡♥ ❣❡♥❡r❛t❡s ❛ ♥♦♥❝❡ nm ❛♥❞

❝♦♠♣✉t❡s n∗
m❂nm ⊕ Kms ✱ v0❂h(SID||Kms||n

∗
m✮✳ ❋✐♥❛❧❧②✱ t❤❡ s♠❛rt ♠❡t❡r ❝♦♠♣♦s❡s ❛ r❡q✉❡st

♠❡ss❛❣❡ M1✿ ④❙■❉✱ n
∗
m ✱v0⑥ ❛♥❞ s❡♥❞s ✐t t♦ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✳

❙t❡♣ ✷✿ ❆❢t❡r r❡❝❡✐✈✐♥❣ t❤❡ r❡q✉❡st ♠❡ss❛❣❡ M1✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✜rst ❧♦❝❛t❡s SID ✐♥

✐ts ❞❛t❛❜❛s❡ ❛♥❞ s✉❜s❡q✉❡♥t❧② r❡❛❞s ❛♥❞ ❧♦❛❞s ④✭Ci ✱ Ri),Kms⑥ ✐♥t♦ ✐ts ♠❡♠♦r②✳ ❍❡r❡❛❢t❡r✱ t❤❡

s❡r✈✐❝❡ ♣r♦✈✐❞❡r ❣❡♥❡r❛t❡s ❛ ♥♦♥❝❡ ns ❛♥❞ ❝♦♠♣✉t❡s n∗
s❂ Kms ⊕ns ✱v1❂ ❤✭nm ⑤⑤ Kms ⑤⑤n

∗
s ✮ ❛♥❞

t❤❡♥ ❝♦♠♣♦s❡s ❛ ♠❡ss❛❣❡ M2 ✿④Ci ✱ n
∗
s ✱ v1⑥ ❛♥❞ s❡♥❞s t♦ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✳

❙t❡♣ ✸✿ ◆❡①t✱ ✉♣♦♥ r❡❝❡✐✈✐♥❣ t❤❡ ♠❡ss❛❣❡ M2✱ t❤❡ s♠❛rt ♠❡t❡r ❡①tr❛❝ts t❤❡ P❯❋ ♦✉t♣✉t

R
′

i❂PSM ✭Ci✮ ❛♥❞ ❝❤❡❝❦s t❤❡ ❦❡②✲❤❛s❤ r❡s♣♦♥s❡ v1✳ ■❢ ✐t ✐s ✈❛❧✐❞✱ t❤❡ s♠❛rt ♠❡t❡r ❝❛❧❝✉❧❛t❡s t❤❡

❢♦❧❧♦✇✐♥❣✿ns ❂Kms⊕n
∗
s ✱ ✭ki✱hdi✮ ❂ ❋❊✳●❡♥✭R

′

i✮✱ hd
∗❂h✭Kms ⑤⑤ns✮⊕hd i✱ Ci+1❂❤✭Ci ⑤⑤ki✮✱R

′

i+1❂PSM ✭Ci+1 ✮✱R
∗
i+1❂

ki⊕R
′

i+1 ✱ v2❂ ❤✭ns ⑤⑤ki⑤⑤R
∗
i+1 ⑤⑤hd

∗✮✱SIDnew❂❤✭❙■❉ ⑤⑤ki✮✱Kms❂h(Kms ⑤⑤ki✮✱ ❛♥❞ t❤❡ s❡ss✐♦♥ ❦❡② s❦

❂h✭Kms ⑤⑤k⑤⑤nm✮✳ ❚❤❡♥✱ t❤❡ ❞❡✈✐❝❡ ❢♦r♠s ❛ ♠❡ss❛❣❡M3✿④R
∗
i+1 ✱ v2 ✱hd

∗⑥ ❛♥❞ s❡♥❞s ✐t t♦ t❤❡ s❡r✈✐❝❡

♣r♦✈✐❞❡r✳

❙t❡♣ ✹✿ ❆❢t❡r r❡❝❡✐✈✐♥❣ t❤❡ ♠❡ss❛❣❡ M3✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✜rst ❝♦♠♣✉t❡s hdi ❂ h✭Kms

⑤⑤ns✮⊕hd
∗✱ ki❂FE.Rec(Ri ✱ hdi)❛♥❞ t❤❡♥ ✈❡r✐✜❡s t❤❡ ❦❡②✲❤❛s❤ r❡s♣♦♥s❡ v2 ✳ ■❢ t❤❡ ✈❡r✐✜❝❛t✐♦♥ ✐s

s✉❝❝❡ss❢✉❧✱ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ❝❛❧❝✉❧❛t❡s Ci+1❂ ❤✭Ci ⑤⑤ki✮✱ R
′

i+1❂ ki⊕R
∗
i+1 ✱ SIDnew❂❤✭SID

✻



❋✐❣✉r❡ ✸✿ ❊✣❝✐❡♥t ♠✉❧t✐✲❢❛❝t♦r ❛✉t❤❡♥t✐❝❛t✐♦♥ s❝❤❡♠❡ ✭P▼❆❑❊✮ ❢♦r s♠❛rt ❣r✐❞ ❝♦♠♠✉♥✐❝❛t✐♦♥✳

⑤⑤ki✮✱ Kms❂h(Kms ⑤⑤ki✮✱ ❛♥❞ t❤❡ s❡ss✐♦♥ ❦❡② s❦ ❂h✭Kms ⑤⑤ki⑤⑤nm✮✳ ❋✐♥❛❧❧②✱ t❤❡ s❡r✈❡r st♦r❡s

④SIDnew✱ ✭Ci+1 ✱ R
′

i+1 ✮✱ Kms✮ ❢♦r t❤❡ ♥❡①t ✭i✰✶✮✲t❤ ✐♥t❡r❛❝t✐♦♥ ✇✐t❤ t❤❡ s♠❛rt ♠❡t❡r✳

◆♦✇ ✐♥ ❙t❡♣ ✷✱ ✐❢ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ❝❛♥♥♦t r❡❝♦❣♥✐③❡ t❤❡ s♠❛rt ♠❡t❡r✱ t❤❡♥ t❤❡ s❡r✈✐❝❡

♣r♦✈✐❞❡r ❛s❦s t❤❡ s♠❛rt ♠❡t❡r t♦ tr② ❛❣❛✐♥ ❜② ✉s✐♥❣ ♦♥❡ ♦❢ t❤❡ ✉♥✉s❡❞ ♣❛✐rs ♦❢ ✭pidj ✱kj ✮∈✭P■❉✱

Kem✮✳ ❖♥❝❡ ❛ ♣❛✐r ✐s ✉s❡❞ ✉♣✱ ✐t ♠✉st ❜❡ ❞❡❧❡t❡❞ ❢r♦♠ t❤❡ ❜♦t❤ ❡♥❞s✳ ■♥ t❤✐s ❝❛s❡✱ t❤❡ s❡r✈✐❝❡

♣r♦✈✐❞❡r ✇✐❧❧ s❡❧❡❝t ♦♥❡ ♦❢ t❤❡ ✉♥✉s❡❞ ❈❘P ❢r♦♠ ✭Cem ✱ Rem) ❛♥❞ ❛ ♥❡✇ s❤❛❞♦✇ ✐❞❡♥t✐t② ✇✐❧❧

❜❡ ♣r♦✈✐❞❡❞ t♦ t❤❡ s♠❛rt ♠❡t❡r✳ ❋✐♥❛❧❧②✱ t❤❡ ✉s❡❞ ♣❛✐r ♦❢ ❡♠❡r❣❡♥❝② ❈❘P ✐s ❛❧s♦ ♥❡❡❞❡❞ t♦ ❜❡

❞❡❧❡t❡❞ ❢r♦♠ ✭Cem ✱ Rem)✳ ■♥ t❤✐s ✇❛②✱ ✇❡ ❝❛♥ ❛❞❞r❡ss t❤❡ ❞❡s②♥❝❤r♦♥✐③❛t✐♦♥ ♣r♦❜❧❡♠ ✇✐t❤♦✉t

❝♦♠♣r♦♠✐s✐♥❣ ❛♥♦♥②♠✐t② s✉♣♣♦rt✳ ❉❡t❛✐❧s ♦❢ t❤✐s ♣❤❛s❡ ✐s ❞❡♣✐❝t❡❞ ✐♥ ❋✐❣✳ ✸✳

✼



✹ ❙❡❝✉r✐t② ▼♦❞❡❧

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ❞❡✜♥❡ ❛ s❡❝✉r✐t② ♠♦❞❡❧ ❢♦r ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡✱ ❛❞❛♣t✐♥❣ t❤❡ ♠♦❞❡❧ ♣r❡s❡♥t❡❞

✐♥ ❬✶✵❪✳

❈♦♥s✐❞❡r ❛ s❡t ♦❢ s♠❛rt ♠❡t❡rsM = {M1,M2, · · · ,Mn} t❤❛t ✐♥t❡r❛❝t ✇✐t❤ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r

S✳ S ✐♥✐t✐❛❧❧② ❡①❡❝✉t❡s Setup(1k ✮ ❛♥❞ ♣r♦❞✉❝❡s ❛ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡r pp ❛♥❞ ❛ s❤❛r❡❞ s❡❝r❡t ♣❛r❛♠✲

❡t❡r sp✳ ❍❡r❡✱ pp ❞❡♥♦t❡s ❛❧❧ t❤❡ ❛✈❛✐❧❛❜❧❡ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs ✭❝r②♣t♦ s✉✐t❡s✮ ♦❢ t❤❡ ❡♥✈✐r♦♥♠❡♥t

✭❡✳❣✳✱ P❯❋ ♦✉t♣✉t ❧❡♥❣t❤✱ ❝♦❞✐♥❣ ♠♦❞❡✱ ♣s❡✉❞♦✲r❛♥❞♦♠ ❢✉♥❝t✐♦♥ ✭P❘❋✮ ❛❧❣♦r✐t❤♠ ♥❛♠❡✱ ❡t❝✳✮

❛♥❞ sp r❡♣r❡s❡♥ts t❤❡ s❡❝r❡t P❯❋ r❡s♣♦♥s❡s✳ ■♥ t❤✐s s❡t✉♣ ♣❤❛s❡✱ S ❝♦♠♠✉♥✐❝❛t❡s ✇✐t❤ t❤❡ s♠❛rt

♠❡t❡rs ✐♥ ❛ s❡❝✉r❡ ❡♥✈✐r♦♥♠❡♥t ❛♥❞ tr❛♥s❢❡rs t❤❡ s❡❝✉r✐t② ❝r❡❞❡♥t✐❛❧s t♦ st❛rt t❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥

♣r♦❝❡ss✳ ❉✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣❤❛s❡✱ t❤❡s❡ ♣❛rt✐❡s ✐♥t❡r❛❝t t❤r♦✉❣❤ ❛♥

✐♥s❡❝✉r❡ ♥❡t✇♦r❦ ❛♥❞ ♠✉t✉❛❧❧② ❛✉t❤❡♥t✐❝❛t❡ ❡❛❝❤ ♦t❤❡r✳ ❆t t❤❡ ❡♥❞✱ t❤❡ ♣❛rt✐❡s ♦✉t♣✉t ✶ ✭❛❝✲

❝❡♣t❛♥❝❡✮ ♦r ✵ ✭r❡❥❡❝t✐♦♥✮ ❛s t❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ r❡s✉❧t✳ ❚❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ s❡q✉❡♥❝❡ ❜❡t✇❡❡♥

t❤❡ ♣❛rt✐❡s ✐s ❝❛❧❧❡❞ ❛ s❡ss✐♦♥ ❛♥❞ ❡❛❝❤ s❡ss✐♦♥ ✐s ❞✐st✐♥❣✉✐s❤❡❞ ❜② ✐ts s❡ss✐♦♥ ✐❞❡♥t✐✜❡r✱ ❞❡♥♦t❡❞

❜② xid✳ ❲❡ s❛② t❤❛t ❛ s❡ss✐♦♥ ❤❛s ❛ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ ✐❢ t❤❡ ♠❡ss❛❣❡s ❡①❝❤❛♥❣❡❞ ❜❡t✇❡❡♥ S ❛♥❞

♠❡♠❜❡rs ♦❢M ❛r❡ ❤♦♥❡st❧② tr❛♥s❢❡rr❡❞✳

■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ ❝♦♥s✐❞❡r s❡❝✉r✐t② ❛❣❛✐♥st t❤❡ ♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❛tt❛❝❦✱ ✇❤✐❝❤ ✐s t❤❡ ❝❛♥♦♥✲

✐❝❛❧ s❡❝✉r✐t② ❧❡✈❡❧ ❢♦r ❛♥② ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧✳ ◆♦✇ ✇❡ ❝♦♥s✐❞❡r ❛ s❡❝✉r✐t② ❣❛♠❡✱ ❞❡♥♦t❡❞ ❜②

ExpSecΠ,A(k)✱ ❜❡t✇❡❡♥ ❛ ❝❤❛❧❧❡♥❣❡r C ❛♥❞ ❛❞✈❡rs❛r② A ❛❣❛✐♥st ❛♥ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧ Π.

ExpSecΠ,A(k)✿

✶✳ (pp, sp)Random←−−−−−−Setup(1
k )❀

✷✳ (xid∗,Mj)Random←−−−−−−A
Launch,SendS ,SendM,Result,Reveal
1 (pp, S,M)❀

✸✳ b := Result(xid∗,Mj )❀

✹✳ ❖✉t♣✉t✿ b✳

❆t t❤❡ ❡♥❞ ♦❢ t❤❡ s❡t✉♣ ♣❤❛s❡✱ A ❝❛♥ ✐♥t❡r❛❝t ✇✐t❤ t❤❡ s♠❛rt ♠❡t❡r ❛♥❞ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r

❛♥❞ ♦❜t❛✐♥ ✈❛r✐♦✉s ✐♥❢♦r♠❛t✐♦♥ ❜② ✐ss✉✐♥❣ t❤❡ ❢♦❧❧♦✇✐♥❣ ♦r❛❝❧❡ q✉❡r✐❡s✿

✕ Launch(1k )✿ ▲❛✉♥❝❤ ❛ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✉♥✐t ❙ t♦ ❜❡❣✐♥ ❛ ♥❡✇ s❡ss✐♦♥ ✇✐t❤ s❡❝✉r✐t② ♣❛r❛♠✲

❡t❡r k✳

✕ SendS ✿ ❙❡♥❞ ❛ r❛♥❞♦♠ ♠❡ss❛❣❡ m t♦ S✳

✕ SendM(Mj ,m)✿ ❙❡♥❞ ❛r❜✐tr❛r② ♠❡ss❛❣❡ m t♦ t❤❡ ♠❡t❡r Mj ∈M✳

✕ Result(P, xid)✿ ❖✉t♣✉t ✇❤❡t❤❡r t❤❡ s❡ss✐♦♥ s✐❞ ♦❢ P ✐s ❛❝❝❡♣t❡❞ ♦r ♥♦t✱ ✇❤❡r❡ P ∈ {S,M}✳

✕ Reveal(Mj)✿ ❖✉t♣✉t t❤❡ ❡♥t✐r❡ ✐♥❢♦r♠❛t✐♦♥ ❝♦♥t❛✐♥❡❞ ✐♥ t❤❡ ♠❡♠♦r② ♦❢ t❤❡ ♠❡t❡r Mj ✳

✽



❚❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ t❤❡ ❛❞✈❡rs❛r② A ❛❣❛✐♥st t❤❡ ♣r♦t♦❝♦❧ Π✱ ❞❡♥♦t❡❞ ❜② AdvSecΠ,A(k)✱ ✐s ❞❡✜♥❡❞

❛s t❤❡ ♣r♦❜❛❜✐❧✐t② t❤❛t t❤❡ ❣❛♠❡ ExpSecΠ,A(k) ♦✉t♣✉ts ✶ ✇❤❡♥ xid∗ ♦❢ P ❤❛s ♥♦ ♠❛t❝❤✐♥❣ s❡ss✐♦♥✳

❉❡✜♥✐t✐♦♥ ✶✿ ❆♥ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧ Π ✐s s❛✐❞ t♦ ❜❡ s❡❝✉r❡ ❛❣❛✐♥st ♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡

❛tt❛❝❦s ✇✐t❤ ❦❡② ❝♦♠♣r♦♠✐s❡ ✐❢ ❢♦r ❛♥② ♣r♦❜❛❜✐❧✐st✐❝ ♣♦❧②♥♦♠✐❛❧ t✐♠❡ ❛❞✈❡rs❛r② A✱ AdvSecΠ,A(k) ✐s

♥❡❣❧✐❣✐❜❧❡✱ ✐✳❡✳✱ AdvSecΠ,A(k) ≤ ǫ ✐♥ k ✭❢♦r ❧❛r❣❡ ❡♥♦✉❣❤ k✮✳

✹✳✶ Pr✐✈❛❝② ▼♦❞❡❧

◆♦✇ ✇❡ ❝♦♥s✐❞❡r ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✲❜❛s❡❞ ♣r✐✈❛❝②✳ ■♥ t❤✐s ❝❛s❡✱ t❤❡ ❛❞✈❡rs❛r② r❛♥❞♦♠❧② ♣✐❝❦s

t✇♦ s♠❛rt ♠❡t❡rs ❛♥❞ tr✐❡s t♦ ❞✐st✐♥❣✉✐s❤ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❞❡r✐✈❡❞ ❢r♦♠ ❛♥② ♦♥❡ ♦❢ t❤❡ t✇♦

♠❡t❡rs✳ ❚❤❡ ♣r✐✈❛❝② ❡①♣❡r✐♠❡♥t ❜❡t✇❡❡♥ t❤❡ ❝❤❛❧❧❡♥❣❡r ❛♥❞ t❤❡ ❛❞✈❡rs❛r② A := (A1,A2,A3) ✐s

t❤❡♥ ❞❡s❝r✐❜❡❞ ❛s ❢♦❧❧♦✇s✿

ExpIND∗−b
Π,A (k)✿

✶✳ (M ∗
0 ,M

∗
1 , st1)Random←−−−−−−A

Launch,SendS ,SendM,Result,Reveal
1 (pp, S,M)❀

✷✳ bU←−{0, 1}✱M
′

:=M{M∗
0 ,M

∗
1 }❀

✸✳ Π0Random←−−−−−−Execute(S ,M
∗
0 )✱ Π1Random←−−−−−−Execute(S ,M

∗
1 )✱ st2Random←−−−−−−A

Launch,SendS ,SendM,Result,Reveal
2 (S,M

′

,

I(M∗
b ),Π0,Π1, st1)❀

✹✳ Π
′

0Random←−−−−−−Execute(S ,M
∗
0 )✱ Π

′

1Random←−−−−−−Execute(S ,M
∗
1 )❀

✺✳ b
′

Random←−−−−−−A
Launch,SendS ,SendM,Result,Reveal
3 (S,M,Π

′

0,Π
′

1, st1)

✻✳ ❖✉t♣✉t b
′

✳

❆t t❤❡ ❡♥❞ ♦❢ t❤❡ s❡t✉♣ ♣❤❛s❡✱ t❤❡ ❛❞✈❡rs❛r② A1 ✐ss✉❡s t❤❡ ♦r❛❝❧❡ q✉❡r✐❡s ❛♥❞ s❡♥❞s t❤❡

q✉❡r✐❡s ❝♦♥t❛✐♥✐♥❣ (M∗
0 ,M

∗
1 ) t♦ t❤❡ ❝❤❛❧❧❡♥❣❡r C✳ ❆❢t❡r t❤❛t✱ C ✢✐♣s ❛ r❛♥❞♦♠ ❝♦✐♥ bU←−{0, 1} ❛♥❞

♣❡r♠✐ts t❤❡ ❛❞✈❡rs❛r② t♦ ❛♥♦♥②♠♦✉s❧② ✐♥t❡r❛❝t ✇✐t❤ M∗
b ✳ ❋♦r t❤❡ ❛❝❝♦♠♣❧✐s❤♠❡♥t ♦❢ ❛♥♦♥②♠♦✉s

❛❝❝❡ss✱ A2 ✐♥✈♦❦❡s t❤❡ ❙❡♥❞M q✉❡r② ✇✐t❤ ✐♥t❡r♠❡❞✐❛t❡ ❛❧❣♦r✐t❤♠ I ❛s t❤❡ ✐♥♣✉t t♦ ❤♦♥❡st❧②

tr❛♥s❢❡r t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♠❡ss❛❣❡ ❜❡t✇❡❡♥ A2 ❛♥❞ M ∗
b ✳ ❆❢t❡r t❤❡ ❝❤❛❧❧❡♥❣❡ ♣❤❛s❡✱ A3 ❝❛♥

❝♦♥t✐♥✉♦✉s❧② ✐♥t❡r❛❝t ✇✐t❤ ❛❧❧ ♠❡t❡rs ✐♥❝❧✉❞✐♥❣ ✭M∗
0 ,M

∗
1 ) ❛s A1✳ ◆❡①t✱ M∗

0 ❛♥❞ M∗
1 ❝❛❧❧ t❤❡

❊①❡❝✉t❡ q✉❡r② t♦ ❛✈♦✐❞ tr✐✈✐❛❧ ❛tt❛❝❦s ✭s✉❝❤ ❛s ♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❛tt❛❦s✮ ✐♥ t❤❡ s②♠♠❡tr✐❝ ❦❡②

❜❛s❡❞ ❝♦♥str✉❝t✐♦♥✱ ❛♥❞ ❛❢t❡r t❤❛t✱ t❤❡② s❡♥❞ t❤❡✐r tr❛♥s❝r✐♣ts (Π0,Π1) ❛♥❞ (Π
′

0,Π
′
1) ♦❢ t❤❡

♣r♦t♦❝♦❧ Π t♦ t❤❡ ❛❞✈❡rs❛r②✳ ❚❤❡r❡❢♦r❡✱ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ t❤❡ ❛❞✈❡rs❛r② ✐♥ ❣✉❡ss✐♥❣ t❤❡ ❝♦rr❡❝t

❜✐t ❝❛♥ ❜❡ ❞❡✜♥❡❞ ❛s ❢♦❧❧♦✇s✿

AdvIND∗
Π,A (k) :=

∣

∣

∣
Pr[ExpIND∗−0

Π,A (k)→1]−Pr[ExpIND∗−1
Π,A (k)→1]

∣

∣

∣
.

✾



✹✳✷ ❙❡❝✉r✐t② ❈♦♥s✐❞❡r❛t✐♦♥s ♦❢ t❤❡ Pr♦♣♦s❡❞ ❆✉t❤❡♥t✐❝❛t✐♦♥ ❙❝❤❡♠❡

◆♦✇ ✇❡ ❛♥❛❧②③❡ t❤❡ s❡❝✉r✐t② ♦❢ t❤❡ ♣r♦♣♦s❡❞ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧ ❜② ✉s✐♥❣ t❤❡ ❛❜♦✈❡ ♠♦❞❡❧s✳

❚❤❡♦r❡♠ ✶ ✭❙❡❝✉r✐t②✮✳ ❈♦♥s✐❞❡r ❛ ✭❞✱ ♥✱ ❧✱ λ✱ ǫ1✮✲s❡❝✉r❡ P❯❋✱ ❛♥❞ ❧❡t ❋❊ ❜❡ ❛ (d, λ, ǫ2)✲

s❡❝✉r❡ ❢✉③③② ❡①tr❛❝t♦r✱ ❛♥❞ h ❜❡ ❛ ǫ3✲s❡❝✉r❡ ♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥✳ ❚❤❡♥ t❤❡ ♣r♦♣♦s❡❞ ♣r♦t♦❝♦❧

✐s s❡❝✉r❡ ❛❣❛✐♥st ♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❛tt❛❝❦s ✇✐t❤ ♠❡♠♦r② ❝♦♠♣r♦♠✐s❡✳ ■♥ ♣❛rt✐❝✉❧❛r✱ ✇❡ ❤❛✈❡

AdvSecΠ,A ≤ l.n(ǫ1 + ǫ2 + ǫ3)✳

Pr♦♦❢✳ ❚❤❡ ♦❜❥❡❝t✐✈❡ ♦❢ ❛❞✈❡rs❛r② A ✐s t♦ ✈✐♦❧❛t❡ t❤❡ s❡❝✉r✐t② ❡①♣❡r✐♠❡♥t✳ ■♥ t❤✐s ❝♦♥t❡①t✱

t❤❡ ❣♦❛❧ ♦❢ A ✐s t♦ ❝♦♥✈✐♥❝❡ t❤❡ s♠❛rt ♠❡t❡r ♦r t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r t♦ ❛❝❝❡♣t t❤❡ s❡ss✐♦♥ ✇✐t❤♦✉t

❛♥② ♠❛t❝❤✐♥❣ s❡ss✐♦♥✱ ❡s♣❡❝✐❛❧❧② ✇❤❡♥ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐s ❛❧t❡r❡❞ ❜② t❤❡ ❛❞✈❡rs❛r②✳ ◆♦✇

t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡ tr❛♥s❢♦r♠❛t✐♦♥s ✐s ❝♦♥s✐❞❡r❡❞✳ ▲❡t Xi ❜❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ t❤❡ ❛❞✈❡rs❛r② ❛t

✇✐♥♥✐♥❣ t❤❡ ❣❛♠❡ ✐♥ ●❛♠❡ ✐✳

●❛♠❡ ✵✳ ■t s♣❡❝✐✜❡s t❤❡ ♦r✐❣✐♥❛❧ ❣❛♠❡ ❜❡t✇❡❡♥ t❤❡ ❝❤❛❧❧❡♥❣❡r C ❛♥❞ t❤❡ ❛❞✈❡rs❛r②✳

●❛♠❡ ✶✳ C r❛♥❞♦♠❧② ❣✉❡ss❡s t❤❡ ♠❡t❡r M∗U←−{M1, · · · ,Mn}✳ C ❛❜♦rts t❤❡ ❣❛♠❡ ✐❢ t❤❡

❛❞✈❡rs❛r② ❤❛s ❛ ❞✐✛❡r❡♥t xid∗ ❛♥❞✴♦r t❤❡ ❛❞✈❡rs❛r② ❞♦❡s ♥♦t ✐♠♣❡rs♦♥❛t❡ M∗✳

●❛♠❡ ✷✳ ▲❡t l ❜❡ t❤❡ ♠❛①✐♠✉♠ ♥✉♠❜❡r ♦❢ s❡ss✐♦♥s t❤❛t t❤❡ ❛❞✈❡rs❛r② ❝❛♥ ❡st❛❜❧✐s❤ ✐♥ t❤❡

❣❛♠❡✳ ❋♦r 1 ≤ j ≤ l✱ ✇❡ ✈❡r✐❢② ♦r ❛❧t❡r t❤❡ r❡❧❛t❡❞ ♣❛r❛♠❡t❡rs ♦❢ t❤❡ s❡ss✐♦♥ ❜❡t✇❡❡♥ t❤❡ s❡r✈✐❝❡

♣r♦✈✐❞❡r ❛♥❞ M∗ ✉♣ t♦ t❤❡ l✲t❤ s❡ss✐♦♥ ❛s ♣❡r t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡s✿

❼ ●❛♠❡ 2− j − 1✳ ❆t t❤❡ j✲t❤ s❡ss✐♦♥✱ C ❡✈❛❧✉❛t❡s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ P❯❋ ✐♠♣❧❡♠❡♥t❡❞ ✐♥

M∗✳ C ❛❜♦rts t❤❡ ❣❛♠❡ ✐❢ t❤❡ ♦✉t♣✉t ❞♦❡s ♥♦t ❤❛✈❡ ❡♥♦✉❣❤ ❡♥tr♦♣② ♦r ✐❢ ✐t ✐s ❝♦rr❡❧❛t❡❞ t♦

t❤❡ ♦t❤❡r ♦✉t♣✉ts ❞❡r✐✈❡❞ ❢r♦♠ t❤❡ ✐♥♣✉ts t♦ t❤❡ P❯❋✳

❼ ●❛♠❡ 2 − j − 2✳ ❚❤❡ ♦✉t♣✉t ❢r♦♠ t❤❡ ❢✉③③② ❡①tr❛❝t♦r (k, hd) ✐s t✉r♥❡❞ ✐♥t♦ ❛ r❛♥❞♦♠

✈❛r✐❛❜❧❡✳

❼ ●❛♠❡ 2− j − 3✳ ■♥ t❤✐s ❣❛♠❡ t❤❡ ♦✉t♣✉t ❢r♦♠ t❤❡ ♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥s ✭P❘❋✮ h(k, ·)

❛♥❞ h(Kms , ·) ✐s ❞❡r✐✈❡❞ ❢r♦♠ ❛ tr✉❧② r❛♥❞♦♠ ❢✉♥❝t✐♦♥✳

❼ ●❛♠❡ 2− j − 4✳ ■♥ t❤✐s ❣❛♠❡ t❤❡ r❡s✉❧t❛♥t ♦✉t♣✉t ❢r♦♠ t❤❡ P❘❋ h(Kem , ·) ✐s ♦❜t❛✐♥❡❞

❢r♦♠ ❛ tr✉❧② r❛♥❞♦♠ ❢✉♥❝t✐♦♥✳

❼ ●❛♠❡ 2 − j − 5✳ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❛❧t❡r t❤❡ ❳❖❘❡❞ ♦✉t♣✉t R∗
i+1 = k ⊕ R

′

i+1 ❛♥❞

hd∗ = h(Kms ||nm)⊕ hd t♦ ❛r❜✐tr❛r✐❧② ❝❤♦s❡♥ R∗
i+1 , hd

∗ U←−{0, 1}
|R∗

i+1
,hd∗|✳

❚❤❡ ♠❛✐♥ ✐❞❡❛ ♦❢ t❤❡ s❡❝✉r✐t② ♣r♦♦❢ ✐s t♦ ♠♦❞✐❢② t❤❡ ♠❡ss❛❣❡s ❝♦rr❡s♣♦♥❞✐♥❣ t♦ t❤❡ t❛r❣❡t

s♠❛rt ♠❡t❡r M ∗ t♦ ❛r❜✐tr❛r② str✐♥❣s✳ ❚❤❡ ❛tt❛❝❦❡r ✇✐♥s t❤❡ ❣❛♠❡ ❛♥❞ ❜r❡❛❦s t❤❡ s❡❝✉r✐t② ♦❢ t❤❡

♣r♦♣♦s❡❞ s❝❤❡♠❡ ✐❢ ❤❡✴s❤❡ ❝❛♥ ❞✐st✐♥❣✉✐s❤ t❤❡ r❛♥❞♦♠ str✐♥❣s ❢r♦♠ r❡❛❧ ♠❡ss❛❣❡s✴♦✉t♣✉ts ❛♥❞✴♦r

❝♦♥✈✐♥❝❡ t❤❡ s♠❛rt ♠❡t❡r ♦r s❡r✈✐❝❡ ♣r♦✈✐❞❡r t♦ ❛❝❝❡♣t t❤❡ s❡ss✐♦♥ ✇❤✐❧❡ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐s

♠♦❞✐✜❡❞✳ ❲❡ ♣r♦❝❡❡❞ ✇✐t❤ t❤❡ ❣❛♠❡ tr❛♥s❢♦r♠❛t✐♦♥ st❛rt✐♥❣ ✇✐t❤ t❤❡ ✜rst ❝❛❧❧ ♦❢ t❤❡ s♠❛rt

♠❡t❡r M ∗✳ ❆❢t❡r t❤❛t✱ ✇❡ ❣r❛❞✉❛❧❧② ❝❤❛♥❣❡ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♠❡ss❛❣❡ ❢r♦♠ ●❛♠❡ ✷✲j✲✶ t♦

✶✵



●❛♠❡ ✷✲j✲✺✳ ❲❡ ♠♦✈❡ t♦ t❤❡ ♥❡①t s❡❝t✐♦♥✱ ♦♥❝❡ t❤❡s❡ tr❛♥s❢♦r♠❛t✐♦♥s ❛r❡ ✜♥✐s❤❡❞✳ ❍❡r❡✱ ✇❡

r❡❝✉rs✐✈❡❧② ❛♣♣❧② t❤✐s str❛t❡❣② ✉♣ t♦ t❤❡ ✉♣♣❡r ❜♦✉♥❞ l ♦♥ t❤❡ ♥✉♠❜❡r ♦❢ s❡ss✐♦♥s t❤❛t t❤❡

❛tt❛❝❦❡r ❝❛♥ ❡st❛❜❧✐s❤✳ ❚❤r♦✉❣❤ t❤❡s❡ ❣❛♠❡ tr❛♥s❢♦r♠❛t✐♦♥s✱ ✇❡ s❤♦✇ t❤❛t t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ t❤❡

❛❞✈❡rs❛r② ❛❣❛✐♥st t❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧ ❝❛♥ ❜❡ ❧✐♠✐t❡❞ t♦ ♥❡❣❧✐❣✐❜❧❡ ✈❛❧✉❡s ❛s s❤♦✇♥ ✐♥ t❤❡

r❡s✉❧ts ♦❢ ▲❡♠♠❛ ✶ t❤r♦✉❣❤ ✺✳

▲❡♠♠❛ ✶ ✭❘❛♥❞♦♠ ●✉❡ss✐♥❣✮✿ ■❢ t❤❡r❡ ❛r❡ n s♠❛rt ♠❡t❡rs✱ t❤❡♥ X0 = nX1✳

❙✉❜✲Pr♦♦❢✿ ❲❡ s❛② t❤❛t t❤❡ ❛❞✈❡rs❛r② ✇✐♥s t❤❡ ❣❛♠❡ ✇❤❡♥ t❤❡r❡ ✐s ❛ s❡ss✐♦♥ ✇❤✐❝❤ t❤❡

s❡r✈✐❝❡ ♣r♦✈✐❞❡r ♦r s♠❛rt ♠❡t❡r ❛❝❝❡♣ts✱ ✇❤✐❧❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐s ♠♦❞✐✜❡❞ ❜② t❤❡ ❛❞✈❡rs❛r②✳ ❙✐♥❝❡

✇❡ ❛ss✉♠❡ t❤❛t t❤❡r❡ ❛r❡ ❛t ♠♦st n s♠❛rt ♠❡t❡rs✱ t❤❡r❡❢♦r❡ t❤❡ ♣r♦❜❛❜✐❧✐t② t❤❛t t❤❡ ❝❤❛❧❧❡♥❣❡r

C ❝❛♥ ❝♦rr❡❝t❧② ❣✉❡ss t❤❡ r❡❧❛t❡❞ s❡ss✐♦♥ ✐s 1/n✳

▲❡♠♠❛ ✷ ✭P❯❋ ❘❡s♣♦♥s❡✮✿ X1 = X2−j−1 ❛♥❞ X2−(j−1)−5 = X2−j−1 ❢♦r ❛♥② 2 ≤ j ≤ l✱

✐❢ t❤❡ P❯❋ ✉s❡❞ ✐♥ t❤❡ s♠❛rt ♠❡t❡rs ✐s ❛ (d, n, l, λ, ǫ1)✲s❡❝✉r❡ P❯❋✳

❙✉❜✲Pr♦♦❢✿ ❙✐♥❝❡ t❤❡ P❯❋ ✉s❡❞ ✐♥ t❤❡ ♣r♦♣♦s❡❞ ♣r♦t♦❝♦❧ ✐s (d, n, l, λ, ǫ1)✲s❡❝✉r❡✱ ✐t ✐♠♣❧✐❡s

t❤❛t ✐ts ✐♥tr❛✲❞✐st❛♥❝❡ ✐s ❧❡ss t❤❛♥ d✱ t❤❡ ✐♥t❡r✲❞✐st❛♥❝❡ ✐s ❧❛r❣❡r t❤❛♥ d✱ ❛♥❞ t❤❡ ♠✐♥✲❡♥tr♦♣② ♦❢

t❤❡ P❯❋ ✐s ❧❛❣❡r t❤❛♥ λ✳ ❇❡s✐❞❡s✱ t❤❡ P❯❋ ❛❧s♦ ❤❛s t❤❡ ❞❡s✐r❛❜❧❡ ♣r♦♣❡rt② t❤❛t ❡✈❡♥ ✐❢ t❤❡ ✐♥♣✉t

t♦ t❤❡ P❯❋ ✐s ❡①♣♦s❡❞✱ t❤❡ ♦✉t♣✉t ❞❡r✐✈❡❞ ❢r♦♠ t❤❡ P❯❋ s❛t✐s✜❡s t❤❡ s✉✣❝✐❡♥t ♠✐♥✲❡♥tr♦♣②

♣r♦♣❡rt② ❛♥❞ t❤❛t ♠❛❦❡s ❡❛❝❤ ♦✉t♣✉t ✉♥❝♦rr❡❧❛t❡❞✳ ❍❡r❡✱ t❤❡ ❝❤❛❧❧❡♥❣❡r ❞♦❡s ♥♦t ❝❤❡❝❦ t❤❡

❡♥tr♦♣② ♦❢ t❤❡ ♦✉t♣✉t ✐♥ t❤✐s ❣❛♠❡✳ ◆♦✇✱ ❝♦♥s✐❞❡r ❛ s❝❡♥❛r✐♦ ✇❤❡r❡ ❛♥ ❛❞✈❡rs❛r② ✐ss✉❡s t❤❡

r❡✈❡❛❧ q✉❡r② ❛♥❞ ♦❜t❛✐♥s t❤❡ st♦r❡❞ ✐♥❢♦r♠❛t✐♦♥ ❢r♦♠ t❤❡ P❯❋✬s ♠❡♠♦r②✳ ■♥ t❤✐s r❡❣❛r❞✱ s✐♥❝❡

X1✱ X2−j−1 ❛♥❞ X2−(j−1 )−5 ✉s❡ t❤❡ (d, n, l, λ, ǫ1)✲s❡❝✉r❡ P❯❋✱ t❤❡ ❞✐st❛♥❝❡ ❜❡t✇❡❡♥ t❤❡♠ ✐s

❜♦✉♥❞❡❞ ❜② ǫ1✳ ❚❤❡r❡❢♦r❡✱ ✇❡ ❝❛♥ ✇r✐t❡ |X1 −X2−j−1| ≤ ǫ1 ❛♥❞
∣

∣X2−(j−1)−5 −X2−j−1

∣

∣ ≤ ǫ1✳

❚❤✐s ♠❡❛♥s t❤❡r❡ ✐s ♥♦ ❡✛❡❝t ♦♥ t❤❡ ❣❛♠❡ tr❛♥s❢♦r♠❛t✐♦♥✳

▲❡♠♠❛ ✸ ✭❋❊ ❖✉t♣✉t✮✿ ■❢ t❤❡ ❋❊ ✐s ❛ (d, λ, ǫ2)✲s❡❝✉r❡ ❢✉③③② ❡①tr❛❝t♦r✱ t❤❡♥ X2−j−1 =

X2−j−2 ❢♦r ❛♥② 1 ≤ j ≤ l✳

❙✉❜✲Pr♦♦❢✿ ❆s ❞✐s❝✉ss❡❞✱ t❤❡ ❢✉③③② ❡①tr❛❝t♦r ✐s s❡❝✉r❡ ✐❢ t❤❡ ♠✐♥✲❡♥tr♦♣② ♦❢ t❤❡ P❯❋ ✐♥♣✉t

R ✐♥ t❤❡ FE.Gen(R) = (K, hd)✱ ✐s ❛t ❧❡❛st λ ❛♥❞ ❑ ✐s st❛t✐st✐❝❛❧❧② ǫ2✲❝❧♦s❡ t♦ ❛ ✉♥✐❢♦r♠❧②

r❛♥❞♦♠ ✈❛r✐❛❜❧❡ ✐♥ {0, 1}k ✱ ❡✈❡♥ ✐❢ t❤❡ ❤❡❧♣❡r ❞❛t❛ hd ✐s ❞✐s❝❧♦s❡❞✳ ◆♦✇✱ s✐♥❝❡ t❤❡ P❯❋ ♣r♦✈✐❞❡s

❡♥♦✉❣❤t ♠✐♥✲❡♥tr♦♣② λ✱ t❤❡ ♣r♦♣❡rt② ♦❢ t❤❡ (d, λ, ǫ2)✲❢✉③③② ❡①tr❛❝t♦r ❡♥s✉r❡s t❤❛t t❤❡ ♦✉t♣✉t

♦❢ t❤❡ ❢✉③③② ❡①tr❛❝t♦r ✐s ❝❧♦s❡ t♦ ❛ r❛♥❞♦♠ str✐♥❣✳ ❚❤❡r❡❢♦r❡✱ ♥♦ ❛❞✈❡rs❛r② ❝❛♥ ❞✐st✐♥❣✉✐s❤ t❤❡

❞✐✛❡r❡♥❝❡ ❜❡t✇❡❡♥ t❤❡ ❣❛♠❡s X2−j−1 ❛♥❞ X2−j−2 ✳ ❚❤❡r❡❢♦r❡✱ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ t❤❡ ❛❞✈❡rs❛r②

✐♥ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤❡ t✇♦ ❣❛♠❡s ❝❛♥ ❜❡ r❡♣r❡s❡♥t❡❞ ❛s |X2−j−2 −X2−j−1| ≤ ǫ2✳

▲❡♠♠❛ ✹ ✭❆✉t❤❡♥t✐❝❛t✐♦♥ ✇✐t❤ ❙❡❝✉r❡ P❘❋✮✿ ∀ 1 ≤ j ≤ l✱ |X2−j−2 −X2−j−3| ≤

AdvPRF
h(.),β(k)✱ ✇❤❡r❡ AdvPRF

h(.),β(k) ❞❡♥♦t❡s t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ β t♦ ❜r❡❛❦ t❤❡ s❡❝✉r✐t② ♦❢ t❤❡ P❘❋

h(·)✳

❙✉❜✲Pr♦♦❢✿ ■❢ t❤❡r❡ ✐s ❛ ❞✐✛❡r❡♥❝❡ ❜❡t✇❡❡♥ t❤❡s❡ ❣❛♠❡s✱ t❤❡♥ ✇❡ ❝❛♥ ❝♦♥str✉❝t ❛♥ ❛❧❣♦r✐t❤♠

β ✇❤✐❝❤ ❜r❡❛❦s t❤❡ s❡❝✉r✐t② ♦❢ t❤❡ P❘❋ h(·)✳ β s❡ts ✉♣ ❛❧❧ t❤❡ s❡❝✉r✐t② ❝r❡❞❡♥t✐❛❧s ❛♥❞ s✐♠✉❧❛t❡s

✶✶



♦✉r ♣r♦t♦❝♦❧ ❡①❝❡♣t t❤❡ ✐✲t❤ s❡ss✐♦♥✳ β ❝❛♥ ❛❝❝❡ss t❤❡ r❡❛❧ P❘❋ h(K, ·) ♦r ❛ tr✉❧② r❛♥❞♦♠

❢✉♥❝t✐♦♥✳ ❲❤❡♥ t❤❡ ❛❞✈❡rs❛r② ✐♥✈♦❦❡s t❤❡ i✲t❤ s❡ss✐♦♥✱ β s❡♥❞s {n∗
sU←−{0, 1}

k} ❛s t❤❡ ♦✉t♣✉t ♦❢

t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✳ ❲❤❡♥ A s❡♥❞s n#
s t♦ t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r✱ β ❝♦♥t✐♥✉❡s t❤❡ ❝♦♠♣✉t❛t✐♦♥s

❛s ♣❡r t❤❡ ♣r♦t♦❝♦❧ s♣❡❝✐✜❝❛t✐♦♥s ❛♥❞ ✐ss✉❡s n#
s t♦ t❤❡ ♦r❛❝❧❡ ✐♥st❡❛❞ ♦❢ t❤❡ ♥♦r♠❛❧ ❝♦♠♣✉t❛t✐♦♥

♦❢ h(·)✳ ❯♣♦♥ r❡❝❡✐✈✐♥❣ V1✱ β ♦✉t♣✉ts {R∗
i+1 , V1} ❛s t❤❡ r❡s♣♦♥s❡ ♦❢ t❤❡ s♠❛rt ♠❡t❡r✳ ❲❤❡♥

t❤❡ ❛❞✈❡rs❛r② s❡♥❞s {R#
i+1 , V

#
1 }✱ β ✐ss✉❡s n#

s t♦ t❤❡ ♦r❛❝❧❡ ❛♥❞ ♦❜t❛✐♥s V1✱ ✇❤✐❝❤ ✐s ✉s❡❞ t♦

❛✉t❤❡♥t✐❝❛t❡ t❤❡ s♠❛rt ♠❡t❡r✳

■❢ β ❛❝❝❡ss❡s t❤❡ r❡❛❧ P❘❋✱ t❤❡♥ t❤✐s s✐♠✉❧❛t✐♦♥ ✐s s✐♠✐❧❛r t♦ ●❛♠❡ 2 − j − 2✳ ❖t❤❡r✇✐s❡✱ ✐t

❝❛♥ ❜❡ ❛r❣✉❡❞ t❤❛t t❤❡ ♦r❛❝❧❡ q✉❡r② ✐♥✈♦❦❡❞ ❜② β ✐s ❝♦♠♣❧❡t❡❧② r❛♥❞♦♠✱ ✇❤❡r❡ t❤❡ ❞✐str✐❜✉t✐♦♥

✐s ❡q✉✐✈❛❧❡♥t t♦ ●❛♠❡ 2− j − 3✳ ❚❤❡r❡❢♦r❡✱ ✇❡ ❝❛♥ ✇r✐t❡ |X2−j−2 −X2−j−3| ≤ AdvPRF
h(·),β(k)✳

▲❡♠♠❛ ✺ ✭❙❡❝✉r❡ P❘❋✮✿ ∀ 1 ≤ j ≤ l✱ |X2−j−3 −X2−j−4| ≤ AdvPRF
h(·),β(k)✳

❙✉❜✲Pr♦♦❢✿ ❚❤✐s ❧❡♠♠❛ ❝❛♥ ❜❡ ♣r♦✈❡❞ ✐♥ ❛ ✇❛② s✐♠✐❧❛r t♦ t❤❡ ♣r♦♦❢ ❢♦r ▲❡♠♠❛ ✹✳

▲❡♠♠❛ ✻ ✭❘❛♥❞♦♠ ❙tr✐♥❣✮✿ ∀ 1 ≤ j ≤ l✱ X2−j−2 = X2−j−4 = X2−j−5✳

❙✉❜✲Pr♦♦❢✿ ❚❤❡ ❢✉③③② ❡①tr❛❝t♦r ❋❊ ❛♥❞ t❤❡ P❘❋ h(·) ❛r❡ ❛❧r❡❛❞② ❝❤❛♥❣❡❞ t♦ t❤❡ tr✉❧②

r❛♥❞♦♠ ❢✉♥❝t✐♦♥ ✐♥ t❤❡ ❛❜♦✈❡ ❣❛♠❡s✳ ❚❤❡r❡❢♦r❡✱ K ❛♥❞ h(K||ns) ❛r❡ ✉s❡❞ ❛s ❛♥ ❡✛❡❝t✐✈❡ ♦♥❡✲

t✐♠❡ ♣❛❞ t♦ ❡♥❝♦❞❡ R
′

i+1 ❛♥❞ hdi ✱ r❡s♣❡❝t✐✈❡❧②✳ ❚❤❡r❡❢♦r❡✱ ♥♦ ❛❞✈❡rs❛r② ❝❛♥ ❞✐✛❡r❡♥t✐❛t❡ R∗
i+1 =

K ⊕R
′

i+1 ❢r♦♠ ❛ r❛♥❞♦♠❧② ❝❤♦s❡♥ str✐♥❣✳

❚❤❡♦r❡♠ ✷ ✭Pr✐✈❛❝②✮✿ ❈♦♥s✐❞❡r ❛ (d, n, l, λ, ǫ1)✲s❡❝✉r❡ ♣❤②s✐❝❛❧❧② ✉♥❝❧♦♥❡❛❜❧❡ ❢✉♥❝t✐♦♥✱

❛♥❞ ❧❡t ❋❊ ❜❡ ❛ (d, λ, ǫ2) ❢✉③③② ❡①tr❛❝t♦r✱ ❛♥❞ ❧❡t h ❜❡ ❛ ǫ3✲s❡❝✉r❡ ♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥✳ ❚❤❡♥

♦✉r ♣r♦t♦❝♦❧ s❛t✐s✜❡s t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✲❜❛s❡❞ ♣r✐✈❛❝② ♣r♦♣❡rt②✳

Pr♦♦❢✿ ❚❤❡ ♣r♦♦❢ ♦❢ t❤✐s t❤❡♦r❡♠ ✐s s✐♠✐❧❛r t♦ t❤❛t ❢♦r ❚❤❡♦r❡♠ ✶✳ ■♥ ❚❤❡♦r❡♠ ✶✱ ✇❡ ❤❛✈❡

s❤♦✇♥ t❤❛t t❤❛t t❤❡ ♣r♦♣♦s❡❞ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧ ✐s s❡❝✉r❡ ❛❣❛✐♥st ❛♥② ❢♦r❣❡r② ❛tt❛❝❦s✳ ❆❝✲

❝♦r❞✐♥❣ t♦ t❤❡ ❣❛♠❡ tr❛♥s❢♦r♠❛t✐♦♥ ❞❡s❝r✐❜❡❞ ✐♥ t❤❡ ♣r♦♦❢ ♦❢ ❚❤❡♦r❡♠ ✶✱ ✐❢ ✇❡ r❡♣❡❛t❡❞❧② ♠♦❞✐❢②

t❤❡ ♠❡ss❛❣❡s ❝♦♠♠✉♥✐❝❛t❡❞ ❢♦r t❤❡ s♠❛rt ♠❡t❡rs M∗
0 ❛♥❞ M∗

1 ✱ t❤❡♥ t❤❡ ❡♥t✐r❡ tr❛♥s❝r✐♣t ✇✐❧❧

❜❡ ✐❞❡♥t✐❝❛❧ t♦ r❛♥❞♦♠ str✐♥❣s✳ ❚❤✉s✱ ♥♦ ✐♥❢♦r♠❛t✐♦♥ t❤❛t ✐❞❡♥t✐✜❡s t❤❡ ❝❤❛❧❧❡♥❣❡r✬s ❝♦✐♥ ✇✐❧❧ ❜❡

❧❡❛❦❡❞✳ ❆❧s♦✱ ❛❧❧ t❤❡ ♣❛r❛♠❡t❡rs st♦r❡❞ ✐♥ t❤❡ s♠❛rt ♠❡t❡r s✉❝❤ ❛s {SID,PID, (C,K), (Cem ,Kem)}

❛r❡ r❛♥❞♦♠❧② ❣❡♥❡r❛t❡❞ ❛♥❞ ❡❛❝❤ ♣❛✐r ❝❛♥ ♦♥❧② ❜❡ ✉s❡❞ ♦♥❝❡✳ ❍❡♥❝❡✱ t❤❡s❡ ♣❛r❛♠❡t❡rs ❞♦ ♥♦t

♣r♦✈✐❞❡ ❛♥② ✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t t❤❡ s♠❛rt ♠❡t❡r✳ ❚❤❡ ♣r♦❜❛❜✐❧✐t② t❤❛t t❤❡ ❝❤❛❧❧❡♥❣❡r ❝❛♥ ✐❞❡♥✲

t✐❢② M∗
0 ❛♥❞ M∗

1 s♦ t❤❛t t❤❡ ❣❛♠❡ tr❛♥s❢♦r♠❛t✐♦♥ ✐s ✜♥✐s❤❡❞ ✇✐t❤✐♥ ❛ ♣♦❧②♥♦♠✐❛❧ t✐♠❡ ✐s 1/n2✳

❚❤❡r❡❢♦r❡✱ ✇❡ ❝❛♥ ❛r❣✉❡ t❤❛t ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡ s❛t✐s✜❡s ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✲❜❛s❡❞ ♣r✐✈❛❝②✳

✺ P❡r❢♦r♠❛♥❝❡ ❆♥❛❧②s✐s ❛♥❞ ❈♦♠♣❛r✐s♦♥

■♥ ♦r❞❡r t♦ ❞❡♠♦♥str❛t❡ t❤❡ ♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡✱ t❤✐s s❡❝t✐♦♥ ❝♦♠♣❛r❡s ♦✉r

♣r♦♣♦s❡❞ s❝❤❡♠❡ ✇✐t❤ r❡s♣❡❝t t♦ t❤❡ ❡①✐st✐♥❣ ❛✉t❤❡♥t✐❝❛t✐♦♥ s❝❤❡♠❡s ✭▼♦❤❛♠♠❛❞❛❧✐ ❬✹❪✱ ❲✉ ❛♥❞

❩❤♦✉ ❬✺❪✱ ❳✐❛ ❛♥❞ ❲❛♥❣ ❬✻❪✱ ❚s❛✐ ❛♥❞ ▲♦ ❬✽❪✱ ❛♥❞ ❖❞❡❧✉ ❡t ❛❧✳ ❬✾❪✮ ❢♦r s♠❛rt ❣r✐❞ ❝♦♠♠✉♥✐❝❛t✐♦♥✳

✶✷



❚❛❜❧❡ ✷✿ P❡r❢♦r♠❛♥❝❡ ❇❡♥❝❤♠❛r❦✐♥❣ ❜❛s❡❞ ♦♥ ❙❡❝✉r✐t② ❋❡❛t✉r❡s
❙❝❤❡♠❡s ❙❋✶ ❙❋✷ ❙❋✸ ❙❋✹ ❙❋✺ ❙❋✻ ❙❋✼

▼♦❤❛♠♠❛❞❛❧✐ ❡t ❛❧✳ ❬✹❪ ❨❡s ❨❡s ◆♦ ◆♦ ❨❡s ◆♦ ◆♦

❲✉ ❛♥❞ ❩❤♦✉ ❬✺❪ ◆♦ ◆♦ ◆♦ ◆♦ ◆♦ ◆♦ ◆♦

❳✐❛ ❛♥❞ ❲❛♥❣ ❬✻❪ ◆♦ ◆♦ ❨❡s ◆♦ ◆♦ ◆♦ ◆♦

❚s❛✐ ❛♥❞ ▲♦ ❬✽❪ ❨❡s ❨❡s ❨❡s ❨❡s ◆♦ ◆♦ ◆♦

❖❞❡❧✉ ❡t ❛❧✳ ❬✾❪ ❨❡s ❨❡s ❨❡s ❨❡s ❨❡s ◆♦ ◆♦

Pr♦♣♦s❡❞ ❙❝❤❡♠❡ ❨❡s ❨❡s ❨❡s ❨❡s ❨❡s ❨❡s ❨❡s

❙❋✶✿ ❙♠❛rt ♠❡t❡r✬s ♣r✐✈❛❝② ❀ ❙❋✷✿ Pr♦t❡❝t✐♦♥ ❛❣❛✐♥st ❡❛✈❡s❞r♦♣♣❡r❀ ❙❋✸✿ Pr♦t❡❝t✐♦♥ ❛❣❛✐♥st ▼■▼ ❛tt❛❝❦s❀

❙❋✹✿ ❋♦r✇❛r❞ s❡❝r❡❝②❀ ❙❋✺✿ ❙❡ss✐♦♥ ❦❡② s❡❝✉r✐t②❀ ❙❋✻✿❘❡s✐❧✐❡♥t ❛❣❛✐♥st s✐❞❡✲❝❤❛♥♥❡❧ ❛tt❛❝❦s❀

❙❋✼✿ P❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢ t❤❡ s♠❛rt ♠❡t❡r❀

❚❛❜❧❡ ✸✿ P❡r❢♦r♠❛♥❝❡ ❇❡♥❝❤♠❛r❦✐♥❣ ❜❛s❡❞ ♦♥ ❈♦♠♣✉t❛t✐♦♥ ❈♦st
❙❝❤❡♠❡s ❙♠❛rt ▼❡t❡r ❙❡r✈✐❝❡ Pr♦✈✐❞❡r

▼♦❤❛♠♠❛❞❛❧✐ ❡t ❛❧✳ ❬✹❪ ✷Tmp✰Tm✰Tcertgen✰✸Th ✸Tmp✰Tm✰Tcertver✰4Th

❲✉ ❛♥❞ ❩❤♦✉ ❬✺❪ ✸Tmp✰Tm✰Tcertgen✰Th ✹Tmp✰Tm✰Tcertver✰4Th✰Ts

❳✐❛ ❛♥❞ ❲❛♥❣ ❬✻❪ Ts✰ ✹Th Ts✰ ✹th
❚s❛✐ ❛♥❞ ▲♦ ❬✽❪ ✹Tmp✰Te✰✺Th ✸Tmp✰Te✰ ✷Tb✰✺Th

❖❞❡❧✉ ❡t ❛❧✳ ❬✾❪ ✸Tmp✰Te✰ ✻Th ✷Tmp✰Te✰ ✷Tb✰✻Th

Pr♦♣♦s❡❞ ❙❝❤❡♠❡ ❋❊✳●❡♥ ✰ ✻Th✰✷TPUF ❋❊✳❘❡❝ ✰ ✻Th

Tmp ✿ ❚✐♠❡ ❢♦r ♠✉❧t✐♣❧✐❝❛t✐♦♥ ♣♦✐♥t ♦♣❡r❛t✐♦♥❀ Tm ✿ ❚✐♠❡ ❢♦r ♠✉❧t✐♣❧✐❝❛t✐♦♥ ♦♣❡r❛t✐♦♥❀

Te ✿❚✐♠❡ ♦❢ ❛ ♠♦❞✉❧❛r ❡①♣♦♥❡♥t✐❛❧ ♦♣❡r❛t✐♦♥❀ Ts ✿❚✐♠❡ ❢♦r s②♠♠❡tr✐❝ ❡♥❝r②♣t✐♦♥✴❞❡❝r②♣t✐♦♥❀

Tb ✿❚✐♠❡ ❢♦r ❜✐❧✐♥❡❛r ♣❛✐r✐♥❣❀Th ✿ ❚✐♠❡ ♦❢ ❛ ❤❛s❤ ♦♣❡r❛t✐♦♥❀

TPUF ✿ ❚✐♠❡ ❢♦r P❯❋ ♦♣❡r❛t✐♦♥❀Tcertgen/ver ✿ ❚✐♠❡ ❢♦r ❝❡rt✐✜❝❛t❡ ❣❡♥❡r❛t✐♦♥✴✈❡r✐✜❝❛t✐♦♥ ♦♣❡r❛t✐♦♥

■♥ t❤✐s ❝♦♥t❡①t✱ ✇❡ ✜rst ❝♦♠♣❛r❡ t❤❡ ♣❡r❢♦r♠❛♥❝❡ ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡ ✇✐t❤ r❡s♣❡❝t t♦ ❬✹❪✱

❬✺❪✱ ❬✻❪✱ ❬✽❪ ❛♥❞ ❬✾❪ ♦♥ t❤❡ s❡❝✉r✐t② ❢r♦♥t✳ ■♥ t❤✐s ❝♦♥t❡①t✱ ✇❡ ❝♦♥s✐❞❡r s❡✈❡r❛❧ s❡❝✉r✐t② ❢❡❛t✉r❡s

s✉❝❤ ❛s t❤❡ ✧♣r✐✈❛❝② ♦❢ t❤❡ s♠❛rt ♠❡t❡r✧✱ ♣r♦t❡❝t✐♦♥ ❛❣❛✐♥st t❤❡ ✧♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❛tt❛❝❦s✧✱

✧♣❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢ t❤❡ s♠❛rt ♠❡t❡rs✧✱ ❡t❝✳ ❚❛❜❧❡ ✷ s❤♦✇s t❤❛t t❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧s

♣r❡s❡♥t❡❞ ✐♥ ❬✹❪✱ ❬✺❪✱ ❬✻❪ ❛♥❞ ❬✽❪ ❢❛✐❧s t♦ ♣r♦✈✐❞❡ s♦♠❡ ♦❢ t❤❡ ✐♠♣❡r❛t✐✈❡ s❡❝✉r✐t② ❢❡❛t✉r❡s s✉❝❤ ❛s t❤❡

s❡ss✐♦♥ ❦❡② s❡❝✉r✐t②✱ ♣r✐✈❛❝② ❛❣❛✐♥st ❡❛✈❡s❞r♦♣♣❡r✱ ❡t❝ ✭❛s ❞✐s❝✉ss❡❞ ✐♥ ❙❡❝t✐♦♥ ■✮✳ ❆❧t❤♦✉❣❤✱ t❤❡

❛✉t❤❡♥t✐❝❛t✐♦♥ s❝❤❡♠❡ ♣r❡s❡♥t❡❞ ✐♥ ❬✾❪ ❝❛♥ ❡♥s✉r❡ ♠♦st ♦❢ t❤❡ s❡❝✉r✐t② ❢❡❛t✉r❡s✳ ❍♦✇❡✈❡r✱ s✐♠✐❧❛r

t♦ t❤❡ ♦t❤❡r ❡①✐st✐♥❣ s❝❤❡♠❡s✱ ✐t ❝❛♥♥♦t ❣✉❛r❛♥t❡❡ t❤❡ ♣❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢ t❤❡ s♠❛rt ♠❡t❡r✳

❚❤❡r❡❢♦r❡✱ t❤❡s❡ s❝❤❡♠❡s ✭❬✹❪✱ ❬✺❪✱ ❬✻❪✱ ❬✽❪ ❛♥❞ ❬✾❪✮ ❛❧❧♦✇ t❤❡ ✐♥s✐❞❡ ❛tt❛❝❦❡rs ✭❡✳❣✳ ❤♦♠❡ ✉s❡rs✮

t♦ ❡①♣❧♦✐t t❤✐s ✇❡❛❦♥❡ss ❛♥❞ ❝♦♥tr♦❧ t❤❡ s♠❛rt ♠❡t❡r ❢♦r t❤❡✐r ♦✇♥ ♣r♦✜t✳ ❖♥ t❤❡ ❝♦♥tr❛r②✱ ♦✉r

♣r♦♣♦s❡❞ s❝❤❡♠❡ ❝❛♥ ❡♥s✉r❡ ❛❧❧ t❤❡ ✐♠♣❡r❛t✐✈❡ s❡❝✉r✐t② ❢❡❛t✉r❡s ✐♥❝❧✉❞✐♥❣ t❤❡ ♣❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢

t❤❡ s♠❛rt ♠❡t❡rs✳ ■♥ ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡ ✐❢ ❛ ❝♦♥s✉♠❡r tr✐❡s t♦ ♣❡r❢♦r♠ ❛♥② ♣❤②s✐❝❛❧ t❛♠♣❡r✐♥❣

♦❢ t❤❡ s♠❛rt ♠❡t❡r✱ t❤❡♥ t❤✐s ✇✐❧❧ ❛✛❡❝t t❤❡ P❯❋✬s ❜❡❤❛✈✐♦r ❛♥❞ ❞✉r✐♥❣ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦❝❡ss

t❤❡ s❡r✈✐❝❡ ♣r♦✈✐❞❡r ✇✐❧❧ ❜❡ ❛❜❧❡ t♦ ❞❡t❡❝t s✉❝❤ ✐ss✉❡✳

◆♦✇✱ ✇❡ ❝♦♠♣❛r❡ ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡ ✐♥ t❡r♠s ♦❢ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ❝♦st✳ ■♥ ❣❡♥❡r❛❧✱ ❢♦r

s♠❛rt ❣r✐❞ ❧♦✇ ❝♦st ❞❡✈✐❝❡s ❛r❡ ❛♣♣❧✐❡❞ ✇❤✐❝❤ ❤❛✈❡ ❧✐♠✐t❡❞ ❝♦♠♣✉t❛t✐♦♥ ♣♦✇❡r ❛♥❞ ❧✐♠✐t❡❞ st♦r❛❣❡

s♣❛❝❡✳ ❚❤✉s✱ ❞✉❡ t♦ r❡s♦✉r❝❡ ❝♦♥str❛✐♥ts ✐♥ ❧♦✇ ❝♦st ❞❡✈✐❝❡s✱ t❤❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ♣r♦t♦❝♦❧ ♠✉st

❣✐✈❡ ♣r✐♦r✐t② t♦ t❤❡ ❡✣❝✐❡♥❝②✳ ❚❛❜❧❡ ✸ s❤♦✇s t❤❡ ♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡ ✇✐t❤ r❡❧❛t❡❞

✶✸



❚❛❜❧❡ ✹✿ ❊①❡❝✉t✐♦♥ ❚✐♠❡ ♦❢ ❱❛r✐♦✉s ❈r②♣t♦❣r❛♣❤✐❝ ❖♣❡r❛t✐♦♥s
❖♣❡r❛t✐♦♥s ❙♠❛rt ▼❡t❡r ❙❡r✈✐❝❡ Pr♦✈✐❞❡r

Tmp ✺✳✾ ♠s ✷✳✻ ♠s

Tm ✷✷✳✾✸ ♠s ✶✹✳✺ ♠s

Tb ✾✳✷✸ ♠s ✸✳✼✽ ♠s

Tcertgen ✺✼✳✻✸ ♠s ✲

Tcertver ✲ ✶✼✳✷✹ ♠s

Th ✵✳✵✷✻ ♠s ✵✳✵✶✶ ♠s

Te ✼✳✽✻ ♠s ✷✳✸✹ ♠s

Ts ✵✳✵✼✾ ♠s ✵✳✵✹✶ ♠s

TPUF ✵✳ ✶✷ ♠s ✲

❋❊✳●❡♥ ✭✳✮ ✶✳✻✼ ♠s ✲

❋❊✳❘❡❝ ✭✳✮ ✲ ✷✳✽✺ ♠s

❋✐❣✉r❡ ✹✿ P❡r❢♦r♠❛♥❝❡ ❈♦♠♣❛r✐s♦♥ ❜❛s❡❞ ♦♥ ❊①❡❝✉t✐♦♥ ❚✐♠❡✳

♣r♦t♦❝♦❧s ✐♥ t❡r♠s ♦❢ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ❝♦st✳ ❙✐♥❝❡✱ ❜♦t❤ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡ ❛♥❞ t❤❡ s❝❤❡♠❡

♣r❡s❡♥t❡❞ ✐♥ ❬✸❪ ❛r❡ ❜❛s❡❞ ♦♥ t❤❡ s②♠♠❡tr✐❝ ❦❡② ❝r②♣t♦ s②st❡♠✳ ❆❝❝♦r❞✐♥❣❧②✱ t❤❡② ✇✐❧❧ ✐♥❝✉r ❝♦st

❧❡ss ❝♦♠♣✉t❛t✐♦♥ ❝♦st ♦♥ ❛s ❝♦♠♣❛r❡❞ t♦ ♦t❤❡rs✳ ◆❡①t✱ ✐♥ ♦r❞❡r t♦ ❞❡♠♦♥str❛t❡ t❤❡ ❡✣❝✐❡♥❝②

♦❢ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡✱ ❤❡r❡ ✇❡ ❝♦♥❞✉❝t❡❞ s✐♠✉❧❛t✐♦♥s ♦❢ t❤❡ ❝r②♣t♦❣r❛♣❤✐❝ ♦♣❡r❛t✐♦♥s ✉s❡❞ ✐♥

t❤❡ ♣r♦♣♦s❡❞ ❛✉t❤❡♥t✐❝❛t✐♦♥ s❝❤❡♠❡ ❛♥❞ t❤❡ s❝❤❡♠❡s ♣r❡s❡♥t❡❞ ✐♥ ❬✹❪✱ ❬✺❪✱ ❬✻❪✱ ❬✽❪ ❛♥❞ ❬✾❪ ♦♥ ❛♥

❯❜✉♥t✉ ✶✷✳✵✹ ✈✐rt✉❛❧ ♠❛❝❤✐♥❡ ✇✐t❤ ❛♥ ■♥t❡❧ ❈♦r❡ ✐✺✲✹✸✵✵ ❞✉❛❧✲❝♦r❡ ✷✳✻✵ ●❍③ ❈P❯ ✭♦♣❡r❛t✐♥❣ ❛s

t❤❡ ❙❡r✈✐❝❡ Pr♦✈✐❞❡r ❛s ♣❡r t❤❡ s❝❤❡♠❡✮✳ ❖♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ ❢♦r s✐♠✉❧❛t✐♥❣ ❛ s♠❛rt ♠❡t❡r✱ ✇❡

✉s❡ ♦♥❡ ❝♦r❡ ✼✾✽ ▼❍③ ❈P❯ ❛♥❞ ✷✺✻ ▼❇ ♦❢ ❘❆▼✱ ✇❤✐❝❤ ✐s ♥♦t ❢❛r ❛✇❛② ❢r♦♠ ❛ r❡❛❧ ❙▼ ❬✶✼❪✳

❋♦r ❡✈❛❧✉❛t✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ t✐♠❡ ♦❢ ❞✐✛❡r❡♥t ❝r②♣t♦❣r❛♣❤✐❝ ♦♣❡r❛t✐♦♥s ✉s❡❞ ✐♥ t❤❡ ♣r♦♣♦s❡❞

s❝❤❡♠❡ ❛♥❞ ❬✹❪✱ ❬✺❪✱ ❬✻❪✱ ❬✽❪ ❛♥❞ ❬✾❪✱ t❤❡ s✐♠✉❧❛t✐♦♥ ✉t✐❧✐③❡s t❤❡ ❏P❇❈ ❧✐❜r❛r② P❜❝✲✵✺✳✶✹ ✭s❤♦✇♥ ✐♥

❚❛❜❧❡ ✸✮✳ ◆♦✇✱ t♦ ❡✈❛❧✉❛t❡ t❤❡ TPUF ♦♣❡r❛t✐♦♥✱ ❤❡r❡ ✇❡ ❝♦♥s✐❞❡r ❛ ❛ ✶✷✽✲❜✐t ❛r❜✐t❡r P❯❋ ❝✐r❝✉✐t

♦♥ ❛♥ ▼❙P✹✸✵ ▼✐❝r♦❝♦♥tr♦❧❧❡r ♠❛❝❤✐♥❡ ✇✐t❤ ✼✾✽ ▼❍③ ❈P❯✳ ❇❡s✐❞❡s✱ ❢♦r ❋❊✳●❡♥ ❛♥❞ ❋❊✳❘❡❝

♦♣❡r❛t✐♦♥s✱ ✇❡ ❛❞♦♣t t❤❡ ❝♦❞❡✲♦✛s❡t ♠❡❝❤❛♥✐s♠ ✉s✐♥❣ ❇❈❍ ❝♦❞❡ ❬✷✵❪✳ ❋♦r s②♠♠❡tr✐❝✲❦❡② ❜❛s❡❞

✶✹



❚❛❜❧❡ ✺✿ P❡r❢♦r♠❛♥❝❡ ❇❡♥❝❤♠❛r❦✐♥❣ ❜❛s❡❞ ♦♥ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❈♦st
❙❝❤❡♠❡ ❈♦st ❛t ❙▼ ❈♦st ❛t ❙P ❚♦t❛❧ ❈♦♠♠✳ ❈♦st ◆♦✳ ♦❢ ❘♦✉♥❞s

▼♦❤❛♠♠❛❞❛❧✐ ❡t ❛❧✳ ❬✹❪ ✾✷✽✲❜✐ts ✹✽✵✲❜✐ts ✶✹✵✽✲❜✐ts ✹

❲✉ ❛♥❞ ❩❤♦✉ ❬✺❪ ✶✷✹✽✲❜✐ts ✻✼✷✲❜✐ts ✶✾✷✵✲❜✐ts ✸

❳✐❛ ❛♥❞ ❲❛♥❣ ❬✻❪ ✶✶✺✷✲❜✐ts ✹✽✵✲❜✐ts ✶✻✸✷✲❜✐ts ✸

❚s❛✐ ❛♥❞ ▲♦ ❬✽❪ ✶✷✹✽✲❜✐ts ✻✼✷✲❜✐ts ✶✾✷✵✲❜✐ts ✸

❖❞❡❧✉ ❡t ❛❧✳ ❬✾❪ ✶✵✷✵✲❜✐ts ✽✹✵✲❜✐ts ✶✽✻✵✲❜✐ts ✸

Pr♦♣♦s❡❞ ❙❝❤❡♠❡ ✻✺✷✲❜✐ts ✸✷✵✲❜✐ts ✾✵✽✲❜✐ts ✸

❡♥❝r②♣t✐♦♥✴❞❡❝r②♣t✐♦♥ Te ❤❡r❡ ✇❡ ❝♦♥s✐❞❡r t❤❡ ✷✺✻✲❜✐t ❆❊❙✲❈❇❈ ❡♥❝r②♣t✐♦♥ ♠♦❞❡

◆♦✇✱ ❢r♦♠ ❋✐❣✳ ✹✱ ✐t ✐s ❝❧❡❛r t❤❛t t❤❡ ♦✈❡r❛❧❧ ❝♦♠♣✉t❛t✐♦♥ ❝♦st ♦❢ t❤❡ s❝❤❡♠❡ ♣r❡s❡♥t❡❞ ✐♥ ❬✸❪

✐s ❧❡ss t❤❛♥ ♦t❤❡rs✳ ❍♦✇❡✈❡r✱ t❤❡ s❝❤❡♠❡ ✐s ✐♥s❡❝✉r❡ ❛❣❛✐♥st s❡✈❡r❛❧ s❡❝✉r✐t② t❤r❡❛ts ✭❛s s❤♦✇♥

✐♥ ❚❛❜❧❡ ✶✮✳ ❖♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡ t❛❦❡s s✐❣♥✐✜❝❛♥t❧② ❧❡ss ❝♦♠♣✉t❛t✐♦♥❛❧

❝♦st t❤❛♥❬✹❪✱ ❬✺❪✱ ❬✻❪✱ ❬✽❪ ❛♥❞ ❬✾❪✳ ■♥ ❛❞❞✐t✐♦♥✱ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡ ❝❛♥ ❡♥s✉r❡ ❛❧❧ t❤❡ ✐♠♣♦rt❛♥t

s❡❝✉r✐t② ❢❡❛t✉r❡s ✭✐♥❝❧✉❞✐♥❣ ♣❤②s✐❝❛❧ s❡❝✉r✐t② ♦❢ t❤❡ s♠❛rt ♠❡t❡r✮ ❛♥❞ ❤❡♥❝❡ s✉✐t❛❜❧❡ ❢♦r t❤❡ s❡❝✉r❡

❝♦♠♣✉t❛t✐♦♥ ✐♥ s♠❛rt ❣r✐❞✳ ❚❛❜❧❡ ✹ s❤♦✇s t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❝♦st ♦❢ t❤❡ ♣r♦♣♦s❡❞ s❝❤❡♠❡ ❛♥❞

♦t❤❡rs✳ ❋r♦♠ t❤❛t✱ ✇❡ ❝❛♥ s❡❡ t❤❛t✱ ♦✉r ♣r♦♣♦s❡❞ s❝❤❡♠❡ t❛❦❡s ❧❡ss ❝♦♠♠✉♥✐❝❛t✐♦♥ ❝♦st ❛s

❝♦♠♣❛r❡❞ t♦ ♦t❤❡rs✳

✻ ❈♦♥❝❧✉s✐♦♥

❙♠❛rt ❣r✐❞ ❤❛s ♠❛♥② ❝♦♥♥❡❝t✐♦♥s ✇✐t❤ ♣❡♦♣❧❡✬s ❞❛✐❧② ❧✐✈❡s✳ ❚❤❡r❡❢♦r❡✱ ✐t ✐s ✈❡r② ✐♠♣♦rt❛♥t t♦

s♦❧✈❡ ❛♥② s❡❝✉r✐t② ❝❤❛❧❧❡♥❣❡s ✐♥ s♠❛rt ❣r✐❞ ✐♥ ❛ ❢❛st ♠❛♥♥❡r✳ ■♥ ♦r❞❡r t♦ t❤❛t✱ t❤✐s ❛rt✐❝❧❡ ♣r♦♣♦s❡s

❛ s❡❝✉r❡ ❛♥❞ ❛♥♦♥②♠♦✉s ❛✉t❤❡♥t✐❝❛t✐♦♥ s❝❤❡♠❡ ✉s✐♥❣ P❯❋✳ ❍❡r❡ ✇❡ ❛r❣✉❡ t❤❛t✱ ♦✉r ♣r♦♣♦s❡❞

s❝❤❡♠❡ ❝❛♥ ❡♥s✉r❡ ❤✐❣❤❡r ❧❡✈❡❧ ♦❢ s❡❝✉r✐t② ❛♥❞ ❛❧s♦ ❡✣❝✐❡♥❝②✱ ✇❤✐❝❤ ❛r❡ ❣r❡❛t❧② ✐♠♣❡r❛t✐✈❡ ❢♦r

r❡❛❧✐❛❜❧❡ s♠❛rt ❣r✐❞ ❝♦♠♠✐♥✐❝❛t✐♦♥✳

❘❡❢❡r❡♥❝❡s

❬✶❪ ■♥t❡r♥❛t✐♦♥❛❧ ❊♥❡r❣② ❖✉t❧♦♦❦ ✷✵✵✼✱ ❊♥❡r❣② ■♥❢♦r♠❛t✐♦♥ ❆❞♠✐♥✐str❛t✐♦♥✱ ❯✳❙✳ ❉❡♣❛rt♠❡♥t

♦❢ ❊♥❡r❣②✱ ✭❤tt♣✿✴✴✇✇✇✳❡✐❛✳❞♦❡✳❣♦✈✴♦✐❛❢✴✐❡♦✴❤✐❣❤❧✐❣❤ts✳❤t♠❧✮✳

❬✷❪ ❱✳ ❈✳ ●✉♥❣♦r ❡t ❛❧✳✱ ✧❆ ❙✉r✈❡② ♦♥ ❙♠❛rt ●r✐❞ P♦t❡♥t✐❛❧ ❆♣♣❧✐❝❛t✐♦♥s ❛♥❞ ❈♦♠♠✉♥✐❝❛t✐♦♥

❘❡q✉✐r❡♠❡♥ts✱✧ ■❊❊❊ ❚r❛♥s❛❝t✐♦♥s ♦♥ ■♥❞✉str✐❛❧ ■♥❢♦r♠❛t✐❝s✱ ✈♦❧✳ ✾✱ ♥♦✳ ✶✱ ♣♣✳ ✷✽✲✹✷✱ ✷✵✶✸✳

❬✸❪ P✳ ●♦♣❡ ❡t ❛❧✳✱ ✧▲✐❣❤t✇❡✐❣❤t ❛♥❞ Pr✐✈❛❝②✲❋r✐❡♥❞❧② ❙♣❛t✐❛❧ ❉❛t❛ ❆❣❣r❡❣❛t✐♦♥ ❢♦r ❙❡❝✉r❡

P♦✇❡r ❙✉♣♣❧② ❛♥❞ ❉❡♠❛♥❞ ▼❛♥❛❣❡♠❡♥t ✐♥ ❙♠❛rt✲●r✐❞s✱✧ ■❊❊❊ ❚r❛♥s❛❝t✐♦♥s ♦♥ ■♥❢♦r♠❛✲

t✐♦♥ ❋♦r❡♥s✐❝s ✫ ❙❡❝✉r✐t②✱ ✈♦❧✳ ✶✹✱ ♥♦✳ ✻✱ ♣♣✳ ✶✺✺✹✲✶✺✻✻✱ ✷✵✶✾✳
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❬✹❪ ▼♦❤❛♠♠❛❞❛❧✐✱ ▼✳ ❙❛②❛❞ ❍❛❣❤✐❣❤✐✱ ▼✳ ❍✳ ❚❛❞❛②♦♥✱ ❛♥❞ ❆✳ ▼♦❤❛♠♠❛❞✐ ◆♦❞♦♦s❤❛♥✱ ✧❆

◆♦✈❡❧ ■❞❡♥t✐t②✲❇❛s❡❞ ❑❡② ❊st❛❜❧✐s❤♠❡♥t ▼❡t❤♦❞ ❢♦r ❆❞✈❛♥❝❡❞ ▼❡t❡r✐♥❣ ■♥❢r❛str✉❝t✉r❡ ✐♥

❙♠❛rt ●r✐❞✱✧ ■❊❊❊ ❚r❛♥s❛❝t✐♦♥s ♦♥ ❙♠❛rt ●r✐❞✱ ♣♣✳ ✶✲✶✱ ✷✵✶✻✳

❬✺❪ ❉✳ ❲✉ ❛♥❞ ❈✳ ❩❤♦✉✱ ✧❋❛✉❧t✲t♦❧❡r❛♥t ❛♥❞ s❝❛❧❛❜❧❡ ❦❡② ♠❛♥❛❣❡♠❡♥t ❢♦r s♠❛rt ❣r✐❞✱✧ ■❊❊❊

❚r❛♥s✳ ❙♠❛rt ●r✐❞✱ ✈♦❧✳ ✷ ♥♦✳ ✷ ♣♣✳ ✸✼✶✲✸✼✽ ❏✉♥✳ ✷✵✶✶✳

❬✻❪ ❏✳ ❳✐❛ ❛♥❞ ❨✳ ❲❛♥❣✱ ✧❙❡❝✉r❡ ❦❡② ❞✐str✐❜✉t✐♦♥ ❢♦r t❤❡ s♠❛rt ❣r✐❞✱✧ ■❊❊❊ ❚r❛♥s✳ ❙♠❛rt ●r✐❞✱
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