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Abstract. This paper explores how critical infrastructure (CI) resilience can be
improved through effective crisis communication between CI operators and
members of the public. Drawing on academic and practice-based research into
crisis and risk communication, as well as the results of 31 interviews conducted
with key stakeholders from across Europe, the AESOP guidelines are proposed
for enhancing the communication and information-sharing strategies of CI op-
erators. These emphasise the importance of integrating both traditional and digi-
tal media into a multi-channel communication strategy that facilitates dialogue
between CI operators and key stakeholders including emergency management
organisations and representatives of local communities. The information-
seeking behaviours of citizens should be evaluated by these organisations in or-
der to ensure that this messaging reaches key demographics in disaster-
vulnerable areas. This paper concludes by examining how post-disaster learning
should be incorporated into a flexible framework for crisis and risk communica-
tion that manages public expectations about the time needed to restore services
in the aftermath of large-scale incidents.

Keywords: Social media, Information Sharing, Critical infrastructure resili-
ence.

1 Introduction

Much of the research in the fields of disaster management and crisis communication
has focused upon the practices of key emergency management organisations, such as
police, fire and rescue services (see Coombs, 2010 for example). In contrast, there has
been very little empirical investigation of the communication and information-sharing
practices adopted by critical infrastructure (CI) operators during each stage of an inci-
dent (mitigation, preparedness, response, recovery).



This paper sets out to address this gap by exploring how CI resilience can be
enhanced through the information-sharing practices of its operators. Building on the
model of crisis communication proposed by Coombs (2015), it explores the ways in
which CI operators might avail of the affordances of both traditional and social media
in order to manage the expectations of disaster-affected populations about the time-
scale for the full restoration of services in the aftermath of a disaster. This paper con-
cludes by proposing the AESOP guidelines for effective communication and infor-
mation-sharing by CI operators during such incidents. These guidelines suggest that
CI operators should proactively study the information-seeking behaviours of local
populations in order to inform future communication strategies, engage with key
stakeholders to ensure consistency across social media and traditional media provid-
ing real-time updates. They also suggest that CI operators should adhere to context
specific regulatory frameworks and learn from previous incidents to develop future
communication strategies.

2 Crisis communication and Disaster Resilience

2.1 Defining Crisis Communication

The importance of effective crisis communication has been acknowledged in
key Disaster Risk Reduction (DRR) initiatives over the past two decades, including
the United Nations International Strategy for Disaster Reduction (UNISDR) and The
Sendai Framework for Disaster Reduction. Effective crisis communication is not just
about what information is being shared; rather it is about using communication chan-
nels to enable dialogue with the public. Coombs (2015) argues that organisations
responsible for crisis communication should manage information through the collec-
tion and dissemination of crisis-related information, while also managing its meaning
through initiatives to influence how people perceive the crisis and related organisa-
tions.

Crisis communication research has become synonymous with the response
phase of a large-scale emergency, perhaps artificially differentiated from the ‘risk
communication’ strategies that tend to be invoked during the pre-incident stages of
such an incident (Seeger, 2006; Steelman & McCaffrey, 2013). However, the crucial
role of information-sharing in minimising risk during each stages of a disaster has led
to a more holistic approach towards crisis communication. One such example is the
Crisis and Emergency Risk (CERC) model.

2.2 Crisis and Emergency Risk Communication Model

The CERC model combines elements of crisis and risk communication in a frame-
work that applies to each of the four phases of the disaster cycle. The model allows
communicators to effectively “inform and persuade the public in the hope that they
will plan for and respond appropriately to risks and threats.” (Centers for Disease
Control and Prevention, 2014: 7). The model proposes that both local and national
stakeholders should engage the public in information collection and dissemination,



rather than relying on a small number of ‘experts’. This move from ‘top-down’ to a
‘shared responsibility’ model of crisis communication was related to the increased
volume of user-generated content (UGC) available on social media sites such as Fa-
cebook and Twitter. This UGC was said to provide emergency managers with unprec-
edented ‘real-time’ access to witnesses’ information (Yin et al., 2015; Cassa et al.,
2013). Furthermore, the ability to both push and pull information via social media was
widely held to be increasing the reach of messaging designed to mitigate the impact
of these incidents (Laituri & Kodrich, 2008; Simon et al., 2015).

However, although the CERC model held out the possibility of a truly ‘collabora-
tive’ crisis communication strategy, there remains little empirical evidence to show its
influence on crisis communication practices outside the United States (MacDonagh et
al., 2016). Furthermore, it could be argued that disasters such as Hurricane Katrina,
which caused damage worth an estimated $108 million to several US states including
Louisiana in August 2005, illustrated the need to extend the collaborative aspects of
the model, especially in relation to the trust (or lack thereof) between minority com-
munities and government during such incidents (Quinn, 2008). There also remains a
dearth of research exploring how CERC might be implemented by CI operators in
order to increase critical infrastructure resilience by managing the expectations of
citizens about the level of service that will be available during disasters.

2.3  Public Expectations of Crisis Information

CI operators, like emergency management organisations, should be cognisant
of the information-seeking behaviours and needs of local populations when develop-
ing crisis communication strategies to be deployed during major incidents. (Lundgren
& McMakin, 2009). Research indicates that during crises citizens are most likely to
turn to the media channels that they are most familiar with and expect will fulfil their
information needs (Petersen et al., 2016; Stephens et al, 2013). Despite the exponen-
tial growth in social media use over the past decade, they are still likely to view tradi-
tional media, such as newspapers, radio and television, as the most reliable and trust-
worthy sources during disasters (Lundgren & McMakin, 2009). Operators should
therefore be wary of abandoning these long-established modes of crisis communica-
tion in favour of digital media platforms that may not be accessed by key target de-
mographics.

An additional concern relates to what Petersen et al. (2016) refer to as the ‘ex-
pectation gap’, where public expectations of response and recovery interventions are
unrealistically high and unlikely to be fulfilled. Intuitively, this suggests that key
stakeholders such as CI operators should provide regular updates to disaster-
vulnerable populations in order to better manage public expectations of the timescale
for full service restoration in the aftermath of such incidents (Christoplos, 2006;
Pramaggiore, 2014).



3 Methods

3.1 Interviews and Focus Groups

This study set out to add to the limited empirical data on how operators can
build more resilient critical infrastructures through crisis communication and infor-
mation sharing during crisis situations. Interviews, focus groups and consultations
were conducted with 31 relevant stakeholders between November 2016 and January
2017, including CI operators, professional journalists and other emergency manage-
ment personnel. These participants were based in several EU countries including
France, Portugal, Norway and Sweden. The participants were recruited via call for
participation notices issued to relevant professional networks via email. These coun-
tries were selected on the basis that they hosted the living labs used in the
IMPROVER project. Two different interview schedules were developed and used to
explore the perspectives of CI and emergency management professionals, and journal-
ists in relation to how crisis information is currently communicated and how this
might develop in the future (see Appendix). CI and emergency management profes-
sionals were asked about current communication strategies; whether digital media had
been incorporated, how traditional and digital media were used together, what feed-
back is collected, and what audiences they hope to reach using different platforms.
Interviews with journalists focussed on their experiences of social media in detecting
and verifying incidents, and whether they had come across any ethical and legal chal-
lenges of using social media in relation to emergencies. Ethics approval was sought
and obtained from the host institution prior to data being collected and it was agreed
with all participants would be anonymised in subsequent publications. Themes that
emerged from the data were identified and explored using the six phases of critical
thematic analysis proposed by Braun & Clarke (2006). Two coders read each tran-
script and compared notes in order to identify the communication practices that these
interviewees believed would help build critical infrastructure resilience.

There were two limitations that should be acknowledged. First, a complete
overview of every national resilience and crisis communication framework was not
feasible. Rather, the aim of this study was to identify broad themes and patterns in
crisis and risk communication and to reflect upon their respective strengths and
weaknesses. Second, the data presented below is based upon a self-selected sample
and could not be considered representative of these professional groups in these coun-
tries. Therefore, it was decided to focus instead on the identification of broad guide-
lines and tactics for effective communication that could be adopted by CI operators
and applied to the context in which such incidents occurred.



4 AESOP Guidelines for effective communication between CI
operators and members of the public during crises

4.1  Analyse the information-seeking behaviours of local populations before
deciding which media channels to use during disasters

As discussed earlier, understanding information-seeking behaviour is a pre-
requisite for creating effective crisis communication strategies. A dearth of infor-
mation during and after a disaster can create a vacuum in which rumours and disin-
formation emerge that have the potential to inflame tensions within affected commu-
nities. Our study suggested that some CI operators were still likely to prioritise action
over communication with the public, the latter usually being facilitated via the tradi-
tional media. CI operators did not appear to have adopted the model of ‘dialogical
emergency management’ (Artman et al., 2011) which stresses the ‘mutual relation-
ship’ between emergency management officials and members of the public. There-
fore, we propose that operators should analyse the target-population’s information-
seeking behaviour prior to deciding which channels are used to share crisis infor-
mation. This will inevitably mean that they should incorporate traditional and digital
media within their communication strategies in order to maximise the reach of these
messages.

4.2  Engage Kkey stakeholders in order to ensure message consistency across
traditional and social media platforms

The use of social media to share UGC during disasters can create challenges for CI
operators who are trying to provide accurate information to disaster affected popula-
tions. Rumours and misinformation spread on sites such as Facebook and Twitter can
contribute to the strain placed on critical infrastructures during disasters while simul-
taneously creating unrealistic expectations about the amount of time required for full
restoration of these services. Therefore, collaboration between CI operators, emergen-
cy management organisations, and news media organisations is essential in order to
ensure that a consistent message is delivered to citizens from the sources they trust the
most (Sutton et al., 2014; Carey, 2003). However, our interviewees identified the need
to adhere to internal control structures and the absence of pre-existing relationships
with such stakeholders as obstacles towards this level of cooperation. In order to recti-
fy this, CI operators should cultivate positive working relationships with their coun-
terparts in the news media, other emergency management organisations and other CI
organisations. They should also ensure that consistent messages are shared via their
own traditional and digital media channels (Stephens et al., 2013). In particular, tradi-
tional media should remain a priority for operators given the persistence of the digital
divide and the fact that such channels remain the most widely used and most trusted
sources of crisis information (Keim & Noji, 2011).



4.3  Social media should be used to provide real-time updates to citizens about
ongoing efforts to restore services

CI operators should be aware that the exponential growth in social media use
worldwide has increased public expectation about the availability of real-time crisis
information (Unger, 2015). Social media use can also increase community resilience
by encouraging engagement and a sense of community on a local and national level
(Cheng et al., 2015). Our study suggested that although some operators used these
sites on a regular basis, many did not appear to have a social media strategy to be
deployed during crises. Several interviewees noted that their organisations lacked
expertise in this area and failed to provide sufficient support to those in the communi-
cation team responsible for updating their social media accounts. The consensus
amongst the interviewees was that social media had yet to be fully integrated into
their communication strategies, despite the inherent benefits offered by sites such as
Twitter for providing real-time updates to disaster-affected populations. Therefore, it
is not only essential that CI operators use these sites to provide real-time updates to
citizens about efforts to restore key services, but also that they integrate social media
into their crisis communication strategies.

4.4  Observe and adhere to context-specific regulatory frameworks for

emergency management and resilience

Efforts to increase CI resilience through information-sharing should always be
complaint with their respective national and international regulatory frameworks
(Melkunaite et al., 2016). For example, UK CI operators should adhere to the princi-
ples of JESIP (Joint Emergency Services Interoperability Practices), which aims to
improve crisis response by encouraging communication, collaboration and interoper-
ability between relevant stakeholders.

Whilst encouraging collaboration in crisis response, the European Pro-
gramme for Critical Infrastructure protection! (EPCIP) notes organisations are only
legally permitted to share information with personnel of an appropriate level of secu-
rity who have been vetted by their respective EU state. Following the theme of infor-
mation governance and security, the US National Institute of Standards and Technol-
ogy? (NIST) developed the Cybersecurity Framework?® in 2013. This framework al-
lows CI operators to align their cybersecurity activities with their business require-
ments, risk tolerances, and resources in order to manage cybersecurity risk and im-
prove resilience. Such frameworks should always underpin the communication and
information-sharing practices of operators before, during and after disasters.

2 https://www.nist.gov/
3 https://www.nist.gov/programs-projects/cybersecurity-framework



4.5  Post-disaster learning should be employed in order to enhance and
develop future communication strategies

Communication strategies need to be constantly reviewed and updated in light of
the changing media landscape and the evolving consumption patterns of citizens.
Hence, post-disaster learning is essential for CI operators to innovate and adapt their
current practices to the changing requirements of their target audiences. Our analysis
showed that many organisations already have regular reviews in place. Most organisa-
tions sought feedback on their practices, even though in some cases it tended to con-
sist of complaints rather than actionable requests. Such initiatives are essential in
order to create communication strategies that manage the expectations of citizens in
relation to the services provided by CI operators.

5 Conclusion

The AESOP guidelines presented in this paper should inform the communica-
tion practices of CI operators at each stage of a crisis (mitigation, preparedness, re-
sponse, recovery). The proposed tactics build on existing best practices in the field of
crisis communication, aiming to establish the most effective channel(s) to be de-
ployed during such incidents. With particular focus on how both traditional media and
social media can help build resilience, this paper has explained how the frequency,
clarity and consistency of crisis communication messaging can help build more resili-
ent critical infrastructures. CI operators should work with other key stakeholders to
ensure that the information shared with members of the public is both accurate and
consistent. Finally, this study suggested that it was imperative for operators to con-
stantly review and update their communication strategies in order to adapt to the
changing media environment and the evolving information-seeking behaviours of
their target audience.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement no. 653390.

6 Appendix
Interview Schedules
IMPROVER Focus Group Interview: Journalists

1. Can you give me a quick overview of your role and the organisation you
work for?



2. Tell me a little about how you use social media as a tool for journalism and
what factors influence your use of social media.

3. How would you describe your interactions with members of the public and
relevant organisations on social media?

4. Do you use social media to detect incidents e.g. disasters and events that may
be of interest to your organisation and/or audience? If yes, how do you do this?

5. How do you verify information posted online by eyewitnesses during cri-
sis/emergency situations?

6.  What ethical challenges do you face when using social media as a source of
information during crisis situations? Does your organisation have procedures in place
safety and privacy issues?

7.  What legal challenges do you face when using social media as a source of in-
formation during crisis situations? What guidelines does your organisation have on
social media contents copyright and ownership issues?

8. Turning to the emergency events how do you usually become aware of inci-
dents?

9. How do you use social media and other sources to get information during in-
cidents?

10. What feedback do you get from members of the public via traditional e.g.
telephone, social media channels, comment sections of news articles? How did you

respond to this?

11. How do you engage with incident managers and other emergency services
during incidents? Face-to-face? Telephone? Press conference? Social media?

12.  Is there anything else that you would like to add?

IMPROVER Focus Group Interview: CI providers, members of the emer-
gency services and agencies involved in emergency management.

1. Can you give me a quick overview of your role and the organisation you
work for?

2. Could you tell me a bit about your media/communication strategy and where
the Internet (social media) fits into that?



3. What social networking websites or smart phone apps has your organisation
joined, if any? (Facebook, Twitter, Youtube etc) and what influence your use of it?

4. Are there any forms of media that you think are particularly effective during
crisis situations?

5.  What sorts of groups are accessing your social media sites?

6.  What sort of feedback have you received so far about your use of social me-
dia for communicating with the public?

7. Do you collect data on who is accessing your sites? How? How is this data
used?

8. How often do you evaluate and update your communication strategies? Who
is responsible for this?

9. Turning to the (floods in Cumbria; Portugal flood; Paris terrorist attack;
Brussels bombing; floods in Norway— use as appropriate), how do you usually be-
come aware of incidents?

10. How does your communication strategy evolved during incidents — at what
stage did you talk to the media, issue statements on social media e.g. Twitter

11. Do you use social media content e.g. comments/pictures/videos posted by
eyewitnesses to coordinate the emergency response? If so, how did you collect and
verify this content?

12.  What feedback did you get from members of the public via traditional e.g.
telephone and social media channels? Did you have guidelines as to how best to re-
spond to these queries?

13.  What lessons, if any, did your organisation learn from past incidents in terms
of how best to communicate with the public? Has your approach changed as a result

of past incidents?

14. How do you see your communication strategy developing over the next few
years? How would you like to see it develop?
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