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Abstract
Memory-assistedmeasurement-device-independent quantumkey distribution (MA-MDI-QKD) has
recently been proposed as a technique to improve the rate-versus-distance behavior ofQKD systems
by using existing, or nearly-achievable, quantum technologies. The promise is thatMA-MDI-QKD
would require less demanding quantummemories than the ones needed for probabilistic quantum
repeaters. Nevertheless, early investigations suggest that, in order to beat the conventionalmemory-
lessQKD schemes, the quantummemories used in theMA-MDI-QKDprotocolsmust have high
bandwidth-storage products and short interaction times. Among different types of quantum
memories, ensemble-basedmemories offer some of the required specifications, but they typically
suffer frommultiple excitation effects. To avoid the latter issue, in this paper, we propose two new
variants ofMA-MDI-QKDboth relying on single-photon sources for entangling purposes. One is
based on known techniques for entanglement distribution in quantum repeaters. This scheme turns
out to offer no advantage even if one uses ideal single-photon sources. Byfinding the root cause of the
problem,we then propose another setup, which can outperform singlememory-less setups even if we
allow for some imperfections in our single-photon sources. For such a scheme, we compare the key
rate for different types of ensemble-basedmemories and show that certain classes of atomic ensembles
can improve the rate-versus-distance behavior.

1. Introduction

Providing secure key exchange at long distances is a yet-to-be achieved objective for quantumkey distribution
(QKD) systems.While some recent demonstrations havemanaged to exchange secret keys at 307km [1] and
404km [2], the key rate achieved at such distances is extremely low. The limitation in going to further distances
is dictated by the exponentially-growing loss factor in opticalfibers [3]. Probabilistic quantum repeaters offer a
solution to extend the communication distance to over thousands of kilometers [4–10]. However, such
quantum repeaters rely on quantummemorymodules [11]with characteristics that are hard to achievewith the
current technology. This does not necessarilymean that the existing quantummemories cannot offer any
advantages. In fact, it has been shown that by using imperfectmemories inmeasurement-device-independent
QKD (MDI-QKD) systems, onemay beat thememory-less QKD systems in rate and range to enable inter-city
QKDoperation [12, 13]. Although, unlike quantum repeaters, they are not scalable, suchmemory-assisted (MA)
MDI-QKD setups can relax some of the demanding constraints on quantummemories, leading tomore feasible
implementations. Early investigations suggest that quantummemories with large storage-bandwidth products
aswell as short access and entangling times are necessary forMA-MDI-QKD [13]. These requirementsmay be
achieved by quantummemories based on atomic ensembles [11], with the added benefit of strong light–matter
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coupling offering the possibility for efficient implementations. Ensemble-based quantummemoriesmay,
however, allow for storage ofmultiple excitations [14], which have been shown to be deleterious to their
performance [15]. Here, we propose twoMA-MDI-QKD schemes, both relying on single-photon sources, in an
attempt to rectify themultiple-excitation problem.We beginwithwhat seems to be themore obvious choice for
our setup, but that turns out to not fully solve the problem, even if one uses ideal single-photon sources.We then
fix the problem in our second setup, and show that it can outperformmemory-less counterparts even if the
employed single-photon sources are not ideal.

MA-MDI-QKD is a simple, but effective, extension ofMDI-QKD,which inherits its resilience against
detector attacks, and enhances its rate scaling. InMA-MDI-QKD, the photons transmitted by the users are
stored each in a quantummemory before the entanglement-swapping Bell-statemeasurement (BSM) in the
middle; seefigure 1(a). This setup resembles a quantum repeater linkwith nesting level one, because of which
rate enhancement follows, butwithout any quantummemories at the end users. The users instead need to have a
BB84 encoder, which not onlymakes the implementation of the system easier, but also has an additional
operational advantage: now, the repetition rate of the protocol is not determined by the distance, or the
transmission delay, between the end users. Instead, one can in-principle run the protocol as fast as our quantum
memories and optical sources in the setup allowwithout the need towait for classical signals to acknowledge the
success of entanglement distribution. If one employs quantummemories that feature short light–matter
interaction times, then onemay improve the total key generation rate per unit of time.One still, however,
requires that the storage of the photon in the quantummemory to be heralding. Direct heraldingmechanisms
forwriting photons into quantummemories are often slow, because of which the authors in [13] suggested to
use the teleportation idea. That is, by first entangling a photonwith the quantummemory, and performing a side
BSMon this photon and the photon sent by the user, one can indirectly herald the transfer of the user’s state to
the corresponding quantummemory.

One of thefirst investigations [15] of the above technique utilized atomic-ensemble basedquantummemories
in conjunctionwith a heralding schemebased onoff-resonant Raman interactions [4]. Byusing such a scheme [4]
for interaction betweenweak pump signals and atomic ensembles, one can generate stateswithdominant terms in
the form (neglecting normalization factors throughout this section) ñ ñ + ñ ñ∣ ∣ ∣ ∣p0 0 1 1P A c P A, where ñ∣0 P and ñ∣1 P

are, respectively, vacuumand single-photon states, ñ∣0 A represents an ensemblewith all atoms in their ground
states, and ñ∣1 A is an ensemblewithonly one atom, randomly, in ameta-stable excited state,while the rest are in the
ground state.Using twoof such states, seefigure 1(b), plus post-selection succeedingwith a probability
proportional to pc, one can then endupwith an entangled state between twoensemblesA1 andA2, and their
corresponding photonicmodesP1 andP2, in the formof y ñ = ñ ñ ñ ñ + ñ ñ ñ ñ∣ ∣ ∣ ∣ ∣ ∣ ∣ ∣ ∣0 0 1 1 1 1 0 0AP P A P A P A P Aentg 1 1 2 2 1 1 2 2

,
provided that pc, the excitation probability, ismuch lower thanone. The setup infigure 1(b)was investigated
in [15] and it turned out that primarily the ñ ñ ñ ñ∣ ∣ ∣ ∣1 1 1 1P A P A1 1 2 2

state, whichwouldbe generatedwith probability

Figure 1.MA-MDI-QKD schemeswith (a) heralding and (b)non-heralding quantummemories (QMboxes). In (a), we assume that,
using certainmechanisms, the transmitted photon by the user can bewritten into the quantummemory and thememory can herald
its successful loading [13]. In (b), the dual-rail configuration for ensemble-based quantummemories is shown.Here, in each round,
one entangles quantummemoriesA1 andA2, and, similarly,B1 andB2, with two opticalmodes in the vacuumor single-photon state.
At the transmitters, users encode their bits using phase encoded BB84 as explained in [16]. The BSM is performed using two single-
photon detectors and a 50:50 beam splitter on each rail; see the BSMbox formemoryA1. All other BSMboxes in (b) and (c) are the
same. A click on only one detector would herald success for the corresponding BSM.Once both BSMs on one side are successful, we
assume that the user’s state has been teleported to the corresponding quantummemories. One then continues with loading the other
two quantummemories, and, once done, theywill proceed to perform themiddle BSMs. (c)MA-MDI-QKDwith EPR sources. At
each round, one generates an entangled state in the form y ñ∣ APentg , use half of it to do the side BSM, and, if successful, attempt to store
the other half in the quantummemories. Note that the dual-rail configuration in (b) and (c) is for illustration purposes only. In
practice, one can use the equivalent single-rail time-bin encoding techniques.
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pc
2, could result in such an amount of error thatwouldprevent this system fromoutperformingmemory-less
systems.We refer to this issueby the two excited quantummemory (TEQM)problem.Note that reducing pcwould
also reduce the success rate of the post-selectionmechanism, and, onbalance,would not result in an overall rate
advantage.

There are several solutions to the TEQMproblem. First, onemay consider quasi-single-atomquantum
memories, such as nitrogen-vacancy (NV) centers in diamond, as proposed in [17, 18]. In order to obtain a
significant improvement in the key rate however, theNV centersmust be embedded intomicrocavities [17].
While it is shown that the required cavity cooperativity is not necessarily high, their entangling protocol requires
an appropriate single-photon source to entangle a photonwith the electron spin of theNV center [17], a
combination of which has yet to be demonstrated. Another remedy to TEQM, proposed in [15], is to use nearly
ideal entangled-photon (EPR) sources for creating the initialmemory-photon entanglement; seefigure 1(c). The
idea is that if one has an EPR source that ideally generates only one pair of photons per trigger, one of these
photons can be used for the side-BSMoperation, whereas the other can be stored (efficiently) in the quantum
memory.Now, the latter photon can, in principle, drive only one transition and thatwouldmitigate the
multiple-excitation issue. In [15], the authors show that conventional EPR sources relying on parametric down-
conversionwould not solve the problem, but suggest to instead use quantum-dot based EPR sources, which have
been shown to have very low second-order coherence properties [19]. Similarly, this solutionwould benefit
quantum repeater implementations [20]. The other benefit of the EPR-based approach is that one only needs to
write into quantummemories if the corresponding side-BSM is successful.We refer to this technique as ‘delayed
writing’, which further reduces the requirements on the access times of quantummemories as they do not need
to be initialized in every round.

Our proposed solutions consider using single-photon sources as a replacement for EPR sources for
implementing the above ideas. Single-photon sources are at amore advanced stage of development than EPR
sources, which opens up the possibility of a proof-of-principle experiment to be accomplished in the short term.
Among different approaches to develop ideal single-photon sources, those that employ solid-state structures are
one of themost attractive due to their potential for scalability and ease-of-use (see [21, 22] for recent reviews).
Ideal single-photon sources for our proposal correspond to those that emit bright, stable, and high-rate streams
of pure and indistinguishable single photons. Pure photon streams feature a near-zero second-order intensity
correlation function.Wavelength tunability or operating temperature are often other considerations when
evaluating single-photon sources, however thesemay be of reduced importance for our scheme if efficient
wavelength conversion and low-temperature quantummemories, respectively, are employed.

There are different options for the single-photon sources needed inour scheme.One system thatmaybe the
most suitable is semiconductor quantumdots. Continuously-improving inquality [21], quantumdots offer high
single photongeneration rates (GHz, in principle) and second-order coherence ( ( )( )g 02 )on theorder of 10−3 [23].
Recentworkhas increased the chance of generating and collecting a single photonper trigger pulse (up to 0.79 at
thefirst lens [24]) and the degree of indistinguishability (up to 0.99 [23], inwhich the ideal photon corresponds to
one), aswell as theproduction yield [24]ofdots embedded intomicropillar cavities.Other sources of single
photons that couldbe considered are heralded single photons that are produced by spontaneous parametric down-
conversionor four-wavemixing processes. They feature exceptional indistinguishabilities (effectively unity), wide-
band tunability (from the infrared to the ultraviolet), and room-temperature operation.Nonetheless these sources
suffer froma lowbrightness (fewpercent)due to their statistical nature of emission [21, 22] andmultiple-photon
components that couldbedetrimental to our scheme.Multiplexing strategies have been studied to increase their
emission rates [25, 26]without compromising their properties, e.g. purity.Crystal color centers indiamond [27],
silicon carbide [28], or other inorganic crystals [29]havebeen investigatedbut currently suffer from lowbrightness
due to the presence of other decay channels or other crystal defects [22]. Note that approaches using single
molecules [30] and, recently, two-dimensionalmonolayers [22]have shownpromise for high brightness. In our
numerical results, wehave taken systemparameters from the recent quantum-dot implementations to verify the
practicality of our proposed schemes.

Based on the state of the art for single-photon sources andmemories, here, we propose two setups. Thefirst
of which resembles a noiseless linear amplifier (NLA) [31] and involves an entangling procedure that is based on
themethod described in [8, 32]. Simply, the user’s photons are passed through aNLAbefore storing them into
the quantummemories. For this setup, we optimize over theNLAparameters tomaximize the key rate,finding
that, while the TEQM issue is resolved, the rate scaling does not improve. Our second, improved, solution
consists of a ‘quasi-EPR’ source relying on two single-photon sources. This setup provides the required
entanglement after post-selection (via the side BSMs), solves the TEQM issue, improves the rate, and is
compatible with some non-ideal single-photon sources [33].

The key rate of our systemnot onlydepends on the entangling procedure but also on the characteristics of the
quantummemories that are employed [15]. Thus, we calculate the secret key rate of the proposedMA-MDI-QKD
protocols considering different types of ensemble-based quantummemories. The lattermay differ in coherence
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time, efficiency, bandwidth and access time, reading andwriting procedures, andoperatingwavelength for
example. Inparticular,we consider a selection of state-of-the-artmemories based onwarmvapors at room
temperature [34–37], cold ensembles of rubidiumatoms [38–40], and cryogenically-cooled rare-earth-ion-doped
crystals [41–45]. In the latter case, weutilize the possibility of spectralmulti-mode storage [46] in suchmemories.

We consider allmajor sources of errors in eachMA-MDI-QKD setup, such as, channel loss, efficiency and
background noise due to photodetection and frequency conversion, as well as coherence time, andwriting-
reading efficiencies of quantummemories. Based on our calculations, wefind existing and near-future
candidates ofMA-MDI-QKD systems that offer better performance than existingQKD links.

Note that there are other schemes that offer a similar key rate scaling versus distance to the schemes
proposed here. In particular, in [47], the authors present amemory-less structure, which can asymptotically
achieve the square root scalingwith the channel loss similar to a unity-nesting-level repeater. The key enabling
ideas are (a) runningmultiple links in parallel; (b)performing quantumnon-demolitionmeasurements on
arriving photons from the users; and (c) using an optical switch that directs the photons surviving the channel
loss on each side to themiddle BSM. The non-demolitionmeasurement can, for instance, be done using the EPR
source and the teleportation idea infigure 1(c). It is, however, shown that oncewe account for the growing
insertion loss with size in optical switches, the rate scalingmay not keep upwith the desired scaling, and overall
the systemmay performworse than theMA-MDI-QKD systems [17]. In particular, because, in long distances,
the chance of photon arrival decreases, in the scheme of [47], we need to run a larger number of parallel links,
hence requiring a larger size for the optical switch resulting in higher insertion losses.Moreover, the fact that we
need a large number of parallel linksmakes the implementation of such systems non-trivial as compared to our
schemes, which just require a single physical link. There are also otherMA-QKD schemes [48, 49] that start with
entangling a photonwith the quantummemory but the users, instead of being equippedwith BB84 encoders,
performBB84measurements similar to an entanglement-basedQKD scheme [50]. Such schemes are not
immune to detector attacks, but, in terms of key rate per transmitted pulse, offer again a similar scaling toMA-
MDI-QKD systems. The downside is, however, in their repetition rate, which, like a repeater setup, is distance
dependent. That requires quantummemories with long coherence times, but,more importantly, itmakes it very
hard for such systems to offer a total key rate comparable to high-clock-ratememory-less systems. Overall, all
these systems provide uswith interesting avenues to pursue in the near future term.MA-MDI-QKD, in
particular, offers a high potential to be used as a competent commercial product in theQKDmarket.

The paper is structured as follows. In section 2we describe our two proposed setups. In section 3, we study
the performance of these setups by calculating their secret key rates. In section 4, we present our numerical
results by comparing the key ratewith the fundamental rate bounds for the distribution of secure keys over a
lossy channel found in [51].We also determine the secret key rate of the quasi-EPR-based setup for different
types of ensemble-based quantummemories andwe compare the ratewith that of no-memory systems. In
section 5, we draw our conclusions.

2. Systemdescription

In this section, we describe our twoMA-MDI-QKD setups that rely on single-photon sources. The setupswe
present here both use the EPR source structure infigure 1(c) except that, instead of the actual EPR source, we use
modules that employ single-photon sources to offer a similar functionality.We run the protocol with a
repetition rate =R T1S , whereT is the repetition period, which ismainly specified by the single-photon
source. In both cases we assume that the delayedwriting procedure is used. That is, one attempts towrite the
photons into the quantummemoriesA1 andA2 only if both corresponding side BSMs are successful, and do
similarly forB1 andB2. The delay required for this step can be on the order of nano seconds, corresponding to
themeasurement time at the BSMs [52], and should not incurmuch additional loss or complexity. The benefit is
that the potentially time-consuming initialization of the quantummemories shall only be done once the
memories have been loaded and read instead of in every round. The loading/reading step occurs at amuch lower
rate especially at long distances. In the following, wefirst explain ourNLA- and quasi-EPR-based setups, and
then give a precise description of all components used in these systems.

2.1. NLA-basedMA-MDI-QKD
The key requirement of the setups offigures 1(b) and (c) is to generate entanglement between photons and
quantummemories. Our aim is to achieve the same objective by using single-photon sources. A solution that
may by envisioned utilizes entanglement distribution techniques that rely on single-photon sources. Not
surprisingly, there is a class of probabilistic quantum repeaters that have such a property. In the scheme
proposed in [32], the authors use a single-photon source and an imbalanced beam splitter to create spin-photon
entanglement. They interfere two such photonicmodes at a BSM to entangle the corresponding quantum
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memories. Infigure 2, we have used a similar idea to create our desired entangled state in the form y ñ∣ APentg , for
A1 andA2 and their corresponding photonicmodes P1 andP2. The same can be done forB1 andB2 infigure 2.
Here, we use a beam splitter with reflectivity η to split a single photon into two paths: onewould be stored into a
quantummemory, and the other interferes at a BSMwith the signal sent by the user. This structure, as shown for
memoryA1 infigure 2, then resembles aNLAmodule based on quantum scissors [31].We consider the
quantummemories to be loadedwith the user’s transmitted state (within a known rotation) if bothNLAs on one
side are successful, meaning that their BSMmodule generates exactly one click,

As shown below, the aboveNLA structure can provide uswith the required entanglement. Suppose the
writing efficiency into quantummemories is unity, and, without loss of generality, let us focus on quantum
memoriesA1 andA2. Assuming ideal on-demand single-photon sources, the joint state of the quantum
memories and their corresponding opticalmodes P1 andP2 is given by

y h h
h h

ñ = - ñ ñ + ñ ñ

+ ñ ñ + - ñ ñ

∣ ( ) (∣ ∣ ∣ ∣ )
∣ ∣ ( )∣ ∣ ( )
1 10 01 01 10

11 00 1 00 11 , 1

AP P P A A P P A A

P P A A P P A A

1 2 1 2 1 2 1 2

1 2 1 2 1 2 1 2

where thefirst term, in brackets, is the desired entangled state. After the postselection by the twoBSMs, which
requires exactly one click in eachmodule, the last term in 1would be ideally removed. This last term iswhat
could cause the TEQMproblem. Therefore, this scheme resolves the TEQM issue. There is, however, a
remaining term in the form ñ ñ∣ ∣11 00P P A A1 2 1 2

, which is unwanted but can result in successful BSMswith a
probability proportional to h2,whether or not the transmitted photons have survived the path loss. That is,
because of one background photon in each leg, in the asymptotic limit, when the distance L is large, the success
rate of the side BSMs is nonzero. Let us give a name to this issue and call it the ‘two loss-independent click’
(TLIC) problem.Wewill show in section 3 how this problemprevents us fromgetting any rate advantage over
memory-less setups. The scheme of [15] as shown infigure 1(b) also suffers from the TLIC issue. Note again that
reducing η alonemay not solve the problem, as our desired termoccurs with a probability proportional to η. In
principle, dark counts could also cause the TLICproblem, but, wemay ignore it for now if it is small in
comparisonwith other sources of background photons.We comment on the effect of dark counts later in this
section and fully account for it in our key rate analysis. Next, we examine another solution that resolves the TLIC
problem aswell as the TEQMone.

2.2.MA-QKDwith quasi-EPR sources
Figure 3(a) shows theMA-MDI-QKD setupwith quasi-EPR sources for entangled photons. Our proposed
quasi-EPRmodule is shown infigure 3(b), whichmay be built using integrated optics. It produces the desired
entangled states, by interfering two single photons at different balanced beam splitters. It also generates
additional spurious terms, whichwe aim to select out after successful side BSMs. Analyzing the circuit in
figure 3(b), and using idealA1 andA2memories, the joint state ofA andPmodes can bewritten as follows:

yñ = ñ ñ - ñ ñ

+ ñ + ñ ñ

+ ñ + ñ ñ

∣ (∣ ∣ ∣ ∣ )

(∣ ∣ )∣

(∣ ∣ )∣ ( )

1 2 10 10 01 01

1

2 2
20 02 00

1

2 2
20 02 00 , 2

AP P P A A P P A A

P P P P A A

A A A A P P

1 2 1 2 1 2 1 2

1 2 1 2 1 2

1 2 1 2 1 2

where, again, the first term, in brackets, on the right-hand side, represents the desired entangled state. The last
term represents the no-photon term, hence, unless for negligible dark count effects, cannot result in successful
side BSMs, and it would be selected out. The term in themiddle could result in successful BSMs, provided that
the user’s photon survives the path loss and/or because of dark counts. But, then, the quantummemories are
both in their ground states, and except for a probability proportional to the dark count rate, theywill not produce
successful results at themiddle BSM, andwill be selected out at that stage.

Figure 2.NLA-basedMA-MDI-QKD.Users’ photonswill be effectively amplified before being stored in the quantummemories. A
successful loadingwould be declared if the twoNLAs corresponding to each user are both successful, that is, their corresponding BSM
modules have a single click.We use the sameBSMmodules as in figure 1(b). The FC and SPS boxes, respectively, represent frequency
converters and single-photon sources.

5

QuantumSci. Technol. 3 (2018) 014009 NLo Piparo et al



What happens in themodule offigure 3(b) is that, by proper use of the quantum interference effect, we
manage to group the unwanted states into terms inwhich both photons appear at the same output port. This
creates only one background-induced click,making it easier to remove themby postselection. In the case of ideal
single-photon sources, the above solution does resolve both the TEQMandTLICproblems. Even in the case of
the second term, in order to get two successful side BSMs, one needs to have a user’s photon arriving at the
receiver, whose probability goes to zero at large distances. All of the previous discussion is based on the
assumption that dark counts are negligible. The situationwould be different if we have non-ideal single-photon
sources with non-zero probabilities for emittingmore than one photon, orwhenwe have substantial dark count
or background noise.Wewill consider theses scenarios later in our paper.

Wemade some idealistic assumptions in explaining how our proposed entanglement generation processes
work. In the next section, we properlymodelmajor non-idealities in the system fromwhich a realistic account of
the key rate performance can be obtained.

2.3.Devicemodeling
Wemodel different components of our system as follows.

BB84 encoders.We use phase encoding in the dual rail setup, or, equivalently, and if allowed by the quantum
memory setups, time-bin encoding in a single-rail setup, in basesZ andX [16].We assume that efficientQKD
protocols are in use [53], where basisZ is chosenmost often.We also assume that both users employ ideal single-
photon sources for their BB84 encoding. In principle, they can use the decoy-state version of BB84, but, for the
sake of our comparison, it would be sufficient to assume that bothmemory-assisted andmemory-less systems
use single photons to encode their bits. Themulti-photon terms in a decoy-state protocol can be characterized
by statistical analysis and theywill not impose a change in the rate scaling [16]. The pulse duration is denoted by
tp, and it is assumed to be equal toT in our numerical analysis.

Channel.We denote the total channel length by L, and its attenuation length by Latt. That is, the total channel
transmissivity will be given by -( )L Lexp att .We assume that the channel does not impose any phase or
polarization distortions. In practice, such effects can be compensated by classical-feedbackmechanisms. The
error in such compensatingmechanisms can then be analyticallymodeled viamisalignment parameters. In this
work, we neglect such errors as they are notmajor error bearing components of our system, and they are
common for bothmemory-assisted andmemory-less systems. One can use themethods proposed in [13, 15] to
account for such imperfections.

Single-photon detectors (SPDs). All our employed SPDs are assumed to be non-resolving detectors with
efficiency hD. The dark count rate is denoted by gdc, which results in a dark count probability g t=dc pdc per
pulse.Herewe assume that photodetectors are gatedwith an opening time that is identical to the pulse duration.
The time that it takes to detect a photon and prepare the detector for nextmeasurement is denoted by tM . Using
self-difference techniques [52], tM can be on the order of nanoseconds.

Quantummemory.We consider several characteristics of quantummemories pertinent to our setups. The
writing efficiency into quantummemories, i.e., the probability of successfully transferring the qubit-state

Figure 3. (a)MA-MDI-QKDwith quasi-EPR sources. The quasi-EPR source, shown in (b), relies on two single-photon sources and a
network of 50:50 beam splitters andmirrors that interfere the two photons via different paths. If both side BSMs are successful, the
post-selected state resembles an entangled state in the desired form. The FC and SPS boxes, respectively, represent frequency
converters and single-photon sources, andQMstands for quantummemory.
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encoded on a single photon to the quantummemory, is denoted by hw. The probability of successfully reading
the quantummemory, i.e., transferring the qubit-state stored in a quantummemory (back) onto a single photon
is denoted by hr . The latter will be affected by amplitude decaywith time constantTr. The reading efficiency at
time t after the loading is then assumed to be given by h h= -( )t Texpr r r0 [13, 15], where hr0 is the reading
efficiency right after the loading. The exponential decay is not necessarily the case for allmemories studied in this
work. For instance, the decay is Gaussian for atomic frequency comb-based quantummemories that do not
compensate for the dephasing induced by ground-level inhomogeneous broadening. In the regime of interest,
where the relevant system time parameters are shorter thanTr, the exponential decay assumptionwill then be a
pessimistic one for such quantummemories and it would not alter the overall conclusionsmade in ourwork.
We also denote the required time to initialize thememory by tinit and the time needed to interact with single
photons by tint.

Single-photon source.We assume that the single-photon sources used in themiddle site of figures 2 and 3 are
identical but probabilistic. That is, upon trigger, there is a likelihood hSPS that they generate the following
normalized state

r = ñá + ñá∣ ∣ ∣ ∣ ( )p p1 1 2 2 , 3SPS 1 2

where ñ∣2 is the two-photon state, and hp1 SPS and hp2 SPS are, respectively, the single-photon and double-photon
probabilities. Formost of this paper, we assume that =p 02 .Wewill later examine the range of values for p2 that
are tolerable for our setups.

Frequency converter. Given thatmany quantummemories do not operate at the telecomwavelengths, we
may need to convert the frequency of some of the generated photons tomatch that of the quantummemory or
the telecom channel used.We consider three scenarios: (1) use single-photon sources that generate photons at
telecomwavelengths. Onemay then need an upconverter right before the quantummemories. The advantage is
that the side BSMcan be donemore efficiently. On the downside, however, all the errors in the upconversionwill
affect the quantummemory as well; (2) generate photons that arematched to the quantummemory, but we
downconvert the photons that enter the side BSM.Here, the advantage is that one can possibly use amatched
single-photon source, in terms of the quantummemory bandgap and its bandwidth, tomaximize thewriting
efficiency, but onewill have noisier side-BSMs in this case; and (3), which is similar to (2), but one upconverts
the photons sent by the user before the side BSM. In this work, we adopt the second scenario and assume that the
wavelength and the bandwidth of the single-photon sourcesmatch that of quantummemories. In order to do
side-BSMs, onemay need to use a down-converter tomatch thewavelength of the two interfering photons
[54–56].We account for the conversion efficiency of such devices in our analysis.We also assume that the
additional backgroundRaman photons generated by the down-converter wouldmodify the dark count of the
side-BSMdetectors.

In all devices, the sources of inefficiency aremodeled by fictitious beam splitters with proper transmissivities.

3. Key rate analysis

In this section, wefind the secret key generation rate for our proposed schemes shown infigures 2 and 3.We
assume that there is no eavesdropping andwe are only affected by device imperfections of the system asmodeled
in section 2.3. For convenience, we assume that both setups are symmetric. Under these conditions, in the
infinite-key setting, the secret key generation rate in the setups offigures 2 and 3 is lower bounded by

= - -[ ( ) ( )] ( )R R Y h e fh e1 , 4S X ZQM 11
QM

11;
QM

11;
QM

where e X11;
QM and e Z11;

QM, respectively, represent the quantumbit error rate (QBER) betweenAlice and Bob in the
X andZ basis, and R YS 11

QM is the rate at which one generates raw key bits; the index 11means that single photons
are used at BB84 encoders; f denotes the inefficiency of the error correction scheme, and = - -( ) ( )h q q qlog2

- -( ) ( )q q1 log 12 is the Shannon binary entropy function [13, 57].
We use the techniques of [13, 15] to calculate the above terms in the scenarios of interest.Without fully

repeating the detailed calculations, herewe just highlight the key steps in the derivation that are important in our
understanding of the key-rate behavior of setups infigures 2 and 3. The key idea behind calculating Y11

QM is to
decompose the problem into two parts: (1) howoften one loads the quantummemories on both sides, and (2)
once loaded, howoften themiddle BSMs succeeds. Let us denote the former by PSBSM and the latter by PMBSM,
to give

= ( )Y P P . 511
QM

SBSM MBSM

Here, PSBSM partly depends on theprobability to obtain two successful side-BSMsonone side, andpartly on
memory reading andwriting times.Oncebothquantummemories are loaded, onehas to spend a timeequivalent to
t t t t= + +r Mint init to obtain ameasurement outcome for themiddleBSM, andprepare the quantummemories
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for thenext round [17]. Accounting for t t t= +w Mint towrite into the quantummemory, there is aminimum
timeof t t+w r to get one rawkeybit. The inverse of this parameter then sets a boundon themaximumkey rate
achievable fromourdelayed-writing schemes.At longdistances, however, the challenge of ensuringboth sides tobe
loadedwould takeprecedent, hencewewould expect that » ( ‐ )P Pr Successful side BSMs on one sideSBSM

2

3
[13].

As for PMBSM, the difficult part is to account for thedecay of the quantummemories thatmaybe loaded earlier. This
requiresus to average over the statistics of loading as hasbeendetailed in [13, 15]. The sameaveraging is required in
the calculationof e X11;

QM and e Z11;
QM.Note thatwhenTr is sufficiently large,we can ignore the averaging, andwe

have » ( )P Pr two successful middle BSMsMBSM .
All above terms are found by calculating the relevant output densitymatrices in the setups of interest.We

analytically obtain the pre-measurement state of the systemby applying a series of transformations on the input
densitymatrix considering channel transit, the entangling circuits, and the BSMmodules. After applying
relevantmeasurement operators, we thenfind the post-measurement states and the relevant probability terms
This has been implemented using a genericMaple code developed for such setups.

Next, we examine the key rate scaling of theNLA-based and the quasi-EPRMA-QKD setups.

3.1. Key rate scaling: NLA-based setup
In this section, we investigate how the secret key rate of the scheme shown infigure 2 behaves at long distances.
Herewe ignore all inefficiencies except for the channel loss for simplicity.We also assume thatTr is sufficiently
large. Under these conditions, from equation (1), there are twomajor terms that correspond to successful side-
BSMs. Thefirst term in brackets on the right-hand side of equation (1), corresponding to the desired entangled
state, would result in successful side-BSMs provided that the user’s photon has survived the path loss. This
happenswith a probability proportional to h h- -( ) ( )L L1 exp 2 att for which the quantummemories are left
in the desired state. The other term that could result in successful side-BSMs is ñ ñ∣ ∣11 00P P A A1 2 1 2

, which succeeds
with probability h2 andwould leave the quantummemories in their ground state. At long distances, the post-
measurement state of the quantummemories would be roughly given by

r
h h h

r= ñ á +
- -

∣ ∣ ( ) ( )( ) ( )

P P
00 00

1 e
, 6A A A A

L L

A
PM

2

click

2

click

TX
1 2 1 2

att

where

h h h= + - »-( ) ( )P P1 e 7L L
click

2 2
SBSM

att

and r( )
K
TX represents the transmitted state (up to a known rotation) by user =K A B, . Starting with

r rÄ( ) ( )
A A B B
PM PM
1 2 1 2

, then, for themiddle BSM, one has

h h h h h» + - + -- -[ ( ) ( ) ] ( )P
P

d d
1

2 1 e 1 e . 8c
L L

c
L L

MBSM
SBSM
2

4 2 3 2 2 2att att

In the regime of operationwhere h h- - ( ) d1 e L L
c

2 att , we then obtain

h= µ - -( ) ( )Y P P 1 e , 9L L
11
QM

SBSM MBSM
2 att

that is, the key rate scales with the loss in the entire channel as is the case for a conventionalmemory-less system,
and one should not expect any benefit from theNLA-based setup. Asmentioned before, the distance-
independent terms in equations (6) and (7) are the root causes of the TLIC problem. The dependence of both
desired and undesired terms on η is another factor that results in such a rate scaling, even if one ignores the error
termsThe condition h h- - ( ) d1 e L L

c
2 att represents operating regime of interest when long distances

are considered aswe show in section 4.

3.2. Key rate scaling: quasi-EPR setup
Using a similar analysis as in the previous section, we calculate how the secret key rate scales for the quasi-EPR
setup offigure 3. In this case, for an ideal single-photon sourcewith =p 11 and =p 02 and ignoring dark
counts, from equation (2), one has µ -( )P L Lexp 2SBSM att , as the arrival of the user’s photon is necessary to
have two successful side-BSMs. This implies that r( )

A A
PM
1 2

is in the form a brñ á +∣ ∣ ( )00 00A A A
TX

1 2
for some

comparable constant probabilitiesα andβ, adding up to one. PMBSM would then be given by

a ab b» + +- -[ ] ( )P
P

d d
1

2 e e , 10c
L L

c
L L

MBSM
SBSM
2

2 2 2 2att att

which, when -d ec
L L2 att, results in

µ - ( )Y e . 11L L
11
QM 2 att

From equation (11), we infer that the key rate for the setup offigure 3 scales similarly as a single-node quantum
repeater system. Although this rough analysis does not account for the possible errors, the quasi-EPR setup
promises to outperform the no-memory schemes.We examine this conjecture in the next section.
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The above conclusion relies on the assumption that =p 02 , which results in PSBSM being proportional to the
channel loss. If the probability to obtain the two-photon terms of the single-photon source is non-zero, then the
distance-independent terms in PSBSM are on the order of p2, similar to h2 in equation (7). Such termswould
result in the TLICproblem as before once p p2 1 is comparable to - ( )e L L2 att . The same holds if dc is on the order

of - ( )e L L2 att , which could happen if the frequency converters generate a large background noise. In the following
section, we explore the requirements on the employed devices in practical setups.

4.Numerical results

In this sectionwe calculate the secret key rate that can be achieved using the schemes illustrated infigures 2 and 3.
Specifically, we first calculate the secret key ratewith the assumption that ideal quantummemories,meaning
those that feature no limitations in performance, are employed.We compare the secret key rate per pulse of both
schemeswith themaximum rate achievable over a lossy channel, as obtained in [51].We refer to this bound by
the PLOB acronym.Wefind that the quasi-EPR scheme can outperform the PLOBbound, while theNLA
scheme, due to the TLICproblem, fails to surpass it. Nextwe calculate the secret key rate, in bits per second,
corresponding to the quasi-EPR scheme in conjunctionwith experimentally-measured properties of state-of-
the-art warm and cold atomic ensembles as well as solid-state quantummemories based on rare-earth-ion-
doped crystals. For comparisonwe also plot the secret key rate for a no-memoryMDI-QKD implementation
driven at 1 GHz repetition rate; we use the ‘no-memory’ label to refer to this system.Wefind that, under certain
assumptions, some cold atommemories can surpass the no-memory bound due to their favorable coherence
properties.

We also calculate the secret key rate of the quasi-EPR schemewith the assumption that we employ quantum
memories that feature properties withmodest improvements over the state-of-the-artmemories.We refer to
these as ‘near-future’ quantummemories, andfind that almost all near-futurememories can outperform the
no-memory system.We concludewith a discussion around other possible sources of imperfection, such as
multi-photon events and background noise, and explore how these impact the quasi-EPR scheme.

4.1. Ideal quantummemories
Let usfirst consider the case of ideal quantummemories. Specifically, thesememories feature unity reading and
writing efficiencies andfidelities, infinitely long coherence times, unlimited bandwidth, and zero interaction and
initialization times.We calculate the secret key rate for theNLA and quasi-EPR schemes and that provided by
the PLOBbound. The results are shown in figure 4, wherewe have used the values in table 1 for the relevant
parameters. TheNLA-based scheme clearly cannot surpass the PLOBbound, running below and parallel to it at
long distances. Our results validate the calculations of section 3.1, which show that, at long distances, the rate-
scalingwith distance of theNLA-based scheme is the same as a no-repeater system. If one accounts for
imperfections in quantummemories, theNLA scheme can only performworse, which is not promising. This
observation can, however, shed some light on the question of whetherNLAs can help discrete-variableQKD
systems, as compared to the continuous-variableQKD schemes, where, for the latter, some improvement is
expected [59].

Due to its improved rate-versus-distance scaling, the quasi-EPR scheme can, however, beat the PLOBbound
at distances roughly greater than 150km.Note that this scheme improves the key rate by nearly 5 orders of
magnitude over the PLOBbound at a distance of 700km. Based on this performance, in the following sections,
we only focus on the quasi-EPR scheme for practical and near-future quantummemories.

Figure 4. Secret key rate per pulse corresponding to the setups offigures 2 and 3.We have used h = 0.2 for theNLA-based system,
whichmaximizes the rate.Memories are assumed to be ideal. The only sources of nonideality are listed in table 1 for a detection gate of
1ns.We compare the rate with the PLOBbound obtained in [51].
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4.2. State-of-the-art quantummemories
Herewe evaluate the performance of the quasi-EPR scheme using a selection of state-of-the-art ensemble-based
memories. There are a variety of systems that have been utilized for optical quantummemories; see [11] for a
recent overview.We consider ensemble-basedmemories due to their strong light–matter coupling and, in
several cases, the possibility of long coherence times (up to seconds [38]) and high bandwidths (up to several
GHz [35]). Furthermore, they offer the possibility ofmulti-mode storage [7, 11]. Bymulti-modewe are referring
tomemories that can simultaneously storemore than one qubit during a single storage event by encodingmany
qubits each into a differentmode. This feature has been exploited to enhance secret key generation rates in
certain quantum repeater schemes [7, 10, 46]. It is important to stress that the definition ofmulti-mode storage
differs fromour reference to (the detrimental) storage ofmultiple excitations. The former involvesmany
excitations, inwhich each individual excitation occupies a single distinguishablemode (or a pair as required for a
qubit), while the latter concernsmany excitations that occupy a singlemode and thus each excitationmay not be
distinguished.Motivated by their impressive, and continually-improving, experimental record, we specifically
consider warm vapor (Cs andRb atomic gas) and cold atom (Rb atoms in amagneto-optical trap or atomic
lattice) systems [11] that rely on the so-called Raman quantummemory protocol [60] aswell as cryogenically-
cooled rare-earth-ion-doped crystals that utilize atomic frequency combs [61].

Ramanmemory schemes [60] rely on three energy levels, usually aΛ-level system that features long-lived
ground levels. A strong control pulsemaps a propagating off-resonant photon onto the ground level. This is
called the ‘writing’ step and at this point the photon is ‘stored’. To retrieve the excitation, a control pulse is
applied again, inwhich the excitation ismapped back onto a propagating photon. This is referred to as the
‘reading’ step.Note that the Raman protocol has been applied to photons that encode qubits with respect to
various degrees of freedom (see [11, 39] and references therein). Alongwith the convenience of operation at
room temperature, warmvapor Raman quantummemories feature the possibility to efficiently storeGHz-
bandwidth photonswithmicrosecond-long coherence times (with up to 100μs being possible [36]) [11, 34, 35].
Cold atoms reduce the impact of collisional ormotional-induced decoherence, and, ifmagnetic-field-
insensitive states are used, they offer very long coherence times reaching hundreds ofms and possiblymore
[11, 38, 40].

In a similar way, on-demand atomic frequency combquantummemories also require aΛ-level system
except here an optical inhomogeneously-broadened transition is tailored into a series of narrow absorption lines
(the ‘comb’), each of which are detuned from each other by an integermultiple of a fixed detuning [61]. A
photon is absorbed by the comb, creating a delocalized atomic excitation and, using an optical control pulse, the
excitation is reversibly-mapped onto a long-lived spin level. The photon is emitted due to a quantum
interference effect between each absorption line of the comb. Ensembles of rare-earth-ions are particularly
suited for atomic frequency combquantummemories due to the long coherence times of both the optical (100s
ofmicroseconds [62, 63]) and spin (up tomilliseconds [62, 63] or even seconds [64]) transitions in conjunction
with level structures that allow for efficient atomic frequency combs over∼MHzbandwidths [11, 62, 63].

In the following, we study the performance of certain representatives from each group ofmemories. In this
subsection andnext, we focusmainly on thememory characteristics and neglect two-photon emissions from the
source (i.e., =p 02 ), or other issues thatmay arise in the photonic part of the system.We address the latter issues

Table 1. List of commonparameters and their nominal values used in our simulations. The
channel loss corresponds to 0.25dB km−1. The detector efficiency and dark count at around
1550 nm correspond to the superconducting telecom-wavelength detectors reported in [58],
which can be used at side BSMs. The parameters at around 800nmcorrespond to
commercially available silicon SPDs needed for themiddle BSM. This is justified by the fact
that the largest wavelength of operation for the quantummemories we consider is 850 nm,
which corresponds to cesium-based quantummemories, see section 4.2. Similar efficiencies
for single-photon sources and frequency converters are reported in [33, 56], respectively.

Attenuation length, Latt 17.3 km

Detection efficiency, hD 0.93 at 1550nm; 0.6 at 800 nm

Dark count rate, gdc 1 cps at 1550nm; 1000 cps at 800 nm

Error correction inefficiency, f 1.16

Frequency conversion efficiency 0.68

Single-photon source efficiency, hSPS 0.72
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in section 4.4.We also assume thatmemories feature no additional noise for the purpose of our simulations
except for the decoherence effect and coupling issues already accounted for. This assumption is supported by
several recent rare-earth atomic frequency comb [41, 45], as well as cold andwarmRaman experiments
[35, 37, 39] that have shown storage of non-classical light.We have ensured that the repetition rate of each
quantummemory does not exceed the correspondingmemory bandwidth. Furthermore, the choice of t = Tp

wouldminimize any inefficiency due to bandwidthmismatch between the source and the quantummemory. In
practice, onemay need to choose tp to be shorter thanT, inwhich case its effect on the coupling efficiencymust
be considered. For allmemories considered, we also assume that t = 0init given that these quantummemories
would ideally go back to the desired initial state after being read out. In practice,memory re-initializationmay be
occasionally needed to avoid the spread of error.We assume that the frequency at which the initialization is
needed is sufficiently low that it would not affect our key rate analysis.

Warm vapor.Weconsider the Ramanmemory demonstrations of [34–37] for our calculations. Each of the
experiments use Cs vapor, except for [36]which uses 85Rb, and featurememories of varying performance. See
table 2 for a list of relevantmemory properties. Specifically, the quantummemory demonstrated in [35] exhibits
a reasonable combination of efficiency and coherence time aswell as lownoise, while [34]uses an anti-resonance
of a Fabry–Perot cavity to suppress four-wave-mixing-induced noise that is present in [35]. The limitations of
coherence time in these demonstrations are largely due to imperfectmagnetic shielding, allowingmagnetic-
field-induced dephasing. The experiment of [36] employs exceptionalmagnetic shielding, but does not feature
storage of non-classical light. Finally, [37] uses a ladder energy-level system to achieve storage in an excited level,
which opens the possibility of storage of light pulses of less than∼100 ps duration. The storage time is, however,
restricted to 5ns in this experiment. Considering the excited nature of the level used for storage, the coherence
time can be limited to around 100ns. Figure 5 shows the secret key rate of the quasi-EPR scheme using the
memories listed in table 2 as compared to the no-memory case. It can be seen that none of the considered
quantummemories can surpass the no-memory curve. Nonetheless, the quantummemory of [35] allows the
rate to become very close to that of the no-memory case, and could surpass the no-memory curve if the quantum
memory coherence timewas a bit longer or its coupling efficiencywas a bit higher. Because of insufficient
coherence time, the slope of the curve corresponding tomemoryWV2 starts changing around 200kmof
distance. The lower slope corresponds to rate scalingwith -[ ( )]L Lexp 2 att , whereas the higher slope
corresponds to -[ ( )]L Lexp att scaling, similar to the no-memory case. The change in slope happens later for
WV3,which has the highest coherence time, andmuch earlier for the other two quantummemories. In the case
ofWV4, the coherence time is so low that the entire curve is parallel to that of the no-memory curve, indicating

Table 2.Properties of a selection of demonstratedwarm vapormemories. All values are derived from the corresponding references given in
the table.We denote thewarm vapor (WV)memories of [34–37] asWV1 throughWV4, respectively.

WV1 [34] WV2 [35] WV3 [36] WV4 [37]

Efficiency, h hw r0 0.1 0.3 0.05 0.15

Coherence time,Tr 100 ns 1.5μs 120μs 5 ns

Interaction time, tint 320 ps 300 ps ∼1.43 ns 440 ps

Repetition rate,RS 1.2GHz 1.25GHz 518MHz ∼667MHz

Figure 5. Secret key rate for the setups offigure 3 using the parameters of table 1 and thewarm vapormemories featured in table 2.
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the same rate-versus-distance scaling. In section 3, we show that the no-memory boundmay be overcomewith
someminor improvement in these quantummemories.

Cold atoms.Weconsider the three experiments described in [38–40]. Reference [39] utilizes 85Rb in a
magneto-optical trapwhile [38, 40] feature atomic lattices of 87Rb. The coherence times of themagneto-optical
trap implementations are limited by, amongmany factors, atomic diffusion in comparison to those of the
atomic lattice [38–40]. The exceptional coherence time of [38] is due to compensation of light shifts, the
insensitivity of the spin states tomagnetic field fluctuations, and use of dynamical decoupling.We note that even
though [38]does not explicitly show storage of non-classical light, the experiment of [65] importantly shows that
no noise is introduced by dynamical decoupling. Our simulations, which are presented infigure 6, show that the
atomic lattice experiments of [38, 40] can allow rates that surpass the no-memory bound. Bothmemories have
such long coherence times that, in both cases, themaximum security distance has been dictated by the dark
count noise, and not thememory decoherence. However, thesememories are only useful if a low secret key rate
is acceptable. Towards the possibility of higher rates and shorter-distance operation, we consider small
improvements tomemory properties (e.g. bandwidth) in section 3.Note that the experiments of [38, 40] employ
off-resonant Raman scattering to achievememory-photon entanglement and have not explicitly performed
storage of an externally-provided photon as is required for the quasi-EPR scheme.We assume that the quantum
memory parameters derived from these experimentsmay be translated to a Ramanmemory demonstration (as
is achieved in [39]).We alsomention that there is a theoretical proposal [66] for Ramanmemory using an optical
lattice.

Table 3.Properties of a selection of demonstrated cold atom
memories and the corresponding interaction times and repetition
rates used for the numerical calculation of the secret key rate of the
quasi-EPR scheme.We denote the cold atom (CA)memories of
[38–40] as CA1 throughCA3, respectively.

CA1 [38] CA2 [39] CA3 [40]

Efficiency, h hw r0 0.14 0.27 0.76

Coherence time,Tr 16 s 1.4μs 220ms

Interaction time, tint 82 ns 7 ns 240 ns

Repetition rate,RS 12MHz 133MHz 4.2MHz

Table 4.Properties of a selection of demonstrated rare-earth-ion-dopedmemories and the corresponding
interaction times and repetition rates used for the numerical calculation of the secret key rate of the quasi-
EPR scheme.We denote the rare-earth-ion-doped crystalmemories of [41–45] as REIC1 throughREIC5,
respectively.

REIC1 [41] REIC2 [42] REIC3 [43] REIC4 [44] REIC5 [45]

Efficiency, h hw r0 0.06 0.53 0.56 0.04 0.11

Coherence time,Tr 0.7ms 37μs 3μs 38μs 50μs

Repetition rate,RS 2MHz 5MHz 3MHz 3.5MHz 1MHz

Figure 6. Secret key rate for the setups offigure 3 using the parameters of table 1 and the cold atommemories featured in table 3.
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Rare-earth-ion-doped crystals.Weconsider the five atomic frequency comb experiments described in
[41–45]. Europium-doped Y2SiO5 crystals are employed in the investigations of [41, 42]while thewell-studied
Pr:Y2SiO5 is featured in [44, 45]. On-demand storage at the single photon level is shown in [41], inwhich
dynamical decoupling techniques are also used to overcome dephasing due to spin inhomogeneous broadening.
Reference [42]utilizes a low-finesse cavity to show (up to 50%) efficient and on-demand storage of strong pulses.
Efficient storage using a low-finesse cavity is achieved in [43], while on-demand storage of qubits and heralded
single photons are shown in [44, 45], respectively. As shown infigure 7, againwe simulate the key rate of the
quasi-EPR scheme andfind that none of the rare-earth-ion-doped crystal implementations will surpass the no-
memory performance. The best performance is offered by REIC2, which has a high efficiency and a decent
coherence time. Taking into consideration the technical challenges of obtaining both high efficiency and low
noise in a rare-earth-ion-doped crystal-based atomic frequency comb system, in section 3we explore the
possibility of using several (spectral)modes to overcome the no-memory bound.Note that coherence times of 6
hours [64] and oneminute [67] have beenmeasured usingmagnetically-insensitive ground-level transitions of
151Eu:Y2SiO5 andPr:Y2SiO5, respectively. However, it has yet to be shown that these coherence times can be
combinedwith the possibility of efficient and broadband storage, hence these transitionsmay not be suitable for
MA-MDI-QKD.

4.3. Near-future quantummemories
In this sectionwe evaluate the performance of the quasi-EPR scheme using near-future quantummemories.
Specifically, we suggestmemory parameters that could be obtainedwith realistic experimental improvements to
thememories of [34–45].We attempt to be conservative with our suggested parameters, in particular with those
of efficiency and coherence time, and acknowledge that there are fundamental limitations of some parameters,
e.g. the restriction of bandwidth due to a certain energy level structure. Our enhancedmemory parametersmay
represent a short-term goal for developing quantummemories.

Warm vapor.Herewe consider three potential quantummemories with properties displayed in table 5. The
corresponding quasi-EPR key rates shown infigure 8. Thefirst we refer to as ‘excellent coherence’ (ExC) in
which improvedmagnetic shieldingwill eliminate inhomogeneous spin dephasing such that a coherence time of
[36] is achieved. Furthermore, we assume that a cavity is used to ensure lownoise operation [34] and an
enhancement of efficiency to that of [35], either by the cavity or control field tailoring [60].Wefind that this
memory enables surpassing the bound at just over 200 km and obtainsmaximal advantage at 400–500 km. This
is a promising result given thatMDI-QKDhas been demonstrated over 400km [2]—a distance forwhich

Figure 7. Secret key rate for the setups offigure 3 using the parameters of table 1 and the rare-earth-ion-doped crystalmemories
featured in table 4.

Table 5.Parameters for near-future warmvapormemories, and
the corresponding interaction times and repetition rates, used
for our numerical calculation of the secret key rate assuming the
setup of figure 3.Memory abbreviations are explained in the
main text.

ExC EnC EnE

Efficiency, h hw r0 0.30 0.30 0.60

Coherence time,Tr 120μs 10μs 1.5μs

Repitition rate,RS 1.25GHz 1.2GHz 1.2GHz
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channel stabilization has been realized. The secondwe refer to as ‘enhanced coherence’ (EnC) inwhichwe keep
all parameters the same as ExC except the coherence time, of which corresponds to theminimum required to
surpass the no-memory bound. Interestingly, wefind that a (reasonable) coherence time of approximately 10μs
will beat the bound at around 200 km,while the difference withmemory ExC lies in the rate-distance scaling at
longer distances. The last quantummemorywe refer to as ‘enhanced efficiency’ (EnE) inwhichwe keep the
parameters the same as in [35] except we find theminimumefficiency to beat the bound, this being an efficiency
of 60% at a distance of less than 200 km. Although it is likely that the EnEmemory is challenging to achieve
without added noise, improvements in experimental geometry in conjunctionwith control field optimization
may reach this requirement without any compromise to coherence time. The quantummemory of [37] is not
useful forMA-MDI-QKDdue to the limited coherence time (up to 100 ns) of the (excited) level used for storage.

Cold atoms.Herewe consider the quantummemories outlined in table 6,with the correspondingkey rates
shown infigure 9.Weconsider thememoryof [39]with abandwidth expanded to1 GHz (CA2+BW), which results
in ~R 667 MHzS .Note that the bandwidthmust be less thanhalf of the 3 GHzground-state splittingof 85Rb to
ensureminimum impact of noise.Unfortunately,wefind that, due its lowcoherence time, this quantummemory
will only (just)beat theno-memorybound if it is∼90%efficient.Nextwe assume that amagnetically-insensitive
ground-state transition is employed for the investigationof [39] (CA2+MI),finding that about 50%efficiency is
needed to beat the bound,which canbe realizedby control pulse shapingorbackward retrieval [60].We also consider
the quantummemoryof [40] exceptwe allow thebandwidth tobe expanded to 100MHz (CA3+BW), resulting in

Figure 8. Secret key rate for the setups offigure 3 using the parameters of table 1 and the near-future warm vapormemories featured in
table 5.

Figure 9. Secret key rate for the setups offigure 3 using the parameters of table 1 and the near-future cold atommemories featured in
table 6.

Table 6.Parameters of near-future cold atommemories, and the corresponding interaction times and repetition rates, used for our
numerical calculation of the secret key rate assuming the setup of figure 3.Memory abbreviations are explained in themain text.

CA2+BW CA2+MI CA3+BW CA1+BW

Efficiency, h hw r0 0.90 0.50 0.30 0.10

Coherence time,Tr 1.4μs 1ms 220ms 16 s

Repetition rate,RS ∼667MHz 95MHz 95MHz 95MHz
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=R 95 MHzS . This iswell below the limitations givenby the ground-state structure, butmaypose a challenge if a
cavity setup is employed. Encouragingly,wefind that this quantummemory easily overcomes the bound if it is 30%
efficient. Finally, if thehighly-coherentmemoryof [38] is employed and its bandwidth is expanded from12.2 to
100MHz (CA1+BW), only 10%efficiency is required tobeuseful forMA-MDI-QKDfor distances greater than600
km, albeit at a lowkey rate.Note that, inmajority of cases, the cross-over distance is around300km.

Rare-earth-ion-doped crystals.The corresponding quantummemory properties and key rates are shown in
table 7 andfigure 10, respectively.We employ the 151Eu:Y2SiO5memory of [41], except that we assume perfect
dynamical decoupling is in use to achieve a coherence time that is entirely limited by the ground-level
homogeneous broadening (Eu+DD), andwe employ the Pr:Y2SiO5 crystal of [44, 45] (Pr+DD) in a similar way.
Evenwith perfect efficiency, we find that neither of the quantummemories overcome the bound,mainly due to
their limited bandwidth in comparison to the Raman quantummemories. To gain an advantage, wefirst assume
the cavity enhanced setups of [42, 43] in conjunctionwithmemories Eu+DDandPr+DD, respectively.We then
consider the possibility ofmulti-mode storage, whichwe refer to asmemories Eu+MMandPr+MMfor Eu-
and Pr-dopedY2SiO5, respectively. Amulti-mode setup is less sensitive to decoherence issues as nowwe just
need to have a successful side-BSM for one, out ofmany,modes on each side, which happensmore often. This
increases themaximum security distance as can be seen infigure 10.

The choice of degree of freedomoverwhich themulti-mode quantummemory is designed needs further
considerations. Since our implementation is already intrinsically temporallymulti-mode, a convenient degree of
freedom to use formultiplexing could be that of frequency. This is especially true of rare-earth-ion-doped
crystals where their sub-level structure limits the atomic frequency comb bandwidth, but their
inhomogeneously-broadened lines offer simultaneous storage ofmany, in some cases up to 1000 [46], spectral
modes [62, 63]. In the case of examplememories considered here, praseodymium-doped Y2SiO5 offers the
possibility to store up to∼100 spectralmodes given its hyperfine structure and its∼5GHz inhomogeneous
linewidth [44], while 151Eu:Y2SiO5 only offers the possibility of storing a single spectralmode [41]. Nonetheless,
one could employ spatialmultiplexing, or explore the possibility to increase the inhomogneous linewidth by co-
dopingmethods [68]. In order to use themulti-mode feature of thememorywemay need to employ an array of
single-photon sources, each generating single photons at different wavelengths or spatialmodes. A normalized
rate per channel usewould then be of interest.

Table 7.Parameters of near-future rare-earth-ion-dopedmemories, and the
corresponding interaction times and repetition rates, used for our numerical
calculation of the secret key rate assuming the setup offigure 3.Memory
abbreviations are explained in themain text.

Eu+DD Eu+MM Pr+DD Pr+MM

Efficiency, h hw r0 1 0.53 1 0.56

Coherence time,

Tr

15ms 15ms 500μs 500μs

Repitition rate,

RS

2MHz 2MHz 1MHz 1MHz

Number of spec-

tralmodes,N

1 30 1 90

Figure 10. Secret key rate for the setups offigure 3 using the parameters of table 1 and the rare-earth-ion-doped crystalmemories
featured in table 7.
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4.4. Near-futurememories with additional system imperfections
The implication that some (possibly enhanced) atomic ensembles could outperform thememory-less QKD is
based on several assumptions. One of the key assumption is that the two single-photon sources in the quasi-EPR
setup can generate identical single photons that are (bandwidth-)matched to the quantummemories.We have
also thus far ignored the additional background noise coming from the frequency converters. Any deviation
from these assumptionsmay change the rate scaling and add to theQBERof the system. Below,we use our rough
calculations of section 3.2 to investigate how resilient our setup is to the following imperfections.

• Multi-photon terms.We now test the resilience of our setup against possiblemultiple-photon components in
the single-photon source. In fact, one can say that so long as - ( ( ))p p L Lexp 22 1 att , our system is immune
against the two-photon terms generated by the source. At L=200km, thatwould require p p 0.0032 1 ,
which is almost achievable with today’s quantumdot technology for generating entangled and/or single
photons [19], and possibly even those that rely on parametric down-conversion. In the latter case, a bank of
downconverters is needed to boost the trigger rate of the system [69]. The additionalQBERdue to two-photon
terms is on the order of p2, which is negligible.

• Photons distinguishibility. If the two single photons generated by the two single-photon sources infigure 3(b)
do not fully couple to each other at 50:50 beam splitters, then someTLIC-related issues occur at the side
BSMs. Yet, similar to the two-photon terms, our system can tolerate the same order ofmagnitude (0.1%–1%)
mismatch between the correspondingmodes of the two single photons, which is again achievable by the
current technology [23]. The additionalQBER is also expected to be on the same order. The overlap between
the user’s photon and the single photons generated in themiddle node is important, but not as vital as the
overlap between that of the two single-photon sources. The former issue could increase theQBER to some
extent but given that long-distanceMDI-QKDhas been demonstrated, this issue can be dealt with using
existing technologies.

• Bandwidthmismatch. If the bandwidth of the single-photon source and the quantummemory do notmatch,
onemay end upwith a large loss factor in thewriting efficiency. For instance, the bandwidth of cold atomic
ensembles is on the order of 10–100MHz,which does notmatch that ofmany quantum-dot sources. If a
quantum-dot source is usedwithCA1–CA3memories, a drop of one to two orders ofmagnitudemay be
expected in their corresponding key rates infigures 6 and 9. The situation ismore promising forwarm vapor
quantummemories, as their bandwidths are compatible with that of quantum-dot sources.

• Background photons. Finally, we have thus far ignored the effect of additional background noise generated by
the frequency converters in our numerical analysis. In principle, at L=200km, based on the condition

- ( ( ))d L Lexp 2c att , one expects to tolerate a dark count on the order of 10−4 per pulse, which is an order
ofmagnitude higher than the typical background noise from frequency converters [55].

In order to test the above expectations, infigure 11, we have plotted the effect of dark counts from the side-
BSMmodules on the key rate of theMA-QKD system that usesmemory ExC fromnear-future warmvapor
atomic ensembles. Sincewarm vapor quantummemories are employed, no loss due to bandwidthmismatch is
considered. The results show that, at = -d 10c

6, the rate is nearly one order ofmagnitude above theMDI-QKD
curve at L=300km,which leaves room for losses due to other experimental imperfections. Note that such a

Figure 11.Comparison of the secret key rates of the setup offigure 3with near-futurewarm vapor atomic ensembles at different
values of dark count for the side-BSMdetectors. The dark count termhere accounts for not only the detector dark count, but also the
background noise due to frequency converters and possibly the quantummemories. The other values are as inmemory ExC in tables 1
and 5.
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study of dark noise also guides the development of future Raman quantummemories based onwarm vapor,
which, without special considerations, are plagued by four-wave-mixing-induced noise [34].

5. Conclusions

In this paper we explored the possibility of using ensemble-based quantummemories inMA-MDI-QKD setups.
Such quantummemories promise high efficiencies due to their strong light–matter coupling, large time-
bandwidth products, and the ability to storemultiplemodes. By using single-photon sources, which are at an
advanced stage of development, we proposed setups that could remove or alleviate the (single-mode)multiple-
excitation problem.We identified the key problems in previously-proposed setups or the ones that resembled
NLAs, and proposed a quasi-EPR setup that could outperform single no-memoryQKD links.We showed that
our solution is resilient againstmain imperfections in the source, the quantummemorymodule, and other
required devices such as frequency converters and single-photon detectors. Based on our calculations, warm
vapor atomic ensembles have the best chance to improve the rate-versus-distance behavior at channel distances
above 200kmprovided their efficiencies and coherence times can be improved. Cold atomic ensembles also
offer a good performance provided that the bandwidthmismatch between the quantummemories and the
driving single-photon sources can be reduced. Certain atomic frequency combmemories, such as

+Eu : Y SiO153 3
2 5, were also able to get close to thememory-less systems, but they need improvement in their

coupling efficiency, coherence time andmulti-mode capacity in order to offer a stable improvement. Our
analysis ensures that a proof-of-principle experiment for our proposed setupwould bewithin reach of the
current technology and sets the stage for larger quantum repeater links to be implemented in the future.
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