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Abstract: We demonstrate a large-scale tunable-coupling ring resonator array, suitable for
high-dimensional classical and quantum transforms, in a CMOS-compatible silicon photonics
platform. The device consists of a waveguide coupled to 15 ring-based dispersive elements with
programmable linewidths and resonance frequencies. The ability to control both quality factor and
frequency of each ring provides an unprecedented 30 degrees of freedom in dispersion control on
a single spatial channel. This programmable dispersion control system has a range of applications,
including mode-locked lasers, quantum key distribution, and photon-pair generation. We also
propose a novel application enabled by this circuit — high-speed quantum communications
using temporal-mode-based quantum data locking — and discuss the utility of the system for
performing the high-dimensional unitary optical transformations necessary for a quantum data
locking demonstration.

© 2017 Optical Society of America
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1. Introduction and motivation

Control of dispersion is of central importance in many optical applications ranging from com-
pensation for fiber-induced dispersion in communications systems to tunable group-velocity
dispersion for mode locking of laser sources [1, 2]. Historically, these problems have been
addressed using devices such as chirped fiber gratings [3], coupled resonator optical waveguides
(CROWs) [4], or side-coupled integrated spaced sequences of resonators (SCISSORs) [5]. How-
ever, as interest turns towards dispersion-based quantum applications [6—10], dispersion control
with a large number of tunable parameters is needed to enable a large set of basis states. For
these applications, prior solutions do not provide the tunability, speeds, and scalability necessary
for practical demonstrations. Integrated silicon photonics, capable of controlling many modes in
a phase-stable way, presents one possible approach to large-scale dispersion control.

In this paper, we leverage a modern silicon foundry platform [11] to enable large-scale
dispersion control using an on-chip tunable-coupling ring resonator array. By integrating each
ring into a Mach-Zehnder interferometer (MZI) coupling geometry, it is possible to independently
control the quality factor and resonance frequencies of each dispersive resonator, as demonstrated
in a variety platforms [2, 12-15]. By cascading 15 of these tunable-coupling rings, we enable a
system with 30 individually-controllable degrees of freedom with >10 bits of resolution each.

This large-scale tunable-coupling ring array has many benefits in both classical and quantum
applications. The array allows for reconfigurable dispersion control in a range of classical
applications, including mode-locked lasers for frequency comb generation and higher-order
optical dispersion cancellation for communications and sensing [1,2]. In the area of quantum
information processing, benefits of the system include tunable dispersion for temporal-mode
high-dimensional quantum key distribution [6, 7] and pulse-shaping of photon pairs generated
by spontaneous four-wave mixing [16]. In this paper, we highlight one specific application of
the tunable-coupling ring array: high-speed one-way quantum-secure communications using a
quantum enigma machine [17, 18]. Specifically, we propose a novel protocol based on phase-
encoded quantum data locking for the first chip-based quantum enigma machines and discuss
application of the programmable dispersion system for enabling the protocol in a phase-stable,
scalable, and integrated way. The results indicate utility of the programmable dispersion circuit
for future demonstrations of photonic quantum data locking.

2. Tunable-coupling resonator array theory and simulation

A ring resonator coupled to a photonic waveguide, as shown in Fig. 1(a), induces a frequency-
dependent phase shift on the transmitted mode of the waveguide across the frequency linewidth
of the ring. For standard rings coupled to a single bus waveguide through a directional coupler,
this resonance is tuned using a phase shifting device such as a thermo-optic modulator. However,
the ring’s frequency linewidth is fixed. By introducing an integrated interferometer with an
additional phase shift, ®, as shown in Fig. 1(b), it is possible to also dynamically control the
coupling rate between this modified ring and the waveguide [2, 12].

From coupled mode theory, it is possible to derive the transmission through a single tunable-
coupling ring. Assuming waveguide modes A; and B; and ring modes A; and B,, as shown in

(a) @] (b) D]
e rao=tn

Fig. 1. Schematic of (a) a ring with tunable resonance and (b) a ring with tunable coupling
and resonance (a tunable-coupling ring). The resonant frequency is set using phase ® and
the coupling is set using phase ©.
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Fig. 1, the coupled equation is given as

By | _ A
RN ®
where the transfer matrix, M, depends on the coupling between the ring resonator and the bus
waveguide. Assuming a standard ring with a directional coupler shown in Fig. 1(a), the matrix

takes the form [19]
1 K ivl — k2
Meowr = 5| T2

where the coupling coefficient, «, is largely set during fabrication. However, if a tunable Mach-

Zehnder interferometer (MZI) is used to couple the ring to the bus waveguide, the transfer matrix
takes the form

©))

My = ei(®/2+7r/2)[ sin (©/2)  cos (©/2) ]

cos (®/2) —sin(©/2) @)
where O is the phase shift induced by the MZI. In addition to the coupled equation, the feedback
condition for the ring is given as

Ay = @' P p, @)

where « is the intrinsic cavity loss rate per circulation, S(w) = negw/cq is the frequency-
dependent propagation constant, w is the angular frequency, cy is the speed of light in vacuum,
ner is the effective refractive index, L is the ring length, and @ is the phase shift induced by the
resonance phase setting. Using this feedback equation and the transfer matrix in Eq. (3), the
transmission through the tunable-coupling ring is derived to be [12]:

1 — ei® 4 2pi(B(W)L+0+0) ,
7 _ eiB@)L+D) ¢y ¢ ol (BW)L+D+0) ©)

By
T(a)) = A_l =

Figure 2 plots the power transmission, |T(w)|?, and group delay, 7(w) = —d /T (w)/dw where
/T (w) is the transmission phase angle, as a function of wavelength for varying resonance and

0 0
z |@ z (b
B E
2 g
g g
z 2 O=0 z 2 —0=125n
s —O=n2 s —0=15n
= —O0=1 = —0=175n
1550 1555 1560 1550 1555 1560
Wavelength (nm) Wavelength (nm)
,-\30 (c) —d=0 ,-\30 (d) —0=125n
3 —d=r/2 ) —0=15n
- O=rn ~ —0=175n
EZO EZO
5 5
A A
510 510
2 2
o} o}
0 0
1550 1555 1560 1550 1555 1560
Wavelength (nm) Wavelength (nm)

Fig. 2. Simulated transmission and group delay as a function of wavelength for varying (a,c)
resonance phase setting, @, and (b,d) coupling phase setting, ®, for a single tunable-coupling
ring with @ = 0.99, L = 100um, and neg = 2.7.
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Fig. 3. Schematic of the tunable-coupling ring array (TCRA) with three rings shown. The
ring resonant frequencies are set using phases ®; and the couplings are set using phases ©;.

coupling phase settings. Group delay is chosen as a performance metric since it is the quantity of
interest in many applications, including dispersive-optics quantum key distribution and quantum
data locking, and is directly related to phase by the derivate with respect to frequency. As shown
in Fig. 2, varying ® shifts the resonance wavelength while varying ® adjusts the coupling of the
ring in addition to inducing a slight resonance shift, as expected.

When multiple tunable-coupling rings are cascaded together in series to form a tunable-
coupling ring array (TCRA) (see Fig. 3) [2, 14], the transfer function of the full device with N
rings is the product of the functions of the individual rings:

n 1 _ ei@j + 2ei(ﬁ(w)L+q)j+®j)aj

[

n
Ty(w) = HT]’(M) = L2 i@t o 4 o B@L+®;+0))g
J= Jj=

(6)

where j is the index of each tunable-coupling ring in the array and «;, ®;, and ®; are the
intrinsic cavity loss rates, coupling MZI phase shifts, and resonance phase shifts, respectively, of
each ring.

To achieve a target frequency-dependent dispersion function given by the transfer function,
Tiarget(w), we must find the parameters of the TCRA system to suitably approximate Tirge-
We do this by setting the ®; and ®; phase shifts (a total of 2N parameters) using a standard
MATLAB interior-point nonlinear optimization procedure for minimizing the mean squared
error. As an example, we optimize the phase settings for a TCRA with 15 tunable-coupling rings

0
g =)
g g
2 2 R
172} v -
g 2 g
= =
1550 1555 1560 1550 1555 1560
Wavelength (nm) Wavelength (nm)
25 30
Z,l[© z
&0 RS
5 720
a15 a
o o 10
210 : |
G} 6] ———Sim
5 0 v ......QGoal
1550 1555 1560 1550 1555 1560

Wavelength (nm)

Wavelength (nm)

Fig. 4. Simulated example transmissions and group delays for a 15-ring tunable-coupling
ring array device with @ = 0.99, L = 100pm, and neg = 2.7. (a,c) Arbitrary device spectrum
with phase settings set to random values between 0 and 2. (b,d) Example optimization of
this device for three goal group delay functions. The goal group delays are shown as dashed
lines while the optimized simulations are shown as solid lines.
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for a variety of square-wave and triangle-wave goal group delay functions. As shown in Fig. 4,
the single TCRA simulated device is able to closely match various desired group delays and can
create a large set of phase transformations suitable for high-dimensional quantum applications.
The bandwidth of the system is limited by the free spectral range of the largest ring in the array
and the bandwidth-utilization ratio [13]. Additionally, when the number of rings in the system is
increased, the number of discernible phase settings and corresponding transformations grows.

3. Tunable-coupling resonator array experimental demonstration

Experimentally implementing a large-scale tunable-dispersion system, such as the proposed
TCRA, becomes extremely challenging for bulk-optics approaches as it requires many phase-
stable interferometers. Photonic integrated circuits offer a solution but require careful design
to allow such a large number of parameters to be individually controlled with precision and
minimal cross-talk. In this work, we leverage a modern silicon photonics foundry coupled with
driving electronics to demonstrate the proposed TCRA system.

Specifically, we fabricate a 15-ring TCRA system in a silicon-on-insulator (SOI) process in
collaboration with the OpSIS foundry [11]. The device is fabricated on a 200 mm SOI wafer
with 220 nm device layer thickness and 2 um buried oxide thickness. 248 nm photolithography
defines the resist patterns, based around 500 nm wide waveguides. Top oxide is deposited on the
chip, aluminum vias are defined through the oxide to access active devices on the device layers,
and aluminum contact pads are written on the top oxide for contact to wire bonds or probes. An
optical micrograph of the fabricated device is shown in Fig. 5(b).

Each ring contains three thermo-optic modulator heaters with a 130 kHz modulation bandwidth
and 0.23 dB insertion loss [20], as shown in Figs. 5(a) and 5(c) — one to actively set the ring
resonant frequency, one to actively control coupling, and the last to passively balance the loss of
the coupling heater. The voltage across each of the 30 active heaters is dynamically controlled
using a custom-designed electrical driver which is wire bonded to the chip using a printed

Input
Balancing Heater

C‘c}upling Heater (©)

/
Resonance Heater (®)

Output
(a)

LM MM AR

Rcsonancc Heater C ontaLt Pads

ikt g

Input Output
: Coupling Heater Contact Pads

20080 IIIIIIIIIIIIIIII

Fig. 5. (a) Layout of a single tunable-coupling ring. Optical micrographs of (b) the full
fabricated 15-ring tunable-coupling ring array device and (c) a single tunable-coupling ring
within the 15-ring array (device waveguides are traced in white on the micrographs for
clarity).
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]
]

Fig. 6. Block diagram illustrating the experimental setup used to characterize the tunable-
coupling ring array device. A modulated laser source is coupled onto the chip and the
output signal is read using an off-chip photodiode. A lock-in amplifier is used to convert
the photodiode signal to a phase measurement [21]. A Python interface reads the lock-in
amplifier’s phase measurement and photodiode’s intensity output, controls an electrical
driver circuit, and sweeps the tunable laser.

circuit board (PCB) and set through a Python user interface. The chip is optically interfaced by
coupling two ultra-high-numerical-aperture (UHNA) fibers to the input and output waveguides.
To measure the group delay through the structure, we implement a heterodyne modulation phase-
shift technique using an optical modulator and lock-in amplifier [21]. A diagram illustrating the
experimental setup is shown in Fig. 6.

Figure 7 shows a passive spectrum of the TCRA device. The device exhibits many resonance
dips with varying resonance frequencies and quality factors characteristic of a multi-ring untuned
device. The spectrum indicates a working bandwidth of approximately 1.5 nm which is expected
given the design ring length of ~430 um. An imperfect mode matching to the fiber resulted in a
relatively high fiber-to-waveguide coupling loss of ~8 dB; however, this loss can be reduced to
well below 0.5 dB through optimized edge or vertical grating couplers [22,23].

To characterize the functionality of the system, we individually vary the resonance and
coupling heater voltages for one of the tunable-coupling rings in the array, as shown in Fig. 8.
As predicted in simulation, by increasing the voltage across the resonance heater, the ring’s
transmission dip shifts to longer wavelengths (Figs. 8(a) and 8(c)) while increasing the coupling
heater voltage results in decreased coupling of the ring and a lower quality factor in addition to a
slight resonance shift (Figs. 8(b) and (d)). By optimizing these coupling settings, we measure
quality factors over 150, 000 for each ring in the system. These maximum quality factor settings
result in a maximum of ~20 dB of on-chip loss per ring.

Using a Python interface, we optimize the 30 heater voltages on the tunable-coupling ring
array device in unison so that the device applies a desired frequency-dependent group delay
to the output signal. To perform this optimization, we use a constrained optimization by linear
approximation (COBYLA) method (available in the SciPy open-source Python package) [24].
The optimization takes as input a goal frequency-dependent group delay function. Then, within

w

Intensity (mV)

0
1553 1554 1555 1556 1557
Wavelength (nm)

Fig. 7. Passive spectrum of the 15-ring tunable-coupling ring array device.
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Fig. 8. Active tuning of a single ring in the tunable-coupling ring array device. Measured
intensity and group delay as a function of wavelength for varying (a,c) resonance phase
shifter voltage, @, and (b,d) coupling phase shifter voltage, ©.

each optimization step, the program reads the current group delay by sweeping the laser and
reading the lock-in amplifier signal, compares this read signal to the goal group delay spectrum,
and sets the 30 heater voltages based on the COBYLA method. The optimization is complete once
the goal group delay has been reached or a maximum number of user-defined optimization steps
has been performed. Any thermal crosstalk resulting from varying the heaters is compensated
as a part of the optimization procedure and can be even further reduced by introducing a
thermoelectric cooler element for temperature stability. (Automation of high-order ring filter
tuning, either through similar multi-dimensional optimization algorithms [25] or using on-chip
sensors such as in-resonator photoconductive heaters [26] and reference ports [27], has been
explored.)

As an example, we program the device to demonstrate linear group delay. Figure 9 shows the
goal and measured group delay spectra at various stages. Initially, before the heater voltages are
set, the wavelength range of interest is within the passband of the device and no characteristic
group delay is seen. As we optimize the device, the group delay spectra begins to resemble

160 - — Initial

o~ b — gltennjedi(allte E
k) | — Optimize: i
- 120F .. Goal

=

2 80

=%

2

) 40

1555.6 1555.7 1555.8
Wavelength (nm)

Fig. 9. Optimization of the 15-ring tunable-coupling ring array device for an example goal
group delay function (shown as a dashed line). The measured group delay spectra is shown
in its initial state before the optimization has begun (solid red line), at an intermediate point
within the optimization (solid green line), and in the final optimized state (solid blue line).
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a linear function, as shown by the solid green intermediate line in Fig. 9. Finally, when the
optimization is complete, the solid blue optimized line closely follows the goal group delay
function.

Using the optimization procedure, we can program a large-scale set of independent group
delay spectra and, consequently, determine their corresponding heater voltage settings for a
variety of high-dimensional classical and quantum applications.

4. Application to quantum data locking and the quantum enigma machine

We now consider the utility of the demonstrated programmable dispersion system for efficient
and quantum-secure communications through quantum data locking [17,18,28-30]. In particular,
we propose a new temporal-mode-based “quantum enigma machine” protocol and discuss how
the programmable circuit shows promise in enabling the protocol on-chip in a phase-stable,
scalable, and fully-integrated way.

The “quantum enigma machine” [18] is a quantum optical cipher that utilizes quantum data
locking to enable a relatively small key to encrypt and decrypt a much larger amount of data at the
channel’s transmitter and receiver, respectively. The protocol allows for faster and more efficient
quantum-secure communications under practical conditions — channels secure to eavesdropping
under noisy and lossy conditions [18,31-33].

It follows from classical information theory that secure encryption of n bits of classical
information requires at least n classical bits of secret key [34]. On the other hand, quantum data
locking [17] enables a key of length <n bits shared a priori and secretly between Alice, the
transmitter, and Bob, the receiver, to securely encrypt a substantially larger amount of data on
the order of n bits (see Fig. 10) [28-30, 35]. As shown in [32, 33, 36], quantum data locking
guarantees composable security under the condition that the eavesdropper is restricted to either a
finite-coherence-time quantum memory or no quantum memory at all. Due to these less stringent
secret key requirements and security under lossy and noisy conditions, the quantum enigma
machine is an attractive approach for high-speed secure quantum communications.

To realize such a system, a recent protocol proposed coherently splitting a photon over
multiple modes (e.g. temporal or spatial modes), encoding the photon by applying independent,
random phase shifts to each mode, and decoding at the receiver using the corresponding inverse
transformation [8]. Compared to other proposed data locking methods that require Haar-distibuted
random unitaries [28], single unitaries with keys limited to a subset of qubits [30], or universal
quantum computers [29], this scheme enables quantum data locking using standard linear optics,
which greatly simplifies its implementation.

Although recent demonstrations have realized quantum data locking using bulk optical com-
ponents [37,38], scaling to larger mode numbers (i.e. larger dimensionality) requires a degree of
phase stability and device complexity that is difficult to realize using bulk optics. As such, our
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Fig. 10. Schematic of a quantum enigma machine protocol. A relatively small key of «n
bits is shared between Alice, the transmitter, and Bob, the receiver, and used to encode,
and decode, the n bit message. The protocol guarantees composable security against an
eavesdropper, Eve, with either a finite-coherence-time memory or no quantum memory at
all.
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Fig. 11. Proposed quantum enigma machine protocol using the tunable-coupling ring array
device. Photons are prepared in a time domain basis using a pulsed light source, locked using
Alice’s TCRA, transmitted over a public channel, and unlocked using Bob’s TCRA. Alice’s
and Bob’s TCRA settings for each transmission are determined using a secret pre-shared
key.

chip-integrated tunable coupling ring array implementation is an attractive alternative due to the
excellent phase stability, scalability, and integration with electronics natively provided by mature
silicon platforms [11].

Using the tunable-coupling ring array, a quantum enigma machine can be implemented based
on a modified temporal-mode phase-encoded quantum data locking protocol, as shown in Fig. 11.
Suppose Alice, the transmitter, and Bob, the receiver, want to transmit n bits of information
securely. In this protocol, Alice encodes the bits in photons coherently split over d time bins
in a time domain basis [6] such that each photon encodes log, (d) bits of information and,
consequently, only p = n/log, (d) photons are needed to transmit the n bit message.

To lock the information, Alice scrambles each photon using predetermined heater settings to
apply an independent group-delay transformation, U, to each photon. On the receiving device,
Bob applies the inverse group-delay transformation, U, to undo the locking and recover the
information. To lock and transmit the entire message, a total of p transformation settings (and
their unlocking counterparts) are needed.

The order that these p transformations are applied is picked from a list of k possible sequences
where k has been proven to be O (27) for guaranteed composable security [32,33,36]. Therefore,
Alice and Bob only need to secretly and a priori share a key of length p bits to know which one
of the k sequences to pick and, consequently, which sequence of transformations (or inverse
transformations) to apply.

In summary, using this quantum data locking protocol, only p = n/log, (d) bits of secret
key are needed to securely transmit n bits of information. If d is sufficiently large, the number
of necessary secret key bits becomes much smaller than the number of securely transmitted
message bits. By integrating the quantum enigma machine transceivers on chip to enable these
high-dimensional unitary transformations, the tunable coupling ring array device shows promise
for enabling highly-efficient quantum-secure communications.

Although the intrinsic loss of the ring resonators in the photonic circuit causes some loss in
the overall system, any loss inside Alice’s transmitter can be compensated by increasing the
power of the coherent pump (as long as the mean-photon number per pulse exiting her setup is
below unity) while the loss in Bob’s receiver chip can be factored into the overall channel loss
and accounted for in the quantum enigma machine protocol [18,32].

For practical and high-data-rate demonstrations of the full protocol, the insertion loss of Bob’s
photonic components should be reduced and high-speed phase shifters should be implemented.
Specifically, the fiber-to-chip coupling losses could be dramatically reduced to below 0.5 dB
using optimized edge or vertical grating couplers [22, 23]. Furthermore, the current on-chip
thermo-optic phase shifters with 130 kHz modulation speeds [20] could be replaced with free-
carrier injection or depletion based devices [39, 40] to enable high-speed modulation of the
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encoding/decoding transformations and, consequently, higher data rates.

5. Discussion and applications

In this paper, we have proposed and experimentally demonstrated a large-scale array of 15 tunable-
coupling rings in a CMOS-compatible silicon photonics platform. The array uses a Mach-Zehnder
interferometer architecture to enable independent control of the resonance frequency and coupling
of each ring within the system using on-chip thermo-optic phase shifters. Through dynamic
control of these 30 voltage parameters, we have shown tunable frequency-dependent group delay
suitable for a variety of classical and quantum applications. The successful realization of such a
system represents an important step towards phase-stable and practical chip-based quantum data
locking, though future work is needed to reduce insertion losses and increase the switching rate
between transformations. Future improvements to the device include incorporating lower-loss
components such as adiabatic phase shifters [41] and grating couplers [22] to increase overall
system efficiency and replacing the thermo-optic heaters with faster electro-optic modulators for
high-speed operation [39,40].

The demonstrated tunable-coupling ring array promises new applications in a range of other
quantum optics applications. For example, quantum key distribution using dispersive optics [6,7],
currently implemented using off-chip dispersive elements, would benefit from the on-chip
dynamic dispersion control enabled by this device. Furthermore, boson sampling experiments
using temporal encoding [9] require time-dependent dispersion that could be implemented on
chip with the tunable-coupling ring array. Finally, the device could enable fabrication-tolerant
notch filters for precise bandwidth matching and laser line filtering for single photon-pair
generation by spontaneous four-wave mixing [16].
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