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Comparison of 6LOWPAN and LPWAN for the
Internet of Things

Hayder A. A. Al-Kashoash, and Andrew H. Kemp

Abstract—By 2020, 50 billion devices (things) are expected to
be connected to the Internet to form the Internet of Things (IoT)
world. In general, two main categories of networks are used in
the IoT: short-range and long range low power networks. IPv6
over low power wireless personal area networks (6LoWPAN) are
considered to be a crucial network in short-range low power
networks where 6LoWPAN motes will account for the majority
of short-range low power things. Also, LoRaWAN and SigFox
are two major networking landscapes and players in long-range,
low power networks or oftentimes called low power wide area
networks (LPWAN). This paper reviews and compares 6LoWPAN
and LPWAN in terms of network architecture, protocol stack,
applications and security. In general, LPWAN networks are more
demanding in terms of node and link constraints than 6LoWPAN
networks (e.g. very low payload size, very low data rate and
very limited resources). Also, as yet, LPWAN networks do not
have IPv6 addressing capabilities. Each network category has its
unique characteristics and strengths and each category has its
important role in the IoT world.

Index Terms—6L.oWPAN, LPWAN, LoRaWAN, SigFox, Inter-
net of Things.

I. INTRODUCTION

The Internet of Things (IoT) is considered to be the next
communication revolution and the next big challenge for the
communication research community. The IoT will comprise
billions of intelligent communicating devices which extend the
border of the world with physical entities and virtual compo-
nents [1]. These things are connected to the Internet with the
ability to sense status and condition, and use real time data
whilst also accessing historical data and developed algorithms,
possibly triggering devices, leading to very powerful smart
environments (home and building), healthcare, etc.

Generally, two main categories of networks are deployed in
the IoT: short-range and long-range, low power networks [2].
The short-range, low power networks, sometimes called “last
100 meters of connectivity”, represent a large fraction of the
potential number of things e.g. IPv6 over low power wireless
personal area networks (6LoWPAN), radio frequency identi-
fication (RFID), near field communication (NFC), bluetooth
low energy (BLE), etc. [3]. 6LoWPAN is a key part of the IoT
where the 6LoWPAN motes will account for the majority of
the “last 100 meters of connectivity” things [4], [5]. The long-
range low power networks or sometimes called low power
wide area networks (LPWAN) are designed and used for long-
range communications at low power consumption and low data
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rate e.g. SigFox, long range wide area network (LoRaWAN),
Wi-SUN, narrow-band IoT (NB-IoT), etc [6]. The LPWAN
devices are expected to be approximately 25% of overall IoT
things [7]. Sigfox and LoRaWAN are already widely used and
deployed. The SigFox network covers 29 countries over 1.7
million km?2, with 471 million devices according to the SigFox
official website [8].

Both 6LoWPAN and LPWAN will play a crucial role in the
IoT world where each network type has its unique characteris-
tics and applications. Recently, many papers review, compare
and evaluate different LPWAN technologies for the IoT. In
[9], Bouleogeorgos et al. compare and discuss the design
specifications of LPWAN technologies and their suitability for
different IoT applications. In [7], Raza et al. survey different
LPWAN standards and technologies where they concluded that
LPWAN technologies adopt similar approaches and have the
same limitations and challenges. In [6], Nolan et al. survey
and evaluate SigFox and LoRaWAN for the IoT in terms of
physical and MAC layers. Also, they conducted an experimen-
tal evaluation for outdoor range test estimation for SigFox
technology. In [10], Mikhaylov et al. discuss and analyze
the LoRaWAN technology in terms of network scalability
and uplink throughput. They concluded that a base station
may serve several million end nodes and the uplink channel
capacity of a node depends on the distance and does not exceed
2 kbps. In [11], Adelantado et al. overview the capabilities and
limitations of LoRaWAN in terms of network size, reliability
and network capacity. In [12], Bor et al. investigate the
capacity limits of LoORaWAN where experimental results show
that LoRaWAN networks can scale quite well if they use
dynamic transmission parameter selection and/or multiple base
stations; otherwise, they do not. However, according to our
best knowledge, none of these consider and compare between
6LoWPAN and LPWAN. In this paper, we consider and
compare 6LoWPAN and LPWAN (LoRaWAN and SigFox)
with various aspects e.g. network architecture, protocol stack,
applications and security aspects. The constraints of LPWAN
networks are more demanding than 6LoWPAN networks.
LPWAN is characterized by node constraints (e.g. very low
cost, very limited processing capabilities, very small memory
size and very low energy consumption) and link constraints
(very short payload length and very low bandwidth). Also,
unlike 6LoWPAN, LPWAN nodes do not currently have IPv6
addressing capabilities. The Internet Engineering Task Force
(IETF) LPWAN working group created in 2016 is working
to adapt IETF defined protocols and bring IPv6 addressing to
LPWAN.

The remainder of the paper is organized as follows: in
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Section II, we overview and compare the network architecture
of 6LoWPAN and LPWAN. Section III compares the physical
layer of 6LoWPAN, LoRaWAN and SigFox. The main aspects
of the MAC layer for 6LoWPAN, LoRaWAN and SigFox
are given in Section IV. Section V overviews and compares
the upper layers and applications of 6LoWPAN and LPWAN.
Section VI explains security mechanisms used in 6LoWPAN,
LoRaWAN and SigFox networks. Finally, Section VII draws
the conclusions.

II. NETWORK ARCHITECTURE

The 6LoWPAN network architecture contains three ele-
ments: host node, router node and edge router as shown in
Figure 1 [13]. The hosts can sense the physical environment
and actuate devices. The routers are intermediate nodes that
forward data packets from the hosts to the edge routers or to
a destination inside the 6LoWPAN network. The connection
among 6LoWPAN elements is implemented via IPv6 over
IEEE 802.15.4. The edge routers provide interconnection
and traffic management (e.g. Neighbor Discovery (ND) and
handling IPv4 interconnectivity) between 6LoWPAN network
and other IP networks (typically the Internet). Sending and
receiving packets between 6LoWPAN elements and IP nodes
in other networks occur in an end-to-end scheme similar to
any IP nodes where each 6LoWPAN element is identified by
a unique IPv6 address.

The LoRaWAN and SigFox networks consist of four ele-
ments: end node (end point), gateway (base station), network
server (SigFox cloud) and end user application (device appli-
cation) as shown in Figure 2 [14], [6]. LoRaWAN (SigFox)
network architecture is a star topology where gateways are
transparent bridges between end nodes and network server.
End nodes are connected to the network server by a single
hop wireless communication (LoRa RF and SigFox LTN
radio) while gateways are connected to the network server
by backhaul (cellular, Wi-Fi, Ethernet or satellite). In LoRa
and SigFox networks, the end nodes cannot communicate with
each other directly as in 6LoWPAN networks. This will save
energy as end nodes do not work as relays for forwarding
messages [15].

The main differences between 6LoWPAN and LPWAN
(LoRaWAN and SigFox) in term of network architecture are
topology and distance between end nodes and intermediate
nodes. In 6LoWPAN networks, host (end) node can commu-
nicate with other host nodes directly. Whereas, in LoORaWAN
and SigFox, end nodes can communicate only with gateways
and they cannot send packets directly to other end nodes.
This organizes the network as a star topology centered at the
network server (SigFox cloud) as shown in Figure 2. Also, this
eliminates the need for a routing topology as each end node
knows where to forward its packets directly. The other main
difference is the distances between end nodes and intermediate
nodes. In the case of 6LoWPAN networks, the distance is 10
m to 100 m, whereas for LORaWAN and SigFox, it is 5 km
to 50 km. This means that many 6LoWPAN nodes have to
be distributed to cover a small area (i.e. high node density).
On the other hand, a small number of base stations can cover

a whole city. Other architectural considerations are host (end
node) visibility and mobility. An IP node in other networks
can communicate directly with a 6LoWPAN node as it has an
unique IPv6 address (i.e. the host is visible to other IP nodes).
However, IP nodes cannot communicate with LPWAN end
nodes directly. Also, mobility in 6LoWPAN presents uniqure
challenges to the 6LoWPAN architecutre where the standard
6LoWPAN protocol stack does not support mobility [16];
however, LoRaWAN and SigFox do.

IIT. PHYSICAL LAYER

At the bottom of the communication model the physi-
cal layer defines the hardware equipment, frequencies, com-
munication medium, modulation, etc. Table I compares the
physical layer parameters and characteristics for 6LoWPAN,
LoRaWAN and SigFox networks. IEEE 802.15.4 standard [17]
defines the physical layer for 6LoWPAN networks. The IEEE
802.15.4 physical layer provides the following services: acti-
vation and deactivation of radio transceiver, energy detection
of the current channel, link quality indication (LQI), channel
selection, clear channel assessment (CCA) and transmitting
and receiving packets through the wireless channel. The
6LoWPAN physical layer parameters are shown in Table I.

The physical layer of the LoRaWAN network is called
LoRa which is a chirp spectrum modulation technique for long
range, low data rate and low power wireless communications
[11]. The main features of LoRa RF are low cost, low energy
consumption, secure bidirectional communications and most
important, long range where a single gateway has a coverage
of hundreds of square kilometers. The LoRa radio has four
configuration parameters: carrier frequency, spreading factor,
bandwidth and coding rate [12]. These parameters allow multi-
plexing of signals on a single frequency and hence, increasing
the network capacity and dynamic adaptation of data rates. The
SigFox physical layer employs ultra narrow band technology
which is the key to provide a scalable, high capacity network
and very low power consumption. The SigFox radio provides
mono and bidirectional communications over longer distances
than LoRa. The SigFox radio uses frequency hopping to avoid
signal interception, hence improving security and to limit the
impact of interference [18]. LoRa and SigFox radio parameters
are also shown in Table I.

The main features of LPWAN (LoRaWAN and SigFox)
radio are long range, very low data rate, very low power
consumption, very low channel bandwidth, very low receiver
sensitivity and sub-1 GHz band transceiver. On the other hand,
IEEE 802.15.4 radio operates in three frequency bands with
short range, low data rate (but higher than LPWAN radio by
a factor of between 5 and 2500) and low power consumption.

IV. MAC LAYER

IEEE 802.15.4 standard defines the MAC layer for 6LoW-
PAN networks. The IEEE 802.15.4 defines two types of
devices which can participate in the network; a full-function
device (FFD), which has full levels of functionality and can
serve as a coordinator, and a reduced-function device (RFD)
which has more limited functionality. The IEEE 802.15.4
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MAC layer has the following features: beacon management,
channel access, guaranteed time slot (GTS) management,
frame validation, acknowledged frame delivery, association,
and disassociation. The IEEE 802.15.4 standard defines two
types of channel access mechanism: non-beacon enabled,
which uses un-slotted CSMA/CA, and beacon enabled mode
where slotted CSMA/CA is used. Also, the IEEE 802.15.4
MAC layer defines four frame structures: data frame, beacon
frame, acknowledgement frame and MAC command frame.
The general frame format is shown in Figure 3 with the
maximum MAC frame size of 127 bytes.

LoRaWAN is the MAC protocol for LoRa nodes and it is
an open standard maintained by LoRa Alliance. LoRaWAN
MAC protocol uses a simple ALOHA protocol as a channel
access mechanism [19]. LoRaWAN offers fully bidirectional
symmetrical and secure links between end nodes and gate-

ways. Also, LoORaWAN defines three types of devices: Class
A, Class B and Class C [14]. Class A end nodes allow for
bidirectional communications where each uplink transmission
is followed by two short downlink receive windows. In Class
B, end nodes allow for more receive slots where nodes open
extra receive widows at scheduled times. Class C nodes have
nearly continuous open receive windows where nodes close
only when transmitting. In general, Class C nodes use more
energy and offer less latency than Class A and Class B nodes.
LoRaWAN MAC protocol supports a payload ranging from
19 bytes to 250 bytes with protocol overhead ranging from 12
bytes to 28 bytes depending on regional specifications [20].
The physical and MAC message format is shown in Figure 4
where PHDR is the physical header, CRC is cyclic redundancy
check, MHDR is MAC header, FHDR is frame header, FPort
is port field and MIC is message integrity code. The length of
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TABLE 1

PHYSICAL LAYER PARAMETERS OF 6L

OWPAN, LORAWAN AND SIGFOX

Parameter | 6LoWPAN LoRaWAN | SigFox

Frequency band 2400 — 2483.5 MHz (worldwide) | 902 — 928 MHz (North America) | 902 MHz band (America)
902 — 929 MHz (North America) | 863 — 870 MHz and 434 MHz | 868 MHz band (Europe)
868 — 868.6 MHz (Europe) (Europe)

779 — 787 MHz (China)

Number of channels 16 channels for 2.4 GHz band 80
10 channels for 915 MHz band 10

1 channel for 868.3 MHz band and 780 MHz band

channels for 915 MHz band 360 channels + 40 channels
channels for 868 MHz band | are reserved (not used)

Channel bandwidth 5 MHz for 2.4 GHz band 125 kHz and 500 kHz for 915 | 100 Hz — 1.2 kHz
2 MHz for 915 MHz band band

600 kHz for 868.3 MHz band 125 kHz and 250 KHz for 868
MHz band and 780 MHz band

-92 dBm for 915 MHz band
-92 dBm for 868.3 MHz band

Maximum data rate 250 kbps for 2.4 GHz band 980 bps — 21.9 kbps for 915 band | 100 bps — 600 bps
40 kbps for 915 MHz band 250 bps — 50 kbps for 868 MHz
20 kbps for 868.3 MHz band band and 780 MHz band
Protocol data unit 6 bytes header + 127 bytes SDU | variable number of bytes header | 12 bytes header + (0 to 12)
+ (19 to 250) bytes bytes
Channel coding Direct Sequence Spread Spec- | Chirp Spread Spectrum (CSS) Ultra narrow band coding
trum (DSSS)
Channel modulation 0-QPSK for 2.4 GHz band LoRa for 915 MHz band BPSK and GFSK
BPSK for 915 MHz band LoRa and GFSK for 868 MHz
BPSK for 868.3 MHz band band and 780 MHz band
Receiver sensitivity -85 dBm for 2.4 GHz band -137 dBm -137 dBm

Transmission range 10 m to 100 m 5 km to 15 km 10 km to 50 km
Battery lifetime 1 — 2 years < 10 years < 10 years
. MAC MAC
Physical header MAC header Payload | header
Octets: 4 1 1 2 1 0/2 0/2/8 0/2 0/2/8 | variable 2
Start Destination N Source Frame
Preamble | frame Er?rrt]r? ('::;?1?:; Sﬁg;ebr;e PAN Dz(sjt(;c:gson PAN asd(:jurrecses Payload check
delimiter 9 identifier identifier sequence

Fig. 3. IEEE 802.15.4 physical and MAC frame format [17]

preamble field is variable and depends on LoRaWAN regional
parameters and modulation scheme e.g. in Europe and China
regions, the preamble length is 8 symbols for LoRa modulation
and 5 bytes for GFSK modulation and in America region, it is
8 symbols for LoRa modulation. For more information about
regional parameters, please refer to [20]. The symbol duration
(Ts) is not constant and depends on bandwidth QBW) and the
selected spreading factor (SF') where T = %. The length
of many fields in LoRa messages is variable and depends
on regional parameters. For more information, please refer to
[14], [20].

SigFox is not an open protocol and there is little information
available about it. In general, SigFox MAC protocol uses the
ALOHA protocol as a wireless channel access mechanism [7].
SigFox MAC can send up to 14 messages per day. The format
of uplink and downlink frames are shown in Figure 5. The
lenght of SigFox MAC frame (overhead plus payload) ranges
from 14 bytes to 29 bytes for uplink frames and from 20 bytes
to 28 bytes for downlink frames.

V. UPPER LAYERS AND APPLICATIONS

The 6LoWPAN protocol stack defines an adaptation layer
which is located between the network layer and the MAC
layer to enable transmission of IPv6 packets over an IEEE
802.15.4 link. The adaptation layer has three main functions:
IPv6 header compression, IPv6 fragmentation and reassembly,
and routing. As the IEEE 802.15.4 frame overhead is 25 bytes
without security support (which needs an additional 21 bytes),
the remaining frame size at the MAC layer is 102 bytes
without security and 81 bytes with security support. For an
IPv6 header of 40 bytes and a UDP header of 8 bytes, there is
only a maximum 54 bytes for application payload. Therefore,
IPv6 header compression is very important to reduce overhead
and increase application payload space. RFC 6282 [22] defines
how to compress the IPv6 and UDP headers efficiently by
using improved header compression (IPHC) and next header
compression (NHC) methods.

IEEE 802.15.4 defines the maximum transmission unit
(MTU) of 127 bytes while IPv6 requires packet transmission
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Octets: * * * 1 7-22 0-1 * 4 *
Preamble| PHDR | "HOR | MUDR | FHDR FPort Frame | \ic | cre*
_CRC payload
* the length is variable ** this field is for uplink packet only
Fig. 4. LoRaWAN message format [14]
Bits: 19 29 32 0-96 16 — 40 16 Bits: 91 13 32 0-64 16 8
Frame Msg Auth. Frame Msg Auth.
Preamble synch Dev ID | Payload Code FCS | | Preamble synch ECC | Payload Code FCS
Uplink frame Downlink frame

Fig. 5. SigFox frame format [21]

with MTU of 1280 bytes. To address this apparent contra-
diction, the next major function of the adaptation layer is
IPv6 fragmentation and reassembly. When an IPv6 packet does
not fit into a single IEEE 802.15.4 data frame, the packet is
divided into fragments each of which is sent over a single
IEEE 802.15.4 frame. When all fragments are received at
the destination, the IPv6 packet is reassembled and delivered
up to the network layer. RFC 4944 [23] specifies how an
IPv6 packet is divided into a FRAGI type fragment and a
number of FRAGN type fragments. FRAG1 contains the IPv6
compressed header and part of the payload while FRAGN
fragments are sent subsequently and contain the remaining
payload. Besides the above two functions, the adaptation layer
supports the ‘mesh-under routing’ scheme to forward packets
inside the 6LoWPAN network.

After the implementation of the adaptation layer in
the 6LoWPAN architecture, it is possible to take rout-
ing/forwarding decisions either in the network layer or in the
adaptation layer. Generally routing protocols in 6LoWPAN
can be divided into two categories: ‘mesh-under’ and ‘route-
over’ [24]. With the mesh-under scheme, the adaptation layer
performs the packet routing and forwarding over multiple
hops based on the 6LoWPAN header or the IEEE 802.15.4
link layer address. In the route-over, all routing decisions
are taken in the network layer and packets are forwarded
to the final destination by using IPv6 addresses. One of the
important routing protocols for 6LoWPAN networks is the
IPv6 routing protocol for low power and lossy networks (RPL)
[25] which was developed by the RoLL working group to
meet the requirements and challenges of low power and lossy
networks (LLNs). RPL is a distance vector routing protocol
which organises the network as a Directed Acyclic Graph
(DAG) routed at the sink. It constructs the network topology
by using an objective function which defines how routing
metrics are computed to obtain a Rank value. The Rank value
represents a nodes’ position in the graph and the node selects
its parent based on the Rank. RPL is expected to be the
standard routing protocol for 6LoWPAN networks.

As yet, LoORaWAN and SigFox networks do not support
IPv6. Thus, they do not have an adaptation layer as in
6LoWPAN architectures. The constraints of LPWAN networks
are more demanding than 6LoWPAN networks (e.g. very
low payload length and very low data rate). So, it is a

challenge for the 6LoWPAN fragmentation and compression
mechanisms to be used for enabling IPv6 over LPWAN. Now,
the IETF LPWAN working group is working to bring IPv6 to
LPWAN networks [26]. With regard to routing, the LoRaWAN
and SigFox networks have a star topology. A point-to-point
connection exists between an end node and a gateway. So,
there is no need for routing at the network layer with the
existing architecture.

Connecting wireless sensor nodes to the Internet through the
6LoWPAN protocol stack makes use of most of the Internet
application protocols are equally important for 6LoWPAN
networks [27]. Also, this enables a wide range of applications
where 6LoWPAN networks are applicable for home and build-
ing automation, healthcare automation, logistics, industrial
automation, smart metering and smart grid infrastructures,
environmental monitoring and vehicular automation. However,
the main limitation of 6LoWPAN networks is short range
connectivity where 6LoWPAN nodes cannot be distributed
over large geographical areas. The typical personal operating
space (POS) of a 6LoWPAN node is from 10 m to 100 m. On
the other hand, LPWAN networks promise and enable very
long range devices to spread and move over wide coverage
areas [7]. LPWAN networks are an excellent candidate and
suitable for IoT applications which require extended coverage
areas [9]. For example, in the case of the SigFox network, a
small number of base stations can cover a whole city. However,
the limitation of LPWAN networks (especially SigFox) is
very low data rate e.g. the maximum number of messages
per day for SigFox network is 14. Thus, LPWAN networks
are not suitable for high data rate applications e.g. real-time
monitoring. Also, LPWAN networks can carry very short
payload (e.g. the maximum payload of SigFox is 12 bytes).
Thus, LPWAN networks are not suitable for applications that
require large payload e.g. video streaming.

VI. SECURITY

As the number of devices connected to the IoT world is
increasing day by day, security becomes one of the biggest
issues in the IoT. In 6LoWPAN networks, security can be han-
dled at three layers: MAC, network and application [28]. IEEE
802.15.4 MAC layer implements security services to achieve
data encryption and authentication. IEEE 802.15.4 defines
different security suites which can be mainly classified into
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null (no security), encryption only (AES-CTR), authentication
only (AES-CBC) and encryption and authentication (AES-
CCM) [17]. For all security suites, the advanced encryption
standard (AES) algorithm should be used. Each security suite
offers a set of different security properties and guarantees
where an application has to specify its security requirements
and an appropriate security suite. At the network layer, IPsec
protocol suite can be used to authenticate and encrypt each IP
packet. Also, at the application layer, datagram transport layer
security (DTLS) can be used to secure the network traffic.
LoRaWAN defines two main security keys: NwkSKey and
AppSKey where each key has a length of 128 bits. The
NwkSKey session key is used to provide data integrity between
the end user and the network server (i.e. it is used for
network layer security and checking the message validity). The
AppSKey is used to provide data confidentiality between the
end node and the network server or the end user application
(i.e. it is used to encrypt and decrypt the application payload).
The application payload is encrypted by using AES-128 al-
gorithm. In SigFox networks, the radio protocol provides a
mechanism for message authentication and integrity by using
a unique device ID and a message authentication code [21].
Each message is signed using a key (device ID) which is
flashed inside the device by a manufacturer. This ensures that
the message has been generated and sent by the device with
its ID in the message [29]. However, SigFox does not provide
an encryption mechanism to encrypt data sent in the message
payload where an attacker in the middle can read the messages.

VII. CONCLUSION

In this paper, we reviewed and compared 6LoWPAN and
LPWAN network architectures. Three main elements exist in
the 6LoWPAN architecture: host node, router node and edge
router where network topology is organised as a DODAG
routed at the edge router. While, four main elements exist
in LPWAN network: end node, gateway, network server and
user application with network topology organised as a star.
Next, we compared between 6LoWPAN and LPWAN in terms
of protocol stack. There are many differences between them
in different aspects e.g. physical layer characteristics (channel
bandwidth, data rate, packet length, channel modulation, trans-
mission range and battery lifetime), MAC layer (frame format,
payload length and wireless channel access) and upper layers
(LPWAN does not have an adaptation layer as in 6LoOWPAN
and LPWAN does not need a routing protocol while RPL is
used in 6LoWPAN as the routing protocol). After that, we
compared between applications of 6LoWPAN and LPWAN
networks where each network has its unique features to be
used for different applications with various requirements. Fi-
nally, we compared security aspects of 6LoOWPAN, LoRaWAN
and SigFox where the level of security in 6LoWPAN networks
is higher than LoRaWAN and SigFox as 6LoWPAN connected
to the Internet through IPv6 and IEEE 802.15.4 MAC provides
a variety of security suites. Also, the level of security in
LoRaWAN is higher than SigFox where LoRaWAN provides
encryption mechanisms which SigFox does not.

To sum up, the IoT is a huge umbrella under which are
grouped a collection of technologies (e.g. 6LoWPAN, BLE,

Wi-Fi, HaLow, LPWAN, Ethernet, etc.) where each technology
aims to provide the best solution and lead the IoT world. IoT
applications are diverse with various requirements (e.g. range,
data rate, security level, power demand, latency, reliability
level, etc.). Each technology has its unique key characteristics
in addition to other characteristics (e.g. connectivity, coverage
area, radio technology, channel capacity, power consumption,
security, mobility, reliability, latency, etc.). We believe that
each technology has its part in the whole IoT mission and
each has its own role that compliments the other technologies
roles (i.e. success of each technology supports the success of
the overall IoT goal). The real long term challenge will be the
successful co-existence of all these technologies.
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