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Familiar Face Recognition
person’s ability to recognize
familiar faces across a wide
range of viewing conditions
is one of the most impressive

facets of human cognition. As shown
in Figure 1, it is easy to conclude, for
a known individual, that each image in
the set shows the same person (Brit-
ish Prime Minister David Cameron),
despite a wide range of variation in
viewing angle, physical appearance,
camera and lighting. In fact, familiar
face recognition performance is often
at or near ceiling level, even when the
images are of poor quality [1] or ar-
tificially distorted. [2] At first glance,
the aptitude for familiar face recog-
nition may suggest a similar level of
expertise for the recognition of unfa-
miliar faces, thus the reliance on face-
to-photo ID for identity verification.
[3] This is not the case, as recent re-
search shows people are surprisingly
poor at recognizing new instances of
an unfamiliar person.

The poor recognition of unfamiliar fac-
es is a concern for the United States.
Many preliminary screenings involve
facial recognition by security agents.
In order for this method to be effec-
tive, more robust training for security
agents needs to be established. The
Department of Defense utilizes fa-
cial and iris recognition technologies
in order to eliminate human error in
identifying persons of interest during
surveillance operations. [4] DoD
guidelines should be implemented by
security agent guidance programs to
ensure best practices in identification
of potential threats.

Unfamiliar Face
Recognition: Studies on the
General Population
The Glasgow Face Matching Test [5]
is a well-established measure of un-
familiar face recognition performance.
As illustrated in Figure 2, this simple
psychometric test requires participants
to decide whether pairs of unfamiliar
faces show two instances of the same
person (taken seconds apart using dif-
ferent cameras) or two different peo-
ple. The GFMT captures the real life

Figure 1. Ambient photos of the same face (U.K. Prime Minister David Cameron). All
images used under Creative Commons or Open Government License. (Released)

1-1 matching situations encountered
on a daily basis by passport control of-
ficers (i.e. matching a face to a pass-
port photo) and military personnel (i.e.
matching a face image captured from
surveillance footage to images held on
file). In the GFMT, viewers are not re-
quired to remember anything and can
take as long as they like to make their
decisions.

As seen in Figure 2, the GFMT trials
use high quality front-facing images.
Despite this, accuracy on this task
is generally poor with error rates be-
tween 15 and 20 percent being the
norm across hundreds of participants
tested. Even the lower end of the esti-
mate, 15 percent, is a non-trivial level
of error in many circumstances. For
example, millions of international pas-
sengers pass through airports each
day. If this error rate were similar in
professional groups (see next section)
it would be unacceptably high.

Another striking example of poor
performance in a test of unfamiliar
face recognition was modeled on an
old-fashioned police line-up scenario
involving a series of one-to-ten unfa-
miliar face matching arrays. [6] The
task was intended to emulate the best-
case scenario for identifying images
captured on a security video. As seen
in Figure 3(a), participants were pre-
sented with a single high quality image
of a ‘suspect’ taken from video foot-
age and an array of 10 face images.
Participants decided whether the sus-

pect was present in the array, and if
present, attempted to pick out the cor-
rect image. Despite using high quality
images and video stills taken on the
same day, in a similar pose and in op-
timal lighting conditions, error rates on
this task were unacceptably high, at
30 percent on average. Performance
dropped further with lower quality sur-
veillance video. [7]

Researchers replicated this level of er-
ror using the same task and extended
the findings to include the effects of
race or ethnicity. [8] Using the same

Figure 2. An example of two trials from
the Glasgow Face Matching Test. The
top pair shows two instances of the
same person (match trial), the bottom
pair shows two different people (mis-
match trial). (Released)



matching task, [6] the researchers
asked U.K. and Egyptian participants
to complete the one-to-ten task using
faces of people from the U.K. and
from Egypt. [8] When participants
performed the recognition test with
faces from their own ethnic group
(e.g., U.K. participant using U.K. face
arrays), error rates were in line with
those in earlier studies. [6,8] Howev-
er, when participants were required to
match faces from an opposite ethnic
background, (e.g., U.K. participant
using Egyptian face arrays; see Fig-
ure 3b) error rates rose to 40 percent.
This is known as the ‘other race ef-
fect’ and is of particular importance
considering a proportion of people
attempting passport fraud or under
military surveillance are likely to be
unfamiliar other race individuals.

Hence, accurate recognition of unfa-
miliar individuals for the purposes of
detecting passport ID fraud or for mili-
tary surveillance may be more difficult
when the person is a foreign national.

The above studies provide insight
into laboratory tests of unfamiliar face
recognition. One criticism of these
findings is that they focus on match-
ing face photographs, whereas in the
real world accurate matching involves
real faces. Research shows, howev-
er, that matching a face photo to the
face of a live person is just as difficult
and error-prone as matching face im-
ages. For example, one study report-
ed an error rate of 17 percent when
participants were asked to match re-
cent photos to live faces. [9] A later
study reported more than 30 percent
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Figure 3(a). An example of a one-to-
ten matching trial from Reference 6.
In this example, the suspect pictured
above the array is not present in the
line-up below. Figure 3(b). An exam-
ple of a one-to-ten matching trial from
Reference 8. In this example, the sus-
pect is present in the array, at position
number 10. (Released)

of participants made identification
errors when asked to match recent
high quality closed-circuit television
images to a live defendant in a court-
room scenario study. [10] Unfamiliar
face recognition is just as bad in real
life as it is when matching two pho-
tos.

Unfamiliar Face
Recognition: Studies on
Specialists
The laboratory-based studies de-
scribed above provide important
insights into the accuracy of unfa-
miliar face recognition. However,
these studies were performed using
non-specialist viewers from the gen-
eral population. While study results
are informative, it is important to
know whether people who carry out
these tasks professionally are able
to perform more accurately than un-

trained viewers.

A seminal study tested whether the
inclusion of a face photo on credit
cards would reduce fraud. [11] The
study used real supermarket cashiers
who routinely check photo-ID cards
to prevent the sale of age-restricted
goods, such as cigarettes
and alcohol. Remark-
ably, it was reported that
the retail staff accepted
fraudulent photo credit
cards (i.e. the photo did
not depict the bearer) as
genuine in 50 percent of
trials. It is striking that this
performance could be so
poor, given that matching

Figure 4. Examples of the
images used in Reference
1: A still from a CCTV vid-
| eo (left) and a high quality
face photo (right). (Re-
leased)
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faces to photo-ID cards is
an important part of the job.
While it could be argued that 1
retail stores do not have the
resources to provide training

-

in photo-ID verification, this | &
is not a criticism that can be | 5 =
. . . o 9
leveled at studies involving | & &
police officers or passport of- | = 2
ficials, described next. .E s
@
w2
. , EZ
U.K. Police Officers | o &
Researchers tested whether E

a group of U.K. police offi-
cers, with experience in fo-
rensic identification, would
perform better than a group
of untrained university stu-

00

o
o

80

70

60

50

o oo ©

o °

o

o,

o° o
°
o

oo o

o
0 5 10 15

Employment Duration (years)

Figure 5. Unfamiliar
face recognition accu-
racy (live face-passport
photo) for Australian
passport office staff
presented as a function
of employment dura-
tion. [12] (Released)

ers. For the foresee-
able future, reliance
on face recognition
for ID verification will
continue at many bor-
der control points and
in military operations.
Consequently, recent
research focused on
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dents on a test of unfamiliar B

face recognition. [1] As seen in Figure
4, participants were required to view
low quality video clips of individuals
entering a building. They were told that
they would later be asked to identify
these people. The participants looked
at high quality face photos and were
asked to rate how confident they were
that these individuals had been present
in the video clips.

The results of the study showed that
the police officers performed very poor-
ly on this task, and in fact, did no bet-
ter than the group of students. Hence,
any training the officers had in forensic
identification appeared to provide no
assistance when it came to recognizing
new instances of an unfamiliar face.

Australian Passport Officials
A recent major study of unfamiliar face
recognition in Australian passport offi-
cers, conducted in collaboration with
the Australian Department of Foreign
Affairs, asked 30 passport officers
to decide whether a passport photo
matched the face of a person standing
in front of them. [12] The study found
passport officials incorrectly accepted
a fake passport photo as genuine in
14 percent of trials. Interestingly, the
findings also showed no relationship
between employment duration/experi-
ence and accuracy on this task, as il-
lustrated in Figure 5. That is, those who
had 20 years’ experience at the pass-
port office were no more likely to be ac-

curate than those who had just started
working with the service.

As the figure shows, there were very
large individual differences between of-
ficers. In fact, this is the standard find-
ing—some people consistently perform
better at face tasks than others. Once
again, the important point here is, in
another specialist group, professional
training and experience does not ap-
pear to lead to more accurate unfamil-
iar face recognition.

While the incidence of attempted pass-
port fraud is very low, researchers re-
cently showed that this, in itself, leads
to an additional source of error. [13] In a
phenomenon known as the low preva-
lence effect, researchers found that de-
tecting unfamiliar mismatch face pairs
was much poorer when they occurred
on 10 percent of trials in comparison to
50 percent of trials. These findings sug-
gest that a lack of familiarity with travel-
ers and the low incidence of attempted
passport fraud present major security
risks at border control points.

How Can We Improve
Unfamiliar Face Recognition
Performance?

Based on the experimental evidence
outlined above, it is clear that unfamiliar
face recognition is a difficult task which
is highly prone to error. This is the case
regardless of whether the task involves
photos or real faces, and whether it in-
volves professional or untrained view-

ways to improve hu-
man performance in this domain.

Selection

As seen in Figure 5, researchers
showed that recognition performance
did not relate to occupational experi-
ence or years in employment; some in-
dividuals were simply better than others
at this task. [12] This finding suggests
that using an established test, such as
the GFMT, [5] could help select high
performing people for jobs in which ac-
curate unfamiliar face recognition is a
critical component of the job.

Paired Decision Making
Research shows that performance
on recognition tests can be improved
when participants work together and
come to a judgment in pairs. [14]
Across four experiments, the study
tested unfamiliar face recognition indi-
vidually (pre-test), as pairs (paired-test)
and again individually (post-tests). The
authors report that participants were
more accurate when they made their
judgments in pairs than individually.
Furthermore, those who started with
low performance showed a lasting ben-
efit of having worked in pairs, suggest-
ing that this type of procedure may be
a particularly effective training method.

Multi-Photo ID
A different approach to improving unfa-
miliar face matching focuses on the ID
document itself. The selection of pho-
tos for passports is a complex process,



Figure 6. An example of the face matching arrays from
reference 12. A single face is presented to the left, the
array of photos to the right. Participants decide if the
face on the left matches the photo(s) on the right. The
example arrays showing one and three photos show the
same person (match trials), while arrays showing 2 and
4 photos show different people (mismatch trials). (Re-

leased)

when  mock
ID cards con-
tained two,

three or four
photo arrays
(see  Figure
6). [16] So,
a relatively
small increase
in the number
of photos con-
tained on an

and one that differs between coun-
tries. Despite rather strict rules about
the format required for these photos,
people often comment that their IDs
look rather unlike them. What modern
research makes clear is that a single
instance of a person can never form
a true representation of their appear-
ance. One suggestion is that the key
to improving unfamiliar face recogni-
tion is learning how an individual var-
ies across a naturally occurring set of
instances. In other words, familiarity
is shorthand for learning an individu-
al’s idiosyncratic variation in appear-
ance. [15] It would be possible to
achieve this for photo-ID by increas-
ing the number of photos required
on an ID document. Researchers re-
ported that unfamiliar face matching
performance significantly improved

ID card could
reduce the error found with single im-
age identity documents.

Automatic Face
Recognition
Due to recent technological advanc-
es, there has been an increase in
the use of automatic face recognition
systems at airports, in military surveil-
lance operations and even in social
media (e.g., Facebook). Using the
example of implementing electron-
ic facial recognition gates (e-gates)
at airports across the world, the ex-
pectation is these machines would
remove the level of human error re-
ported in the above passport officers’
study. However, there is evidence
to suggest that machine recognition
systems are not providing the level

of performance claimed by the de-
velopers. [17] Indeed, a recent report
by the U.K. Inspectorate of Borders
questioned the level of security pro-
vided by the e-gates.

The report cited an example in which
a married couple was able to acci-
dentally swap their passports and still
make it through the e-gate system.
Despite these systems performing
well in benchmark tests, they rou-
tinely perform poorly in real world
settings. [18] In the next section, we
outline research which shows that
current machine recognition perfor-
mance can improve without any alter-
ations to the algorithm.

Improving Automatic
Face Recognition
No machine recognition system cur-
rently emulates the level of recogni-
tion accuracy found in humans when
dealing with familiar faces. As noted
above, familiar viewers are able to
recognize photos of someone they
know despite changes in lighting,
camera characteristics, pose, ex-
pression and age. Unfamiliar face
recognition in humans and machines
is thought to be so poor precisely
because these systems do not have

-
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Figure 7. Individual images of the same person can look very different. Averaging these together produces a stable im-
age, which will match a much wider range of the user’s face and improve security. (Released)




Atrium

www.hdiac.org

Car

Figure 9. Images of the six different locations used in Reference 27 to test the effectiveness of face averages. (Released)

access to ways in which an individual’s
appearance varies. Previous research
suggests the brain may become famil-
iar with a person by storing many differ-
ent instances of them in memory. [19]
However, in contrast, another study
proposed that people may store an ab-
stract representation of a person’s face
which retains identity specific informa-
tion and discards irrelevant information

which varies across images (e.g., light-
ing etc.). [20] This abstract represen-
tation, essentially a morph of different
images, is called a face average and
an example can be seen in Figure 7.

In an effort to track travel of non-U.S.
citizens to the United States, the U.S.
Customs and Border Protection uses
biometric technology at the border to
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Figure 8. Shows the mean automatic face recognition accuracy when storing a
person’s face average (green) compared to an individual image of them (blue).
Performance is shown for each of the six testing locations. (Released)

capture face and iris scans of all indi-
viduals entering or exiting the country.
[21] Non-U.S. citizens traveling to the
United States also require a visa that
implements biometric identifiers, such
as fingerprint scans, as well as a digital
photo, unless they are part of the Visa
Waiver Program. [22] This will allow
the CBP to utilize a database instead
of facial recognition, which is prone to
human error. Facial recognition alone
has proven to be an unreliable source
and with the new data the CBP is col-
lecting, it will be able to track persons
of interest and foreign travel to ensure
safety. [23]

To protect sensitive information, as
well as the homeland, federal agencies
issue identification cards containing
biometric data to federal employees
and contractors. [24,25] This process
makes it more difficult for unauthorized
individuals to access secure facilities.
Additionally, the use of stolen or coun-
terfeited badges no longer poses a
threat without the matching biometrics
of the personnel. A multimodal method
of detection is the most robust.

Research showed that face averages
could be used to improve an automat-
ic face recognition system. [20] This
study assessed the performance of an
online version of the then industry stan-



dard recognition system, FaceVACS.
This system contained a large data-
base of celebrity face photographs,
(more than 30,000 images and more
than 3,000 celebrities) which varied
considerably in illumination, pose, fa-
cial expression, age and image qual-
ity. Users would upload a photo and
the system would return the closest
matching image in its database.

When the researchers uploaded indi-
vidual images of different celebrities,
they found the system would only
return another picture of the correct
identity on 54 percent of occasions
[26] — a rather poor level of perfor-
mance. However, when celebrities’
face averages were uploaded, the
system achieved perfect levels of
performance (100 percent accuracy).
This provided clear evidence that us-
ing a person’s face average, rather
than an instance of them, could dra-
matically improve machine recogni-
tion without an alteration to the algo-
rithm.

While some research established the
face average advantage using pho-
to-to-photo matching, [26] a more
recent study assessed whether the
advantage remained when dealing
with the recognition of real faces.
[27] This study used the ‘face-un-
lock’ security system in the Samsung
Galaxy smartphone. This system al-
lows users to store an image of their
face in the phone’s memory, which
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