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Abstract— Despite the huge deployment of Base Stations 

(BS), Mobile Network Operators (MNOs) are still faced with the 
daunting challenge of providing adequate coverage and capacity 
in indoor environments. Furthermore, the trust-less 

environment in which MNOs operate makes it even more 
difficult to achieve interoperability across carriers. Recently the 
concept of Micro-operators (uO) has emerged as a promising 

solution towards addressing this problem, through the 
deployment of small cells. However, their success has been 
severely hampered by the absence of a framework for creating 

and managing business agreements between key stakeholders - 
MNOs & uOs. This paper proposes a blockchain-enabled 
Software Defined Networking (SDN) approach for managing 

agreements and radio resources between MNOs over small cell 
networks. Specifically, our solution uses a smart contract to 
validate transactions between MNOs. Simulation results shows 

that our solution guarantees seamless handoff and high 
availability between different operators in contrast to a break in 
connectivity in the absence of an agreement.  

Index Terms— B5G, Multi-operator, MNO, SDN, Small Cell, 
Blockchain, Interoperability 

I.! INTRODUCTION  

Beyond fifth-generation systems (B5G) are driven by 

diverse use cases which bring extreme requirements to the 
network. Some of the envisaged Key Performance Indicators 

(KPIs) include approximately 1000 times higher wireless area 
capacity, support for much higher data rates in excess of 10 

Gbps, ultra-low latency of 1ms, very high reliability, and 
improved spectral and energy efficiency [1]. With about 50 

billion devices expected to be connected to the Internet by 
2020, studies have shown that about 80% - 90% of the traffic 

will be generated indoors [2]. This trend is now placing more 
demands on Mobile Network Operators (MNOs) to provide the 

much-needed coverage and capacity to handle this huge 
volume of traffic.  

One key strategy in meeting the capacity requirements of 
B5G is through network densification or DenseNets [2]. This 

entails extreme exploitation of spatial reuse through increased 
deployment of Base Stations (BS) per unit area. Indeed the 

authors in [3] are of the view that contrary to BS densities of 
8-10 BSs/km2 in 4G cellular networks, the BS density of future 

networks are anticipated to be in the region of 40 – 50 BSs/km2, 
and are expected to support large scale deployment of wireless 

devices which studies project will be in the region of 1,000,000 

devices/km2 [4]. However, for the MNO, the increased 

deployment of macro base stations (MBSs) may not be 
economically viable especially in terms of meeting the 

coverage and capacity requirements in indoor environments 
owing to building penetration losses (BPL) [2].  

While it is well established that the majority of indoor 
mobile traffic today is carried by Wireless Local Area 

Networks (WLAN), these networks are increasingly becoming 
saturated [8],[9], making them unable to deal with the 

exponential increase in the number of devices and data traffic 
that will characterize future networks. This has created the 

need for the deployment of small cells in indoor scenarios to 
meet the demands of B5G use cases in terms of capacity and 

coverage requirements while also providing Quality of Service 
(QoS) guarantees for vertical industries. 

Given the high density of devices expected to be connected 
over the wireless network, current research efforts are 

exploring novel techniques for addressing the critical problem 
of efficient radio spectrum management. One such very 

promising approach is the use of Blockchain technology – a 
distributed ledger technology (DLT), for recording a growing 

list of digital actions or transactions, chained to each other and 
distributed across nodes [5], [6]. Indeed, blockchain has been 

proposed by several authors as a facilitator for sharing 
spectrum assets among operators in a secure and trusted 

manner [7], [8]. Also recently, Micro-operators (uOs) have 
emerged as key industry players who through small cell 

deployments are able to provide not only capacity and 
coverage but also Quality of Service (QoS) guarantees to 

complement MNOs in locations that are technically difficult or 
commercially uneconomic to deploy BSs such as shopping 

malls, hospitals, campuses, sport arenas and enterprises [9], 
[10].  

To this end, the main contribution of this paper is to present 
a framework for managing both the network operations and 

business agreements of multi-operator small cell deployments 
using blockchain. Specifically, we employ the smart contract 

feature of blockchain to realize an autonomous, distributed, 
and reliable architecture for small cell networks. The novelty 

of our solution lies in the unique value creation it brings to the 
key stakeholders which we present as follows: 
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-! First our solution enables business agreements between 
MNOs for managing access to the radio network and 

network services. Here, the decision metric is the 
spectrum availability for enabling roaming user access 

across networks and operators over the small cell 
network. Our architecture employs smart contracts in 

managing the complexities of Service Level Agreements 
(SLAs) and enables radio spectrum negotiation between 

multiple parties to be automated and executed in a 
reliable and transparent manner. 

-! The blockchain layer sits as an overly on the Software 
Defined Network (SDN) layer and together they provide 

granular access control and network management at 
service and device levels respectively.  

The rest of this paper is structured as follows. Section II 
provides a literature review of related work, highlighting key 

research efforts on small cell deployments as well as 
identifying gaps. In section III, we present our proposed 

architecture and the concept behind it. Section IV describes the 
operation of our model in achieving spectrum management and 

in Section V, our simulation platform and results are presented. 
Finally, in Section VI, we summarize our work and give 

directions for future research. 

II.! RELATED WORK 

The research community is of the view that 5G networks 
and beyond will not just be an incremental improvement over 

their predecessors but rather a revolutionary leap forward in 
terms of data rates, latency, massive connectivity, network 

reliability and energy efficiency [4]. In meeting with the 
extreme networking requirement especially in indoor 

scenarios, densification of small cell network has emerged as 
a very promising solution. Small cells are low cost, low power 

base stations that have smaller coverage area relative to macro 
base stations and are often employed for offloading macro 

traffic or to complement macro cells in dense networks [9]. 
Two good examples of successful commercial deployments of 

small cell networks include Cloudberry, the first small cell 
operator in the world [11] and Denseair [12]. 

Following from the above, the emergence of Micro-
operators (uO) [9] is receiving a lot of research interest, as it 

defines a concept where industry/business stakeholders can 
exploit their domain specific knowledge to establish local 

small cell networks where context related services and content 
can be offered with quality of service guarantees in high-

demand areas. Such locations may include indoor facilities in 
high-demand areas such as shopping malls, hospitals, 

campuses, sport arenas and enterprises [8], [9]. While facility 
owners do not want a single operator to dominate capacity 

provision on one hand, on the other hand, they are opposed to 
the deployment and management of multiple physical indoor 

networks by different actors [11].  Therefore, in addition to 
providing the RAN for MNOs, uOs play a strategic role in 

managing business agreements between the various actors 
through the deployment of a single shared infrastructure.  

In essence, the micro-operator acts as a carrier for carriers 
by providing services to MNOs under a neutral host 

arrangement. The two main benefits of this approach to the 
MNOs are (i) massive cost savings (CAPEX and OPEX) in 

terms of reduction in the cost of rolling out and managing new 
base station deployments which in turn reduces time to market 

and (ii) extension of the MNOs geographic coverage and 
network footprint thus allowing their subscriber to access 

network services and applications over a neutral operator’s 
network, which in turn provides additional revenue streams to 

the MNO and uO. 

Several studies have been conducted on small cell 

deployment for multi-operator or multi-tenancy support [8] – 
[11]. Some authors propose a framework for indoor small cell 

deployment managed by micro operators that leverages on 
network slicing to provide customized services. In their 

framework, the micro operator is responsible for virtualizing 
the small cell into network slices realized using Software 

Defined Networking (SDN) and Network Function 
Virtualization (NFV) [9]. The assumption that network slicing 

should be operated by the MNO while 3rd party service 
providers buy the network slices from MNOs was challenged 

by [10]. In their view, new stakeholders such as micro 
operators could deploy ultra-dense small cell Radio Access 

Network (RAN) for tailored service delivery to various 
infrastructure providers including MNOs by employing 

network slices and spectrum sharing techniques. However, 
network slices require radio resources for meeting agreed 

service quality, hence the authors are of the view that efficient 
deployment of ultra-dense small cell RAN calls for novel 

spectrum micro licensing models. The problem of small cell 
network sharing with a focus on the business model 

implications for different multi-operator deployment 
solutions for indoor scenarios has been discussed [11]. The 

authors noted that control of the spectrum is key to the 
business for the independent operator or neutral host, where 

the capacity to offload traffic and computationally intensive 
tasks is a vital service offering.  

Recent studies have examined the concept of sharing 
network resources among operators in small cell networks and 

how blockchain can be used to achieve efficient management 
of network resources [7], [8], [13]. In [8] the smart contract 

feature of blockchain is used to manage the attach and detach 
procedures of a user equipment (UE) to mobile networks, such 

that the user subscription information and authentication keys 
are stored in a distributed ledger which replaces the 

centralized Home Subscriber Server (HSS) used in LTE 
networks. Authentication and security procedures are 

performed by communicating with this ledger. In the network 
sharing arrangement, multiple copies of the same ledger are 

distributed throughout the network and all nodes retain a copy 
of the entire blockchain. A proposal to adopt smart contract 

for the implementation of simple but effective Service Level 
Agreements (SLAs) between small cell providers and MNOs 

is presented in [13]. Similarly, blockchain and SDN are used 
in developing new techniques that remove re-authentication in 

repeated handoff among heterogenous cells. 
From the works reviewed so far, one thing that has clearly 

not been addressed is how business agreements can be created 
between operators that will enable subscribers from one MNO 

to use the services of another MNO in a shared network. Such 
framework could enable MNOs to leverage on areas where 

each MNO has comparative advantage to provide value added 
services to their subscribers in a cost-effective manner, for 

example in locations where an MNO may have poor network 
coverage. To the best of our knowledge, our solution is the 

first to come up with an architecture for enabling both 
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spectrum management and business agreements among 
MNOs. It will be interesting to develop an integrated 

framework that can efficiently manage network operations as 
well as negotiate business agreements between the various 

actors in a multi-operator small cell network. This gap 
provides the motivation for this research work as we propose 

a blockchain-based approach implemented on top of an SDN 
infrastructure for multi-operator small cell deployments. 

III.!THE PROPOSED BLOCKCHAN-ENABLED SDN 

ARCHITECTURE 

In designing our architecture, we consider indoor scenarios 
such as shopping malls, hospitals and campuses, with high user 

traffic where radio signals from an MNO’s macro base station 
may become severely attenuated, owing to BPL.  The 

architecture is made up of two main tiers. At the lower tier is 
the Network Infrastructure domain, while the upper tier has the 

Mobile Network Operator Domain. The proposed architecture 
is shown in figure 1. 

 

FIGURE 1. Proposed solution for supporting multi-operator small cell deployments in 

B5G 

The Network Infrastructure Domain is owned and operated 

by the uO and comprises the RAN, the SDN controller and a 
Blockchain controller (BC). The uO is responsible for 

deploying the indoor small cell infrastructure following 
agreements with the facility owners. These indoor small cells 

are plug and play femtocell access points (FAP) capable of 
supporting higher data rates, higher number of concurrent 

users, higher processing power and storage capacity than Wi-
Fi access points. The femtocells provide the primary access 

technology based on the 3GPP standards [14] and they are 
deployed extensively around the facility to provide adequate 

wireless coverage. 

In our architecture, the SDN decouples network operations 

into the control and data planes to allow for ease of network 
management and programmability via software programs. 

Specifically, the SDN controller domiciled in the control plane 
is responsible for managing FAPs, UE management, and 

handling the allocation of traffic to the data plane. The data 
plane devices carry out packet forwarding based on rules 

provided by the SDN controller. Communication between the 
SDN controller and forwarding devices is established using 

programmable OpenFlow switches.  

The blockchain layer is logically designed on top of the 

SDN layer and is responsible for verifying transactions and 

agreements between MNOs. Specifically, the blockchain 
controller serves as the repository for the SLA, which are 

contractual agreements between MNOs and their subscribers 
stipulating what customers can expect from the service but not 

how that service will be delivered. The SLA contains 
quantitative terms such as QoS metrics (e.g. transactions per 

second, delay, packet loss rate) for benchmarking network 
performance written into a smart contract. This smart contract 

is a computer program (code) that has embedded in it, 
contractual clauses that are automatically executed once the 

enforcing or triggering conditions are met.  

Every UE negotiates access to the network by sending 

service requests to the SDN controller via the FAP. The SDN 
controller passes these service requests to the smart contract by 

making a transaction to the smart contract address to initialize 
and trigger the requested service. The transactions once 

confirmed as valid by the smart contract are broadcasted to the 
mining network nodes where miners compete to verify the 

transaction. Once the transactions have been verified by a 
miner, it is appended to the chain as a block using a harsh 

value. 

The MNOs also communicate with the smart contract by 

writing transactions to the smart contract address and are made 
part of the private blockchain network to enable network 

interoperability. The source code for the smart contract is 
published in the blockchain, a copy of which is distributed to 

all participating nodes in the network. In that way, the 
blockchain platform guarantees immutability and a trustful 

payment system, ensuring that the integrity of the contract is 
always protected from dubious or suspicious activities.  

Typical information contained in a smart contract include: 
Device ID, Device location, Subscription and billing 

information, Participating MNOs, Operating frequency, QoS 
Parameters (throughput, delay budget, packet losses, 

bandwidth, etc.), breach of contract clause and transaction 
history.! A brief description of elements in the smart contract 

is given below.!

Device ID: This is the identification number assigned to 

devices which uniquely identifies the device (such as the UE, 
core network nodes, blockchain controller etc.) in the network. 

The device ID is also used for authentication and authorization 
purposes.!

Device Location: Gives the geographic location of nodes 
on the network. This is useful for mobility management in 

addition to providing targeted location-based services. 

Subscription and Billing Information: Contains the 

service profile of users or subscribers on the network. Such 
information includes type and class of services subscribed to 

by the UE, the billing cycle, the charging rate as well as the 
validity period of those services. 

Participating MNOs: List the MNOs participating in the 
contract and who have entered into agreements with their 

peers. 

Operating frequency: Maintains information on the 

frequency bands currently used by each MNO to provide 
services to its subscribers for purposes of spectrum 

accountability. 
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QoS parameters: QoS parameters stipulate the 
performance metrics against which services provided by 

MNOs are monitored and evaluated. The services can be 
characterized in terms of priority, throughput, bandwidth to be 

provided, E2E packet delay, packet losses, availability etc. 
Failure to provide the prescribed levels of service amounts to 

a breach of contract and attracts a penalty (such as debit) which 
is automatically triggered by the corresponding clause. 

Breach of Contract clause: This contains clearly defined 
thresholds that must be met and the penalties that will be 

incurred if those thresholds are not exceeded. It contains 
explicit information on the deliverables by all parties involved, 

the triggering conditions and how the penalties will be 
enforced. In scenarios where the contract has been breached 

after several consecutive billing cycles, the offending party is 
automatically delisted from the smart contract. 

Transaction History: Contains information on all 
transaction history between participating parties in the 

network. This can be used for account reconciliation and 
billing settlements. 

IV.!  NETWORK OPERATION AND MANAGEMENT 

A.! Radio Access Control and SLA Management 

The novelty of our solution is the integrated SDN and 
blockchain architecture for facilitating business agreements 

between MNOs needed to manage radio access control in a 
shared network environment. Our framework seeks to answer 

a fundamental problem which is formulated as follows:  

Supposing a certain MNO say MNO1 has very poor radio 

coverage and is unable to provide agreed levels of service to 
its subscribers within a facility as is common in indoor 

scenarios for example a basement of a large warehouse. 
However, another MNO say MNO2 has adequate coverage as 

well as the capacity to provide the prescribed levels of service 
to these subscribers within the same facility. How can 

subscribers of MNO1 leverage on the indoor femtocell 
network to access network services on MNO2 using their 

existing UE (mobile device and Subscriber Identity Module 
(SIM) card from MNO 1)?  

To solve this problem, the SDN controller which is located 
at the network edge keeps a register of all UEs as well as their 

profiles or characteristics. UEs seeking to connect to the 
network must first be authorized by the SDN controller. Any 

device which is not registered with the SDN controller is 
denied access to the network. The BC on the other hand 

maintains a shared billing system of both MNOs as well as an 
SLA Manager which is implemented in the blockchain using a 

smart contract. With this configuration, the smart contract 
becomes responsible for coordinating and providing billing 

settlements and agreed levels of service to subscribers. 
Furthermore, service level authorization by blockchain ensures 

that only subscribers who have subscribed to a specific service 
have access to that service.  

In terms of network operation, figure 2 illustrates the 
signaling sequence and transactions that occur between the 

different nodes and how the smart contract is used for access 
control and network management. First, the UE performs a 

radio frequency (RF) scan to discover the available networks 
within the vicinity. The UE uses the Received Signal Strength 

Indication (RSSI) values to identify the next available MNO 
with the strongest signal within its vicinity. 

 

FIGURE 2. Network management signaling diagram using Smart Contract 

 Thereafter it sends a service request notification to the SDN 

controller via the FAP about its intention to connect to the new 
network. The SDN controller exchanges messages with the 

smart contract which checks if there is any pre-existing 
contract between MNO 1 and MNO 2. If there is, the controller 

forwards the request to the MNO 2 core network to confirm 
that the agreed QoS guarantees as stipulated in the SLA can be 

provided. Once MNO 2 confirms that it can provide the 
service, it sends a service grant notification to the SDN 

controller. Finally, the subscriber establishes a session with 
MNO 2 over the femtocell RAN and billing procedures are 

automatically initiated.  

The logical centralized control provided by the SDN 

controller enables it to maintain a global view of the network 
allowing for efficient monitoring of spectrum usage, proper 

coordination of spectrum mobility and effective 
implementation of spectrum sharing strategies among MNOs. 

The blockchain controller advertises the service profile of the 
devices on the network to the SDN controller and enforcement 

of the terms of the contract which is translated into flow rules 
and made available to the SDN switches. These flow rules 

determine which devices should be granted access to the 
network and what type/class of service these devices can 

access. Thus, access to the network is controlled at two levels 
– service level using blockchain and device level using SDN. 

Furthermore, the blockchain layer facilitates a distributed peer-
to-peer network where non-trusting members (MNOs) can 

interact with each other without a trusted intermediary, thus 
creating a framework for trusted interaction in a trustless 

environment.  

Users carry out digital transactions when a phone call is 

made, text messages are sent or data is used on the network, 
leading to large amount of transactional information that has to 

be verified to ensure customers are billed correctly. In 
heterogenous networks consisting of diverse devices with 

different service profiles and service requirements, the lack of 
consistent billing records of network data could pose serious 

difficulties for network management and billing settlement.  
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FIGURE 3. Smart Contract implemented in Blockchain layer as an overlay on SDN 

Figure 3 shows how the smart contract in the blockchain layer 

can be implemented on top of the SDN layer. Our integrated 
SDN and blockchain architecture using smart contracts 

enables a distributed consistent record of network 
management data which ensures accurate billing and effective 

network management. Specifically, the smart contract helps 
maintain a record of which devices have access to what 

resources.  

V.! SIMULATION PLATFORM AND RESULTS 

The architecture is modeled using a blockchain-enabled 
SDN platform consisting of an off-chain smart contract, 

Ethereum private blockchain and the simulation module. The 
consensus mechanism employed is the Proof of Work (PoW). 

The smart contract enables management of access rights 
needed to facilitate interoperability between multiple 

operators. The contracts are designed based on the different 
vertical services users subscribe to and serves as an interface 

between multiple operators. The private blockchain is 
initialized on a test-net using Geth (go-ethereum) software and 

thereafter the genesis file is set up. The genesis file is used to 
define the genesis block which is the first block of the 

blockchain [15], which gives information about specifications 
of the block including such variables as gas limit, difficulty 

level, coin-base, timestamp and transaction fee. 

The simulation is carried out on fifteen (15) Ethereum 

Virtual machines (VM) in order to provide insight on the 
frequency of transactions between multiple users and the 

number of times users access services from the MNOs. The 
virtual machines run on a Dell Latitude 7400 with Intel(R) 

Core (TM) i7-8665U CPU @ 2.11 GHz, 16 GB of RAM, and 
1 Gbps Ethernet connection. The difficulty level is set to 1 for 

every block and the approximate block processing time is set 
to about 10 seconds using the PoW consensus algorithm. 

In this paper, our focus is on how the SDN controller and 
blockchain platform can be used to manage spectrum resources 

through access control of UEs to spectrum assets (RAN) as 
well as output from the blockchain. The overall impact of the 

SDN and blockchain controllers on network performance 
metric such as E2E delay, throughput and packet losses will be 

studied in future work. 

In studying the impact of SDN and blockchain platform in 

radio access management, we assume that a contractual 
agreement between the MNOs is already in place. A UE 

seeking to access services on different MNO, first perform an 
RF scan to confirm spectrum availability of the intended the 

MNO (by virtue of a higher RSSI value) and notifies the SDN 
controller. The UEs and FAP both have a transmit power of 

100mW with the FAP having a coverage range of 50m. Once 
access has been granted by the SDN controller to the RAN, 

the UE makes a transaction to the smart contract address to 
initialize and trigger the services specified in the contract.  

 
Figure 4 shows how the SDN controller and blockchain 

are employed in the management of spectrum access between 
MNOs. As the UE moves within the facility, it carries out 

periodic RSSI measurements of the two operators. When the 
UE moves away from the coverage area of MNO1, its RSSI 

value drops over time until it reaches a threshold value called 
RSSIth, beyond which the received signal strength becomes 

significantly attenuated that the UE initiates a switch to the 
next available operator. For the purpose of this simulation, we 

have set the RSSIth value as -73.8 dBm which also serves as 
the switching point to guard against total loss of connectivity. 

At this point, the UE sends a signaling request to the SDN 
controller notifying it of its intention to switch to MNO2 

which is observed to have a higher RSSI value. 

           
FIGURE 4. RSSI values measured across different networks before agreement 

Following this request, the SDN controller initiates a switch 
between the operators, by writing to the smart contract to 

confirm availability of an agreement between both operators. 
With an agreement already in place, network connection is 

established between the UE and MNO2 and this is written as a 
transaction into the blockchain. Figure 5 shows network 

performance with and without blockchain agreement. In this 
scenario, the network performance is studied when 10 UEs 

move between 3 FAPS. From figure 5(a), it is observed that 
without blockchain, the stations experience a total break in 

connection characterized by a complete drop in throughput as 
they move from one FAP to another. This is due to the absence 

of an agreement between MNOs.  

 The scenario is however different in figure 5(b) where an 

agreement already exists between operators. Here the presence 
of an agreement which is enforced in the smart contract enables 

faster handoff between operators. The handoff delay in moving 
from one FAP to the next is equivalent to the roundtrip time of 

sending a transaction in blockchain which from our simulation 
equals 70ms. Since the service and device profiles of the 
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stations are already known to FAPs through flow rules from 
the SDN and blockchain, the transition between FAPs is 

seamless.  

 

FIGURE 5. Network performance (a) Without blockchain (b) With blockchain  

 The blockchain performance was also evaluated across 

different instances with 1, 5, 15 and 25 users actively 
interacting with the smart contract, each instance was 

simulated for 600 seconds as shown below.!

!

FIGURE 6. No of transactions across different users on MNO2 

From figure 6, it is observed that the number of transactions 

increases over time across the different categories of users, 
however, the number of transactions mined decreases with 

increase in users. This is due to the increased number of blocks 
that have to be processed by miners which in turn increases 

the difficulty level culminating in a slow consensus. The huge 
number of successful transactions recorded across the 

different categories of users from the simulation results 
clearly shows how smart contracts can enable interoperability 

across network operators. 
Our proposed multi-operator small cell solution very much 

aligns with provisions of the latest 3GPP Release 15 and 

beyond which allow support for Multi-operator Core Network 
(MOCN), whereby Radio Access Network (RAN) can be 

shared by multiple core networks [14].  

VI.!CONCLUSION AND FUTURE WORKS 

This paper presents a model for multi-operator small cell 
deployment for 5G systems and beyond. The most important 

contribution of this work is the development of a framework 
that enables business agreements between MNOs for 

managing access to the radio network and network services 
using the smart contract feature of blockchains. Simulation 

results show that our platform enables users to access network 
service across operators. 

Future research work includes consideration of additional 
decision metrics such as minimizing additional latency due to 

the blockchain, maximizing energy efficiency and 
maximizing resilience. Furthermore, the resource allocation 

problem will be extended into a Mixed Integer Linear 
Programming (MILP) optimization problem. The objective 

here is to find the optimum number of UEs from MNOs with 
limited resources that can be matched to MNOs with adequate 

resources based on some metrics (such as latency, power 
consumption, resilience). Finally, the effect of the SDN 

controller and blockchain operation on network performance 
indices such as E2E delay and packet loss will also be 

investigated. 
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