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Abstract: Directional modulation (DM) has been developed based on narrowband antenna arrays, which can form the desired
constellation values in the directions of interest while scrambling the values and simultaneously maintaining a magnitude
response as low as possible in other directions. In this study, for the first time, the authors develop a multi-carrier based DM
framework using antenna arrays, where simultaneous data transmission over multiple frequencies can be achieved, so that a
much higher data rate can be obtained. In addition, such a framework allows possible frequency division based multi-user
access to the system and also provides the flexibility of using different modulation schemes at different frequencies. Then, they
study the antenna location optimisation problem for multi-carrier based DM using a compressive sensing based approach by
employing the group sparsity concept. Examples are provided for both the design of weight coefficients and the optimisation of

antenna locations.

1 Introduction

Directional modulation (DM) is a physical layer security technique
using advanced antenna and array design methods, which aims to
keep the desired constellation values in the directions of interest
while scrambling the values and simultaneously maintaining a
magnitude response as low as possible in other directions.

It was first introduced in [1, 2] as a near-field modulation
technique using reflector switching. Then, a four-element
reconfigurable antenna array was introduced in [3] to achieve DM
by switching elements for each symbol to change its amplitude and
phase of the element radiation pattern. In [4], a method called dual-
beam DM was introduced, where the in-phase and quadrature
signals are transmitted by different antennas, instead of the same
antenna that is used for traditional transmission. Phased arrays
were introduced in [5] to realise DM and they were further
investigated in [6—8]. In [9], a new DM approach was proposed,
where the radiation pattern is separated into information pattern
and interference pattern through far-field null steering to control
array excitations. In [10], a design of far-field radiation pattern
templates was developed for DM. Recently, a time modulation
technique was proposed for DM to form a four-dimensional
antenna array [11].

However, all these works are based on the assumption that the
information is transmitted at one single frequency, which is not an
efficient way to use the available spectrum. In this work, borrowing
the idea of multi-carrier based transmission for traditional wireless
communication systems [12—15], we develop a novel multi-carrier
based DM structure for antenna arrays, which can be implemented
efficiently by the inverse discrete Fourier transform (IDFT). There
are mainly three advantages for the proposed multi-carrier based
DM: the first is that we can transmit multiple low rate data streams
in parallel to achieve a much higher overall data rate, extending the
use of DM effectively and efficiently to a wider bandwidth; the
second advantage is that we can assign different carriers to
different users allowing possible frequency division multi-user
access, where the users can be located at the same directions or
different directions and in the latter case, we can design the beam
pointing to different directions at different frequencies; the third
advantage is that it provides the flexibility of using different
modulation schemes at different carrier frequencies.

First, we will extend the traditional single-carrier design for
DM to the multi-carrier case for a given array geometry. Then we
study the antenna location optimisation problem for multi-carrier
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based DM using a compressive sensing (CS) based approach by
extending the formulation developed for narrowband sparse arrays
in [16]. For the single-carrier case, we only need to find a common
set of antenna locations for all constellation points. For the multi-
carrier structure, since more than one carrier frequency are used, a
common solution only for all constellation points at one frequency
is not enough, and we need to find a common set of optimised
antenna locations for all modulation symbols at all carrier
frequencies instead.

The remaining part of this paper is structured as follows. A
review of the traditional DM structure is given in Section 2,
followed by the proposed multi-carrier based structure and its
design with a given array geometry. The CS-based antenna location
optimisation method for multi-carrier based DM arrays is presented
in Section 3. Design examples are provided in Section 4, with
conclusions drawn in Section 5.

2 Proposed structure for multi-carrier based
directional modulation

2.1 Review of DM with a single carrier

A narrowband linear array for transmit beamforming is shown in
Fig. 1 [17], consisting of N equally spaced omnidirectional
antennas with the spacing from the first antenna to its subsequent
antennas represented by d, for n=1,....,N—1, where the
transmission angle 6 € [0°, 180°]. The output signal and weight
coefficient for each antenna are, respectively, denoted by x, and w,,,
n=0,...,N — 1. The steering vector of the array is a function of
angular frequency w and transmission angle 6, given by

s(w, 0) — [1’ e]mdlcosglc, . erdN_ ICOSQ/C]T’ (1)

where {-}7 is the transpose operation, and ¢ is the speed of

propagation. The vector of weight coefficients for their
corresponding antennas is represented by w with

— T 2

w = [wo, Wi, .., Wyl 2

Then, the beam response of the array is given by

PO = w's(,0), ©)
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Fig. 1 Narrowband transmit beamforming structure

where { -} represents the Hermitian transpose.

For M-ary signalling, such as multiple phase shift keying, there
are M sets of desired array responses p,,(6), with a corresponding
weight vector w,, = [Wy,.0, ...,wm’N_,]T, m=0,,...,.M—1. Each
desired response p,,(6) is further split into two regions according to
the direction of 8: the mainlobe p,, v and the sidelobe p,, 5. The
mainlobe will have the desired response representing the
corresponding modulation symbol, while the sidelobe has a low
gain with a scrambled phase response. For » sample points in the
mainlobe and R — r sample points in the sidelobe, we have

. Pm(eR —-r- l)]
) pm(eRf 1)] .

Pm.sL = [Pm(‘go), pm(el)’ ..

4

PuML = [PnOr - 1)s PrOR 111, - @

All constellation points for a fixed @ share the same steering vector,

and we put all the R — r steering vectors at the sidelobe region into

an N X (R—r) matrix Sg;, and the r steering vectors at the

mainlobe direction into an N X r matrix, denoted by Sy, . For the

mth constellation point, its corresponding weight coefficients can

be found by solving the following constrained optimisation
problem:

min 1 PasL = wiSsLI 2
(5)

subject to  wHSy = DML
where || - |, denotes the /, norm.

2.2 Proposed multi-carrier DM structure with a given array
geometry

The proposed multi-carrier based transmit beamforming array
structure for DM is shown in Fig. 2, where each antenna is
associated with multiple frequency-dependent weight coefficients
Wng for n=0,...,N—1 and ¢=0,...,0— 1. The beamformer
output x,(¢) can be represented as follows:

x,(f) = QZ] W;‘qej2n<fo+ (=@ +Afir
q=0
Q-1 . -
= 2 Wi PR QR AT o eI2fot
q=0

(6)

where f,, represents the carrier frequency and Af denotes the
subcarrier spacing.

To derive a discrete baseband representation of the structure, we
omit the carrier frequency f,, and substitute 7 = kt, into (6) for
k=0,1,...,0—-1 and 7, =(1/Af X Q) (Af X Q represents the
bandwidth of the baseband signal from
[—(Q/2) x Af, (Q/2) X Af]). Therefore, the discrete baseband
signal is given by

0-1
s j2m(—(Q/12) + @A fktg
X, (k) = w,,vqeJ
420
— Z W;qe_]er(7(Q/2)+q)Afk(l/AfQ) 7
q=0
1%
Q Z Wy, @@k = 0,1,...,0~1

where (I/Q)Zq oW e12”<‘(Q’2“‘7)(k’Q) is the IDFT expression of
Wy, g Therefore, mathematically modulating on each subcarrier and
then adding them together is equivalent to taking an IDFT. The

outputs of IDFT are then followed by a parallel to serial converter
(P/S) with the time interval #, between adjacent samples and a
digital-to-analogue converter (D/A). Finally, the multiple baseband
signals are modulated to their corresponding carrier frequency and
transmitted through the antennas. The new multi-carrier structure is
represented in Fig. 3.

To have a beam pointing to a certain direction, the steering
vector for the gth frequency is given by

S(wg, 0) = [1,&/™7, ... ™ -1T

; Y
=[I, eJZIT(fm ( —7+qum’ o (8)

efo+ (= 2 papey - 1]T

where 7, for n=1,...,N — 1 is the propagation advance for the

signal from antenna n to antenna O and is a function of
transmission angle @, represented by ((d,cos(8))/c). Then, the beam
response of the array at the gth frequency is formulated as follows:

play, 0) = w(w,) 's(w,, 0), ©)

and w(w,) is the weight vector at the gth frequency, given by

W(@g) = [Wo.gs Wi gs - Wy 1] - (10)

Similarly, for M-ary signalling, we define p,(w,,0) as the desired
array response to the mth constellation point at the g-th frequency
for m=0,...M—1and ¢=0,...,0—1, and then divide them
into p, (@, G\ir) (beam responses at the main lobe directions) and
Py, Os1) (beam responses over the side lobe regions) in the same
way as in (4), according to the direction of 6, where

[P(@y, 00), D@y, 0)), ...,

D@y, Or —r-1)]

[P @gs Or - 1)y Pu@gs OR — 1 515 - -
P @g, O 1]

P00y, Os1) =

11
pm(wqa HML) = ( )
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Fig. 2 Proposed multi-carrier transmit beamforming structure for DM
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Fig. 3 Proposed multi-carrier transmit beamforming structure for DM represented by IDFT
The corresponding weight vector is represented by direction of interest. To ensure that the constellation is scrambled
Wil @g) = [Wno.g> s Wi N 1, q]T, Moreover, S(w,,0s) is an in theH sidelobe regions, the phase of the desired response
N X (R—r) matrix including all steering vectors at sidelobe Wn(w,) S(w,, Os1) at different sidelobe directions can be randomly
regions at the gth frequency, and the steering vector in the generated
mainlobe Gy, is an N X r matrix, denoted by S(wy, Oyir).
For the mth constellation point at the gth carrier frequency Wi(w,) = R"(S(a)q, QSL)p,';,{(wq, Os1) — S(wg, Onr)
based on a given geometry, its corresponding weight coefficients o » Lol
can be obtained by solving the following constrained minimisation X ((§7 (g, OnLIR™ S(@g, Opi) ™ (™ (@, Opa) - (13)
problem: X R™'S(@y, O50) (@4, O51) = P(@g ) -
. H
min H P, Os1) = Win(0g)"S (@4, Os) 11, 1 The problem in (12) can be solved by the method of Lagrange
(12) multipliers and the optimum value for the weight vector w,,(,) is

subject t0 Wy (@,)"'S(@4, Oyir) = Py Oprr) - P o
given in (13), where R = S(@,, Os1.)S™ (wy, Os).
The objective function and constraint in (12) ensure a minimum
difference between the desired and designed responses in the
sidelobe, and a desired constellation value to the mainlobe or the
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3 Location optimisation of array antennas for
multi-carrier based DM

Equation (12) is only for designing the DM coefficients for a given
set of antenna locations. In practice, we may need to optimise the
antenna locations to achieve an even lower cost function in (12) or
reduce the number of required antennas for a similar level of cost
function minimisation result. This is a traditional sparse antenna
array design problem [18, 19]. Many methods have been proposed
for the design of a general sparse antenna array, including the
genetic algorithm [20-22], simulated annealing [23] and CS [17,
24-28], and in the context of single-carrier DM, it has been studied
using CS-based methods in our recent publication [16].

For CS-based sparse DM array design with a single carrier [16],
a given aperture represented by dy _,, as shown in Fig. 1, is densely
sampled with a large number (V) of potential antennas, where the
values of d,,, forn =1,2,...,N — 1, are selected to give a uniform
grid. Through selecting the minimum number of non-zero valued
weight coefficients to generate a response close to the desired one
described in (5), sparseness is achieved in the resultant design. In
other words, if a weight coefficient is zero-valued, the
corresponding antenna will be deemed inactive and therefore can
be removed, leading to a sparse result.

Following this idea, for the multi-carrier structure in Fig. 3,
where each antenna is connected to multiple frequency-dependent
weight coefficients, we could formulate the problem for the mth
constellation point at the gth carrier frequency as follows:

min Hw, (w1
subject to |1 p,(w,, Os1) — wm(wq)HS(wq, Ol h <a  (14)

W @0,)"S(045 Oni1) = D@y, Opir) -

where || - |1, is the /, norm, used as an approximation to the [, norm,
and «a is the allowed difference between the desired and designed
responses.

However, the solution to (14) cannot guarantee the same set of
active antenna positions for all constellation points at all
frequencies. This means an antenna cannot be removed if the
corresponding weight coefficients for all constellation points at all
frequencies are not all zero-valued; in other words, to remove an
antenna, we need all elements in the vector w,, to be zero-valued or
llw,|l, =0, where
‘I’n = [Wo.n.00 Win,05 -+ WM = 1,1,00

(15)

Won1s e s WM—1.n,15 - s WM —1,n,0- i,

Here wy, , 4 represents the weight coefficient corresponding to the
nth antenna location for the mth constellation point at the gth
frequency. Then, to reduce the number of elements for an N-
element antenna array, we gather all llw,ll, forn=0,...,N —1 to
form a vector w, given by

W= [ Wl Ly 1Ly, o Ty 1], (16)

and min | lwll, represents the minimum number of non-zero valued
[lw,ll, or the sparsest antenna array. This idea is called group
sparsity [29], which is used here for finding a common set of active
antenna locations for all constellation points at all O frequencies.
Moreover, we need to impose DM constraints at all frequencies.
Therefore, we first construct the following matrices:

W(w,) = [Wo(@y)s Wil@,), ... War_1(@,)] (17)
Py (@, 051) = [Po(@gs O51), P(@g O51)s - ., Pay - (@4, O] 8
Py - (@g, QSL)]T
PuL(@g: OnL) = [Po(@g, O, Pi(@wg, OriL)s - -
(19)

Pt (g )T

forg =0,1,...,0 — 1. Then, based on the above matrices, a series
of block diagonal ones are formed as follows:

W = blkdiag{ W(w,), W(w)), ..., W(wg_1)} (20)
Pg;, = blkdiag{ Psy (@, Os1), Psy (@1, O1). @
o, Psi(wo_1,050)}
Py = blkdiag{ pur (@0, Ovr), Pui (@1, Ovp),
(22)
co PuL(@o -1, Om1) }
Ss1. = blkdiag{S(awo, Os), S(wy, Os1), 23)
s S(wg-1,05)}
Sy = blkdiag{s(w, Gy), s(@1, OmL),
(24)

. 8(wo_1,0Mm)} .

Then, the /; norm minimisation for sparse DM array design can be
formulated as

Ps — WS 1, < a

WHSML = PML .

min |lwll, subjectto

(25)

As the reweighted /, norm minimisation has a closer approximation
to the [, norm [30-32], we can further modify (25) into the
reweighted form in a similar way as in [16]. For the reweighted
design, at the ith iteration, the above formulations (25) become

N . .
min 25;||w;||2

n=1
I Psp — (WH'Ss 1, < a
WHHS\yL = Py,

. (26)
subjectto

where the superscript i indicates the ith iteration, and &, is the
reweighting term for the nth row of coefficients, given by

) L . . . . .
&= (Ilwﬁ, I, + y) . Here y > 0 is required to provide numerical

stability to prevent §, becoming infinity at the current iteration if
the value of a weight coefficient is zero at the previous iteration,
and it is chosen to be slightly less than the minimum weight
coefficient that will be implemented in the final design (i.e. the
value below which the associated antenna will be considered
inactive and therefore removed from the obtained design result),
where 8,1 1w, 11, = (W, 1L)/(HWw,1 1, + 7).
The iteration process is described as follows:

(1) For the first iteration (i = 1), calculate the initial value |I1w,ll, by
solving (25).

(i1) Set i=i+ 1. Use the value of the last IIWf,_lllz to calculate 62,
and then find W' and IIW;I I, by solving the problem in (26).

(iii) Repeat step (ii) until the positions of non-zero values of the
weight coefficients do not change any more for some number of
iterations.

The problem in (26) can be solved using CVX, a package for
specifying and solving convex programs [33, 34].

4 Design examples

In this section, several representative design examples are provided
to show the working of the proposed multi-carrier based DM array
structure and the performance of the location-optimised sparse
array in comparison with a standard ULA.

Without loss of generality, we assume the mainlobe direction is
Ov = 90" and the sidelobe regions are Os; € [07, 857 U [95°, 1807],
sampled every 1° in our design. Consider a standard Wi-Fi
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Fig. 5 Resultant phase patterns based on the design (12) at
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transmission. The carrier frequency f, is set to 2.4 GHz, with a
bandwidth of 2.5 MHz, split into eight frequencies (eight-point
IDFT). The desired response is a value of one (magnitude) with 90°
phase shift at the mainlobe [quadrature phase shift keying (QPSK)]
and a value of 0.1 (magnitude) with random phase shifts over the
sidelobe regions for each frequency.

To have a fair comparison, we first obtain the DM result using
the method in (12) based on a 21-element ULA with a spacing of
half-wavelength at the highest frequency. Based on the design
result, we then calculate the error norm between the designed and
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the desired responses and its value represented by « is then used in
the sparse array design as the threshold.

4.1 Design example with a given array geometry

The resultant beam patterns using (12) at frequencies f, — 4Af,
fo—2Af, fo fo+2Af are shown in Figs. 4a—d, and the
corresponding phase patterns are displayed in Figs. 5a—d. The
beam and phase patterns on frequencies f,—3Af, f,—Af,
fo+ Af, fo +3Af are not shown as they have the same features as
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Table 1

Resultant weight coefficients for m =0 (symbol 00) at the frequency 2.39875 GHz based on (12)

n Weights n Weights
1 0.0203 — j0.0189 12 0.0437 — j0.0455
2 0.0212 — j0.0274 13 0.0490 — j0.0438
3 0.0334 — j0.0206 14 0.0388 — j0.0459
4 0.0307 — j0.0258 15 0.0289 — j0.0368
5 0.0390 — j0.0411 16 0.0366 — j0.0344
6 0.0361 — j0.0359 17 0.0181 — j0.0431
7 0.0462 — j0.0368 18 0.0248 — j0.0288
8 0.0440 — j0.0451 19 0.0231 — j0.0167
9 0.0481 — j0.0413 20 0.0236 — j0.0197
10 0.0400 — jO.0384 21 0.0087 — j0.0217
11 0.0528 — j0.0455
0 T 0 T
= = Symbol 00 = = Symbol 00
-10 —— Symbol 10 | | 10+ —— Symbol 10 |
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Fig. 6 Resultant beam responses based on the design (26) at
(@) fo—4Af, (B)fo—2Af, (c) fo, @) fo+2Af

the aforementioned figures, where all main beams are exactly
pointed to 90" with a reasonable sidelobe level, and the designed
phase at the mainlobe direction (6 =90°) for the constellation
points follows the standard QPSK constellation, i.e. symbols 00’,
‘10°, “11°, ‘01’ correspond to 45°, 135°, —45 and -—135,
respectively, while for the rest of the @ angles, phases of these
symbols are random and their phase difference are scrambled,
demonstrating that DM has been achieved effectively. The resultant
weight coefficients for m =0 (symbol 00) at the frequency 2.39875
GHz is shown in Table 1.

4.2 Design example with antenna location optimisation

With the same value of error norm a obtained from the above ULA
design case, we have set the maximum aperture to be 154 with 150
equally spaced potential antennas for the multi-carrier structure
based sparse array design. Moreover, y = 0.001 was set to indicate
that antennas associated with a weight value smaller than 0.001 is
considered inactive.

For the reweighted /, norm minimisation method in (26), the
resultant number of active antennas is 16, with an average spacing
of 9.64 cm, as shown in Table 2. Figs. 6a—d show the beam
patterns and Figs. 7a—d display the phase patterns at frequencies
fo—4Af, fo—2Af, f,and fy+2Af, all indicating a satisfactory

=70 I L I L L

0 (degree)
d

design result. The beam and phase patterns for other frequencies
have a similar performance as the above frequencies.

A performance comparison between the ULA design and the
reweighted design is summarised in Table 3, where the result using
direct /, norm minimisation in (25) (i.e. without reweighted
iteration) is also included. We can see that they all have a very
similar sidelobe level; however, the number of antennas required
after location optimisation has been reduced by five using the
reweighted design. Although the method in (25) also gives a sparse
solution, with an adjacent antenna spacing larger than half
wavelength, the number of antennas is increased from 21 to 24
(therefore with a much reduced sidelobe error), highlighting the
need for the proposed reweighted design in (26).

5 Conclusions

A multi-carrier based antenna array structure for DM has been
proposed for the first time, where a baseband implementation
similar to the classic OFDM structure in wireless communications
is derived. Then we studied the antenna location optimisation
problem in this context and a class of CS-based design methods
were developed. The key is to find a common set of sparse result
for all modulation symbols at all frequencies using the concept of
group sparsity. As shown in the provided design examples, in the
context of DM, the sparse design has achieved a main lobe
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Fig. 7 Resultant phase patterns based on the design (26) at
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5 75.47 11 124.53
6 77.99 12 134.60
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